REQ-KYI-22-0173




Attachment A: Scope of Work for Services / Technical Specifications

Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity (the Activity) is a program funded by USAID. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity vulnerabilities in Critical Infrastructure (CI), and to transform Ukraine from a compromised, reactive cybersecurity actor to a proactive cybersecurity leader.

Over a four-year period, the Activity will increase resilience and build capacity to prevent, detect, and respond to cyberattacks against CI in Ukraine. To achieve this goal, the Activity is implementing the following components:

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting cybersecurity institutions. This component will also build the technical capacity of key sectors through increased access to cybersecurity technology and equipment. 

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new cybersecurity talent and build the capacity of existing talent. These interventions will address the entire workforce pipeline, the quality of education received by cybersecurity specialists, and industry training programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity. This component will seek to build trust and collaboration between the public and private sector to develop innovative solutions for future cybersecurity challenges; spur investment and growth in the broader cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms for Ukrainian firms to connect with industry partners to enable better access to innovations and business opportunities.
1. Context 

The State Service for Special Communications and Information Protection (SSSCIP) is a specialized central executive body responsible for ensuring Ukraine’s cybersecurity, development and implementation of the government policy to protect the government information resources and critical information infrastructure. Following the legislation, SSSCIP is responsible for many critical infrastructure protection issues. First of all, it's cyber security. For this purpose, the SSSCIP is developing the capabilities of its particular unit - the State Cyber Protection Center, which carries out practical cyber security measures, provides sensors on CI objects, collects information about cyber incidents, provides assistance to those CI objects which were attacked, provides recovery and related improvement services. Such activities are dependent much on the readiness to assist rapidly, thus use mobile teams (esp. for OT/air gapped infrastructure) with necessary technical capabilities to diagnose systems and quickly assist in recovery and remediation.

2. Objectives
The Activity will support SSSCIP to provide UA30 and CERT-UA teams with cyber security mobile kits (‘fly-away kits’)  to rapidly respond to CI cyber emergencies (especially in the energy sector), perform scheduled maintenance and audit, impact the cybersecurity maturity within CI entities, and increase readiness of CI workforce to respond to cyber incidents. The dedicated technical focus of the mobile kits is on operational technologies (OT), industrial networks and infrastructures (SCADA-related etc).

The Activity will support SSSCIP, as feasible, with provision of: 

· Sensor, audit and incident assessment kits to conduct assessments and related works over IT/OT infrastructures 

· Mobile intrusion detection/analysis kits and related technical support to assist CI operators to rapidly detect and respond to attacks 

· Disaster recovery kits that collect critical system backups that can be physically isolated in case of ransomware attacks or physical destruction slowing down recovery efforts 

· Mobile means to deploy and use equipment at remote locations.

3. Tasks:
The Activity is searching for Vendor, who will provide the following services:

· Supply technical equipment (based on the Technical specifications - see Annex A)

· Execute installation of equipment

· Provide trainings for SSSCIP employees (at least 20 participants)
4. Deliverables schedule:
	#
	Deliverable

	1
	Provision and delivery of the technical equipment 

Sub-Deliverables: 

- equipment supplied
- deployment plan agreed



	2
	Installation and configuration of equipment

Sub-Deliverables: 

- kits are configured 

- deployment plan executed 

	3
	Preparation and training for SSSCIP employees (at least 20 participants)

Sub-Deliverables: 

- staff to be trained selected (within the Recipient personnel)

- staff trained


1. TECHNICAL SPECIFICATIONS
(an integral part of the documentation for this RFP- REQ-KYI-22-0173)
	№
	Description of the Goods/Services
	Quantity
	UM

	Sensors - IT

	1.1
	Networking

	
	C9200L-24T-4X-E
	Catalyst 9200L 24-port data, 4 x 10G, Network Essentials
	10
	Item

	
	CON-SNT-C920L24X
	SNTC-8X5XNBD Catalyst 9200L 24-port data, 4 x 10G, Ne
	10
	Item

	
	C9200L-NW-E-24
	C9200L Network Essentials, 24-port license
	10
	Item

	
	C9200L-24T-4X-E
	Europe AC Type A Power Cable
	10
	Item

	
	CON-SNT-C920L24X
	Config 5 Power Supply Blank
	10
	Item

	
	C9200L-NW-E-24
	Catalyst 9200 Blank Stack Module
	20
	Item

	
	C9200L-24T-4X-E
	C9200L Cisco DNA Essentials, 24-port Term license
	10
	item

	1.2
	Sensor computing

	
	UCS-M6-MLB
	UCS M6 RACK, BLADE MLB
	
	

	
	UCSC-C220-M6S
	UCS C220 M6 Rack w/o CPU, mem, drives, 1U wSFF HDD backplane
	10
	

	
	CON-SNT-UCSCSC22
	SNTC-8X5XNBD UCS C220 M6 Rack
	10
	

	
	UCSC-M-V25-04
	Cisco UCS VIC 1467 quad port 10/25G SFP28 mLOM
	10
	

	
	UCSX-TPM-002C
	TPM 2.0, TCG, FIPS140-2, CC EAL4+ Certified, for M6 servers
	10
	

	
	UCSC-RAID-220M6
	Cisco 12G SAS RAID Controller w/4GB FBWC (16 Drv) w/1U Brkt
	10
	

	
	UCSC-PSU1-1050W
	Cisco UCS 1050W AC Power Supply for Rack Server Platinum
	20
	

	
	UCSC-BZL-C220M5
	C220 M5/M6 Security Bezel
	10
	

	
	UCSC-RAIL-M6
	Ball Bearing Rail Kit for C220 & C240 M6 rack servers
	10
	

	
	UCS-M2-240GB
	240GB SATA M.2
	10
	

	
	UCS-M2-HWRAID
	Cisco Boot optimized M.2 Raid controller
	10
	

	
	UCS-CPU-I4314
	Intel 4314 2.4GHz/135W 16C/24MB DDR4 2667MHz
	20
	

	
	UCS-MR-X64G2RW
	64GB RDIMM DRx4 3200 (16Gb)
	20
	

	
	UCS-SD960G6I1X-EV
	960GB 2.5-inch Enterprise Value 6G SATA SSD
	40
	

	
	VMW-VSP-STD-3A
	VMware vSphere 7 Std (1 CPU, 32 Core) 3-yr, Support Required
	20
	

	
	CON-ISV1-VSXSTD3A
	VSphere Standard for 1 CPU; ANNUAL List 3-YR Reqd
	20
	

	1.3
	Sensor routing

	
	L-DNA-C8000V
	Cisco DNA Subscription for Catalyst 8000V
	1
	

	
	DNA-P-T1-E-3Y
	Cisco DNA Essentials On-Prem Lic 3Y – up to 200M (Aggr, 400M)
	10
	

	
	SVS-PDNA-T1-E3Y
	Solution Support for SW - DNA Essentials OnPrem Lic, T1, 3Y
	10
	

	1.4
	NG-firewall

	
	FPR1120-NGFW-K9
	Cisco Firepower 1120 NGFW Appliance, 1U
	10
	Item

	
	CON-SSSNT-FRP11209
	SOLN SUPP 8X5XNBD Cisco Firepower 1120 NGFW Appliance, 1U
	10
	Item

	
	FPR1120T-T
	Cisco FPR1120 Threat Defense Threat Protection License
	10
	Item

	
	L-FPR1120T-T-3Y
	Cisco FPR1120 Threat Defense Threat Protection 3Y Subs
	10
	Item

	
	CAB-ACE
	AC Power Cord (Europe), C13, CEE 7, 1.5M
	10
	Item

	
	SF-F1K-TD7.0.1-K9
	Cisco Firepower Threat Defense software v7.0.1 for FPR1000
	10
	Item

	
	FPR1K-RM-SSD200-
	Cisco Firepower 1K Series 200GB for FPR-1120/1140
	10
	Item

	
	FPR1K-RM-ACY-KIT
	Cisco Firepower 1K Series Accessory Kit for FPR-1120/1140
	10
	Item

	
	FPR1000-ASA
	Cisco Firepower 1000 Standard ASA License
	10
	Item

	
	FPR-LTP-QR-LBL
	Cisco Firepower QR Label - Internal Use Only
	10
	Item

	1.5
	Modules

	
	GLC-BX-D
	1000BASE-BX SFP, 1490NM
	5
	Item

	
	GLC-BX-U
	1000BASE-BX SFP, 1310NM
	5
	Item

	
	GLC-LH-SMD
	1000BASE-LX/LH SFP transceiver module, MMF/SMF, 1310nm, DOM
	10
	Item

	
	Сopper patch cords
	Patch cord cat. 6, RJ45-RJ45
	100
	Item

	1.6
	Network TAP

	
	GTP-ATX01
	G-TAP A Series, Always On 10/100/1000M copper TAP, AC Power (US Plug) 
	10
	Item

	
	PBK-GTA03
	Power Brick for G-TAP A Series (AC to DC transformer), EU Plug. Not TAA Compliant.
	20
	Item

	
	GTP-ASF01
	G-TAP A Series, Always On SFP/SFP+ TAP, AC Power (US Plug)
	10
	Item

	
	PBK-GTA03
	Power Brick for G-TAP A Series (AC to DC transformer), EU Plug. Not TAA Compliant.
	20
	Item

	
	SFP-502
	1 Gig SFP, Multimode 850
	20
	Item

	
	SFP-532
	10 Gig SFP+, Multimode 850nm SR
	20
	Item

	
	GSS-FYS-BAS-PSS
	Initial Gigamon Pass-through Support Type with BASIC Support Level (8-5, M-F/R&R), bought with product or within 1 year of original purchase of product
	10
	Item

	1.7
	General SCADA Security

	
	CV-LICENSE
	Cisco Cyber Vision Licenses
	1
	Item

	
	CV-A-100
	Cyber Vision Advantage License for 100 endpoints
	5
	Item

	
	SVS-CV
	Embedded Support for Cisco Cyber Vision
	1
	Item

	
	CV-IDS-CNTR
	Cyber Vision Center Intrusion Detection License
	5
	Item

	1.8
	19 inch transportation rack

	
	AR0487-0707
	4u Amazon Rack (with 870mm deep chassis)
	10
	Item

	
	AA423
	Extruded aluminium chassis 870mm deep
	10
	Item

	
	EG3-0887
	Easy Glide System
	10
	Item

	
	AASP0607/BK
	Stowage pouch
	10
	Item

	
	AAPRV
	Pressure Relief Valve
	10
	Item

	
	AAHI3050
	Humidity Indicator
	10
	Item

	
	AAHSB/BK
	4 x stainless steel handles
	10
	Item

	
	AAINT610W/BK
	Amazon (interstacker) wheel-board
	10
	Item

	
	AAPLS/BK
	pair of linking straps
	10
	Item

	
	
	A/V mounts - 16 x 45 shore anti-vibration mounts for payloads upto 70kg, Colour - Olive Drab
	
	

	Sensor - OT

	1.9
	SCADA Security
	
	
	

	
	2740S#G5AH
	SEL-2740S SDN Switch model 2740S#G5AH
	8
	Item

	
	NS-100-SEL
	Dragos Sensor model NS-100-SEL, Dragos Sensor subscription license, NS-100-SEL – 2 years
	8
	Item

	
	STS-500-E
	Dragos SiteStore model STS-500-E, subscription license, STS-500-E – 2 years
	2
	Item

	
	Dragos Professional service
	Rapid Response Retainer - 240 Hours
	1
	Item

	
	Training
	Dragos Training Credit
	40
	Item

	
	Service
	Dragos service - Remote Deployment & Installation
	2
	Item

	1.10
	19 inch transportation rack

	
	AR0448-0712
	4u Amazon Rack (with 480mm deep chassis)
	10
	Item

	
	AA423
	rack fixings
	10
	Item

	
	EG3-0448
	Easy Glide System
	10
	Item

	
	AAW003
	Amazon Wheel Kit
	10
	Item

	
	AASP0407/BK
	Stowage pouch
	10
	Item

	
	AAPRV
	Pressure Relief Valve
	10
	Item

	
	AAHI3050
	Humidity Indicator
	10
	Item

	
	AAHSB/BK
	stainless steel handles
	10
	Item

	
	AAAVM458 
	A/V mounts - 8 x 45 shore anti-vibration mounts for payloads upto 20kg
	10
	Item

	
	
	
	
	

	Audit - kits

	2.1
	HW/SW equipment

	
	Durabook S14I
	DURABOOK S14I Black - Rugged laptop (CPU Core-i3, 8GB RAM, 128 GB SSD, Win 10, RS232)
	5
	item

	
	Lenovo notebook
	ThinkPad X1 Carbon Gen 10 (RAM 32GB,CPU Core-i5, SSD 2TB)
	15
	item

	
	Tableau TX1
	Tableau Forensic Imager (TX1)
	10
	item

	
	Ekahau Sidekick
	Ekahau Sidekick 2 – 3 year service
	5
	item

	
	External HDD
	External HDD 2,5” 2TB USB 3.0
	10
	item

	
	Nessus Pro
	Nessus Pro, 256 IPs, 3 years service
	1
	item

	
	Burpsuite Pro
	Burp Suite Professional - 3 years service
	15
	item

	
	
	
	
	

	Incident Response Kits

	3.1
	Lenovo notebook
	ThinkPad X1 Carbon Gen 10 (RAM 32GB, CPU Core-i5, SSD 2TB)
	15
	item

	3.2
	Volcano One - Floating
	Annual Subscription License, Maintenance,

Support, Upgrades, & Feeds for 1 year;

Floating Licenses may be installed on multiple

devices; Floating Licenses use a cloud-based

license manager and therefore require that all

users have Internet connectivity to access the

Volexity license manager
	3
	item

	
	Surge Collect Enterprise

Team (Unlimited) Multi-

Platform
	Annual Subscription License, Maintenance,

Support, & Upgrades for 1 year; Supports the

collection of memory from specified versions

of Windows, macOS and Linux systems; Size:

Unlimited use within the community of users – 3 year
	1
	item

	
	Malware and Memory

Forensics Training - Public
	Five days of Windows, Mac, and Linux

Memory Forensics training
	3
	item

	3.3
	KON Boot
	LEAD 82 - KON Boot 3 year
	10
	item

	3.4
	Nextron Thor
	THOR Enterprise Pro Unlimited 3 year (Thor full featured license)
	1
	item

	3.5
	Maltego
	Maltego Enterprise on-premise (3 users, 3 years)
	1
	Item

	3.6
	Maltego service
	Maltego advanced training
	1
	

	3.6
	Acronis Data recovery
	Backup & Recovery software suite
	5
	Item

	3.7
	DomainTools
	DomainTools Iris (2500)
	1
	Item

	3.8
	JOESandbox
	JOESandbox Cloud 250/m (basic)
	1
	Item

	3.9
	VirusTotal
	VirusTotal basic
	1
	item

	3.10
	L-FPR9K-24T-TMC-1Y
	Cisco FPR9K SM-24 Threat Defense Threat, Malware, URL 1Y Sub
	2
	Item

	
	HXDP-M5-E-AD
	HyperFlex Data Platform M5 Edge Advantage
	6
	item

	3.11
	L-FPR4110T-T-1Y
	Cisco FPR4110 Threat Defense Threat Protection 1Y Subs
	2
	Item

	3.12
	HXDP-M5-E-AD
	HyperFlex Data Platform M5 Edge Advantage
	8
	item

	
	
	
	
	

	Other goods

	4
	Backup power system

	4.1
	Ecoflow 
	EcoFlow DELTA Pro
	5
	item

	4.2
	Diesel Generator
	4 kWh, Diesel, 1Phase, Electric Start, 4 Whell, with Canopy
	5
	item


