REQ-KYI-22-0173





[image: image1.jpg]= DAI

Shaping a more livable world.





Contents
2Contents


3Synopsis of the Request for Proposals (RFP)


4Introduction and Purpose


4Purpose


4Issuing Office


Type of Award Anticipated
4
General Instructions to Offerors
6
General Instructions
6
Proposal Cover Letter
6
Questions regarding the RFP
6
Instructions for the Preparation of Technical Proposals
7
Goods and Services Specified
8
Instructions for the Preparation of Cost/Price Proposals
9
Cost/Price Proposals
9
Responsibility Determination
9
Anticipated post-award Deliverables
9
Inspection & Acceptance
10
Compliance with Terms and Conditions
10
General Terms and Conditions
10
Source and Nationality
10
Prohibited Technology
10
Unique Entity ID (SAM)…………………………………………………………………………………10
Procurement Ethics
11
12Attachment A: Scope of Work for Services or Technical Specifications

2
Attachment B: Proposal Cover Letter
18
Attachment C: Price Schedule
19
Attachment D: Instructions for Obtaining a Unique Entity ID (SAM)
21
Attachment E: Self Certification for Exemption from Unique Entity ID (SAM) Requirement
22
Attachment F: Past Performance Form
23
Attachment G: Representations and Certifications of Compliance
24
Attachment H: Proposal Checklist
25


Synopsis of the Request for Proposals (RFP) 
	RFP No. 
	REQ-KYI-22-0173

	Issue Date
	January 24, 2023

	Title
	Procurement of technical tools for cyber security mobile kits (‘fly-away kits’) under USAID Cybersecurity Activity 

	Email Address for Submission of Proposals
	Proposals should be submitted to UkraineCCI_Proposals@dai.com 

	Deadline for Receipt of Questions
	February 10, 2023, 18:00, Kyiv, Ukraine Time to the email address UkraineCCI_Procurement@dai.com  
All questions will be collected and replies to them will be sent via email to tender participants.

	Deadline for Receipt of Proposals
	February 16, 2023, 18:00, Kyiv, Ukraine Time to the email address 

UkraineCCI_Proposals@dai.com   
PLEASE NOTE THAT THE EMAIL ADDRESS FOR RECEIPT OF QUESTIONS AND THE EMAIL ADDRESS FOR RECEIPT OF PROPOSALS ARE DIFFERENT

	Point of Contact 
	UkraineCCI_Procurement@dai.com

	Anticipated Award Type
	Firm Fixed Price Purchase Subcontract – is a commercial document issued by a buyer to a vendor indicating types, quantities, and agreed prices for products or services.

Issuance of this RFP in no way obligates DAI to award purchase order or subcontract and offerors will not be reimbursed for any costs associated with the preparation of their bid.

	Basis for Award
	An award will be made based on the Lowest Price, Technically Acceptable Source Selection process. The award will be issued to the responsible Offeror submitting the lowest evaluated price that meets or exceeds the acceptability requirements for technical/non-cost factors described in this RFP.  
DAI conducts business under the strictest ethical standards to assure fairness in competition, reasonable prices and successful performance or delivery of quality goods and equipment. DAI does not tolerate corruption, bribery, collusion or conflicts of interest. Any requests for payment or favors by DAI employees should be reported as soon as possible to ethics@dai.com or by visiting www.dai.ethicspoint.com. Further, any attempts by an offeror or subcontractor to offer inducements to a DAI employee to influence a decision will not be tolerated and will be grounds for disqualification, termination and possible debarment.


Introduction and Purpose 
Purpose
The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity (the Activity) is a program funded by USAID. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity vulnerabilities in Critical Infrastructure (CI), and to transform Ukraine from a compromised, reactive cybersecurity actor to a proactive cybersecurity leader.

Over a four-year period, the Activity will increase resilience and build capacity to prevent, detect, and respond to cyberattacks against CI in Ukraine. To achieve this goal, the Activity is implementing the following components:

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting cybersecurity institutions. This component will also build the technical capacity of key sectors through increased access to cybersecurity technology and equipment. 

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new cybersecurity talent and build the capacity of existing talent. These interventions will address the entire workforce pipeline, the quality of education received by cybersecurity specialists, and industry training programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity. This component will seek to build trust and collaboration between the public and private sector to develop innovative solutions for future cybersecurity challenges; spur investment and growth in the broader cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms for Ukrainian firms to connect with industry partners to enable better access to innovations and business opportunities.

1. Context 

The State Service for Special Communications and Information Protection (SSSCIP) is a specialized central executive body responsible for ensuring Ukraine’s cybersecurity, development and implementation of the government policy to protect the government information resources and critical information infrastructure. Following the legislation, SSSCIP is responsible for many critical infrastructure protection issues. First of all, it's cyber security. For this purpose, the SSSCIP is developing the capabilities of its particular unit - the State Cyber Protection Center, which carries out practical cyber security measures, provides sensors on CI objects, collects information about cyber incidents, provides assistance to those CI objects which were attacked, provides recovery and related improvement services. Such activities are dependent much on the readiness to assist rapidly, thus use mobile teams (esp. for OT/air gapped infrastructure) with necessary technical capabilities to diagnose systems and quickly assist in recovery.
The Activity will support SSSCIP to provide UA30 and CERT-UA teams with cyber security mobile kits to respond to CI emergencies (especially in the energy sector), perform scheduled maintenance and audit, raise the cybersecurity maturity level within CI entities, and increase cybersecurity awareness of workforce. The dedicated focus is on operational technologies, networks and infrastructures (SCADA etc.).
The Activity will support SSSCIP, as feasible, with provision of: 

· Sensor, audit and incident assessment kits to conduct assessments and related works over IT/OT infrastructures 
· Mobile intrusion detection/analysis kits and related technical support to assist CI operators to rapidly detect and respond to attacks 

· Disaster recovery kits that collect critical system backups that can be physically isolated in case of ransomware attacks or physical destruction slowing down recovery efforts 

· Mobile means to deploy and use equipment at remote locations.
Issuing Office
The Issuing Office noted in the above synopsis is the sole point of contact at DAI for purposes of this RFP. Any prospective Offeror who fails to express their interest to this office assumes complete responsibility in the event that they do not receive direct communications (amendments, answers to questions, etc.) prior to the closing date.

Type of Award Anticipated

DAI anticipates awarding a Firm Fixed Price Purchase Subcontract. This subcontract type is subject to change during the course of negotiations.
General Instructions to Offerors
General Instructions

“Offeror”, “Subcontractor”, and/or “Bidder” means a firm proposing the work under this RFP.  “Offer” and/or “Proposal” means the package of documents the firm submits to propose the work.
Offerors wishing to respond to this RFP must submit proposals, in English, in accordance with the following instructions. Offerors are required to review all instructions and specifications contained in this RFP. Failure to do so will be at the Offeror’s risk. If the solicitation is amended, then all terms and conditions not modified in the amendment shall remain unchanged. 
Issuance of this RFP in no way obligates DAI to award a subcontract or purchase order. Offerors will not be reimbursed for any costs associated with the preparation or submission of their proposal. DAI shall in no case be responsible for liable for these costs.
Proposals are due no later than, February 16, 2023, 18:00, Kyiv, Ukraine Time, to be submitted via procurement email UkraineCCI_Proposals@dai.com. The RFP number and title of the activity must be stated in the subject line of the email. Cost and technical proposals shall be submitted to the same mailbox in two different files (VOLUME I: TECHNICAL PROPOSAL and VOLUME II: COST/PRICE PROPOSAL). Late offers will be rejected except under extraordinary circumstances at DAI’s discretion.
The submission to DAI of a proposal in response to this RFP will constitute an offer and indicates the Offeror’s agreement to the terms and conditions in this RFP and any attachments hereto. DAI reserves the right not to evaluate a non-responsive or incomplete proposal.
Offerors shall submit commercial offer and indicate its date. Offerors should indicate the total and all-inclusive price for the goods in Ukrainian Hryvnia or in the US Dollars. If price is stated in US Dollars, the payment will be done in hryvnias according to NBU exchange rate on the date of the invoice.

•
Value Added Tax (VAT) shall not be included in the Price Schedule.

•
These goods are eligible for VAT exemption on the basis of the USAID Contract №72012120C00002 registered with the Cabinet of Ministers of Ukraine as technical assistance project, under registration card №4464-05 of November 30, 2022. For VAT exemption, Dai will provide the offeror with registration card and procurement plan.

Each Offeror, and any of its subsidiaries, shall only submit one proposal.
Proposal Cover Letter 

A cover letter shall be included with the proposal on the Offeror’s company letterhead with a duly authorized signature and company stamp/seal using Attachment B as a template for the format. The cover letter shall include the following items:

· The Offeror will certify a validity period of sixty (60) calendar days for the prices provided.

· Acknowledge the solicitation amendments received. 

Questions regarding the RFP

Each Offeror is responsible for reading and complying with the terms and conditions of this RFP.  Requests for clarification or additional information must be submitted in writing via email or in writing to the Issuing Office as specified in the Synopsis above. No questions will be answered by phone. Any verbal information received from a DAI or (insert Project Acronym) employee or other entity shall not be considered as an official response to any question regarding this RFP. 
Copies of questions and responses will be distributed in writing to all prospective bidders who are on record as having received this RFP after the submission date specified in the Synopsis above.
Technical Specifications and requirements for Technical Acceptability 
DAI Global LLC is looking for the vendor for the provision of IT-goods (namely, equipment and software for mobile kits) for USAID/Cybersecurity Activity as per the specifications detailed in Attachment A.

1) To be considered technically acceptable, offerors must demonstrate how they will meet or exceed all of the requirements listed in the Attachment A. If the proposal fails to meet one or more of the requirements, it will be deemed technically unacceptable. Proposals deemed technically unacceptable contain significant weaknesses or deficiencies that are not able to be corrected without a major rewrite or revision of the original proposal.  

2) The supply and installation period shall be 120 business days from the date of signing the Agreement, however more rapid supplies are welcome. 
3) The Offerors must ensure the delivery of goods to the city of Kyiv (the exact address will be communicated after signing the contract). Prices must be inclusive of all costs and include any logistics and final delivery to the purchaser.
4) The training period for SSSCIP employees shall be conducted in maximum 20 business days from the date of the goods supplied.
5) The standard manufacturer's warranty is required for hardware items except those where the warranty period is highlighted separately.

6) In addition to comply with the foresaid requirements, the Offerors are required to fully meet or exceed the essential non-cost related specifications:

a. Consent to receive payment for services solely by bank transfer in 20 days after completion of each deliverable.

b. Installation and configuration of the software will be performed by the supplier and under the supervision of the relevant representatives the SSSCIP.

c. All items and equipment must be original new products; no used, repaired or refurbished products will be accepted and will be removed from the final invoice.

d. The Offeror must have a minimum of 3 years of relevant experience in provision of similar services (please fill Attachment E: Past Performance).

e. The Offeror preferably must have experience in performing such services to Ukrainian non-profit organizations or international non-governmental organizations or companies.
f. If supply terms exceed the indicated limit of 120 days, then functionally equal products with better supply terms can be offered (of the same brand or equal).

g. Experience in providing services with a VAT exemption (preferably).
h. Availability of official authorizations from manufacturers (is a must for hardware goods’ manufacturers, is preferable for software goods’ manufacturers). Goods indicated in the Attachment A as ‘transportation racks’ and ‘other goods’ do not require authorizations.
i. The Offeror must have adequate financial and material resources to perform the work within the required delivery schedule, as evidenced by acceptance of DAI payment terms upon delivery and acceptance by DAI as stated in above.

Goods and Services Specified
For this RFP, DAI is in need of the goods and services described in Attachment A.

Instructions for the Preparation of Cost/Price Proposals

Cost/Price Proposals
Cost/Price proposals shall be emailed separately from technical proposals and shall be clearly labeled as “VOLUME II: COST/PRICE PROPOSAL”. 

Provided in Attachment C is a template for the Price Schedule, for firm-fixed price awards. Offerors shall complete the template and submit supporting detail. 
Responsibility Determination

DAI will not enter into any type of agreement with an Offeror prior to ensuring the Offeror’s responsibility. When assessing an Offeror’s responsibility, the following factors are taken into consideration:

1. Provide evidence of the required business licenses to operate in the host country.

2. Evidence of a Unique Entity ID number (explained below and instructions contained in Attachment D).

3. The source, origin and nationality of the products or services are not from a Prohibited Country (explained below).

4. Having adequate financial resources to finance and perform the work or deliver goods or the ability to obtain financial resources without receiving advance funds from DAI.

5. Ability to comply with required or proposed delivery or performance schedules.

6. Have a satisfactory past performance record.

7. Have a satisfactory record of integrity and business ethics.

8. Have the necessary organization, experience, accounting and operational controls and technical skills.

9. Have the necessary production, construction and technical equipment and facilities if applicable.

10. Be qualified and eligible to perform work under applicable laws and regulations.

Anticipated post-award Deliverables 

Upon award of a subcontract, the deliverables and deadlines detailed in below table will be submitted to DAI. The Offeror should detail proposed costs per deliverable in the Price Schedule. All of the deliverables must be submitted to and approved by DAI before payment will be processed.
	#
	Deliverable
	Description 
	Due dates

	1
	Deliverable #1 
	Provision and delivery of the technical equipment 

Sub-Deliverables: 

- equipment supplied
- deployment plan agreed

	120 days from the date of signing the contract (earlier supplies are welcome)

	2
	Deliverable #2
	Installation and configuration of equipment

Sub-Deliverables: 

- kits are configured 
- deployment plan executed 

	30 days from the date of signing the contract 

	3
	Deliverable #3
	Preparation and training for SSSCIP employees (at least 20 participants)

Sub-Deliverables: 

- staff to be trained selected (within a Recipient)
- staff trained

	20 days from the date of signing the contract


Inspection & Acceptance

The designated DAI Project Manager will inspect from time to time the services being performed to determine whether the activities are being performed in a satisfactory manner, and that all equipment or supplies are of acceptable quality and standards. The subcontractor shall be responsible for any countermeasures or corrective action, within the scope of this RFP, which may be required by the DAI Chief of Party as a result of such inspection. 
Compliance with Terms and Conditions

General Terms and Conditions

Offerors agree to comply with the general terms and conditions for an award resulting from this RFP. The selected Offeror shall comply with all Representations and Certifications of Compliance listed in Attachment G. 
Source and Nationality

Under the authorized geographic code for its contract DAI may only procure goods and services from the following countries. 

Geographic Code 937: Goods and services from the United States, the cooperating country, and "Developing Countries" other than "Advanced Developing Countries: excluding prohibited countries. A list of the "Developing Countries" as well as "Advanced Developing Countries" can be found at: http://www.usaid.gov/policy/ads/300/310maa.pdf and http://www.usaid.gov/policy/ads/300/310mab.pdf respectively.

Geographic Code 110: Goods and services from the United States, the independent states of the former Soviet Union, or a developing country, but excluding Prohibited Countries.

DAI must verify the source and nationality of goods and services and ensure (to the fullest extent possible) that DAI does not procure any goods or services from prohibited countries listed by the Office of Foreign Assets Control (OFAC) as sanctioned countries. OFAC sanctioned countries may be searched within the System for Award Management (SAM). The current list of countries under comprehensive sanctions include: Cuba, Iran, North Korea, Sudan, and Syria. Goods may not transit through or be assembled in comprehensive sanctioned origin or nationality countries nor can the vendor be owned or controlled by a prohibited country. DAI is prohibited from facilitating any transaction by a third party if that transaction would be prohibited if performed by DAI.  
By submitting a proposal in response to this RFP, Offerors confirm that they are not violating the Source and Nationality requirements of the goods or services being offered and that the goods and services comply with the Geographic Code and the exclusions for prohibited countries outlined above.
Prohibited Technology
Bidders MUST NOT provide any goods and/or services that utilize telecommunications and video surveillance products from the following companies: Huawei Technologies Company, ZTE Corporation, Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company, or any subsidiary or affiliate thereof, in compliance with FAR 52.204-25.

Unique Entity ID
There is a Mandatory Requirement for your Organization to Provide an Unique Entity ID to DAI
I. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique Entity ID prior to signing of the agreement. Organizations are exempt from this requirement if the gross income received from all sources in the previous tax year was under $300,000. We will require that organizations sign the self-certification statement attached if the firm claims exemption for this reason.

(See Attachment B, “Certification Regarding Gross Income under $300,000.)

Procurement Ethics 

Neither payment nor preference shall be made by either the Offeror, or by any DAI staff, in an attempt to affect the results of the award. DAI treats all reports of possible fraud/abuse very seriously. Acts of fraud or corruption will not be tolerated, and DAI employees and/or subcontractors/grantees/vendors who engage in such activities will face serious consequences. Any such practice constitutes an unethical, illegal, and corrupt practice and either the Offeror or the DAI staff may report violations to the Toll-Free Ethics and Compliance Anonymous Hotline at +1 855-603-6987, via the DAI website, or via email to FPI_hotline@dai.com. DAI ensures anonymity and an unbiased, serious review and treatment of the information provided. Such practice may result in the cancellation of the procurement and disqualification of the Offeror’s participation in this, and future, procurements. Violators will be reported to USAID, and as a result, may be reported to the U.S. Department of Justice to be included in a Restricted Parties list, preventing them from participating in future U.S. Government business. 

Offerors must provide full, accurate and complete information in response to this solicitation. The penalty for materially false responses is prescribed in Section 1001 of Title 18 of the United States Code.
In addition, DAI takes the payment of USAID funds to pay Terrorists, or groups supporting Terrorists, or other parties in exchange for protection very seriously.  Should the Terrorist, groups or other parties attempt to extort/demand payment from your organization you are asked to immediately report the incident to DAI’s Ethics and Compliance Anonymous Hotline at the contacts described in this clause.  

By submitting an offeror, offerors certify that they have not/will not attempt to bribe or make any payments to DAI employees in return for preference, nor have any payments with Terrorists, or groups supporting Terrorists, been attempted. 

Attachment A:  Scope of Work for Services or Technical Specifications

Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity (the Activity) is a program funded by USAID. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity vulnerabilities in Critical Infrastructure (CI), and to transform Ukraine from a compromised, reactive cybersecurity actor to a proactive cybersecurity leader.

Over a four-year period, the Activity will increase resilience and build capacity to prevent, detect, and respond to cyberattacks against CI in Ukraine. To achieve this goal, the Activity is implementing the following components:

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting cybersecurity institutions. This component will also build the technical capacity of key sectors through increased access to cybersecurity technology and equipment. 

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new cybersecurity talent and build the capacity of existing talent. These interventions will address the entire workforce pipeline, the quality of education received by cybersecurity specialists, and industry training programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity. This component will seek to build trust and collaboration between the public and private sector to develop innovative solutions for future cybersecurity challenges; spur investment and growth in the broader cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms for Ukrainian firms to connect with industry partners to enable better access to innovations and business opportunities.

2. Context 

The State Service for Special Communications and Information Protection (SSSCIP) is a specialized central executive body responsible for ensuring Ukraine’s cybersecurity, development and implementation of the government policy to protect the government information resources and critical information infrastructure. Following the legislation, SSSCIP is responsible for many critical infrastructure protection issues. First of all, it's cyber security. For this purpose, the SSSCIP is developing the capabilities of its particular unit - the State Cyber Protection Center, which carries out practical cyber security measures, provides sensors on CI objects, collects information about cyber incidents, provides assistance to those CI objects which were attacked, provides recovery and related improvement services. Such activities are dependent much on the readiness to assist rapidly, thus use mobile teams (esp. for OT/air gapped infrastructure) with necessary technical capabilities to diagnose systems and quickly assist in recovery and remediation.

3. Objectives
The Activity will support SSSCIP to provide UA30 and CERT-UA teams with cyber security mobile kits (‘fly-away kits’)  to rapidly respond to CI cyber emergencies (especially in the energy sector), perform scheduled maintenance and audit, impact the cybersecurity maturity within CI entities, and increase readiness of CI workforce to respond to cyber incidents. The dedicated technical focus of the mobile kits is on operational technologies (OT), industrial networks and infrastructures (SCADA-related etc).

The Activity will support SSSCIP, as feasible, with provision of: 

· Sensor, audit and incident assessment kits to conduct assessments and related works over IT/OT infrastructures 

· Mobile intrusion detection/analysis kits and related technical support to assist CI operators to rapidly detect and respond to attacks 

· Disaster recovery kits that collect critical system backups that can be physically isolated in case of ransomware attacks or physical destruction slowing down recovery efforts 

· Mobile means to deploy and use equipment at remote locations.

4. Tasks:
The Activity is searching for Vendor, who will provide the following services:

· Supply technical equipment (based on the Technical specifications - see Annex A)

· Execute installation of equipment

· Provide trainings for SSSCIP employees (at least 20 participants)

5. Deliverables schedule:
	#
	Deliverable

	1
	Provision and delivery of the technical equipment 

Sub-Deliverables: 

- equipment supplied
- deployment plan agreed



	2
	Installation and configuration of equipment

Sub-Deliverables: 

- kits are configured 

- deployment plan executed 

	3
	Preparation and training for SSSCIP employees (at least 20 participants)

Sub-Deliverables: 

- staff to be trained selected (within the Recipient personnel)

- staff trained


1. TECHNICAL SPECIFICATIONS
(also provided in separate attachment among the documentation for this RFP)
	№
	Description of the Goods/Services
	Quantity
	UM

	Sensors - IT

	1.1
	Networking

	
	C9200L-24T-4X-E
	Catalyst 9200L 24-port data, 4 x 10G, Network Essentials
	10
	Item

	
	CON-SNT-C920L24X
	SNTC-8X5XNBD Catalyst 9200L 24-port data, 4 x 10G, Ne
	10
	Item

	
	C9200L-NW-E-24
	C9200L Network Essentials, 24-port license
	10
	Item

	
	C9200L-24T-4X-E
	Europe AC Type A Power Cable
	10
	Item

	
	CON-SNT-C920L24X
	Config 5 Power Supply Blank
	10
	Item

	
	C9200L-NW-E-24
	Catalyst 9200 Blank Stack Module
	20
	Item

	
	C9200L-24T-4X-E
	C9200L Cisco DNA Essentials, 24-port Term license
	10
	item

	1.2
	Sensor computing

	
	UCS-M6-MLB
	UCS M6 RACK, BLADE MLB
	
	

	
	UCSC-C220-M6S
	UCS C220 M6 Rack w/o CPU, mem, drives, 1U wSFF HDD backplane
	10
	

	
	CON-SNT-UCSCSC22
	SNTC-8X5XNBD UCS C220 M6 Rack
	10
	

	
	UCSC-M-V25-04
	Cisco UCS VIC 1467 quad port 10/25G SFP28 mLOM
	10
	

	
	UCSX-TPM-002C
	TPM 2.0, TCG, FIPS140-2, CC EAL4+ Certified, for M6 servers
	10
	

	
	UCSC-RAID-220M6
	Cisco 12G SAS RAID Controller w/4GB FBWC (16 Drv) w/1U Brkt
	10
	

	
	UCSC-PSU1-1050W
	Cisco UCS 1050W AC Power Supply for Rack Server Platinum
	20
	

	
	UCSC-BZL-C220M5
	C220 M5/M6 Security Bezel
	10
	

	
	UCSC-RAIL-M6
	Ball Bearing Rail Kit for C220 & C240 M6 rack servers
	10
	

	
	UCS-M2-240GB
	240GB SATA M.2
	10
	

	
	UCS-M2-HWRAID
	Cisco Boot optimized M.2 Raid controller
	10
	

	
	UCS-CPU-I4314
	Intel 4314 2.4GHz/135W 16C/24MB DDR4 2667MHz
	20
	

	
	UCS-MR-X64G2RW
	64GB RDIMM DRx4 3200 (16Gb)
	20
	

	
	UCS-SD960G6I1X-EV
	960GB 2.5-inch Enterprise Value 6G SATA SSD
	40
	

	
	VMW-VSP-STD-3A
	VMware vSphere 7 Std (1 CPU, 32 Core) 3-yr, Support Required
	20
	

	
	CON-ISV1-VSXSTD3A
	VSphere Standard for 1 CPU; ANNUAL List 3-YR Reqd
	20
	

	1.3
	Sensor routing

	
	L-DNA-C8000V
	Cisco DNA Subscription for Catalyst 8000V
	1
	

	
	DNA-P-T1-E-3Y
	Cisco DNA Essentials On-Prem Lic 3Y – up to 200M (Aggr, 400M)
	10
	

	
	SVS-PDNA-T1-E3Y
	Solution Support for SW - DNA Essentials OnPrem Lic, T1, 3Y
	10
	

	1.4
	NG-firewall

	
	FPR1120-NGFW-K9
	Cisco Firepower 1120 NGFW Appliance, 1U
	10
	Item

	
	CON-SSSNT-FRP11209
	SOLN SUPP 8X5XNBD Cisco Firepower 1120 NGFW Appliance, 1U
	10
	Item

	
	FPR1120T-T
	Cisco FPR1120 Threat Defense Threat Protection License
	10
	Item

	
	L-FPR1120T-T-3Y
	Cisco FPR1120 Threat Defense Threat Protection 3Y Subs
	10
	Item

	
	CAB-ACE
	AC Power Cord (Europe), C13, CEE 7, 1.5M
	10
	Item

	
	SF-F1K-TD7.0.1-K9
	Cisco Firepower Threat Defense software v7.0.1 for FPR1000
	10
	Item

	
	FPR1K-RM-SSD200-
	Cisco Firepower 1K Series 200GB for FPR-1120/1140
	10
	Item

	
	FPR1K-RM-ACY-KIT
	Cisco Firepower 1K Series Accessory Kit for FPR-1120/1140
	10
	Item

	
	FPR1000-ASA
	Cisco Firepower 1000 Standard ASA License
	10
	Item

	
	FPR-LTP-QR-LBL
	Cisco Firepower QR Label - Internal Use Only
	10
	Item

	1.5
	Modules

	
	GLC-BX-D
	1000BASE-BX SFP, 1490NM
	5
	Item

	
	GLC-BX-U
	1000BASE-BX SFP, 1310NM
	5
	Item

	
	GLC-LH-SMD
	1000BASE-LX/LH SFP transceiver module, MMF/SMF, 1310nm, DOM
	10
	Item

	
	Сopper patch cords
	Patch cord cat. 6, RJ45-RJ45
	100
	Item

	1.6
	Network TAP

	
	GTP-ATX01
	G-TAP A Series, Always On 10/100/1000M copper TAP, AC Power (US Plug) 
	10
	Item

	
	PBK-GTA03
	Power Brick for G-TAP A Series (AC to DC transformer), EU Plug. Not TAA Compliant.
	20
	Item

	
	GTP-ASF01
	G-TAP A Series, Always On SFP/SFP+ TAP, AC Power (US Plug)
	10
	Item

	
	PBK-GTA03
	Power Brick for G-TAP A Series (AC to DC transformer), EU Plug. Not TAA Compliant.
	20
	Item

	
	SFP-502
	1 Gig SFP, Multimode 850
	20
	Item

	
	SFP-532
	10 Gig SFP+, Multimode 850nm SR
	20
	Item

	
	GSS-FYS-BAS-PSS
	Initial Gigamon Pass-through Support Type with BASIC Support Level (8-5, M-F/R&R), bought with product or within 1 year of original purchase of product
	10
	Item

	1.7
	General SCADA Security

	
	CV-LICENSE
	Cisco Cyber Vision Licenses
	1
	Item

	
	CV-A-100
	Cyber Vision Advantage License for 100 endpoints
	5
	Item

	
	SVS-CV
	Embedded Support for Cisco Cyber Vision
	1
	Item

	
	CV-IDS-CNTR
	Cyber Vision Center Intrusion Detection License
	5
	Item

	1.8
	19 inch transportation rack

	
	AR0487-0707
	4u Amazon Rack (with 870mm deep chassis)
	10
	Item

	
	AA423
	Extruded aluminium chassis 870mm deep
	10
	Item

	
	EG3-0887
	Easy Glide System
	10
	Item

	
	AASP0607/BK
	Stowage pouch
	10
	Item

	
	AAPRV
	Pressure Relief Valve
	10
	Item

	
	AAHI3050
	Humidity Indicator
	10
	Item

	
	AAHSB/BK
	4 x stainless steel handles
	10
	Item

	
	AAINT610W/BK
	Amazon (interstacker) wheel-board
	10
	Item

	
	AAPLS/BK
	pair of linking straps
	10
	Item

	
	
	A/V mounts - 16 x 45 shore anti-vibration mounts for payloads upto 70kg, Colour - Olive Drab
	
	

	Sensor - OT

	1.9
	SCADA Security
	
	
	

	
	2740S#G5AH
	SEL-2740S SDN Switch model 2740S#G5AH
	8
	Item

	
	NS-100-SEL
	Dragos Sensor model NS-100-SEL, Dragos Sensor subscription license, NS-100-SEL – 2 years
	8
	Item

	
	STS-500-E
	Dragos SiteStore model STS-500-E, subscription license, STS-500-E – 2 years
	2
	Item

	
	Dragos Professional service
	Rapid Response Retainer - 240 Hours
	1
	Item

	
	Training
	Dragos Training Credit
	40
	Item

	
	Service
	Dragos service - Remote Deployment & Installation
	2
	Item

	1.10
	19 inch transportation rack

	
	AR0448-0712
	4u Amazon Rack (with 480mm deep chassis)
	10
	Item

	
	AA423
	rack fixings
	10
	Item

	
	EG3-0448
	Easy Glide System
	10
	Item

	
	AAW003
	Amazon Wheel Kit
	10
	Item

	
	AASP0407/BK
	Stowage pouch
	10
	Item

	
	AAPRV
	Pressure Relief Valve
	10
	Item

	
	AAHI3050
	Humidity Indicator
	10
	Item

	
	AAHSB/BK
	stainless steel handles
	10
	Item

	
	AAAVM458 
	A/V mounts - 8 x 45 shore anti-vibration mounts for payloads upto 20kg
	10
	Item

	
	
	
	
	

	Audit - kits

	2.1
	HW/SW equipment

	
	Durabook S14I
	DURABOOK S14I Black - Rugged laptop (CPU Core-i3, 8GB RAM, 128 GB SSD, Win 10, RS232)
	5
	item

	
	Lenovo notebook
	ThinkPad X1 Carbon Gen 10 (RAM 32GB,CPU Core-i5, SSD 2TB)
	15
	item

	
	Tableau TX1
	Tableau Forensic Imager (TX1)
	10
	item

	
	Ekahau Sidekick
	Ekahau Sidekick 2 – 3 year service
	5
	item

	
	External HDD
	External HDD 2,5” 2TB USB 3.0
	10
	item

	
	Nessus Pro
	Nessus Pro, 256 IPs, 3 years service
	1
	item

	
	Burpsuite Pro
	Burp Suite Professional - 3 years service
	15
	item

	
	
	
	
	

	Incident Response Kits

	3.1
	Lenovo notebook
	ThinkPad X1 Carbon Gen 10 (RAM 32GB, CPU Core-i5, SSD 2TB)
	15
	item

	3.2
	Volcano One - Floating
	Annual Subscription License, Maintenance,

Support, Upgrades, & Feeds for 1 year;

Floating Licenses may be installed on multiple

devices; Floating Licenses use a cloud-based

license manager and therefore require that all

users have Internet connectivity to access the

Volexity license manager
	3
	item

	
	Surge Collect Enterprise

Team (Unlimited) Multi-

Platform
	Annual Subscription License, Maintenance,

Support, & Upgrades for 1 year; Supports the

collection of memory from specified versions

of Windows, macOS and Linux systems; Size:

Unlimited use within the community of users – 3 year
	1
	item

	
	Malware and Memory

Forensics Training - Public
	Five days of Windows, Mac, and Linux

Memory Forensics training
	3
	item

	3.3
	KON Boot
	LEAD 82 - KON Boot 3 year
	10
	item

	3.4
	Nextron Thor
	THOR Enterprise Pro Unlimited 3 year (Thor full featured license)
	1
	item

	3.5
	Maltego
	Maltego Enterprise on-premise (3 users, 3 years)
	1
	Item

	3.6
	Maltego service
	Maltego advanced training
	1
	

	3.6
	Acronis Data recovery
	Backup & Recovery software suite
	5
	Item

	3.7
	DomainTools
	DomainTools Iris (2500)
	1
	Item

	3.8
	JOESandbox
	JOESandbox Cloud 250/m (basic)
	1
	Item

	3.9
	VirusTotal
	VirusTotal basic
	1
	item

	3.10
	L-FPR9K-24T-TMC-1Y
	Cisco FPR9K SM-24 Threat Defense Threat, Malware, URL 1Y Sub
	2
	Item

	
	HXDP-M5-E-AD
	HyperFlex Data Platform M5 Edge Advantage
	6
	item

	3.11
	L-FPR4110T-T-1Y
	Cisco FPR4110 Threat Defense Threat Protection 1Y Subs
	2
	Item

	3.12
	HXDP-M5-E-AD
	HyperFlex Data Platform M5 Edge Advantage
	8
	item

	
	
	
	
	

	Other goods

	4
	Backup power system

	4.1
	Ecoflow 
	EcoFlow DELTA Pro
	5
	item

	4.2
	Diesel Generator
	4 kWh, Diesel, 1Phase, Electric Start, 4 Whell, with Canopy
	5
	item


Attachment B: Proposal Cover Letter
[On Firm’s Letterhead]


<Insert date> 
TO: 
We, the undersigned, provide the attached proposal in accordance with RFP REQ-KYI-22-0173 Procurement of technical tools for cyber security mobile kits (‘fly-away kits’) under USAID Cybersecurity Activity issued on January 24, 2023
Our attached proposal is for the total price of <Sum in Words ($0.00 Sum in Figures) >. 

I certify a validity period of 60 (sixty) calendar days for the prices provided in the attached Price Schedule/Bill of Quantities. Our proposal shall be binding upon us subject to the modifications resulting from any discussions. 
Offeror shall verify here the items specified in this RFP document.  

We certify our financial responsibility and acceptance of DAI payment terms, which is payment upon delivery and acceptance of the provided services.

We understand that DAI is not bound to accept any proposal it receives. 
Yours sincerely, 
Authorized Signature: 
Name and Title of Signatory: Click here to enter text.
Name of Firm: Click here to enter text.
Address: Click here to enter text.
Telephone: Click here to enter text.
Email: Click here to enter text.
Company Seal/Stamp:
Attachment C: Price Schedule
(please use the provided one in separate attachment among the documentation for this RFP)
	#
	Deliverable
	Description
	Due date
	Total price

	1
	Deliverable #1
	
	
	USD 0.00

	2
	Deliverable #2
	
	
	USD 0.00

	3
	Deliverable #3
	
	
	USD 0.00


	Delivery Period: Click here to enter text.


Attachment D: INSTRUCTIONS FOR OBTAINING AN Unique Entity ID (SAM) DAI’S VENDORS, SUBCONTRACTORS & GRANTEES
(provided in separate attachment among the documentation for this RFP)
Attachment E: Self Certification for Exemption from Unique Entity ID Requirement
Self Certification for Exemption from Unique Entity ID (SAM)

For Subcontractors and Vendors
	Legal Business Name:
	

	Physical Address:
	

	Physical City:
	

	Physical Foreign Province (if applicable):
	

	Physical Country:
	

	Signature of Certifier
	

	Full Name of Certifier (Last Name, First/Middle Names):
	

	Title of Certifier:
	

	Date of Certification (mm/dd/yyyy):
	


The sub-contractor/vendor whose legal business name is provided herein, certifies that we are an organization exempt from obtaining an Unique Entity ID (SAM), as the gross income received from all sources in the previous tax year is under USD $300,000.

*By submitting this certification, the certifier attests to the accuracy of the representations and certifications contained herein. The certifier understands that s/he and/or the sub-contractor/vendor may be subject to penalties, if s/he misrepresents the sub-contractor/vendor in any of the representations or certifications to the Prime Contractor and/or the US Government.

The sub-contractor/vendor agrees to allow the Prime Contractor and/or the US Government to verify the company name, physical address, or other information provided herein.  Certification validity is for one year from the date of certification.

Attachment F: Past Performance Form

Include projects that best illustrate your work experience relevant to this RFP, sorted by decreasing order of completion date. 

Projects should have been undertaken in the past three years. Projects undertaken in the past six years may be taken into consideration at the discretion of the evaluation committee.

	#
	Project Title 
	Description of Activities
	Location

Province/
District
	Client 

Name/Tel No 
	Cost in US$


	Start-End

Dates


	Completed on schedule

 (Yes/No)
	Completion Letter Received?

(Yes/No)
	Type of Agreement, Subcontract, Grant, PO (fixed price, cost reimbursable)



	1
	
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	
	


Attachment G: Representations and Certifications of Compliance 

1. Federal Excluded Parties List - The Bidder Select is not presently debarred, suspended, or determined ineligible for an award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires DAI, as prime contractor of U.S. federal government contracts, to report compensation levels of the five most highly compensated subcontractor executives to the Federal Funding Accountability and Transparency Act Sub-Award Report System (FSRS) 

3. Executive Order on Terrorism Financing - The Contractor is reminded that U.S. Executive Orders and U.S. law prohibits transactions with, and the provision of resources and support to, individuals and organizations associated with terrorism.  It is the legal responsibility of the Contractor/Recipient to ensure compliance with these Executive Orders and laws. Recipients may not engage with, or provide resources or support to, individuals and organizations associated with terrorism. No support or resources may be provided to individuals or entities that appear on the Specially Designated Nationals and Blocked persons List maintained by the US Treasury (online at www.SAM.gov) or the United Nations Security Designation List (online at: http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml).  This provision must be included in all subcontracts/sub awards issued under this Contract.
4. Trafficking of Persons – The Contractor may not traffic in persons (as defined in the Protocol to Prevent, Suppress, and Punish Trafficking of persons, especially Women and Children, supplementing the UN Convention against Transnational Organized Crime), procure commercial sex, and use forced labor during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence Certain Federal Transactions – The Bidder certifies that it currently is and will remain in compliance with FAR 52.203-11, Certification and Disclosure Regarding Payment to Influence Certain Federal Transactions.

6. Organizational Conflict of Interest – The Bidder certifies that will comply FAR Part 9.5, Organizational Conflict of Interest.  The Bidder certifies that is not aware of any information bearing on the existence of any potential organizational conflict of interest.  The Bidder further certifies that if the Bidder becomes aware of information bearing on whether a potential conflict may exist, that Bidder shall immediately provide DAII with a disclosure statement describing this information.

7. Business Size and Classification(s) – The Bidder certifies that is has accurately and completely identified its business size and classification(s) herein in accordance with the definitions and requirements set forth in FAR Part 19, Small Business Programs.

8. Prohibition of Segregated Facilities - The Bidder certifies that it is compliant with FAR 52.222-21, Prohibition of Segregated Facilities.

9. Equal Opportunity – The Bidder certifies that it does not discriminate against any employee or applicant for employment because of age, sex, religion, handicap, race, creed, color, or national origin.

10. Labor Laws – The Bidder certifies that it is in compliance with all labor laws.

11. Federal Acquisition Regulation (FAR) – The Bidder certifies that it is familiar with the Federal Acquisition Regulation (FAR) and is in not in violation of any certifications required in the applicable clauses of the FAR, including but not limited to certifications regarding lobbying, kickbacks, equal employment opportunity, affirmation action, and payments to influence Federal transactions.

12. Employee Compliance – The Bidder warrants that it will require all employees, entities and individuals providing services in connection with the performance of an DAI Purchase Order to comply with the provisions of the resulting Purchase Order and with all Federal, State, and local laws and regulations in connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the terms and conditions above and all applicable U.S. federal government clauses included herein and will be asked to sign these Representations and Certifications upon award. 

Attachment H: Proposal Checklist

Offeror: __________________________________________________________________________

Have you? 

UkraineCCI_Proposals@dai.com
Submitted your proposal to DAI to the electronic address  as specified in General Instructions above?

Does your proposal include the following? 


Signed Cover Letter (use template in Attachment B) 


Separate Technical and Cost proposals individually sealed and labeled as Volume I and Volume II respectfully.


Proposal of the Product or Service that meets the technical requirements as per Attachment A

Response to each of the evaluation criteria

Documents use to determine Responsibility


Evidence of a Unique Entity ID Number OR Self Certification for Exemption from Unique Entity ID Requirement


Past Performance (use template in Attachment F)
Request for Proposal (RFP) 








USAID Cybersecurity for Critical Infrastructure (USAID Cybersecurity) 





REQ-KYI-22-0173


Procurement of technical tools for cyber security mobile kits (‘fly-away kits’)





Issued by: DAI Global, LLC





Issue Date: January 24, 2023








WARNING: Prospective Offerors who have received this document from a source other than DAI, should immediately contact � HYPERLINK "mailto:UkraineCCI_Proposals@dai.com" \h �UkraineCCI_Procurement@dai.com� and provide their name and mailing address in order to ensure amendments to the RFP or other communications are sent directly to them. Any prospective Offeror who fails to express their interest assumes complete responsibility in the event that they do not receive communications prior to the closing date. Any amendments to this solicitation will be issued by email.
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