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Provision of services for diagnostics of the cybersecurity level of critical
infrastructure objects according to the NIST Cybersecurity Framework for the
USAID/Cybersecurity Activity /

HadaHHs1 nocnya 3 diacHocmyeaHHsl pieHsi kibepbe3rneku o6’ckmie Kpumu4HOi
iHppacmpykmypu 32i0Ho0 NIST Cybersecurity Framework 0nss npoekmy
USAID/Kibepbe3neka

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: July 25, 2023
[ama: 25 nunHxs 2023

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCI_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeranHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBO€I KoMnaHil, Wob NpsiMo Ha uto agpecy iM MoxHa Byrno HagcunaT 3miHu 40 Lboro
3annty abo iHWi noBigoMneHHs. byab-akun NOTEHUINHUI Y4YacHUK TeHOEPY, AKA TakMM YMHOM He
BUABUTb CBOK 3alikaBrneHicTb, Gepe Ha cebe NOBHy BigMOBIAANbHICTE Y pasi HeOTPUMaHHS
noBigOMNEeHb [0 KiHUEBOro TepMiHy MofaHHA npono3uuii. byab-aki 3miHM 0o uboro 3anuty
HaL4CUNATUMYTUCS €NEKTPOHHOIO MOLLUTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP) /
Ctucnunm ornap 3anuTy Ha HagaHHA npono3uuil

(3anuT)

1. RFP No. REQ-KY1-23-0216
2. Issue date: July 25, 2023
3.Title

Procurement of services to diagnose the current level
of cybersecurity of Kyiv Regional State
Administration and provide on improving their
facilities and strengthening the cyber protection against
cyber attacks under USAID Cybersecurity Activity

4.Email address for submission of Proposals

Proposals should be
UkraineCCl Proposals@dai.com

submitted to

5. Deadline for Receipt of Questions

August 1, 2023 Kyiv, 18.00 Ukraine Time to the email
address UkraineCClI_Procurement@dai.com

All questions will be collected and replies to them will
be sent via email to tender participants.

6. Deadline for receipt of Proposals

August 8, 2023 18.00 Kyiv, Ukraine Time to the email
address UkraineCCIl Proposals@dai.com

PLEASE NOTE THAT THE EMAIL ADDRESS FOR
RECEIPT OF QUESTIONS AND THE EMAIL

1. 3anut Ne REQ-KY1-23-0216
2. laTa nananug 3anuty: 25 qunusa 2023
3. Ha3Ba

3aKkymiBig TOCIYT JIarHOCTYBaHHS IIOTOYHOTO PiBHA
KibepOe3meku Kuiscekoi O6uracHol HepxaBHOT
AnMiHicTparllii Ta HaJlaHHSA PEKOMEHIAIIIT JIJIsl TOKPAICHHS
Ta TIOCWJICHHS DIBHS 3aXHCTy Bim Kibep arak B pamKax
npoekty USAID/Kibepbesneka

4. EnexTpoHHa agpeca Jjs NOJaHHS MPONO3UIIii

Hp0n03nui'1' MarTh II0JIaBaTHUCh Ha
UkraineCCI Proposals@dai.com

azpecy:

5. KinueBuii TepMiH OTpUMAHHS 32U TAHD

18.00 3a micuieBUM KUIBCHKAM YacoM B YKpaini 1 cepmust
2023 poky, Ha aapecy: UkraineCCl_Procurement@dai.com
Bci otpumani 3anuTanHs OyayTh 3i0paHi, i BiNOBi1 Ha HUX
OyayTb HaliclaHI ydYaCHMKaM TEHJEpY eJIEeKTPOHHOIO
HOMITOIO.

6. KinnmeBuii TepMiH OTPUMAHHS MPOMO3UIIiii

18.00 3a micieBUM KUIBCHKMM 4acoM B YKpaiHi 8 cepmus
2023 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHIThL VYBAI'Y, WO AJIPECA EJIEKTPOHOI
[NOLIITH JJIA OTPUMAHHAA 3ATIMTAHDb TA AJIPECA

ADDRESS FOR RECEIPT OF PROPOSALS ARE EJIEKTPOHOE nomTn s OTPUMAHHSA
DIFFERENT ITPOITO3ULIIV BIAPI3BHAKOTHCA
7. Point of contact 7. Anpeca 1Jist 3anUTiB
UkraineCCIl_Procurement@dai.com UkraineCCIl_Procurement@dai.com
8. Anticipated Award Type 8. OuikyBaHHUii BUI KOHTPAKTY
Firm Fixed Price Purchase Order KonTpakr i3 (piKCOBaHOO IIHOIO
9. Basis for Award 9. IlixcTaBa ISl YKJIaJleHHSI KOHTPAKTY
— DAI PAGE ii
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An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
guality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Pimenns mpo ykimamaHHS KOHTPakTy Oyze NMpUiMaTHCh Ha
OCHOBI MeTO1y MOPiBHAIbHOTO aHami3y. KoHTpakr Oyne
YKJIaJICHO 3 BIAMOBIJAILHUM Ta MPUHHITHUM Y4YaCHHKOM
TeHAepy, KWW MomacTs HaWkpamry mporo3uriito DAI ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYIOUH TIOETHAHHS TEXHITHUX
Ta I[IHOBUX/BApTICHUX MMOKA3HUKIB.

Jua Toro, mo0 NMpWHHATH y4acTh y TeHAEpi, YUYacCHUKH
TEHAEpy MOBWHHI BIIANOBIJaTH BUMOTaM, BH3HAUYEHUM Y
Posznim «Bu3HadyeHHs BIAMOBIAAILHOCTIY.

DAI Bene cBoIO AisUTBHICTH BIATIOBITHO O HAHCYBOPIMINX
€TUYHUX  CTAaHJApPTiB, WI00 3a0e3MeYuTH  YECHICTh
KOHKYpPEHLii, IPUHHATHI WiHU Ta yCIiIIHE HaJaHHS MOCITyT
abo ITocTaBKy SKICHUX ToBapiB Ta oOmaaHanHa. DAI He
TEPIUTh KOPYIMIi, XabapHHUIITBA, 3MOBH UM KOHQIIKTY
inTepeciB. [Ipo Oynb-sKi 3amuTH Ha oruaTy abo MOCIyTH
cniBpoOiTHuKiB DAI ciif sskoMora IIBUIIIIE TOBLIOMISTH
Ha ethics@dai.com abo Bi/IBi1aBIIH
www.dai.ethicspoint.com. Kpim Ttoro, Oyap-ski crpobu
KOHTpaKTepa 4Yd  CyONiApsIHUKA  3alpONOHYBAaTH
ciiBpoOiTHEKaM DAI 3a0X04eHHS Ta BIUTMHYTH Ha PillIeHHS
He OyAyTh JdONMyCKaTHUCS 1 CTaHyTh IIiJCTaBOIO IS
JUCKBasTi(iKalii, IPUIMHEHHS Ta MOKJIMBOTO OJIOKYBaHHS.
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Introduction and Purpose / Bctyn ta MeTta

Purpose Mera
The purpose of this RFP is to obtain proposals from | Meroro 10r0 3amUTy € OTPUMaHHS MPOMO3HUINH Bif
suppliers who can provide services 10 | mocTayaabHWKIB, SKi 3MOXYTh HAAaTH TOCIYTH IS

USAID/Cybersecurity Activity (the Activity) DAI
Global LLC, to diagnose the current level of
cybersecurity of critical infrastructure operators and
provide on improving their facilities and
strengthening the cyber protection against cyber
attacks. Further details on requested services can be
found in Attachment C: Price Schedule.

npoekty «USAID/Kibep6esneka» (mami — [IpoexT), sKuii
Bukonyetrbcsi DAI Global LLC, 3 miarHocTyBaHHS
MOTOYHOTO piBHS KibepOe3nekn 00’ €KTiB KPUTHYHOT
iHQpacTpyKTypr Ta  HamaTH  pEeKOMEHAamii s
MOKpamieHHst 00’ €eKTaM KPUTHYHOI 1HOPACTPYKTYpH s
TIOCWJICHHS PIBHSI 3axHCTy Bif Kibep arak. [letanbHa
iHpopmalis npo mocnyru HaBenena y Jlogarky C: Ipaiic-
JIHCT.

Issuing Office

Odic, o0 BUIAE 3aNUT HA HAJTAHHS NPONO3UIIi

The Issuing Office and Point of Contact noted in the
above synopsis are the sole point of contact at DAI for
purposes of this RFP. Any prospective Offeror who
fails to communicate their interest with this office
assumes complete responsibility in the event that they
do not receive direct correspondence and relevant
information (amendments, answers to guestions, etc.)
prior to the closing date.

Odic, mo Bumae 3anmuT HA HAJaHHS TPOIO3UIIHN, Ta
KonTakTHa ocoba, 3a3HaueHa y CTUCIIOMY OTJISI/Ii BHIIE, €
€IMHOI0 KOHTAKTHOIO 0c0o00i0 B Kommadii «DAID» mms
ije# IboTo 3anuTy Ha HaJlaHHS MPOTO3ULlid. by nb-saxuit
MOTCHIIHHUN YYacHUK TEHJIEpY, KWW HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B IbOMY 0dici, Oepe Ha ceOe MoBHY
BiJIMOBIATBHICTG y BWIIAJKY, SKIIO BIiH HE Oyne
OJICPXKyBaTH TMpsAMi TMOBIJIOMJICHHS Ta  BIAMNOBIIHY
iHpopMalito (3MiHHU, BIAMOBiJi HA 3allUTaHHS TOLIO) /IO
JIaTH 3aKPUTTS.

Type of Award Anticipated

OuikyBannii BUJ KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price, for the provision of specific
services, goods, or deliverables and is not adjusted if
the actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all costs,
direct and indirect, into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTpakr i3 ¢ikcoBaHoI0 WiHOI — 16 BUHAaropozaa 3a
3arayibHy (DIKCOBaHy I[iHY, 3a HaJaHHSA KOHKPETHHX
HIOCITyT, TOBapiB YW pPe3yJbTaTiB, SIKa HE KOPHIYETHCH,
AKII0 (aKTUYHI BUTPATH BUII a00 HIDKYI 32 (ikcoBaHY
1iny. OUiKyeThCsl, M0 YYaCHUKH TEH/AEPY BKIIOYATUMYTh
yci mpsMi Ta HenpsMi BUTpaTH 10  3arajbHOI
3aIpOITIOHOBAHOI IiHU.

Hananns 11p0ro 3anury B )KOJHOMY pasi HE 3000B’s13y€
kommaHiro «DAD» ykimanaTu 10oroBip Ha 3aKyImiBITIO, 1
YyacHUKaM TEHJEPY HE BiJIIIKOJAOBYIOTHCS OY/Ib-sKi
BUTPATH, TIOB’s13aHi 3 TATOTOBKOIO TIPOTIO3HIIii.

=DAlI

PAGE 8




REQ-KYI-23-0216

General Instructions

IHCTPYKUIT

to Offeror/3aranbHi

General Instructions

3araabHi iIHCTpYKIiT

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer”” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals, in English or Ukrainian in accordance with
the RFP instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

¢ Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than August 8, 2023,
18:00, Kyiv, Ukraine Time to the email address.

e Please note that Offerors shall submit proposals in
electronic form only to
UkraineCCl_Proposals@dai.com.
o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the
subject line of emails.

o Offerors shall sign, seal and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

e «YyacHuk TeHmepy» Ta/abo «CyOmiapsaHWK» O3Ha4Yae
¢ipMy, sSiKa MPOIMOHYE BUKOHATH POOOTH B paMKax I[bOTO
3anuty Ha HamaHHA nponosuliid. «I[Ipomo3mmis» o3Havae
MakeT JOKYMEHTIB, sKi (ipMa mofae, mo0 3amporoHyBaTH
BUKOHAHHS POOIT.

e VUacHUKHU TEHJEpY, sKi O0akaloTh BIJIMIOBICTA Ha IeH
3anuT Ha HAamaHHA TPOIO3WINHM, IIOBHHHI ITOAaBaTH
MPOTO3UIIl AHIJIChKOK a00 YKpPaiHChbKOI0 MOBOIO
BIJIOBITHO JI0 IHCTPYKIIH, BKA3aHUX Y IbOMY JOKYMEHTI.
YyacHUKY TeHepy 3000B's13aHi MEeperiTHyTH BCl IHCTPYKIIii
Ta TEXHIYHI XapaKTEPUCTHUKH, IO MICTATHCS B IbOMY 3aIuTi
Ha Ha/IaHHS TPONO3UIii. Pusnku He3MiHCHEHHS IHOTO Hece
YyacHUK TeHIepy. SIKIIO 3ampolleHHS OO0 HaJlaHHS
MIPOTIO3UIIiH OyJe 3MiHEHO, TOJI BCi TOJOXKEHHS Ta YMOBH,
AKi He OyJIM 3MiHEHI, 3aIHIIaThCSI He3MiHHUMU.

e OmnpuirrogHEHHS MBOTO 3anMUTy Ha HAJAHHS MPOTO3HIIIN
JKOJIHUM YHHOM He 3000B's3ye kommaHiro «DAID» ykianatu
CyOKOHTpakT a0o JOroBip Ha 3aKyIiBIK. YYaCHUKaM
TeHAepy He OyAyTh BiIIIKOJOBYBaTHCS OyIb-sKi BUTpPATH,
MOB'SI3aH1 3 MiITOTOBKOIO 200 MOJaHHAM IX Mpomo3wuiii. 3a
JKOOHMX  oOcrtaBuH, KommaHis «DAI» He  Hece
BiJIMTOBITaJIbHOCTI 32 Ii BUTPATH.

e [lpono3unii matoTe OyTu monani He mizHime 18:00 3a
MiCIIeBUM KHIBCHKMM 4acoM B YkpaiHi 8 cepnus 2023 poky
Ha ajipecy:

e 3BepHITH yBary, MmO MPOMNO3HUIT MaroTh IOJaBaATHCS
JMIIe B €JIEKTPOHHOMY BHUIJISII Ha €JIEKTPOHHY ajpecy
UkraineCCI_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyayTh BiIXWICHi, 3a
BUHATKOM BHIAJKIB HaJ3BUYAHUX OOCTaBMH Ha PO3CYIl
koMmmaHii «DAI».

o Jlomanus npomo3utii kommanii «DAI» y BiamnoBiap Ha
nedl 3anmuT Ha HAJaHHA TPOIO3UIIK Oyne SBIATH COOOIO
MIPOIO3MIIII0 Ta CBIAYUTUME PO 3roAy YUacHHKa TEHACPY 3
MOJIOKECHHSMH Ta YMOBAMH, SIKI MICTATHCS y 1[bOMY 3amuTi
Ha HaJIaHHS MPOIO3MLIN Ta OyAb-IKUX J0AATKaX 10 HbOTO.
Kommanis «DAI» 3aimmiae 3a co060r0 nmpaBo HE OLIHIOBATH
HEBIIOBIIHY 200 HEMOBHY MPOIO3UILIIO.

e VYV TeMi TOBIJJOMJICHHs €JIEKTPOHHOIO IOIITOK MaroTh
OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Yci npono3uIlii MOBHHHI MICTUTH CYTIPOBITHHUM JTUCT, IO
Mae Jary, mianuc Ta neyaTKy
YyacHuKa TEeHIAEpY. YYaCHHUK TEHJEPY INOAAE LEH JUCT y
dopmari .pdf.

=DAlI
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e Offerors shall complete Attachment C: Price
Schedule template. Offerors should indicate the total
and all-inclusive price for services, roll them up and
distribute them across the listed deliverables in the
National currency of Ukraine — Hryvnia (UAH) in
Attachment C.

¢ Value Added Tax (VAT) shall not be included in
the Price Schedule.

o These services are eligible for VAT exemption on the
basis of the USAID Contract Ne72012120C00002
registered with the Cabinet of Ministers of Ukraine,
having the registration card Ne4464-11 of June 26,
2023.

o Each Offeror, and any of its subsidiaries, shall submit
only one proposal.

e VYyacHUKM TeHAepy 3amoBHIOIOTH Jomatok C: Ilpaiic-
JUCT. YYacHUKU TEHAEpY MOBHHHI BKa3aTH 3arajibHy Ta
BCEOCSKHY I[IHY Ha TIOCIYTH, 3arajlbHY LIHY Ta PO3IIOAITUTH
UiHy MO BKa3aHMWX pe3yjibTaTax B HAIlOHAJIHIA BalroTI
VYxpainu - rpuBas B JJonatky C.

e Ilomatox Ha nomany Bapticts (II/IB) He mae OyTn
3a3HaYeHuH y mpaic-JmcTi.

e 1li mocmyTy miUISTaloTh 3BUTPHEHHIO Bifl OTIOJaTKYBaHHS
[1/IB BinmoBiTHO 10 OCHOBHOTO KOHTpaKTy KommaHii « DAD»
3 USAID Ne72012120C00002 3apeectpoBanum y KaGineri
MinictpiB Ykpainu, peectpaniiina kaptka Ned464-11 Bin 26
yepBHA 2023 poky.

e Koxen YuacHuk TeHzmepy, Ta Oynb-sKi Horo xodipHi
KOMTIIaHi1, MOJKe TTOJJATH JIUIIE OHY TPOTO3HIIIIO.

Proposal Cover Letter

CynpoBigHmii JTUCT 10 Npono3uii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Ipomo3uriss Mae BKJIIOYATH CYNPOBITHWMA JIHCT Ha
¢ipMoBoMy OnaHKy VYuacHHKa TEHIEpPY, CKPIIUICHUN
MiANMACOM HAJIC)KHUM YHMHOM YIOBHOBA)XXEHOI 0OCOOM Ta
IITAMITOM/TIEYaTKOK KOMITaHii 3 BUKOPUCTaHHAM JlogaTKy
B B skocti mab6monHoro d¢opmary. CympoBimHUN JHCT
MTOBHHEH MICTUTH TaKi TyHKTH:

e VYYacHMK TEHIEpy TOBHHEH IiJITBEpAUTh IEPiox
YUHHOCTI 3alPOTIOHOBAHUX IIiH TPOTITroM 60 KaJeHTapHUX
JIHIB.

e [linTBep/KEHHSI OTPUMAaHHS TEHJCPHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHs CTOCOBHO 3aNUTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via email to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions should not be submitted to

UkraineCCIl Proposals@dai.com

No questions will be answered by phone. Any verbal
information received from a DAI or
USAID/Cybersecurity employee or other entity shall not
be considered an official response to any question
regarding this RFP.

Koxen YvacHWUK TeHIEpY € BIONOBINATBHUM 32 JyXKe
YBa)XHE MPOYMUTAHHS LOTO0 3alUTy Ta MOBHE PO3YyMIiHHS
Horo yMoB. Yce CHIKYBaHHSI CTOCOBHO IIhOTO 3alUTy Mae
HAQJICWIATHCh  €JICKTPOHHOK  TOIITOK  HAa  ajpecy:
UkraineCCIl_Procurement@dai.com He mi3Himie gary,
3a3HaveHoi BuIe. Bei orprMani 3anutanHs OyayTh 3i0paHi,
1 BiATIOBiAi HA HUX OyXyTh Ha/liCIaHi €JIEKTPOHHOIO TIOIITOI0
yCiM 3aIiKaBJICHUM YYacCHUKaM TCHJIEPY.

3anuTaHHa  He MalOThL MOJABATHCH 3a
UkraineCCl Proposals@dai.com

BigmoBigi Ha Oynab-siKi 3amuTaHHS He OyayTh HajaHi IO
tenedony. byap-ska BepbanbHa iH(pOpMaIlisl, OTpUMaHa Bijg
MpaiiBHAKA KOMIIaHii «DAI», abo MIPOEKTY
USAID/Kibep0Oe3rneka uu iHIIIOT opraHizailii, He BBaKa€ThCs
OoQiIifiHOI BIANOBIAA0 Ha OyAb-SKE 3alMTaHHS 010
1ILOTO 3aIUTy Ha HAJAHHS TPOMO3MIIIH.

azpecoro

Instructions for the Preparation of Technical
Proposals

IHcTpyKuii 11070 MiATOTOBKH TeXHIYHUX NPONO3ULIi

Technical proposals shall be sent in a separate
attachment from cost/price proposals and shall be

TexHi4HI MPONO3UIIIT MOBUHHI OyTH HajicIaHi B OKPEMOMY
JIOJIATKY OKPEMO BiJl IIIHOBOW MPOMNO3HWIi i MarTh OyTH
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clearly labeled as “VOLUME 1. TECHNICAL
PROPOSAL”.

Technical proposals shall include the following
contents:

1. A document in MS Word of approximately maximum
3 pages that responds to the evaluation sub-criteria
“Technical Approach”.

2. At least 3 references should be provided along with
their contact info. Details on nature of work for those
clients should be included in Attachment F: Past
Performance.

giTko  MapkoBani sk «TOM  |:  TEXHIYHA

TTPOTTO3ULIIS».

TexHiuHI MPOTO3UILiT TOBUHHI MICTHTH TaKi TIOJI0KCHHS:

1. Doxyment y MS Word, 06'emom npubiau3Ho 3 CTOPIHOK,
SKUI  BIJIMOBIa€ MIKPUTEpisM OLIHKH « TeXHIYHUI
MAXID.

2. llpunaiimai 3 pekoMeHpaamii 3 KOHTAKTHUMH JIaHUMU
oci0, aki ix Hagamu. Ommc XapakTepy poOOTH IS TaKUX
KITIIEHTIB MOTPiOHO Hamatu B noaatky F «Jlocsig pobotmy.

Services Specified

BuzHauyeHHs nocjayr

For this RFP, DAI is in need of the services described in
Attachment A.

VY 3B’3Ky 3 MM 3anuToM Ha HajgaHHS npomosuiid DAI
nmoTpedye mociyr, siki onucadi B Jlomatky A.

Technical Evaluation Criteria

KpuTepii TexHiuHOI olliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/Price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors, cost/price, when
combined, are considered significantly more important
than cost/price factors alone.

Koxna mpomo3uiliss Oyjxe OIIHIOBATHCS BIAIOBIIHO JO
KpHUTEpIiB OIIHKK Ta CYOKpUTEpiiB OIHKH, SKi BKa3aHi B
Tabmmii Hwkde. L[iHOBH TpOmO3uIlii He OLIHIOITHECA 3a
0aJIbHOI0 CHCTEMOIO, OJHAK UIS IJIEH 3arajibHOl OLUHKH
BOr0 3alUTy Ha HAJaHHS MPOIO3HLIH, PaKTOpH TEXHIYHOT
OIIHKHW, BapTOCTI/IIIHHU, TPH iX MOEJHAHHI BBAXKAIOTHCA
3HAYHO OB BaXKITMBUMH, Hi’K (DaKTOpH BapTOCTI/IIHH.
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Evaluation Criteria/ KpuTtepil oUiHKK

Technical
Approach /
Texuiunnii
HiIXin

The proposal is expected to contain the full description of Technical approach
and will be evaluated based on how well it addresses the task based on the
requirements of the RFP, including:

¢ a detailed methodological approach to conducting diagnostics and evaluating
the current level of the cybersecurity level according to the NIST
Cybersecurity Framework;

o clarity and comprehensibility of the procedure for determining the duration of
work;

o a methodology for developing recommendations and roadmap for their
implementation / consultation support for the object of critical infrastructure,

o confirmed experience of work on field of critical infrastructure cybersecurity.

[Ipormo3ullii OIiHIIOTECS BUXOAYH 13 BIJAMOBITHOCTI 3alPONIOHOBAHUX PIllICHb
Ha OCHOBI BUMOT BUKJIAJCHUX Yy 3aIUTi, BKIIOYAIOUH:

e JICTAJIbHUH METOJOJIOTIYHMI MiAXiJ JO MPOBEACHHS IarHOCTHUKH, & TaKOX
OI[IHFOBaHHS TOTOYHOTO Ta IIBOBOrO piBHA KibepOesmeku 3rimao NIST
Cybersecurity Framework;

® YITKICTh Ta 3pO3YMUTICTh MPOIETypH BHU3HAYCHHS TPUBAIOCTI BHKOHAHHS
po0iT;

® METOJIOJIOTISl pO3pO0KH peKOMEHAAIliH, TOPOKHBOI KapTH iX BIPOBAHKEHHS
Ta KOHCYJIBTaTUBHOI MiATPUMKH PEIICITi€HTa;
® IMATBEP/UKCHUH JIOCBiA pobOTH B
iHOPACTPYKTYpH.

chepi kiOepOesrekn KPUTUIHOI

60 points /
60 Gani

Client and
Management
Approach/
Kmienrcekuii  Ta
YnpaBiiHChKUN

X1

e List of qualified technical specialists assigned to support the Activity and
respond to immediate requests.

o Confirmed experience of the proposed personnel (qualifications, resume) in
the field of conducting cyber security diagnostics of critical infrastructure objects
with an indication of the projects in which the personnel participated (a list of
relevant projects of each proposed specialist)

o At least two qualified technical specialists should hold internationally
recognized certificates, such as: CISA, CISM, CISSP, ISO 27001 Lead Assessor,
ISO 27001 Lead Implementer, Certified NIST Cybersecurity Framework Lead
Implementer

o [lepenik kBanmi(ikoBaHWX TEXHIYHMX CIEIIaiCTiB HAJaHUX Ha MiATPUMKY
[IpoexTy Ta asst BIAMOBI HA TEPMIHOBI 3aITUTH;

o [ligTBep/UKeHUI [JIOCBiJ 3ampoNOHOBAHOTO IMEpcoHaNy (KBamidikaiis,
pe3tome) y cdepi MpoBeJeHHS ITiarHOCTUK KibepOe3rneku 00’€KTiB KPUTHYHOL
1H(GPACTPYKTYpH 3 BKa3aHHSIM MIPOETKIB, Je TIECPOHAI PUIMaB Y4acTh (Tiepertik
BiJIMOBITHUX MPOEKTIB KOXHOTO 3alTPOMTOHOBAHOIO CIIEIialliCTa)

o Kpamidikamiss mnpuHaiiMHI 2 CHiBpOOITHHKIB Mae OyTH MiJTBep/KEeHA
MDKHApPOJHO BU3HAHUMU cepTudikatamu, Takumu sk: CISA, CISM, CISSP, ISO
27001 Lead Assessor, 1SO 27001 Lead Implementer, Certified NIST
Cybersecurity Framework Lead Implementer.

20 points /
20 6amiB
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Past Performance
[ Ooceix pobotn

o Does the company have experience in carrying out services similar to those
outlined in the Scope of Work with USAID-funded projects or technical
assistance programs in Ukraine?

e Does the company have experience in the field of cybersecurity of critical
infrastructure, developing policies and procedures, providing advice, and
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity level of
IT processes and cybersecurity processes?

e Does the company and its employees have the experience of at least 4 similar
projects in the field of information security during the last 3 years?

o Does the company have experience in assessing information security at critical
infrastructure facilities (such facilities are enterprises that meet the criteria of the
Law of Ukraine "On Critical Infrastructure™ or are officially included in the list
of critical infrastructure facilities)?

e Uy Mae KOMIaHis AOCBiJ y HaJaHHI MOCIYr MOAIOHUX JO 3a3HAUCHUX Y
TEeXHIYHOMY 3aBJaHHi mpoekTam, pinancoBanum USAID abo iHmmM mporpamam
MDKHAPOIHOT TEXHIYHOI TOTTIOMOTH B Y KpaiHi?

o Uu mae xommaHis nocBin y chepi kibepOe3nekn KpUTHIHOI iHPpacTpyKTypH,
PO3pOOKM TOJNITHK Ta TMPOUEAYp, HaJaHHI KOHCYNbTAIlii, Ta TPOBEICHHI
OIIIHIOBaHHS Ha BIATOBITHICTh MIKHAPOJHUM Ta HAIIOHAIEHUM CTaHAApTaM 3
KibepOe3nekn, Ta BU3HAYCHHI MOTOYHOIO Ta WINBOBOrO piBHA 3pinocti [T-
MpoIIeciB Ta MpolieciB Kibepoesnexn?

o Uy mae koMIaHis Ta ii CiiBpOOITHUKK JTOCBIJl HE MEHIIIE 4 TTO/[IOHHMX MTPOSKTIB
y cdepi indopmariitHoi 6e3meKu MPOTATOM OCTaHHIX 3 POKiB?

e Uyp Mae KOMMaHis JOCBiM OIiHKK iH(opmamiiiHOi Oe3meku Ha 00’€KTax
KPUTUYHOT 1HQPacTpyKTypu (TakMMH OO0’€KTaMH € MIANPUEMCTBA, IO
BiJINOBIZIat0Th KpuTepisiM 3akoHy Ykpainu «IIpo kpuTuuHy iHPpacTpyKTypy»
a60 o(imiifHO BKIIFOUEHI /IO TMepetiKy 00’ €KTiB KPUTUIHOT iHPpacTpyKTypH)?

20 points /
20 Oanis

Total Points / 3aranpHa KijbKicTh 0aJ1iB

100 points/
100 GaiB
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Instructions for the Preparation of the Cost
Proposals/ IHCTpyKuUil WwWoao niarotoBKkU LiHOBUX

nponos3unuin

Cost/Price Proposals

HinoBi npono3uuii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and shall be
clearly labeled as “VOLUME II: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption on the
basis of USAID Contract 72012120C00002 registered
with the Cabinet of Ministers of Ukraine, having the
registration card #4464-11 dated of June 26, 2023.

LliHoBi mpomo3uIlii NOBUHHI OyTH HAJICIaHI B OKPEMOMY
JOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3HUIIiH 1 MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II:  ILIHOBA
[MPOITO3ULIIS».

Y Jonatky C namano mabmnon [lpaiic-nmucTy mociyr.
YYacHUKH TOPTiB 3alOBHIOIOTH IMA0JIOH Ta BKAa3YIOTh
sKoMora  Oinplne  jgetaneil  ansd  OoOTpyHTYBaHHS
3aMpoIOHOBAHO] IiHH.

Li mocityry mijyisraroTh 3BUILHEHHIO BiJl OTIOAaTKYBaHHS
[IIB BiAMOBIZHO 1O OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAIl» 3 USAID Ne72012120C00002 3apeecTpoBaHuM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-11 Bix 26 yepBus 2023 poky.

Basis for award

MincTaBu A8 yKIageHHS KOHTPAKTY

Best Value Determination

Bu3zHaueHHsI Kpamioi mpono3uiuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. Cost
will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanainizye yci mporo3uiii Ta nmpuiiMe
pilIEHHS PO YKJIJIGHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpIiB OIIHKK Ta BapTiCHUX KPUTEPiiB OIIHKH,
3a3Ha4YeHUX BUIIIE, Ta Big0epe YdUacHHKa TEHJEPY, SKUH
3po0MB  Halkpamry mpomo3ulliro KommaHii  «DAI».
Kowmmaniss «DAID» Takox MOXe BiIMOBHTH Y PO3TIISII
MPOMO3UIii, SKIIO BOHA BCTAaHOBHUThH, IO YYaCHUK
TEHJEPY «HE € BIINOBIJAILHUMY, TOOTO, 110 BiH HE Ma€
VOpaBIiHCHKUX  Ta  (PIHAHCOBUX  MOXIIMBOCTEH,
HEOOX1THUX JUTsl BAKOHAHHS Bi/MTOBITHUX POOIT.

Banu omiHkM He HapaxoOBYIOTbCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€0UIBIIONO HA MPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEeHHS TPO YKIAJACHHS KOHTPAaKTy 3 YYaCHUKOM
TEHIIEpY, SKHHA TIPONOHYE BHUILY IIiHY, SKIIO OyJne
MOPUAHATO PILIEHHS NPO Te, IO OUIBII BUCOKA TEXHIYHA
OLIHKAa TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» wMoxe TpuUHAHITH pilIeHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa IPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpamy WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigajanLHoOCTI
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DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including document from the tax authority about VAT
status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin and nationality of the services
are not from a Prohibited Country (explained below).
4. A brief overview of the company, including
professional achievements.

5. Successful experience the firm has with related
projects of similar scope and size.

Kowmmanis «DAID» He ykimamatume >KOJTHHUX OTOBOPIB 3
Y4acHUKOM TEeHJepy MEePII HijK HE TEPEKOHAETHCS Y HOTO
BimnmoBigansHOCTi. [lpu oOIiHIOBaHHI BiAMOBIAATBLHOCTI
YyacHnka TeHmepy OepyThCs O yBarm HACTYITHI
(haxTopmu:

1. HapmanHs Kkomili HEOOXiTHMX JIOKYMEHTIB Ha
3MIACHEHHS JisTBHOCTI B YKpaiHi (JOKYMEHTH IIpo
peecTpariirto KOMIIaHii, BKJIIOYAlOYM JOKYMEHT Bil
MOAATKOBOTO oprany mpo craryc I1/1B).

2. Hasuicte HOMepy Unique Entity
(TIOSICHIOETRCST HIDKYE).

3. JIxepeno, MOXOKEHHS Ta FOPUCIUKITIHA
MPUHAIEKHICT TOCHYT HE 3 mepeliky 3abopoHeHHX
Kpain (mosicHeHHs HaTaHI HIDKYE).

4. KopoTku#i orisin KOMIaHii, BKIItoYaro4n mpodeciitai
JOCSITHEHHSL.

5. HasBHiCTb 3aJ0BUTLHOTO JIOCBiy BUKOHAHHS POOIT y
MUHYJIOMY.

ID (SAM)

Anticipated post-award Deliverables

OuikyBaHi pe3yJIbTaTH MiCJIs1 YKJIAJTeHHsSI KOHTPAKTY

Upon award of a subcontract or BPA, the deliverables
and deadlines detailed in the below table will be
submitted to DAI. The Offeror should detail proposed
costs per deliverable in the Price Schedule. All of the
deliverables must be submitted to and approved by
DAI before payment will be processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns yknanenHs cyOkoHTpakTy abo PamkoBoro
JIOTOBOPY TPO 3aKyIIBIIIO, PE3yJIbTaTH POOIT Ta KiHIECBI
TEPMiHH BUKOHAHHS, IETAILHO OIIMCaHI B TAOHIII HIDKYE,
Oynyts momani kommanii «DAIly». VYuacHuk Ttenmepy
MOBHHEH JETaJbHO OIMCATH 3alpONOHOBAHY BapTiCTh
KOXHOTO pesyipTary pobit B llpafic-mucti. VYci
pe3ynbraté poOiT MaroTh OyTH TIOmaHi Ta CXBaleHi
kommaniero «DAl» mepen tuMm, sk Oynme odopmiieHa
oriara.

Husuce [lomatok C: Ilpaiic-Jlmct pans oTpuMaHHS
J0JIaTKOBOI 1H(OopMaIllii po oviKyBaHi pe3ylbTaTh MicIis
YKJIJCHHS! KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NpUAHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being performed
in a satisfactory manner, and that all equipment or
supplies are of acceptable quality and standards. The
Subcontractor shall be responsible for any
countermeasures or corrective action, within the scope

Busnauenuit meHemkep mnpoekty kommanii «DAI»
MEPiOINYHO TIEPEeBIPATUME MOCIYTH, SIKI HAJAIOThCS, Ha
MpPeMET TOTO, YU JisTbHICTh BUKOHYETHCS 3aJI0BUTHHO Ta
yu yce oOsiagHaHHS a00 MOCTaBKM € NPUUHATHUMH 32
SKicTF0O Ta  craHmapramu.  CyOmiapsgHuUK — Hece
BIJINIOBIIAJIBHICTG 3@  OyJb-sIKi  KOHTp3axoiu  abo
KOPUTYB&JIbHI il B MeXax LbpOro 3aluTy Ha HaJaHHS

of this RFP, which may be required by the DAI Chief npomno3umiif, ski MoxyTsh BuMaratuch KepiBHUKOM
of Party as a result of such inspection. npoekty kommanii «DAI» 3a pesymbraTamu Taxoi
TIEPEBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

BignosignicTh BUMoOram

Ha pgomaTtok [0 BIAIOBIAHOCTI  BHIIE€3a3HAYECHUM
BUMOTaM, YYaCHHUKH ITOBHHHI IOBHICTIO BiAmoBigaTu abo
MEpEeBUIIYBaTH HELIHOBUM BUMOTaM crierudikarii:

1. YyacHUK HOBMHEH OyTH 3apeecTpOBaHMid B Y KpaiHi, 110

1. Offeror must be registered in Ukraine as :
demonstrated by valid documents for operation in HiHTBemeiyeT]’c”y q?HingH HOKiva?HTaMH UL
Ukraine (company registration documents, including JUATIBHOCTL B Kpatl  (peeCTpauiul — JIOKyMCHTH
document from the tax authority about VAT status).
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2. Consent to receive payment for services solely by
bank transfer.

3. Offeror must have a minimum of 3 years of
relevant experience in provision of similar services
(please fill Attachment G: Past Performance).

Offeror must have adequate financial resources to
perform the work within the required delivery
schedule, as evidenced by acceptance of DAI payment
terms upon delivery and acceptance by DAI as stated
in cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOJaTKOBOTO
oprany npo cratyc I1/IB).

2. 3roga Ha OTpUMAaHHS OIUIATA MOCIYT BUKIIOYHO
0aHKIBCHKHUM ITePEKa30M.

3. VYyacHMK TIOBMHEH MaTH HE MEHIIEe 3 pPOKIB
BIJIMOBITHOTO JOCBIAY HagaHHS MOAIOHUX mocayr (Oyab
nacka, 3anoBHiTh Jlogarok G: Tlonepenniit mocBin).
Y9acHUK TOBUHEH MaTH IOCTaTHI PiHAHCOBI pECYPCH st
BUKOHAHHS pOOIT y Mexax HeoOXimHoro rpadiky, 1o
MiATBEPIUKYETHCS NPUHHATTAM yMoB orutatd DAI micns
moctakn Ta npuiHATTS DAI, gx 3a3HadeHo B
CYTIPOBITHOMY JIUCTI.

General Terms and Conditions

3arajibHi YMOBH Ta 0JIOKEHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Mae OyTH B Kypci 3arajbHAX YMOB JJIs
YKJIQJIaHHA KOHTPAKTy 32 pe3yJIbTaTaMH JaHOrO 3aIuTy
Ha HajgaHHs mnponosumii. OOpaHWl ydYaCHUK Mae
BimmoBizatu ycim 3asBam Ta IlinTBepmKEeHHSIM TIPO
BiJIMTOBiAHICTH, 3a3Ha4YeHUM y lomatky D.

Prohibited Technology

3adoponeni Texnomorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

YyacHUKH TOPTiB HE TIOBHHHI Ha/1aBaTh Oyab -AKi TOBapH

Ta/abo0 TOCHyru, SKi BHKOPHUCTOBYIOTH HPOJYKTH
TEJIEeKOMYHIKAIil Ta BIiAEOCTIOCTEPEKEHHS BIN TaKUX
kommaniii: Huawei Technologies Company, ZTE

Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, abo Oyms -axa ix dimis
BixgmosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmnii kox

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

o DAI must verify the source, nationality and origin,
of goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive

BiamoBigHo 103BOJIGHOrO reorpadiyHoro Koay IS

yKJIamaHHs ~ foroBopiB  kommadis  «DAD»  moxke
3aKyMOBYBaTH TOBapU Ta IOCIYTH JIMIIE 13 HACTYHHHX
KpaiH.

l'eorpadiuamit kox 110: ToBapum Ta mocmyru 3i
Crnonydenux lITatiB, He3alIeKHUX ACPHKAB KOJIUIIHBOTO
PansHcbkoro Coro3y abo KpaiH, 110 pO3BUBAIOTHCS, ale 3a
BUHATKOM 3200pPOHEHUX KpaiH MOXOPKEHHSI.

leorpadiunmii xox 937: ToBapu Ta mnoOCIHyrd 3i
Crnony4yennx IllrtariB, kpaiH-apTHepiB Ta KpaiH, IO

pPO3BHMBAIOTHCS,  KpiM  MEpedoBuUX  KpaiH, 11O
PO3BHBAIOTLCS, 32 BHHATKOM 3a00pOHEHHX KpaiH
MTOXO/IKEHHS.

o Kowmmnanisg «DAI» 3000B’s3aHa MEPEBIPUTH [HKEPEIIO,
IOPUCIOUKIII0 Ta TOXO/KEHHS TOBapiB Ta mociyr ta (y
MaKCUMaJIbHO MOYJIMBIH Mipi) MEepeKOHATUCH, IO JKOIHI
[OCJIyTH HE 3aKyMOBYIOThCS 13 3a00pOHEHUX KpaiH, SIKi
3HAXOMATHCS Yy CIHCKY YTPaBIiHHSA KOHTPOIO 32
inozeMuumu axktuBamu (OFAC) sk kpaiHu, Ha sKi
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sanctions include: Cuba, Iran, North Korea, Sudan,
and Syria. DAI is prohibited from facilitating any
transaction by a third party if that transaction would
be prohibited if performed by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

PO3MOBCIOIKYIOThCSI  CaHKIii. J[0 TOTOYHOrO CIHUCKY
KpaiH, Ha SKi PO3MOBCIOUKYIOTHCS BCEOCSIKHI CaHKIIIi,
BXOZTh HacTymHi kpainu: Ky0a, Ipan, [TiBniuna Kopes,
Cyman Tta Cupis. Kommanii «DAI» 3a00poHSE€TBCS
cupuATH OyAb-AKiil yrofi TpeThOi CTOPOHH, SIKIIO TaKa
yrona Oyna 0 3a0opoHeHoOro, sikiio O i1 BHKOHyBasa
koMmmaHist «DAIDy.

e llogaroum mMPOMO3UILIIO y BIANOBIIL HA IEH 3amuT,
VYdacHUKM TEHIEpY MiATBEPIKYIOTh, IO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyrd  BignoBinaroTe ['eorpadiuHomy komay Ta
BHHSITKAM 1010 3200POHEHHX KpaiH.

Unique Entity ID (SAM)

YHikajabHuii inentudikarop opranizamuii (SAM)

All'U.S. and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of
$30,000 in equivalent and above are required to
obtain a Unique Entity ID (SAM) number prior to
signing of the agreement. Organizations are exempt
from this requirement if the gross income received
from all sources in the previous tax year was under
$300,000. DAI requires that Offerors sign the self-
certification statement if the Offeror claims exemption
for this reason.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(see Attachment E).

For those not required to obtain a SAM ID number,
you may see Attachment: Self-Certification for
Exemption from SAM ID Requirement (see
Attachment F).

Bci  amepukaHcbki  Ta  iHO3eMHI  Oprasizamii, sKi
OTPUMYIOTH CYOKOHTpakTH/ JOTOBOPU Ha 3aKyIiBIIO Ha
cymy B ekBiBaneHti 30 000 momapie CHIA i Bwume,
NMOBHHHI  OTpUMAaTH  YHIKaTBHUA  imeHTUdIKaTOp
opranizarii (SAM) mo migmucanus yroau. Opramizariii
3BUIBHSAIOTBCSA BIJ Ii€i BUMOTH, SIKIIO BaJIOBUH IOXIJ,
OTPUMAHMI 3 YCiX JDKEepeN 3a MONepeAHii IMOJAaTKOBUI
pik, 0yB Hxue 300 000 nonapiB CILHA. Kommanis «DAI»
BUMArae, mo0 YYacHUKU TCHIEPY MiAMHUCAIH 3asBY PO
CaMOBH3HAUYCHHSI, SKIII0 BOHU BUMararoTh 3BUIbHEHS 3 i€l
NPUYUHU.

s Ttux, KoMy TOTpiOHO OTpUMATH VHIKAITBHUN
inentudikarop opranizamii  (SAM), 3BepHiTBCS 0
[HCTPYKIIT 7151 OTPUMAaHHS YHIKaJIBHOTO iJeHTU(IKATOPY
opranizarii (SAM) ([uBucek lomatok E).

Juis Tux, XTO HEe 3000B'I3aHUI OTPUMYBATH YHIKATHHUAN
inentudikarop opranizamii (SAM), 3BepHITBCS 0
dopMu caMOBHM3HAuUEHHS Ha 3BUJIBHCHHS BiJl BHUMOTH
OTPUMAHHS YHIKAJILHOTO ifeHTH(hIKATOpy OpraHizarmii
(SAM) (dusuce dJomatok F).

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MonaiTuka 1momo 60poTLOU 3 KOPYMNIi€l0 Ta 60POTHO0I0
3 xa0apHunTBOM Ta BinnmosinaabHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

DAI Bene cBOIO MisIBHICT 32 HAHCYBOPIIIUMU €THYHAMHU

CTaHIapTaMH, MO0 3a0e3MEeYUTH YECHICTh KOHKYPEHIIi,

NPUHHATHI IIHA Ta YCIHIIIHE HaJaHHsS MOCIyr ado

JIOCTaBKy SIKICHMX ToBapiB Ta oOnmagHaHHsi. DAI He

TePHUTH TAKUX KOPYNIIHHUX Tiid:

e bynp -axi 3anuTté Ha OTpuUMaHHsS xabapa, Bigmaui,
CTIPUSTHHS UM BUIUIATH Y BUTIISI BUILIATH, MTOJIAPyHKA
abo crerianbHOT KoMMeHcalii chiBpoOiTHEKY DAL,
YPSOOBLIO YU iX MpeAcTaBHUKAM BIUIMBAIOTh Ha
pilIEHHS TPO HATOPOJHKEHHSI 00 CXBAJICHHS

e bBynp -axa npono3uuis xadapa, BiAKaTy, CIPUAHHS YU

o Any offer of a bribe, kickback, facilitation payment BUIUIATH Yy BUIUIANI IUIATEXY, IIOJapyHKa abo
or gratuity in the form of payment, gift or special CIEIIaIbHOI  BUHArOpOJIM  BiI  odepeHTa  um
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consideration by an offeror or subcontractor to
influence an award or approval decision.

e Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

e Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

e These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the offeror or subcontractor from participating in
future U.S. Government business.

e Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAI staff to:

o Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

¢ Hotline website — www.DAI.ethicspoint.com, or
Email to Ethics@DAIl.com

e USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

e By signing this proposal, the offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

cyOmigpsmHuKa [UIsi BIDIMBY Ha pIMIEHHS IIPO
NPHUCYUKEHHS Y1 CXBAJCHHS.

e bynp-Ke IIAXpaiiCTBO, Take SK HEIPaBUIbHE
BUKJaJaHHA a0o TIpUXOBYBaHHsA iHGopmalii Ha
KOpHCTh opepeHTa 4u CyOrmiagpaIHuKa.

e Bynp -ski 3M0BM a00 KOH(IIKTH iHTEpECiB, y SKUX
MpaliBHUK, KOHCYJIbTaHT abo0 mpenctaBHUK DAI mae
IijoBi 200 OCOOMCTI CTOCYHKH 3 TPUHIMIIAIOM a0o
BJIACHUKOM O(epeHTa Y CyOmiIpagHHUKa, SKI MOXKYTb
BUSIBUTHCS HECTIPABEUTUBIMH y KOPUCTH OEepPEeHTa U1
cyominpsaauka. CyOmigpsIHUKA TakKoX IOBHHHI
YHHKAaTH 3MOB 4YM KOHQUIIKTY iHTEpeciB y CBOiX
3aKyMBIAX Y TIOCTadajbHHUKIB. bymp -aki Taki
BiTHOCHHM TIOBWHHI OyTH HErallHO  PO3KpPHTI
kepiBHMUTBY DAl 1yis mepernsany Ta TOpUAHATTS
BIAIIOBIAHMX  3aXOJiB, BKJIFOUAIOYN MOXJINBE
BUKJIIOYECHHS 3 BAHATOPOIH.

o I[i xopymuifiHi nii HE MOMYCKAIOTBCI 1 MOXKYTh
MPU3BECTH JO CEPHO3HUX HACHIJKIB, BKIOYAIOUH
NPUIUHEHHS TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
Mpu3yUHEHHS Ta BiAMoBY ypsaay CLUIA, puxirogatoun
odepeHTa uM cyOmiapsiIHUKA BiJ y4acTi y MaiiOyTHIX
Oiznecax ypsaay CLIA.

e DBynp-sxa cnpoba un (akTuuHa KOpYMIis MOBHHHA
Oytun HeTaifHo MTOBiTOMJICHA odepeHTOM,
cyOmiapsaauKoM ado ciiBpobitHrkamu DAL

e be3KkomToBHA aHOHIMHA Tapsya JIiHig 3 MUTaHb €TUKU
Ta JOTpUMaHHs BUMOT 3a ajpecoro (CLIA) +1-503-
597-4328

e Be0 -caiit rapsyoi ninii - www.DAL.ethicspoint.com,
a00 HajiclaTH eNEKTPOHHMH JIMCT Ha  aJpecy
Ethics@DAI.com

e Odic rapsuoi ninii I'enepansroro incnekropa USAID
3a azgpecoro hotline@usaid.gov.

e [liImUCyIOUH 110 MPOIO3UIIiI0, OPEPEHT MiATBEPKYE
JOTPUMaHHS IIOTO CTAaHZApTy Ta TapaHTye, IO HE
OyayTh 3pobOinieHi crnpobu BrumHyTH Ha DAI abo
YPSIOBHI IEPCOHAI 32 JOTIOMOI'00 Xa0apiB, yaloOBHX,
BUIUIAT 3a CHPHUSHHS, BiJKaTy YW IIaxpaicTsa.
VY4YacHMK TOPTiB TaKOXX BH3HA€E, IO HMOPYILEHHS ILi€i
MOJITHKH ~ MOXE€ TPU3BECTH JIO  IPHITUHEHHS,
MOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYHIIHHUMHU
JisIMHM, Ta MOXJIMBOTO TPHU3YNHHEHHsS Ta 3a00pOHU
ypsimy CHIA.

Offeror’s Agreement with Terms and Conditions

3roga YuyacHuKa TeHepy 3 BUMOTaMHu
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The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanns ycix BuUMOr 3amWTy BIONOBIIHO /0
IHCTPYKIIiH, 3a3HAYEHIX B HHOMY, Ta MTOJaHHS MPOIO3MIIi1
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3aCBITIyBaTUME 3TOJY
YyacHruka TeHAepy 3 BUMOTaMH IHOTO 3allUTy Ta yCix
JoJaTKiB 0 Hboro. HaganHs mporo 3amurty B KOJHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBaTu JOTOBIp
Ha 3aKyIIiBIIO 200 BiIIKOJOBYBaTH Y YaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, ITOB’s3aHi 3 I IFOTOBKOFO Ta MOTAHHIM
MPOTNIO3HUIIII.

Attachments

See the list of official RFP attachments below.

JlopaTku

JuBuce mnepeqik o¢iniiHNX g0AaTKIB 40 LBLOrO
JOKYMEHTY HUIKYe.

=DAlI
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Attachment A: SCOPE OF WORK/TERMS OF
REFERENCE / OopaTtok A: TEXHIMHE SABOAHHA

The below contains the technical requirements of the services. Offerors are requested to provide proposals
containing the information below on official letterhead or official proposal format.

VY tabnuii HIbKYe HaBeACHI TEXHIYHI BUMOTH JI0 TTOCTYT. YYaCHUKU TeHepy IMOBUHHI IOJIATH MPOTO3HIIii,
IO MICTSTh BiINOBiAHY iH(popManito Ha (ipMoBOoMy OJaHKy abo BiAMOBIAHO 10 odiuiiHOro Gopmaty

TIPOTIO3HIII1.

Background

The USAID Cybersecurity for Critical Infrastructure
in Ukraine Activity (the Activity) is a program
funded by USAID and implemented by DAI. The
overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in
Critical Infrastructure (CI), and to transform Ukraine
from a compromised, reactive cybersecurity actor to
a proactive cybersecurity leader.

Over a five-year period, the Activity will increase
resilience and build capacity to prevent, detect, and
respond to cyberattacks against CI in Ukraine. To
achieve this goal, the Activity is implementing the
following components:

Component 1: Strengthening the cybersecurity
enabling environment

This component will strengthen the cybersecurity
resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance,
enabling collaboration between stakeholders, and
supporting  cybersecurity  institutions.  This
component will also build the technical capacity of
key sectors through increased access to cybersecurity
technology and equipment.

Component 2: Developing Ukraine’s cybersecurity
workforce

This component of the Activity will address
workforce gaps through interventions that develop
new cybersecurity talent and build the capacity of
existing talent. These interventions will address the
entire workforce pipeline, the quality of education
received by cybersecurity specialists, and industry
training programs to rapidly upskill Ukraine’s

IlepeaymoBu

[poext USAID «KibepOe3neka KpUTUIHO BAKIUBOT
inppactpykrypu VYkpainm» (mami  — IIpoexT)
¢dinancyerscss USAID Tta peanmizyetbess DAL
Kinnesa mera IlpoekTy — pO3BUTOK HalliOHaJIBHOT
CUCTeMH KiOepOe3lmeKr Ta 3MCHIIEHHS KiIbKOCTI
BPa3JIMBOCTEH KPUTHYHO BaKIIMBOL
iH(paCTPYKTYpH.

[potsirom mwsartu pokiB [IpoexT 3MinHIOBaTHME
CTIHKICTB 1 pO3BUBATHME CIIPOMOXKHICTP 3a1100iraTH,
BHSABIIATH U OOpoTHCA 3 KibepaTakamu, HAIJICHUMH
Ha KpuTuuHy iHppacTpykTypy (mami — KI) Ykpainu.
s uporo [IpoexT peanizoBye Taki CKIIAIOBI:

KommnoneHr 1: ITocunenns
cepeoBHINa I KibepOe3neku

CIIpUATIIMBOTO

Le#t KOMIIOHEHT MOCWIUTH CTiHKicTh cekTopiB Kl
Vkpainn g0 kiOepOe3nekn MUIIXOM YCYHEHHS
NPOTAIVH Y 3aKOHOJABCTBI, CIIPUSHHS HAJIE)KHOMY
yIpaBIiHHIO, CIIPUSHHSA cHiBIpari MiX
3aI[iKaBJICHUMH CTOPOHAMH Ta IIATPHUMKH yCTaHOB
kibepOesneku. lleli KOMIOHEHT TaKOoX PO3IIUPUTH
TEXHIYHY CHPOMOXHICTh KIIFOUOBHX CEKTOpiB 3a
pPaxyHOK PO3MIMPEHHS JIOCTYIy A0 TEXHOJIOTiIH Ta
oOnaHaHHs KibepOe3neKH.

KomnonenT 2: Po3BuTok KajpiB 3 KibepOesnekn B
VYxpaini

Lei#i KOMIOHEHT MisTBHOCTI CHPSIMOBaHMK Ha
YCYHEHHSI HEIOJIKIB po00UYoi CHIM 3a JOIOMOTO0
BTpPy4YaHb, CIPSIMOBaHMX Ha PO3BUTOK HOBHX
creuiamicTiB 13 kibepOe3neku Ta HapOLIyBaHHS
MOTeHIialy HasBHUX cremiamictiB. [li 3axomm
CTOCYBaTHMYThCS BCHOTO KaJIPOBOTO TOTEHINIANY,
SKOCTI  OCBITH,  OTpHMaHOi  (axiBIsMH 3
KiOepOe3neku, 1 Tamxy3eBUX HABYAJIbHHUX HpPOrpam
JUIS IIBUJIKOTO MiJIBUIIEHHS HABUYOK YKpaiHCHKOT

=DAlI

PAGE 20



REQ-KYI-23-0216

workforce to respond to immediate cybersecurity
vulnerabilities.

Component 3: Building a resilient cybersecurity
industry

A growing cybersecurity industry in Ukraine will
contribute directly to national security and
prosperity. This component will seek to build trust
and collaboration between the public and private
sector to develop innovative solutions for future
cybersecurity challenges; spur investment and
growth in the broader cybersecurity market in
Ukraine through greater access to financing; support
smaller cybersecurity companies to rapidly increase
the number of local cybersecurity service providers;
and offer mechanisms for Ukrainian firms to connect
with industry partners to enable better access to
innovations and business opportunities.

Context

The Activity provides assistance to critical
infrastructure objects in the energy and other sectors
(hereinafter - OCI - within the meaning of the Law of
Ukraine "On Critical Infrastructure” or officially
included in the list of critical infrastructure objects)
in strengthening their resistance to cybersecurity
incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result
of the diagnosis will be an assessment of the current
level of maturity of the OCI. The diagnosis is carried
out in accordance with the NIST Cybersecurity
Framework, and based on the results,
recommendations will be developed to improve the
cyber resilience of the organization in accordance
with the NIST Cybersecurity Framework.

The results of the diagnostic will also establish a
basis for measuring the progress of strengthening the
cyber resilience of the OCI after the implementation
of the recommendations provided after the diagnosis
Objectives

The overall goal of the task is to conduct a diagnosis
of the cybersecurity system of CIO to assess the level
of cyber maturity in accordance with the
requirements of the NIST Cybersecurity Framework

poOouoi cuiam Uil pearyBaHHS HAa MHTTEBI
Bpa3JIMBOCTI KibepOesneKu.

Komnonent 3: CrBopeHHs cCTiiikoi  Tamysi
KibepOe3nexku
3poctanHa Tamy3i kibepbOesmekm B YKpaiHi

0e3nocepeTHLO CIPUATHME HalllOHATIBHIH Oe3melti Ta
npongiTanHio. Lleli kommoneHT Oyne cnpsMOBaHHN
Ha 3MIITHEHHS JIOBIpH Ta CIBIpAIl MK ACpKaBHUM
i  [pUBaTHUM  CEKTOpaMH  JUIi  PO3POOKHU
IHHOBAIIfHUX pilleHb I MalOyTHIX TpoOsIeM
KibepOe3mekn;  CTUMYNIOBaTH  IHBECTHIIi  Ta
3pOCTaHHS MIUPIIOT0 PUHKY KidepOesneku B YKpaini
3a paXyHOK PO3IINPEHHS IOCTYITy 10 (hiHAHCYBaHHS;
MiATPUMYBAaTH HEBENWKI KoMIaHii 3 KibepOesmekn
JUIA IMIBUOKOTO 30UIBMIEHHS KIIBKOCTI MIiCIIEBUX
NOCTAaYILHUKIB TOCIYT 3 KiOepOesmeku; a Takox
3aIpONOHYBaTH YKPaTHCHKUM KOMITaHisIM MEXaHi3MHU
3B’A3Ky 3 Tally3eBUMU  [apTHepamy, 100
3a0e3MeynT Kpamuii JOCTyn 10 IHHOBAIliil Ta
MOKJITMBOCTEH 1151 Oi3HeCY.

Konrekcer

[Ipoektr Hamae momomory o00’€KTaM KPUTHYHOL
iHOPAaCTPYKTypu B EHEPreTHYHOMY Ta IHIIMX
cektopax (mam — OKI — y posyminai 3akoHy
VYkpaian «lIpo kputwuny iHGpacTpykTypy» abo
odimiiiHO  BKIIOYEHI 70 Tepeniky 00 €KTiB
KPUTUYHOI 1HQpACTPyKTypH) Vy TIOCHICHHI iX
CTIMKOCTI JIO 1HIMJICHTIB KiOepOe3meKH.

Ha 3amutr OKI Ilpoext 1utaHye MpOBEIAEHHS
niarHocTyBaHHsT — KibepOe3mekd  iX ~ CHCTEM.
Pesynmbrarom  gmiarHOCTyBaHHST ~ OyJe  OIliHKA
noroyHoro piBHA 3pinocti OKI. JliarHoctyBaHHS
3IIACHIOETCS y BIJIOBITHOCTI bi (s} NIST
Cybersecurity Framework, a 3a pe3yjibraTamu
OynyTh po3pobieHi pexomMeHmarii I00
I IBUTIIEHHS KiOEpCTIUNKOCTI opraHizallii Bi[IOBIIHO
no NIST Cybersecurity Framework.

Pesynbratn AiarHOCTYBaHHSI TaKOX BCTaHOBISATH
OCHOBY [UIl BHMIPIOBaHHS IPOTrPECY ITOCHICHHS
kibepcrifikocti  OKI  micnms  BIpoOBapKEHHS
pEeKOMeH Iallii, HaJaHUX TICIIs A1arHOCTYBaHHS.
i

3arasibHa MeTa 3aBJaHHA MOJSAra€e B TOMY, IOO
MIPOBECTU JIaTHOCTYBaHHA CHUCTEMH KiGepOesreku
OKI a5t OLIHKY PiBHS KIOEP3PLIOCTI BIAMOBIIHO J0
suMor NIST Cybersecurity Framework ta "Hagatu

and provide recommendations for improving the pexomenmanii (Y MOKpAaILEeHHS CTaHy
state of cyber readiness KiOeproToBHOCTI
Tasks 3anaui
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Carrying out diagnostic of the Kyiv Regional State
Administration (see Appendix H) (hereinafter - CIO
or Recipient) cybersecurity systems, which will
include the following steps performed in accordance
with the o NIST Cybersecurity Framework:

a. Assessment of the current level of maturity of
the cyber security of the CIO according to the
no NIST Cybersecurity Framework and gray
box penetration testing for 13 white IP-
addresses.

b. Determining the target level of CIO maturity
according to the mo NIST Cybersecurity
Framework

c. Development of recommendations for the
transition from the current level to the target
level.

Recommendations should contain a list of
necessary policies and processes of information
cyber security, calculation of necessary
resources, definition of personnel competencies,
organizational structure. Also, on the basis of
the received recommendations, projects of
information security policies for Kyiv Regional
State Administrations (KRSA) and one typical
general IS policy for District State
Administrations (DSA) should be developed. It
is also necessary to develop a high-level
architecture design (HLD) of cyber security for
the KRSA (technical architecture and
operational model) and a technical specification,
which should also include an estimate of the cost
of implementation.

d. Development of a road map for the
implementation of the developed
recommendations for 4 months.

e. The road map should contain a list of measures
that the CIO should take to achieve the target
level of maturity with a detailed description of
each of them and the necessary resources for
their implementation.

f. Provision of 6 days of advisory support to the
CIO in the process of implementation of the
recommendations provided by the CIO, which
will include, but not be limited to: consultations

[poBeneHHs JarHOCTyBaHs CUCTEMHU
kioepOesmekn KwuiBcrkoi O6macuoi /[lepxkaBHOT
Anminictpanii (mani — OKI a6o Perumient) (aus.
Jonatok I), mo Oyzae BKIouath B ceOe HACTYIHI
Kpoki BukoHaHi BimmosigHo mo NIST Cybersecurity
Framework:

a. OuiHOBaHHS TIOTOYHOTO PIiBHSA  3pLIOCTI
kioepOesmekn OKI  BigmoBimao 1m0 NIST
Cybersecurity Framework ta tectyBaHHS Ha
MPOHUKHEHHS 32 MOJEIUTI0 “grey box” mist 13
oinmux IP-ampec.

b. Bwusnauenust winmpoBoro piBHs 3pigocti OKI
BianosinHo 1o NIST Cybersecurity Framework

C. Po3pobka pekoMeHmamid MIOAO0 MEPEXOIy Bil
MIOTOYHOTO PiBHS JO I[IILOBOTO PiBHS.

PekoMeHnpmamii TMOBMHHI MICTUTH  TEpeiK

HEOOX1THUX ITOJIITUK Ta MPOIIECIB
indopMariiinoi kibepOe3meku, MmiaIpaxyHOK
HEOOX1THAX pecypcis, BH3HAYCHHS

KOMIICTEHIIIH  TepcoHaly,  OpraHizaliiiHy
CTPYKTYypy. TakoX Ha OCHOBI OTpPHMaHHX
peKoMeHmamii MmoBMHHI OyTH po3po0ieHi
NPOCKTH TOJIITHK iHpOpMaLiiHOT Oe3neKu A
KuiBcbkoi 001aCHOT JiepKaBHOI aJIMiHICTpaIlii
(KOIA) Ta ogna THOBa 3araipHa momituka 1b
Uit PalloHHMX Jiep)KaBHUX — aJMIiHICTpaIlii
(PJA). Takox HE0OXiTHO po3poOUTH AM3alH
apxitektypu  Bucokoro  piBaa  (HLD)
KkibepbOes3nexu JUIST KOJA (TexHIYHOT
apxiTeKTypu Ta omepaiiiiHoi Mojemi) Ta
TEeXHIYHy crnenuikaimiro, IO TaKOoX Mae
BKJIFOYAaTH  CPI€EHTOBHY  OIIIHKY  BapTOCTi
BIIPOBAIKECHHSI.

d. Po3pobka JOpoXHBOI  KapTH  peasizarii
PO3pO0JIEHNX PeKOMEHIaIlIN Ha 4 MiCSIIi.

JlopokHsl KapTa IOBHHHA MICTUTH CITUCOK
3ax0/iB, 1110 Mae BxxuTu OKI mis nqocarHeHHs
LiIBOBOTO PiBHS 3PIJIOCTI 3 AETAIBHUM ONKCOM
KOXKHOTO 3 HUX Ta BU3HAYEHUMH JJIS 1X BXKUTTS
HEOOXiJTHUX pecypciB.

e. HapmanHsa 6 mHIB KOHCYJIBTaTHBHOI IiJATPUMKH
OKI B mporneci BunpoBamkenHs OKI Hamanwmx
peKOMeHalliH, 1m0 Oy/ie BKIYaTh B cede, aje
HE 00MEXKYIOUMCh: KOHCYJIbTAIIIT 110 po3pooiii,
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on the development, adaptation and verification
of procedures and policies, equipment settings.

g. Development of a monthly report on the

progress

of  implementation  of

the

recommendations provided by the CIO.

h. Evaluation of the maturity level of CIO 's cyber
security systems in accordance with the mo
NIST Cybersecurity Framework after 4 months

from the date of receipt of the CIO s

recommendations.

Deliverables schedule

Task A Report: Assessment of
the current OCI cybersecurity
maturity level according to the
NIST Cybersecurity Framework
Task B Report: Determination
of the OCI target maturity level
according to NIST
Cybersecurity Framework.

Task C Report:
Recommendations  for  the
transition from the current level
to the target level.

Task D Report:
The Road map for the
implementation of the

developed recommendations for
a period of 4 months

Task E - F Monthly Report: The
progress of implementation of
the recommendations by the
recipient

Task G Report: Reassessment of

the  current  cybersecurity
maturity level according to the
NIST Cybersecurity
Framework.

30 working days
from the
beginning of the
assessment

10 working days
after the
completion of
Task A

20 working days
after the
completion of
Task B

10 working days
after the
completion of
Task C

Monthly  report
during 4 months
of realization
tasks E and F.

20 working days
after the
completion of
Task F

Minimum qualifications, skills and experience
1. The supplier must be registered and provide
auditing, assessment or consulting services
in the field of cybersecurity in Ukraine

within 1 year;

2. Employees of the supplier must have
experience in conducting at least 2 similar

amarnramii  Ta

Bepudikartii

nporenyp Ta

TIOJIITHK, HAJIAIITYBaHb 00JIaIHAHHS.

f. Po3pobka mIOMiCSYHOTO

3BITY 1Mpo  XiA

BHKOHaHHS pekoMmennanii Haganux OKI.

g. OmintoBa"HS piBHS 3PIIOCTI CUCTEM
kibepOesneku OKI BigmosigHo 10 NIST
Cybersecurity Framework uepes 4 micsrii 3
natu otpuManHs OKI pexomeHaarii.

I'padik HaganHs pe3yabTaTiB
3BiT Tpo 3aBmaHHs A: Orinka
piBHs 3pinocti OKI BiamosigHO

II0 NIST Cybersecurity
Framework
3BiT mpo 3aBmaHHA  B:

BusHaueHHs I[JIbOBOTO PiBHS

spinocti OKI BiamomigHO 10
NIST Cybersecurity
Framework.

3eit mpo 3aBmanHs  C:

PexomMenpamii moao nepexomy
Bil TMOTOYHOTO pIiBHA 1O
JILOBOTO PiBHS 3piJIOCT.

3Bir  mpo 3aBmanHa D
Hopoxus KapTa
BIIPOBA/IKEHHSI PO3POOJICHUX
pexomMeHalii Ha 4 micsii

[lomicaunmii 3BIT o
3asmanuro E ta F: Haganus
KOHCYJIbTAaTUBHOT ~ HIATPUMKHU

migpsmauKoM st OKI

3eit mpo 3aBaganHs G
NOBTOpHAa  OI[iHKa  PiBHSA
3pijocTi KkibepOe3mekn
BIJIIOBIHO bi o) NIST

Cybersecurity Framework.

30 pobouux mHIB 3
MOMEHTY TOYaTKy
OI[IHIOBaHHS

10 pobounx naHIB
miciisi BUKOHAHHSA
3aBJaHHg A

Yepes 20 pobounx
JTHIB micis
BHKOHAHHS
3aBganns B
10 poGoumx maHIB
micias BHUKOHAHHSA
3apmanag C

[lomicsauHuii 3BIT
HPOTArOM 4x
MicSAL[iB
BHKOHAHHS
3aBianb E Ta F.

20 poboumx mAHIB
MiCJISI BHKOHAHHS
3aBganns F

MinimanbHa KBaJigikalis, HABUYKH Ta 10CBi/
1. TlocravyambHUK Ma€ OyTH 3apeeCTPOBHIA Ta
HA/IaBaTH MOCIYTH 3 ayJNTY, OIliHIOBAaHHS
Y1 KOHCYJIbTYBaHHS B cepi kibepOesneku
B YkpaiHi npotsirom 1 poky;

2. CniBpoOiTHUKHM HOCTa4YaIbHUKA IOBUHHI
MaTH JIOCBiJI y IPOBEJICHHI HE MeHIIe 2
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information security diagnostic projects
during the last 5 years;

3. The qualification of at least 2 employees of
supplier must be confirmed by
internationally recognized certificates, for
example: CISA, CISM, CISSP, ISO 27001
Lead Assessor, ISO 27001 Lead
Implementer, Certified NIST Cybersecurity
Framework Lead Implementer or any other
international certifications in informational
security;

4. Confirmed experience of the proposed
personnel (qualifications, resume) in the
field of conducting cyber security
diagnostics with an indication of the
projects in which the personnel participated
(a list of relevant projects of each proposed
specialist)

DIAGNOSTIC STRATEGY
Before starting the first stage of work, the
supplier must provide to the Activity and OCI
an diagnostic strategy, which should include:

e Communication protocols with the OCI
and the Activity

e Format for transferring and receiving
documents between supplier, OCI and
the Activity.

e Project manager on the part of the
supplier was defined

REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction

2. Goals and tasks performed at the described
stage of work

3. Description of mechanisms and approaches
used in the report

4. Key Observations - The structure of key
observations should follow the structure of
the functional areas and domains described
in the NIST Cybersecurity Framework. The
report should describe the approach used to
determine the current and target maturity
level according to the NIST Cybersecurity
Framework.

5. Results of the stage

MOiI0HUX MIPOCKTIB A1arHOCTYBaHHS
iH(opMaIiiHOT OE3MEKH TPOTITOM
OCTaHHIX 5 POKiB;

Ksamigikauist mpuHaiiMHi 2 criiBpoOITHUKIB
MocTadanbHUKa Ma€e OyTH MiATBEPAXKECHA
MDXHApOAHO BU3HAHUMHU CepTH(DIKaTaMH,
nanpukian; CISA, CISM, CISSP, ISO
27001 Lead Assessor, 1ISO 27001 Lead
Implementer, Certified NIST Cybersecurity
Framework Lead Implementer a6o inmri
MiXHapoAHi cepTudikawii B obmacti
iHpopMalLiiiHoi Oe3mnexH;

[linTBepKEHUN JTOCBIA 3alPOIIOHOBAHOTO
riepcoHany (kBamidikaris, pestome) y chepi
NpOBENICHHS JiarHOCTUK KibepOesneku 3
BKa3aHHSM IIPOEKTIB, Jic IEPCOHAN NpUMaB
ydacTh (TIepeNiK BiANOBITHUX TPOEKTIB
KO>KHOT'O 3aITPOIIOHOBAHOTO CIICIIialTicTa)

CTPATEI'IS JJIATHOCTYBAHHSA
[Tepen mouaTkoM poOIT MOCTaYaIbHUK TOBUHEH
Hagaru [Ipoekty ta OKI cTpareriro
JiarHOCTYBaHHS, SIKa [IOBUHHA BKJIIOYATH:

e IIpotokomn 3B's13ky 3 OKI i [IpoekTom.

e  ®dopmar nepenadi Ta OTPUMYBaHHS
JIOKYMEHTIB M roctadasibiukom, OKI
ta [IpoexkTom.

e Busnauenuii KepiBHUK npoekTy 3 OOKyY
rocravanabHUKa

CTPYKTYPA 3BITY

KosxeH 3BIT MOBUHEH CKJIAAATUCS 3 I'ATH YAaCTHH:
it

1.
2.

3.

4,

Beryn

Lini Ta 3aBIaHHSA, 110 BUKOHYIOTBCS Ha
OIMCAHOMY €Tari poOoTH

Ormwc MexaHi3MiB 1 MIXOIB,
BUKOPHUCTAaHUX Y 3BITI

OcHoBHi crioctepeskeHHst - CTpyKTypa
KITFOYOBUX CIIOCTEPEKECHb TTOBUHHA
BiNOBiZATH CTPYKTYPi QyHKIIOHATIBHUX
obnacreii i tomeHiB, onrcanux y NIST
Cybersecurity Framework. ¥ 3BiTi moBuaeH
OyTH OIMUCAHWIA TiIX1], SKUA
BHUKOPUCTOBYBABCS JIJIsl BU3HAUCHHS
MMOTOYHOTO Ta IITLOBOTO PiBHS 3piJIOCTI
BinnosigHo 1o the NIST Cybersecurity
Framework.

[Mincymku eramy
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PROCEDURE FOR DIAGNOSTICS AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE
NIST CYBERSECURITY FRAMEWORK
Stage 1 — Determining the Recipient's current
cybersecurity maturity level

Step 1.1 — Determination of the means and methods
Step 1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
Recipient and the Contractor — Project Managers
Step 1.2 — Determination of the list of departments,
departments and other structural units that will be
involved in the project on the part of the Recipient
and will be included in the scope of the project -
information can be obtained including, but not
limited to, from the HR department, specialized
information systems and directories of the
Recipient, and other.

Step 1.3 — Determination of strategic goals and
objectives of the organization in the field of IT and
Cybersecurity. - information can be obtained,
including, but not limited to, from the adopted
strategic documents of the Recipient, which define
the goals and objectives of the organization,
interviews with the Recipient's stakeholders

Step 1.4 - Collection of information on the current
state of cybersecurity in accordance with the
domains and subdomains of the NIST Cybersecurity
Framework - information can be obtained including,
but not limited to, interviews with interested
representatives of the Recipient, collection of
documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software
settings, contracts, regulatory documents,
screenshots)

Step 1.5 - Analysis of the information collected in
steps 1.2-1.4 for compliance with the requirements
of the cyber security domains and subdomains of
the NIST Cybersecurity Framework - the analysis
should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used
Step 1.6 — Based on the information analyzed in
step 1.5, determine the current cybersecurity
maturity level in accordance with the NIST
Cybersecurity Framework. The maturity level is
determined as follows - each subcategory is
evaluated on a scale from 1 to 5 points (O level - 0
points, 1 level - 1 points, 2 level - 2 points, 3 level -
3 points, 4 level - 4 points, the point is assigned in

HNOPJAJOK MNPOBEJEHHSA  POBIT 3
JIATHOCTUKHU TA NMMOKPAIIEHHS PIBHSA
3PUIOCTI KIBEPBE3INEKHM 3I'IIHO NIST
CYBERSECURITY FRAMEWORK

ETtan 1 — BuzHayeHHsI TOTOYHOTO PiBHS 3pijocTi
ki0epOe3nexn Penumienta

Kpox 1.1 — BusznauenHs 3aco0iB Ta METO/IiB
KOMYHIKaIlii (JJUCTyBaHH:, EJIeKTPOHHA TOIITa,
TenedhOHOM YH 1HIIMMH cTIoco0aMmu) Ta
BIJIMOBITaIbHUX 0Ci0 31 cTOpOHU PenumienTa ta
[Migpsinanka — Menemxepis [Ipoekty

Kpox 1.2 — BuznaueHHs niepeniKy BiiiB,
JISTIAPTAMCHTIB Ta HIIUX CTPYKTYPHUX OJIUHUIIb,
110 OyayTh 3aJTy4YeHi A0 MPOEKTY 31 CTOPOHH
PennmiienTa Ta BBIHAYTH B CKOYI MPOEKTY —
iHpopMallist MOKe OyTH OTpUMaHa y TOMY YHCII,
ajie He OOMEKYHOUHCH - 3 BIIIUTY KapiB,
crierfianizoBaHuXx iH(OpMAIiTHIX CHCTEM Ta
IoBiaHMKIB PernumienTa, Ta 1HIIE.

Kpok 1.3 — BusHaueHHs cTpaTeriyHux LileH Ta
3amay opranizanii B oonacti [T ta KibepOesmekn. -
iH(hopMartist Moxe OyTH OTpHMaHa y TOMY YHCII,
asie He OOMEKYIOUUCh — 3 MPUHHITUX CTPATETIYHUX
JIOKYMEHTIB PerurmienTa, o0 BU3HAYAOTh MU Ta
3a/1a4i opraHi3artii, iHTepB’f0 31 CTeHKXoIAepaMu
Penumienta

Kpok 1.4 — 36ip indopmariii mpo moTouHu cTan
KibepOe3neku BiJIMOBITHO /IO TOMEHIB Ta
cyomomenis NIST Cybersecurity Framework—
iHpopMallist MOke OyTH OTpUMaHa y TOMY YHCII,
asie He 0OMEKYIOUHCh — 3 IPOBEJICHHS THTEPB 10 3
3aIliKaBICHUMU TIpeAcTaBHUKaMu Perumienra, 30ip
JOKYMEHTAIIbHUX JIOKa3iB — «apTedakTiB» (aKTiB,
npoIeyp, NOMITHK, BABAHTA)KEHb HAJIAIITYBaHb
MPOrPaMHOr0 3a0e3MeYeHHSI, J0rOBOPIB,
HOPMAaTUBHUX JOKYMEHTIB, 3HIMKIB €KPaHiB)

Kpox 1.5 — Anauni3 3i0panoi Ha kpokax 1.2-1.4
iH(opMarrii Ha BiITOBIAHICTF BUMOTAM JIOMEHIB Ta
cyonomeniB kibepoesnexu NIST Cybersecurity
Framework— anasi3 moBHHEH BKIIFOYATH B ceOe
OITHC TIPOIICAYPHU NIEPEBIPKU HA BiIMOBIAHICTH
BHMOT'aM KO>KHOTO CyOJIOMEHa Ta HaBEICHHIM
BHUKOPHUCTAHUX JIOKa3iB (apTedakTiB)

Kpok 1.6 — Ha ocHOBI nipoaHajii3oBaHOI Ha KPOIL
1.5 indopmarii BU3HaUCHHS TOTOYHOTO PiBHSI
3pinocTi kibepOe3neku y BianosimHocti 3 NIST
Cybersecurity Framework. Busxa4enHst piBHs
3pinocTi BigOyBa€eTbCA HACTYITHUM YHMHOM — KOXKHA
cyOKaTeropist OIiHIEThCS 0 IIKaui Bix 1 10 5
6aniB (0 piBenb — 0 6an, 1 piensb — 1 6anu, 2 piBeHb
— 2 Gauu, 3 piBeHsb - 3 0anu, 4 piBeHb — 4 Oaiu, Oai
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that case - if the sub-domain fully meets the
requirements of the maturity level), after which if 0
to 107 points are scored - it is O level for the
organization as a whole, from 108 to 215 - 1 level,
from 216 to 323 - 2 level, from 324 to 431 — 3 level,
432 — 4 level). All points are included when filling
(tab Diagnostics (diarnoctuka)) to the spreadsheet
(Forma_Diagnostyky OKI.xlIsm file) provided by
the Activity and filled by the Contractor.

Step 1.7 — Preparation of the Report based on the
results of Stage 1, which includes a completed
spreadsheet based on the results of Step 1.6

Step 1.8 — Agreement with the Recipient and the
Activity of the Report based on the results of the
Stage

Stage 2 — Determination of the Recipient's target
cybersecurity maturity level

Step 2.1 - Conducting interviews with management
and key stakeholders to determine key areas for
improving cyber security in terms of the
organization's goals and objectives - information
may be obtained including, but not limited to, the
Recipient's adopted strategic documents defining
the organization's goals and objectives , interviews
with the Recipient's stakeholders

Step 2.2 — Determination of the available resources
of the Recipient in the field of cyber security -
information can be obtained, including, but not
limited to, from existing regulatory and legal
documents, a description of the organizational
structure, a description of projects, inventory
documents, interviews with stakeholders of the
Recipient

Step 2.3 — Analyze and identify priority
cybersecurity categories and subcategories for
improvement according to the NIST Cybersecurity
Framework based on, but not limited to, the results
of Step 1 and Steps 2.1, 2.2.

Step 2.4 - Determination of the target maturity level
of cyber security based on the goals, objectives,
available and minimum required resources and the
results of Steps 2.1-2.3 and Stage 1. The target
maturity level should be no more than one greater
than the existing one.

Step 2.5 — Preparation of the report based on the
results of Stage 2

Step 2.6 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
2

IIPUCBOIOETHCS B TOMY BUIAJIKY — SIKIIO CyO10MEH
MTOBHICTIO BiATIOBiTa€ BUMOTaM PiBHSI 3piJIOCTI),
mics 9oro ko Hadpano Big 0 qo 107 6anis — ue 0
piBeHb 11 oprauizarii B minomy, Big 108 mo 215 —
1 piBens, Bix 216 10 323 — 2 piBeHb, Big 324 no 431
— 3 piBeHb, 432 — 4 piBens). Bei 6anu BKiIIOYarOThCS
npy 3aroBHeHH1 (BkiIaaka Diagnostics
(MliarHocTmka) 10 exekTpoHHOoi TadmuIi ((aiin
Forma_Diagnostyky OKI.xIsm), uto Hagae
3aMOBHUK Ta 3amoBHIOE [linpsaHuK.

Kpox 1.7 — IlinroTroBka 3BiTy 3a pe3yJbTaTaMH
Erany 1, mo BkiIf09ae B ceOe 3alI0OBHEHY
CJICKTPOHHY Ta0JIHUITIO 3a pe3yibraramu Kpoky 1.6
Kpox 1.8 — Iloromkenns 3 PerumienTom ta
3amoBHUKOM 3BiTy 3a pesynsraTamu Etamy 1.

Eran 2 — BuzHaueHHs HiJIb0BOro piBHA 3pijocTi
Ki0oepOe3nexu Peunnienra

Kpox 2.1 — IlpoBeneHHs iHTEpB 1O 3 KEPIBHUIITBOM
Ta KIIIOYOBUMH CTEHKXOJIEpaMU [l BU3HAUCHHS
KITFOUOBHX HANPSMKiB ITOKpaIieHHst KibepOe3mnekn 3
TOYKH 30py IIiJIeH Ta 3a/1a4 opraHizariii -
iHpopMallis MOKe OyTH OTpUMaHa y TOMY YHCI,
asie He OOMEKYIOUUCh — 3 MPUHHITUX CTPATETIYHUX
JIOKYMEHTIB PerumienTa, o0 BU3HAYAIOTh MU Ta
3aJla4i opraHi3ailii, iHTepB’ 10 31 CTEHKXOJIepaMu
Peuunienra

Kpox 2.2 — BuzHaueHHs HasiBHUX PeCypciB
PennmiienTa B cdepi kibepOesrekn - iHGopmaIis
MoyKe OyTH OTpUMaHa y TOMY YHCIIi, ajie He
00MEXYIOUHUCh — 3 HAsIBHUX HOPMAaTHBHO-TIPABOBUX
JIOKYMEHTIB, OITUCY OPTaHi3alliifHOT CTPYKTYPH,
OIMCY TPOEKTIB, IHBEHTApU3AIIMHUX JOKYMEHTIB,
IHTEpB 10 31 cTeiikxonuepamu Perunienrta

Kpox 2.3 — Anani3 Ta BU3HauSHHS MEPIIOYEProBUX,
JUTsI IOKPAIeHHs1, KaTeropii Ta cyokareropin
kibepOesneku 3rigao NIST Cybersecurity
Framework Ha 0CHOBI, ajie He 0OMEKYIOUHCH,
pesynbratiB Etamy 1 ta kpokis 2.1, 2.2.

Kpok 2.4 — BusHaueHHs IJIbOBOTO PiBHS 3p1JIOCTI
KibepOe3reky BUXOI4H 3 IiJIeH, 3a1a4, HasIBHUX Ta
MiHIMaJIbHUX HEOOXIJTHUX PECYPCiB Ta Pe3yJIbTaTiB
Kpoxkis 2.1-2.3 ta Etany 1. LlinpoBuii piBeHb
3pijaocTi Mae OyTH He OUIbIIE HIXK Ha OJIUH OUIBIINN
3a HasBHUM.

Kpok 2.5 — IligroroBka 3BiTy 3a pe3yjibTaTaMu
Eramy 2

Kpox 2.6 — Iloromkenns 3 PerumienTom ta
3amoBHMKOM 3BiTY 3a pe3yibratamu Etamy 2.
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Stage 3 — Stage 3 — Development of
Recommendations for acquiring the Recipient's
target cybersecurity maturity level in accordance
with the NIST Cybersecurity Framework

Step 3.1 — Development of Recommendations for
increasing the level of maturity of selected cyber
security domains and subdomains according to the
NIST Cybersecurity Framework based on the
results obtained in Steps 1 and 2

Step 3.2 — Development of templates of necessary
documents (including, but not limited to, policies,
procedures, instructions)

Step 3.3 — Determining the resources required to
implement the Recommendations developed in Step
3.1 and the documents developed in Step 3.2
(including, but not limited to, time, personnel,
equipment)

Step 3.4 — Development of a report based on the
results of Stage 3

Step 3.5 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
3.

Stage 4 - Development of the Roadmap for the
implementation of the Recommendations for the
acquisition of the target level of the Recipient's
cybersecurity maturity in accordance with the
NIST Cybersecurity Framework

Step 4.1 — Development of a 4-month Roadmap for
the implementation of the developed
Recommendations, based on the results of Stage 3
and, but not limited to, interviews and discussions
with stakeholders from the Recipient side

Step 4.2 — Developing a report based on the results
of Stage 4 and filling in the Recommendation Plan
tab (TTnan BripoBapkenHHs pekomenaatiit) of the
spreadsheet (Forma_Daignostyky_ OKI.xIsm file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 4.3 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
4

Stage 5 — Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map
Recommendations

Step 5.1 — Provision of monthly advisory support (to
the Recipient by the Contractor at the stage of
implementation of the Recommendations obtained

Eran 3 — Po3po0ka Pexomennauiii 118 Ha0yTTS
HiJTbOBOTO pPiBHSA 3pijocTi KidepOe3mexku
PenumnienTa Binmosinno NIST Cybersecurity
Framework

Kpoxk 3.1 — Po3pobka Pexomennartiii mist

i ABHUILEHHS PiBHS 3piJIOCTI 0OpaHUX JOMEHIB Ta
cyonomenis kibepoesnexku NIST Cybersecurity
Framework, Ha OCHOBI pe3yJIbTaTiB OTPUMaHHUX
Ha Etanax 1 ta 2

Kpox 3.2 — Po3po0Oka 11aboHiB He0OXiTHUX
JIOKYMEHTIB (BKJIFOYAI0YH, Ta HE 0OMEXYIOUUCH -
TIOJTITHK, TIPOTIETYP, IHCTPYKIIiN)

Kpok 3.3 — BusHaueHHs1 pecypciB HEOOXITHUX ISt
BIIpOBaKeHHS PekoMeHnnartiit po3pobiieHux Ha
Kpomi 3.1 Ta mokymeHTiB, po3pobienux Ha Kporri
3.2 (BkJIIOUAIOYH, aje He 0OMEXYIOUHUCh - Yac,
niepcoHal, 00JIaHAHHS)

Kpox 3.4 — Po3po0Oka 3BiTy 3a pesynpratamu Etamy
3

Kpoxk 3.5 — Iloromkenns 3 Perumientom ta
3amoBHUKOM 3BiTy 3a pesynbraTamu Etamy 3.

Etan 4 — Po3pooka lopo:xxuoi KapTu
BIPOBaI:KeHHs1 Pekomenaauiii 1y Ha0yTTst
HiJIbOBOTO pPiBHA 3pisocTi KidepOe3nexn
Penumnicnra Bignosinmo xo NIST Cybersecurity
Framework

Kpox 4.1 — Po3poOka 4-micstanoi Jlopoxuaboi Kaptu
BIIPOBAJKCHHS po3po0iieHnx PexoMeHnaniii, Ha
OocHOBI pe3ynbrariB ETamy 3 Ta, ane He
00MEXYIOUHUCh, IHTEPB 10 Ta OOTOBOPEHHSIMH 3i
CTEeUWKXoJJIepaMu 31 cropoHu PeremnienTa

Kpoxk 4.2 — PozpoOka 3Bity 3a pe3ynbratamu Etamy
4 ta 3anmoBHeHHS BKJIanku Recommendation Plan
(ITnan BripoBaKEHHST pEKOMEH/IAIii) eIEKTPOHHOT
taonuii (daiin Forma Daignostyky OKI.xIsm), 1o
Hajae 3aMOBHUK Ta 3arnoBHIOE [linpsaHuk.
3anoBHEHA BKJIAJKa €JIEKTPOHHOT Ta0IUL TOBUHHA
OyTH BKITFOUEHa J10 3BiTy 3a Etar.

Kpox 4.3 — Iloromkenns 3 PerumienTom ta
3amoBHMKOM 3BiTY 3a pe3yibratamu Etamy 4

Etan 5 — KoHcyIbTaTUBHO-METOM0JIOTiYHA
nigTpuMka PenunienTa Ha eTani BIpoBajKeHHs
Pexomenpnaniii 3a lopoxnnoro Kaproro

Kpok 5.1 — HajgaHHs IoMics/9HOT KOHCYJIbTaTHBHOT
migrpuMkn PerumienTa [linpsjgaukoM Ha etarmi
BIIPOBAJKeHHs PekoMeHalliii oTpuMaHuX 3a
pesynbratamu Etamy 3 ta Jlopoxxusoi Kaptu
OTpPUMaHOI 3a pe3yibpratamu Etamy 4
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as a result of Stage 3 and the Road Map obtained as
a result of Stage 4

Step 5.2 — Monitoring by the Contractor of the
progress of the implementation of the
Recommendations by the Recipient on a monthly
basis within the framework of the schedule
determined by the Road Map based on the results of
Stage 4

Step 5.3 — Submission of a monthly report within 6
months of the implementation of the
Recommendations provided as a result of Stage 3
and the Road Map, describing the Recipient's
progress and identified problems and backlogs (if
any)

Step 5.4 — Agreement with the Activity of monthly
reports based on the results of Stage 4.

Stage 6 — Re-diagnostics to confirm the
Recipient's achievement of the target
cybersecurity maturity level according to the
NIST Cybersecurity Framework

Step 6.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework
domains and subdomains identified in Step 2 as
high priority for Improvement - information may be
obtained including, but not limited to, conducting
interviews with interested Recipient representatives,
collection of documentary evidence - "artifacts"
(acts, procedures, policies, downloads of software
settings, contracts, regulatory documents,
screenshots)

Step 6.2 — Analysis of the information collected in
Step 6.1 for compliance with the requirements of the
cyber security domains and subdomains of the NIST
Cybersecurity Framework — the analysis should
include a description of the procedure for checking
compliance with the requirements of each
subdomain and providing evidence (artifacts) used.
Step 6.3 - Based on the information analyzed in
Step 6.2, determine the confirmation of the
Recipient's achievement of the target level of
cybersecurity maturity in accordance with the NIST
Cybersecurity Framework - the analysis should
include a description of the procedure for checking
compliance with the requirements of each
subdomain and providing evidence (artifacts) used.
The maturity level is determined as follows - each
subcategory is evaluated on a scale from 1 to 5
points (O level - 0 points, 1 level - 1 point, 2 level -
2 points, 3 level - 3 points, 4 level - 4 points, the
point is assigned in that case - if the sub-domain

Kpox 5.2 — BigcniaxoByBanus [linpsaankom
IIporpecy BIpoBaKeHHS Pekomenmarin
PetumieHTOM Ha MOMICSYHIM OCHOBI B paMKax
rpacixy BuzHadenoro Jlopoxxaporo Kaproro 3a
pesyneraTamu Etamy 4

Kpox 5.3 — HajjanHs oOMiCS/YHOTO 3BITY IPOTSTOM
6 MicsI11iB BIIPOBa/DKCHHS PekomMeHnnaniii HalaHux
3a pesynpratamu Etamy 3 Ta lopoxHoi Kaptu 3
OIHCOM Tporpecy PenurieHTa Ta BUSBICHUX
po0JIeM Ta BiJicTaBaHb (32 HAsIBHOCTI)

Kpoxk 5.4 — IToromkenHs 3 3aMOBHUKOM
IIOMIiCAYHUX 3BITIB 32 pe3ylbTaTaMH BUKOHAHHS
Erany 4.

Eran 6 — IloBTopHa 1iarHocTUKa A5
niaTBepIKeHHs JocsirHeHHs1 PeunienTom
HiJILOBOTO pPiBHA 3pisocTi KidepOe3nexn 3riTHoO
NIST Cybersecurity Framework

Kpox 6.1 — 36ip indopmariii mpo MoTo4HUN CTaH
kiOepOe3neku JoMeHiB Ta cyoqomeniB NIST
Cybersecurity Framework, 110 6yiu Bu3HaueHi Ha
Erani 2, sx neproveprosi ams [lokparienas —
iHpopMallis MOKe OyTH OTpUMaHa y TOMY YHCI,
ase He 0OMEKYIOUHCh — 3 IPOBECHHS THTEPB 10 3
3aIliKaBICHUMU TpeAcTaBHUKaMu PerumienTa, 30ip
JOKYMEHTAIIbHUX JI0Ka3iB — «apTedakTiB» (aKTiB,
npoIeayp, NOMITHK, BABAHTA)KEHb HAJIAIITYBaHb
MPOrpaMHOro 3a0e3MeYeHHs, IOTOBOPIB,
HOPMAaTUBHUX JOKYMEHTIB, 3HIMKIB €KPaHiB)

Kpok 6.2 — Anaunis 3i6panoi Ha Kpori 6.1
iH(opMarrii Ha BiIMTOBIAHICTF BUMOTAM JIOMEHIB Ta
cyonomenis kibepoesneku NIST Cybersecurity
Framework — anasi3 HoBHHEH BKJIFOYaTH B ce0e
OITHC TIPOIIEYPHU TIEPEBIPKU HA BIJIMOBIAHICT
BUMOTaM KOJKHOTO CyO/IOMEHa Ta HaBe/ICHHSM
BUKOPHUCTaHUX JIOKa3iB (apTedaKTiB)

Kpox 6.3 — Ha ocHoBi nipoanaitizoBanoi Ha Kporri
6.2 iHopMarlii BU3HAUEHHS ITiITBEPKEHHS
JOCSATHEHHsI PennIieHTOM MiJThbOBOTO PiBHS 3PiJ0CTi
kiOepOe3sneku y BianopigHocti 3 NIST
Cybersecurity Framework — anasi3 noBunen
BKJIIOYATH B ceOe OIUC MPOLeypH NepeBipKU Ha
BIJIMOBIAHICTE BUMOraM KOYKHOI'O Cy0OioMeHa Ta
HaBEJICHHSIM BUKOPUCTAHUX JIOKa3iB (apTedaKTiB).
BusnauenHs piBHs 3pinocTi BigOyBa€eThCs
HACTYIHUM YMHOM — KOXKHA CyOKaTeropis
OIIHIOETHCs 110 1iKauti Bij 1 10 5 6anis (0 piBerb — 0
Oanis, 1 piBenb — 1 Gan, 2 piBenb — 2 6anu, 3 piBeHb
- 3 Gaun, 4 piBeHb — 4 GaiB, Oasl IPUCBOIOETCS B
TOMY BUIQJIKY — SIKIIIO Cy0JJOMEH TIOBHICTIO
BIJINIOBi1a€ BUMOTaM PiBHS 3p1JIOCT), TICIIst 4Or0
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fully meets the requirements of the maturity level
level), after which if 0 to 107 points are scored - it is
0 level for the organization as a whole, from 108 to
215 - 1 level, from 216 to 323 - 2 level, from 324 to
431 — 3 level, 432— 4 level). All points are included
when filling (Re-diagnostics tab) into the
spreadsheet (Forma_Diagnostyky_OKI.xIsm file)
provided by the Activity and filled by the
Contractor.

Step 6.4 — Preparation of a report based on the
results of Step 6, which includes a completed table
based on the results of Step 6.3

Step 6.5 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
6.

siktio Habpano Bix 0 mo 107 6amiB — 11e 0 piBeHb TSt
oprasizarii B misomy, Bizx 108 1o 215 — 1 piBens,
Bix 216 no 323 — 2 piBeHs, Big 324 no 431 -3
piBeHb, 432— 4 piBeHn). Bei 0anu BKIHOYAOTHCS IIPH
3armoBHeHHi (Bkaamka Re-diagnostics (ITosropua
JiarHOCTHKA) 10 eJIEKTPOHHOI Tabnui ((aiin
Forma_Diagnostyky_OKI.xIsm),, mo nanae
3aMOBHUK Ta 3armoBHIOE [limpsaaHuK.

Kpok 6.4 — IligrotoBka 3BiTy 3a pe3yibTaTaMu
Etamy 6, mo Bkitoyae B cebe 3aroBHEHY TaOJIUIIO
3a pe3ynpTatamMu Kpoky 6.3

Kpoxk 6.5 — Iloromkenns 3 PenummienToM Ta
3aMoBHUKOM 3BiTY 3a pe3ynbraTamu Etamy 6
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Attachment B: Proposal Cover Letter/ JopnaTok B

CynpoBigHun nuct

We, the undersigned, provide the attached proposal
in accordance RFP No. REQ- dated

, 2023. Our attached proposal is for the total
price of (figure and in

words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

Email:

Company Seal/Stamp:

Mu, 1o mignucanucs HIxK4Ie, HaJAEMO TIPOTIO3HUIIIIO 13
3arajxpHOIO I[IHOIO

(BKaxiTh WiHy HU(ppaMH 1 TPOIIUCOM), SIKA TOJJAETHCS,
BIJIMOBIAHO 10 3anuTy Ha HajaHHs npono3wuiii RFP Ne
REQ- BIJ 2023 poky.

Mu 3acBiguyemo, 1o IiHu 3a3HadeHi y [Ipaiic-nucri, mo
TOJTAETHCS, AIMCHI TPOTATOM Tiepiony 60 (mricTaecsT)
KaJleHIapHUX JIHIB.

Mu 3acBiguyemMo Hairy (iHAaHCOBY BiATIOBIIANBHICTD 1
MpUMaeMO YMOBH oriaT kommaHii « DAy, ski €

OILJIATOXO MICJIS IOCTABKU Ta MPUHHATTS HaJaHUX MOCIYT.

Harmra mpomo3uttist € 000B’SI3K0BOIO TS HAC 3
ypaxyBaHHAM 3MiH B Pe3yJbTaTi OyAb-IKINX 00TOBOPEHb.

Mu pozymiemo, o komnasist «KDAID» He 3000B’s13aHa
pUMaTH OyAb-AKi MPOTIO3UILil, sIKi BOHA OTPUMYE.
[Tigmic ynoBHOBaXkeHHOT 0COOH:

Im’st Ta IOCa1a yOBHOBaXXEHHOT 0COOU:

Haspa opranizariii:

Anpeca:

Tenedon:

Email:

ITeuaTka KOoMIaHii:
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Attachment C: Price Schedule / Oopatok C:
Mpanc-nuct

Item Item Name Description/Specificati | Quantity Unit Price | Total Price
Number Haszga ons Kinbkicth Iina 3a o | Beworo
Omnuc/Crenudikarmii

1

2

3

4

5

6

7
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Attachment D: Representations and Certifications

of Compliance / [Ooapatok D:

3aaBU Ta

NMiaTBepaxeHHAM npo BianoBigHICTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain _Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest.
The Offeror certifies that is not aware of any information bearing
on the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

1. denepanbHU CHHCOK BHKIIOYEHHX o0ci0 — OOpaHHWil y4acHHK
TEeHJepa Hapasi He € BIIICTOPOHEHUM, TUMYACOBO BiJICTOPOHEHHUM abo
BHU3HAHMM TaKHM, IO HE Ma€ MpaBa YKIAAaTH KOHTPAKT 3 OyIb-sIKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apo0iTHOT mIaTh kepiBHULTBA — [TonoxkenHs FAR
52.204-10 Bumarae Bix kommaHii «DAID» sk reHepaIbHOTO MiPSTHAKA
3a KoHTpakTtamu (enepansHoro ypsimy CIIA 3BityBatm mpo piBHI
3apoOiTHOI IUIATH M'SATH KEepiBHHKIB CyONiApSIHUKA 3 HaWBHIUM
piBHeM 3apoOiTHoi Iwatm B CHcTeMy 3BITHOCTI 3a JOTOBOPaMH
CcyOmiapsty BiMOBIIHO N0 3aKOHY PO MiA3BITHICTB 3a (eepaTbHUM
¢inancyBaHHsM Ta mpo3opicts (FSRS).

3. Yka3 IIpesunenra CIIA npo 3a6opoHy diHaHCYBaHHS TEPOPUZMY -
Bukonasimio Haragyerbes, mo ykasu Ilpesmmenta CHIA Ta
3akoHonaBcTBO CIIIA 3a0opoHsIOTH 3xiiicHIOBaTH omeparii 3
¢bi3nuHIME 0cO0aMU Ta OpraHi3allisiMH, OB’ I3aHUMH 3 TEPOPHU3MOM, a

TaKOXX HagaBaTH IM  pecypcH Ta MATpUMKY. IOpuanmuny
BIANMOBIiTANBHICT, 32 3a0e3NedYeHHs JOTPUMAaHHA IHX yKa3siB
IIpesuneHTa Ta  3aKOHOAABCTBa Hece BuKoHaBelb/PerumieHT.

Peuumnienty He NO3BOJSETHCSA MpamioBaTd 3 (i3MYHUMH O0cOOaMH Ta
oprasizaiisiMy, IMOB’SI3aHUMH 3 TEPOPH3MOM, a TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmky. JKomHa momomora abo pecypcH HE MOXKYTh
HaJaBaTUCh (Gi3WYHUM a00 IOPHANYHHM 0co0aM, AKi 3HAXOHATHCS Y
Cnucky rpomajsiH 0coOMMBHX KaTeropiii Ta 3a00poHEHHX OCi0, KWt
Bee Kasnaueiicteo CIHA (mmB. Www.SAM.gov ), a6o y Cnmcky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MTOJIOXKEHHS 000B’13KOBO BKIIIOYAETHCS JI0 BCIX JOTOBOPIB CyOImiapsmy /
pillleHs PO HaJaHHA CyOMiAPsIy, SKi BUKOHYIOTBCS B PaMKaxX IEOTO
JIOTOBODY.

4. Topriens gronpMu — BuKoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IbOTO KOHTPAKTY 3/AiHCHIOBATH TOPTIBIIIO JIFOJbMH (SK BU3HAUYEHO Y
IIporokoni miomo 3amoOiraHHs, MPOTHIIl Ta IOKapaHHS TOPTIBII
JIIOJIBMH, OCOOJMBO JKIHKaM¥ Ta JITBMH, SIKMH J0MoBHIOE KOHBEHIIi0
OOH m1o0 npoTHIIT TPAaHCHAIIOHAILHOT OPTraHi30BaHOT 3JIOYHHHOCTI),
OIIadyyBaTH KOMEpIIHHI CEeKCyallbHi MOCIYyTH Ta BUKOPHUCTOBYBATH
MIPUMYCOBY HPALIIO.

5. [linTBep/uKEHHS Ta PO3KPUTTS iHGOPMAITIT MIOJI0 TIATEXIB 3 METOIO
BIUIMBY Ha JesKi QenepaibHi TOCIMONapchKi omeparii — YdYacHUK
TeHJIepa MiATBEPKYE, IO JOTPUMYETHCS 3apa3 Ta JOTPUMYBATHMEThCS
i namami Bumor FAR 52.203-11 «IliaTBep/ukeHHS Ta PO3KPUTTS
iHpopManii MO0 IJIATEXKIB 3 METOI BIUIMBY Ha JAesKi (enepanbHi
rOCIIOAAPChKI oneparii».

6. Opraxizaniiianii KOHQUIKT _iHTepeciB — VYYacHHK TEHAEPY
MATBEPDKYE, MO oMy He BimoMo mpo OyIb-iKy iH(opMmaliro, ska
CTOCY€ThCS iICHYBaHHS Oy/Ib-SKOTO MOTEHIIIITHOTO KOH(IIIKTY iHTEepeciB
opranizarii. Y4acHUK TeHIEpY TaKoX MiJTBEPIKY€E, IO SKII0 HOoMy
CTaHe BiIOMO Mpo iH(GOPMAILiI0, iKa Ma€ BiTHOIICHHS 10 MOKIHBOCTI
iCHyBaHHS MOTEHIIMHOTO KOH(DIIKTY, Y4YacHUK TCHAEPY HEBiJKIIAJHO
Hajae kommnaHii « DAl» 3BiT, 1e po3KpHuBaeThes Taka iHpopMaILis.
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7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

7. 3abopoHa cerperamnii MicIlb CHIIbHOIO KOPHUCTYBAaHHA — YYacCHUK
TeHJepa MiATBEepIKYe, Mo noTpuMyeThest FAR 52.222-21 «3abopoHa
cerperamii MiCIlb CITITEHOTO KOPHCTYBAaHHSD).

8. PiBHI MOXIMBOCTI — YYacHHK TEHAEPY IMIATBEPIIKYE, IO HE
3IIMCHIOE TUCKPUMIHAIIIIO TPOTH OY/b-SIKOTO MpaIliBHUKA a00 3asiBHUKA
3a BIKOM, CTaTTIO, PEJri€lo, iHBAIITHICTIO, pacolo, MEPeKOHAHHSIMM,
KOJIbOPOM IIKipH 200 HalliOHAIBHICTIO.

9. TpynoBe 3aKOHONABCTBO — YYacHHK TEHIEPY IiATBEPIKYE, IIO
JIOTPUMYETBCS BCiX BUMOT TPYAOBOTO 3aKOHOJIABCTBA.

10. Honoxenns npo denepanbhi 3akynieai (FAR) — YyacHuk TeHaepa
MATBEPIUKYE, IO o3Haifomnenuid 3 IlomokeHHsAM Tpo (enepaibHi
sakymiBii (FAR) 1 He mopyliye 3>KOIHOTO MiATBEPHKCHHS, IO
BHMAraeThCsl 3TiIHO 3 BiAnoBigHuMH HopMaMu FAR, y Tomy uucii, ane
He 00MEXYIOUHUCH MiATBEP/HKCHHSIMU CTOCOBHO JIOOiFOBaHHS, XabapiB,
MOJKJIUBOCT1 piBHOTO MpaleBIalTyBaHHS, KOMIIEHCaIliifHOT
QUCKpUMiHALii, Ta IUIaTeXIiB 3 METOI BIUIMBY Ha (dexepanbHi
rOCIIOJapchKi omepartii.

11. JloTpuMaHHs BHMOT MPAIliBHUKAMHU — YYaCHUK TCHAEPY TapaHrye,

110 BUMaraTHMe BiJl YCiX IpaliBHUKIB, FOPHINYHUX Ta Gi3UIHHX OCi0 —
HaJaBayiB MOCIYT y 3B’s3Ky 3 BHKOHaHHSIM J[OroBOpy Ha 3aKyHiBIIIO
kommanii «DAl» noTpuMyBaTruch BUMOT BiqmoBiaHOTO J[oTOBOpY.

IMojaroun MPONO3MILII, YYaCHUKH TEHACPY UMM IOTODKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
OMY JOKYMEHTi, a TaKOX IpU yKJaJeHHi JOTOBOPY MOBHHHI OyTH
TOTOBI MI/IMMUCATH I1i 3asIBU Ta MiITBEPIXKCHHS.
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Attachment E: Instructions for Obtaining an Unique
Entity ID (SAM) for DAI’'s Vendors, Subcontractors &
Grantees/ floaatok E: [HCTpyKUii Wwoao OTPUMaHHSA
YHiKanbHoro igeHTudikaTopy opraHizadii (SAM) -
nocTtavyanbHUKM, cyoniapaaHuku Ta
rpaHTooTpumyBayi komnaHil «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the U.S. Government. The information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name
and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.
Summary of Previous U.S. Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unigue nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the U.S. Government to assign unique entity identifiers. This system was retired by the U.S. Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will
have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), an Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed in order to obtain an Unique Entity ID (SAM) for your
organization begin on the next page.
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THE PROCESS FOR OBTAINING AN UNIQUE ENTITY ID IS OUTLINED BELOW:

1. Have the following information ready to request an Unique Entity ID (SAM)
a. Legal Business Name
b. Physical Address (including ZIP + 4)
c. SAM.gov account (this is a user account, not actual SAM.gov business registration).
i. Asanew user, to get a SAM.gov account, go to www.sam.gov.
1. Click “Sign In” on the upper right hand corner.
2. Click on “Create a User Account”

@‘@ 8-

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password
Password

Q[ | creteanacoum & ]

3. Choose Account Type:

a. Create an Individual User Account to perform tasks such as register/update
your entity, create and manage exclusion records or to view FOUO level
data for entity records.

b. Create a System User Account if you need system-to-system
communication or if performing data transfer from SAM to your
government database system. Complete the requested information, and then
click “Submit.”

4. Click “DONE” on the confirmation page. You will receive an email confirming you
have created a user account in SAM.

5. Click the validation link in the email that contains the activation code within 48
hours to activate your user account. If the email link is not hyperlinked (i.e.,
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underlined or appearing in a different color), please copy the validation link and
paste it into the browser address bar. You can now register an entity.

NOTE: Creating a user account does not create a registration in SAM, nor will it
update/renew an existing registration in SAM.

2. Once you have registered as a user, you can get an Unique Entity ID by selecting the “Get Started” button
on the SAM.gov home page.

Bl A0 official website of the United States povernment  Mere's how you koow v

Home Search Data Bank Data Services Help

.m_s A M 'GOV. < Official U.S. Government Website

100% Free

The Official U.S. Government System for: 1
Contract Opportunities

Assistance Listings
(was fbo.gov)

Register Your Entity or Get a Unique
(was cfda.gov) Entity 1D

Contract Data Entity Information

Register your entity or get a Unique Entity ID to get

(Reports ONLY from fpds.gov) Entity Registrations, Disaster Response started doing business with the federal government
Wage Determinations Registry, Entity UE! and Exclusions

(was wdol.gov) Entity Reporting Get Started

Federal Hierarchy SCR and Bio-Preferred Reporting

Departments and Subtiers Renew Entity

6/ Check Registration Status

3. Select “Get Started” on the Getting Started with Registration page.

BE An official website of the United States government  Here's how you know ~

I SAM.cov:

[& Requests 4 Notifications BF Workspace [E SignOut

Home  Search Data Bank Data Services Help

Getting Started with Registration Eriyinformatien fome

This the official U.S. government website for entity registration. Entity registration is FREE.

Before You Get Started [wew]

Before you start your registration, there are a few steps you must complete first. Register Your Entity or Get a
Review these steps to help ensure you set aside enough time to complete your N . Y

registration. Unique Entlty ID
Register your entity or get a Unique Entity ID to

Submitand get started doing business with the federal
ubmit an
Account e government.

Request a Prepare Your Get a Login.gov
DUNS Number Data

Get Started

@ Request a DUNS Number

Renew Entity

vernment must have a unique

shich is a unique nine-character @ Check Registration Status
D&B) free of charge, is the

official UEI. D&B assigns UEI (DUNS) for each physical location of a business.

Requesting a UEI (DUNS) takes about 10 minutes. Rece \S) takes 1-2

business days (under nermal circumstances) when using the D&B web form.

Go to D&B web form 2

4. Select “Get Unique Entity ID” on the Get Started page.
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< Entity Management

Get Started

Register Entity

An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process. It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active,

Register Entity

Get Unique Entity ID (SAM)

If you only conduct certain types of transactions, such as reporting as a sub-awardee, you may not need to compleX: an
entity registration, Your entity may only need a Unique Entity Identifier,

You can get a Unique Entity ID (SAM) for your organization without having to complete a full entity registration.

ﬁ [ Get Unique Entity ID

5. Enter Entity Information.

Enter Entity Information Validate Information Request UEI Receive UEI

2 3 4

a. If you previously had a DUN Number, make sure your Legal Business Name and Physical Address
are accurate and match the Entity Information, down to capitalization and punctuation, used for
DUNS registration.
6. When you are ready, select “Next”
7. Confirm your company’s information.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. On this page you will have the option to restrict the public search of this information. “Allow the
selected record to be a public display record.” If you uncheck this box, only you and the federal
government users will be able to search and view the entity information and entities like DAI will
not be able to independently verify that you have an Unique Entity Identifier (SAM).
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Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and

physical address in the search engine results poses a security threat or danger to you or your

orpnlution, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to

ose who download the SAM public data file. Learn more about SAM public search results .

1

8. When you are ready, select “Next”

9. Once validation is completed, select “Request UEI” to be assigned an Unique Entity ID (SAM). Before
requesting your UEI (SAM), you must certify that you are authorized to conduct transactions under penalty
of law to reduce the likelihood of unauthorized transactions conducted for the entity.

Enter Entity Information Validate Information Request UEI Receive UEI

4

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity ID.

VERIFIED MATCH:

US TEST COMPANY 999 « public

UNIQUE ENTITY ID:
362267515

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

Before requesting your UEI, please wufy that you are authorized to conduct transactions under
A uuuuymma 7 mdmmcﬁommdum fornmnﬁg.'rhm

10. The Unique Entity 1D will be shown on the next page. SAM.gov will send an email confirmation with your
Unique Entity ID.
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Enter Entity Information Validate Information Request UEI Receive UEI

Receive UEI

Congratulations! You have been assigned the following Unique Entity ID.

EH4HGOMLR7Q6

VERIFIED MATCH:

US TEST COMPANY 999 » public

UNIQUE ENTITY ID:
362267515

[ SAM | UNIQUE ENTITY ID:
EHAHGIMLRTQ6

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

11. If you need to view the Unique Entity ID from SAM in the future or update the organization’s information,
sign into SAM.gov and go to “Entity Management” widget.
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11 @ 5 Notif & wor
== SAM.Gov > B W B
Home Search Data Bank Data Services Help
Workspace Profile
Entity Management
what d eed for registratios Get Started
Entity Registration -+ﬂl Q

Downloac Saved Searche

0 0 0 0

Pending Requests
Next Update Due Due in Next 30 days: 0 Entity Registrations
No pending requests

Unique Entity ID See All

c 0 Notifications

No available notifications

See All

Add A New Role

System Accounts Select on the options below to request a new role

. If you need a role that you do not see below,
1) 0 0 0 0 i
) | { contact an administrator for your organization
= > directly,
ACTIVE DRAFT CHANGE REQUEST PENDING DEACTIVATED

Select a Role v

3arajabHa iHpopManis:

Crucauii orasg norounnx Bumor ypsiny CIIA — ynikansnuii inentudikarop opuauunoi ocoou (SAM)

[Mounnarouu 3 4 kBiTHA 2022 oKy, IOpUANYHI 0COOH, SIKi BEAYTh JIsUIBHICTD 13 (peaepatbHUM ypsiioM, BAKOPUCTOBYBAaTUMYTh
YHIKaIbHUH ineHTH(ikaTop opuandHoi ocodu (SAM), mo crTBoproeThest Ha caiiti SAM.QOV. YHikanpHuil ineHTH()IKATOD
fopunuaHoi ocobu (SAM) — ne 12-3naunuii andaBiTHO-IMAPOBUIT KO, KU KOHTPOIIOETHCS Ta MPHUCBOIOETHCS YPSIIOM i
HAJICKUTH ypsay. BiH momomarae ypsity CIPOCTHTH MPOLEC iAeHTU(IKAIIT Ta MEPEeBIPKU IOPUIUYHUX OCI0, MONErIIyoun i
pOOIISIUM MEHII OOTSDKIMBUM JJIsL OPUAMYHUX OCI0 BEJIEHHS AISUIBHOCTI 3 (hellepalibHUM YPSIOM.

InenTHdiKaTOp HATAETHCS IOPUIANIHAM 0COOaM IIiJ Yac peecTparii, abo )k Horo MoXkHa oTpuMaTH Ha caiiti SAM.gov Oe3
peectpaii. [Tocnyru 3 miarBep/pkenHs inenTudikatopa i ypsaay CHIA wamgae kommanis Ernst and Young. Iudopmaris,
HEOOXigHa s OTPUMAHHS YHIKAIbHOTO ifeHTHdikaTopa ropumudHoi ocodu (SAM) 06e3 peectparii, — MiHIMaIbHA.
InenTHdikaTop MATBEpUKYE JHMINE IOPUIMYHY Ha3By Ta aapecy Bamoi opraHizamil. Lle miaTBepikKeHHS TOro, IIO Balla
OpraHi3alis € THM, 3a KOro cede BUIaE.

VYHikanpHuii izenTHdiKaTop opuandHoi ocoou (SAM) HanaeTbes 0€3CTPOKOBO.
Crucamii orasa koauuHix Bumor ypsiny CHIA — DUNS

VHiBepcansHa cuctema Hymepariii nanux (DUNS) — e cicrema, pospo6iieHa i KoHTponbpoBaHa kommaniero Dun and Bradstreet,
sIKa TIPUCBOIOE CY0’ €KTY TOCTIOJApIOBaHHS YHIKAIBHUHN JeB’ ATH3HAYHMNA uppoBuUil ineHTH(diKaTop. Taka cucreMa € CBITOBUM
CTaHIAPTOM 1 paHilre BUKOpUCTOBYBadach ypsgoMm CIIIA mis npucBOeHHS YHIKAIBHUX IICHTU(DIKATOPIB FOPUANIHIM 0Cc00aM.
4 xBiTHsa 2022 poky ypsn CILIA nmpunvHAB BUKOPUCTaHHS Li€l CUCTEMH 1 3aMiHUB ii Ha yHIKaJIbHUH i1eHTH(DIKATODP IOPUINIHOT
ocobu (SAM). ITicns 4 kBiTHa 2022 poxy ¢enepanbHuit ypsa He BuMmaratiMe Homep DUNS.

Skmo opuandHy ocoly 0yi0 3apeecTpoBaHo Ha caiiTi SAM.QOV (3 akTHBHOIO 200 HEAKTHBHOKO PEECTPAIIIEIO), YHIKAIbHUIMA
ineHTudikarop wopuaudHoi ocodu (SAM) OyB IPUCBOEHHI 1 TOCTYITHUI /IJIs IEpErisiLy B 00JIKOBOMY 3aluci opraHizamii Ha
caiiti SAM.goV mie mo mepexomy, skuii BimOyBcs 4 kBiTHs 2022 poky. YHiKagbHUN imeHTH(DIKATOp FopHARYHOI 0cobu (SAM)
MOKHA 3HAWTH, YBIHIIOBIIK 10 cucTeMH Ha caiiti SAM.QOV i BuOpaBmm BimkeT «YmpaBiiHHS opranizamiero / Entity
Management» y cBoemy pobodomy mpocTopi abo yBIHIIOBIIN O CHCTEMH i BUKOHABIIM MOITYK iHGOpMaLii Ipo IOpUIANIHY
oco0y.

MPOIIEC OTPUMAHHS YHIKAJIBHOI'O ITEHTU®IKATOPA IOPUIUYHOI OCOBH OITUCAHO
HU/KYE:
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1. II{o6 nomatu 3amuT Ha OTPUMAaHHS YHIKaIBHOTO iIeHTH]IKaTopa puaAndHoi ocodu (SAM), miaroryiite
TaKy iHpopMaIliro:
a. IOpuanyna Ha3Ba miANpPHEMCTBA
b. ®i3uyna agpeca (BKIFOYAOYH TOIITOBUIA iHIEKC + 4)
c. OO6umikoBwuii 3amuc Ha caiiTi SAM.gQOV (1ie 00TIKOBHUI 3amuc KOPUCTYBaYa, a He (pakTH4HA
peectpauis mianpuemcTBa Ha SAM.QOV).
i. SIKII0 BM HOBHi KOPUCTYBa4: 100 CTBOPUTH 00TIKOBHIA 3amuc Ha caiiti SAM.gov,
TIepeHaiTh 3a TOCHIAaHHIM: WWW.Sam.gov.
1. HarucHith «YBiittu / Sign In» y BepXHbOMY IIPaBOMY KYTi.
2. HarucHits «CTBOpHUTH 00IIKOBHI 3amuic kKopuctyBada / Create a User Account».

U LOGIN.GOV .I-L.,SAM.GOV

gow

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password
Password

A

3. Bubepits THIT 006JIIKOBOTO 3aITUCY:
a. CTBOpiTh OOJIIKOBHIA 3aIMC iHANBIAYILHOTO KOPUCTYBaya, 11100

BHKOHYBATH TakKi 3aBJIaHHS, SIK pEECTpallist / OHOBJICHHS JaHUX 1010
Balllol OpraHi3allii, CTBOPEHHs 3aIKCIB Ta YIPaBIiHHs 3alTUCAMU TIPO
BHKITFOUEHHS 200 MEPerJisil JaHUX PiBHS «UIs CITyKO0BOTO
KOPHUCTYBaHHS» CTOCOBHO OpraHizaiiii.

b. CrBopiTh 001iKOBHI 3aITUC CHCTEMHOT'O KOPUCTYBayYa, SKIIO BaM
noTpiOHO BCTAHOBHUTH 3B’ S30K MK cHcTeMaMH abo SIKIIO B BUKOHYETE
nepenanHs nanux i3 SAM o Bamioi ypsioBoi cuctemu 0a3 TaHuX.
BeeniTh notpibHy iHpoOpMariiro i HatucHITh «IlomaTu / Submity.
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4. Harucuite «'OTOBO / DONE» Ha cTopiHmi migTBepIKeHHs. Bu ogepxure
€JIEKTPOHHUH JIUCT 13 MiATBEPIKEHHSIM CTBOPEHHS 00JIIKOBOTO 3aIHCy
KopucTyBaua B cuctemi SAM.

5. TlepeiiniTh 3a NOCHJIAHHSM i3 KOJOM aKTHBALlil B €IEKTPOHHOMY JIUCTI BIPOAOBXK
48 roauH, MO0 aKTUBYBATH OOJIIKOBUII 3aIHIC KOPHCTYBada. SIKIO MOCKUIaHHS B
JIUCTI HE € TINEPIOCHIaHHAM (TOOTO MiAKPECICHUM a00 BUIUICHUM 1HITUM
KOJBOPOM), CKOTIIOWTE MOCHIIAHHS 1 BCTaBTE HOTO B aipECHU PAIOK Opaysepa.
Temnep Bu MOXeTe 3apeecTpyBaTH OpraHizallio.

[MPUMITKA: CtBOpeHHS 00J1iKOBOTO 3aIHCy KOPUCTYBa4a He IPUBOAUTH JI0
cTBOpeHH: peectparlii B SAM abo 10 OHOBICHHS/TIPOIOBKCHHS HASIBHOT
peectpariii B SAM.
2. Ilicnst cBo€i peecTpallii SIK KOPHUCTyBada BU MOXKETE OTPUMATH YHIKaIbHUN 11eHTH(IKaTOp FOPUANIHOT
ocobwu, BuOpasmu kHomKy «[Touatu / Get Started» Ha ronoHii ctopinii SAM.gov.

Bl A0 oficial website of the United States poverrment Here's how you boow v

Home Search Data Bank Data Services Help

I l I o /F Official U.S. Government Website

== SAM.GOV (!
o NEW |

The Official U.S. Government System for:

Contract Opportunities Assistance Listings Register Your Entity or Get a Unique

(was fbo.gov (was cfda.gov) Entity 1D

Contract Data Entity Information Register your entity or get a Unique Entity 1D to get

(Reports ONLY from fpds.gov) Entity Registrations, Disaster Response started doing business with the federal government.

Wege Determinations Registry, Entity UEI and Exclusions
was wdol.gov) Entity Reporting Get Started

Federal Hierarchy SCR and Bio-Preferred Reporting

Departments and Subtiers Renew Entity

6/ Check Registration Status
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3. Bubepits «Ilouatn / Get Started» Ha cropinmi «Ilouatok peectparii / Getting Started with Registration».

EE An official website of the United States government Here's how you know v

I sAM.cov:

Home

Requests G Motifications 83 Workspace [ SignOut

Search  DataBank  DataServices  Help

Getting Started with Registration I Entity Informaon Home

This the official U.S. government website for entity registration. Entity registration is FREE.

Before You Get Started [new]

Before you start your registration, there are a few steps you must complete first. Register Your Entity or Get a
Review these steps to help ensure you set aside enough time to complete your g o Y
registration. Unique Entity ID

Register your entity or get a Unique Entity ID to

get started doing business with the federal
1 government.

@ Reguest a DUNS Number ‘

Renew Entity ’

All entities wishing to do business with the federal government must have a unique

entity identifier (UE). Currently, the DUNS number, which is a unique nine-character 6/ Check Registration Status
identification number provided by Dun & Bradstreet (D&B) free of charge, is the

official UEI D&B assigns UEI (DUNS) for each physical location of a business.

Requesting a UEI (DUNS) takes about 10 minutes. Receiving a UEI (DUNS) takes 1-2

business days (under normal circumstances) when using the D&B web form.

Go to D&B web form 2

4. Bubepith «OTpumMaru yHiKaJIbHUH ineHTH(iKaTOp ropuauaHoi ocoou / Get Unique Entity ID» Ha cTopinii
«Ilouaru / Get Started».

< Entity Management

Get Started

Register Entity
An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process. It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active.

Unique Entity ID (SAM)

conduct certain

ch as reporting as a sub-awardee, you may not need to complel: an
 Enti Mjm : :
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5. BseniTs iH(pOpMAaIIifO PO IOPUANIHY 0c00Y.

Enter Entity Information Validate Information Request UEI Receive UEI

2 3 4

a. Sxmo y Bac panime 6yB Homep DUNS, nepekonaiitecs, 1o opuandHa Ha3Ba Ta ¢GizndHa agpeca
BaIIoro MiAIPUEMCTBA € TOYHUMH 1 BIATIOBIAAIOTH iH(OpMAILii TPO IOPUAUIHY 0CO0Y, aXK 10
BEJIMKHX JIITEp Ta MMyHKTYallii, 110 BUKOPUCTOBYBanacs mij yac peectpanii B DUNS.
6. Komu Oyzaere rorosi, Bubepith «Jami / Next».
7. IlinTBepapTe iH(OpPMAILiIO PO BalTy KOMIAHIIO.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. Ha miif cropiHIi BM MOXKEeTe OOMEXKUTH TOCTYIHICTD 1€l iHPopMarlii 1y1st myOIigHOro MOIIYKY.
«Jlo3BonmuTH myOiuHe BiqoOpaxkeHHs BuOpanoro 3anucy / Allow the selected record to be a public
display record». SIkmro Bu 3HiMeTe IIe# MTparopelb, JIUIIe BU 1 TpeACTaBHUKA (heaepasbHOTO
YpAOy 3MOXKYTh IIYKATH 1 IepeTysiIaTi iHPOpMAaIliio PO KOMITAHiI0, TOA1 SK Taki opraHizarii, sSK
DAL He 3MOXyTh CaMOCTIHHO IEPEBIPUTH HASIBHICTh Y BAaC YHIKaIbHOTO ineHTH(]iKaTopa
opuanyHOi ocodu (SAM).

. Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and
physical address in the search engine results poses a security threat or danger to you or your
organization, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to
those who download the SAM public data file, Learn more about SAM public search results 2,

© ® O

Previous Cancel Next

8. Kounu 6ynere rorosi, Bubepith «/Jlami / Next».
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9. [Tlicns 3aBepieHHS IepeBipKU BHOEPITh «3aMuT yHIKaIbHOTO ineHTUdiKaTopa / Request UEIy, mo6
OTpPHMATH YHIKaJTbHUH 11eHTHIKaTOp PopuaudHoi ocodu (SAM). Tlepin HiXk MOIABATH 3aITUT HA
OTpPHMAaHHS yHIKaJIbHOTO ifeHTUdiKaTOpa ropuanyHoi ocoou (SAM), BU OBHMHHI 3aCBIAYUTH (MIaM'SITal0YH
PO TIOKapaHHs, epedadeHe 3aK0OHOM ), IO YITOBHOBaXKeH1 poBoAnTH orepartii. Lle moTpidHo, 1106
3MEHIITUTH HMOBIPHICTh HECAHKIIIOHOBAHUX OIEpallii CTOCOBHO OpraHizaiiii.

Enter Entity Information Validate Information Request UEI Receive UEI

4

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity 1D.

VERIFIED MATCH:

US TEST COMPANY 999 e public

[ DUNS | UNIQUE ENTITY ID:
362267515

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

Before requesting your UEI, please certify that you are authorized to conduct transactions under
penalty of law to reduce the likelihood of unauthorized transactions conducted for my entity. Then
select Request UEL.

[:] | certify that | am authorized to conduct transactions on behalf of the entity.
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Attachment F: Self-Certification for Exemption from
SAM Requirement/ [HOopatok F: Popma
cCaMOBMU3Ha4YeHHA Ha 3BiNbHEHHA BiA4 BUMOTIU
otpumaHHAa SAM Homepy

L egal Business Name:/ Ha3a kommaHii:

Physical Address:/ ®i3uuna agpeca:

Physical City:/ Micto:

Physical Foreign Province (if applicable):/ Perion (sixiro
3aCTOCOBYETHCS):

Physical Country:/ Kpaina:
Signature of Certifier/ [Tinmuc 3asBHuKA:

Full Name of Certifier (Last Name, First/Middle Names):/ [ToBHe
iM’s1 3asiBHHKA (TIPi3BHIIE, IM’sI, IO OATEKOBI/CEPEHE iM’sI:

Title of Certifier:/ ITocana 3asiBHUKA:
Date of Certification (mm/dd/yyyy):/ [lata 3asiBu (MM.II1.pppp):

The sub-contractor/vendor whose legal business name is provided herein, certifies that we are an organization
exempt from obtaining a SAM number, as the gross income received from all sources in the previous tax year is
under USD $300,000.

CyOmiipsIHUK/TIOCTaYaIbHUK, YKa3aHUH Y 11iH 3asiBi, UM 3asBJIS€E, 10 € OpraHi3alli€ro, sKa MiyIsarae 3BUIbHEHHIO
BiJl BUMOTH OTpUMaHHS HoMepa SAM, ockibku ii BaOBWI A0XiA, OTpUMaHHUM i3 yCiX JpKepen 3a MorepenHin
moaTkoBui pik, 0yB HInk4de 300 000 momapis CIIIA.

*By submitting this certification, the certifier attests to the accuracy of the representations and certifications
contained herein. The certifier understands that s/he and/or the sub-contractor/vendor may be subject to penalties,
if s/he misrepresents the sub-contractor/vendor in any of the representations or certifications to the Prime
Contractor and/or the US Government.

The sub-contractor/vendor agrees to allow the Prime Contractor and/or the US Government to verify the company
name, physical address, or other information provided herein. Certification validity is for one year from the date
of certification.

* [Tomarouu 1110 3asIBY, 3asBHUK ITIITBEPKYE AOCTOBIPHICTh MOAAHOI B Hili iH(opMaIlii. 3assBHUK pO3yMi€, 0 JI0
HBOTO/Hei Ta/abo cyOmimpsiiHUKa/  MMOCTadalbHHKA MOXYTh OYTH 3acTOCOBaHI CaHKINi, SKIIO BiH/BOHA
HENPaBUIIHLHO MTPEICTABUTh 3asBU a00 MiATBEPKEHHS CYOIiApsIHIKa/ TOCTaYaIhHAKA TeHEPATLHOMY i IPSTHAKY
ta/abo Ypany CLIA.

CyOniapsaHuK/ TOCTadalbHHUK IOTODKYETHCS JO3BOJIMTH TEHEpPaJbHOMY HiApSOHUKY Ta/abo Ypsay CILIA
nepeBipaTy Ha3By, Gpi3uuHy agpecy ado iHII AaHi PO KOMIIaHilo, HaBeeH] B LiH 3asBi. L5 3asBa nificHa mpoTsrom
POKY i3 naTH ii BUAadi.
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Attachment G: Past Performance/ flopaTtok G: [locBig po6oTtu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past three years

will be considered.

[Tpocumo BKIHOYHMTH 3aMOBJICHHSI, SIKI HAWKPAIIIE LJIFOCTPYIOTh Balll TOCB1T pOOOTH, aKTyaIbHUMN ISl ILOTO 3aITUTY, IOYMHAIOYH 3 OCTAHHLOTO 3aMOBJICHHS. bepyThcs
JI0 YBard MOCTYTH 3MiHCHEH] MPOTATOM MUHYJIMX TPbOX POKIB.

Ne Project | Description Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ | of Activities/ | phone number, e- UAH/ (Start-End Dates)/ | time (yes/no)/ | acceptance act signed | grant, order (fixed price, with
HasBa Ormuc mail/ Bapricte y | artu movatky i 3aBepIieHo y (yes/no)?/ reimbursement of expenses)/
NPOEKTY | [isSUTBHOCTI Hassa kmienra/ TpH. 3aBepIICHHS crpok (Tax/Hi) | Ywm mignucaHo aktu Tun yroau, noroBopy
HOMeEp pooiT npuiMaHHs-TIepeadi | cyOmiapsay, TpaHTy, J0rOBOPY
tenedony, e-mail po6it? (Tak/Hi) Ha 3aKymiBIIo (3 (HiIKCOBAaHOO
I[IHO¥O, 3 BIJIIIKO/TyBAaHHSIM
BUTpAT)
1
2
3
4
5
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Attachment H: Information about CIO/ oaatok H: IHdpopmauia npo OKI

The table below provides basic information about the CIO and its scope.

Y Tabnumi HIKYe HaBeneHo 6a30By iH(popMariito mpo OKI Ta #oro macmTa0.

Name of CI1O / Hazsa OKI

Kyiv Regional State Administration / Kuieceka O6acHa [lepikaBHa

=DAI

AnMiHICTpaIis
Official Website / Odiuiiinmii Be6-caiT https://koda.gov.ua
Number of employees / KinbkicTh npaniBHuKiIB 1500
Number of main divisions (departments) / KiibKkicTh 0CHOBHHX 24
CTPYKTYPHHUX HiAPO3ALIIB (1enapTaMeHTiB)
Number of regional offices / KiabkicTh perioHajJbHHX NpeIcTABHHITB 7
The number of informational systems, administrated or managed by 4
ClOs / KinbkicTh indopmauiiinux cucrem, aaMiHictpaTropamMu ado
posnopsinaukamu akux € OKI
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