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PART I: INTRODUCTION AND SCOPE OF WORK

Introduction

The USAID/Ukraine Monitoring and Learning Support Contract (UMLS)/ Contract No. 72012120C00001 is
a United States Agency for International Development (USAID) activity implemented by EnCompass.
EnCompass LLC was awarded the 7-year Ukraine Monitoring and Learning Support Contract (UMLS) in
2020. UMLS exists to holistically assist the USAID regional mission for Ukraine and Belarus
(USAID/Ukraine) in addressing its overall monitoring and evaluation, oversight, collaborating, learning,
and adapting (CLA) needs during the implementation of its 2019-2026 Country Development
Cooperation Strategy (CDCS) and beyond.

EnCompass invites Offerors to submit proposals to supply and deliver technical assistance in the areas of
Monitoring, Evaluation, Research, and Learning (MERL), which are further detailed in the Scope of Work
of this Request for Proposal (RFP).

EnCompass anticipates awarding multiple Master Service Agreement (MSA) subcontracts with further
issuance of Firm Fixed Price Task Orders (TOs) under the awards. A Firm Fixed Price award is for the
provision of specific services, goods, or deliverables, and the awarded amount is not adjusted if the
actual costs are higher or lower than the fixed price amount. In response to this RFP, Offerors must
submit Technical and Price/Business proposals aligned with the requirements described in this RFP.
EnCompass anticipates awarding multiple MSAs to qualified businesses.

There is no guarantee of the number of TOs MSA holders will receive. The value of each TO will correspond
to the TO’s scope of work (SOW). TOs may be awarded within the ordering period of issued MSA, through
December 31, 2026. When EnCompass has an evaluation activity need, the EnCompass team will develop
a scope of work, including the description of work to be completed, timeline, type of expertise required,
and any other relevant details. The scope of work will be shared with all UMLS monitoring, evaluation,
research, and Learning (MERL) subcontractors via email with a designated timeline to respond and
subcontractors will be asked to provide a responsive technical summary and a budget. Technical
responses will include information such as proposed team, implementation plan/timeline, technical
experience, and knowledge as relevant. Budgets will include approved labor categories to be utilized, LOE
anticipated, and any ODC costs required for completion of the TO SOW. EnCompass will not reimburse
UMLS MERL subcontractors for the cost of preparing, submitting, and/or negotiating a TO proposal. UMLS
MERL subcontractors will have the opportunity to submit proposals in response to TO SOWs issued to
them but are not required to do so.

Scope of Work

UMLS anticipates issuing TOs for work involving core monitoring, evaluation, and research tasks
including but not limited to the areas of secondary data sources identification, data collection, and
analysis; qualitative data collection and analysis; and quantitative data collection and analysis. Research
tasks can include but are not limited to special studies, surveys, assessments, media monitoring, etc.

The following are specific services that subcontractors may be asked to perform:
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e Secondary Data sources identification, data collection, and analysis:

o identification of the third-party data sources (administrative- and survey-based datasets,
analytical products i.e. reports, presentations, articles, policy papers, feasibility studies,
etc.) relevant for the topic of the MERL request;
obtaining identified data from open source or proprietary sources;
analysis of the obtained data sources or data sources provided by UMLS, and
preparation of synthesis of main findings structured around key research questions
posed by UMLS, resulting in 5-15 pages desk review report.

¢ Qualitative data collection and analysis:

o Development of the qualitative research design and/or protocol (detailing suggested
methods of data collection and target groups, criteria of respondent/informant
selection, recruitment approach, geographical location(s), data collection timeline,
approaches to personal data protection, and data quality assurance procedures, etc.);

o Development or translating, adapting, and testing o research instruments/tools for
qualitative data collection (interviewer’s or moderator’s guides, diaries, observation
protocols);

o Recruitment of the respondent/informant according to approved selection
criteria/blueprint, and recruitment approach and procedures;

o Organization and/or conducting of key-informant interviews (Klls) and Focus Group
Discussions (FGDs), both in-person and online (including training of moderators and
interviewers, conducting pilot interviews of FGDs, providing regular updates on the
progress of the field work and any obstacles);

Streaming of in-person Klls or FGDs to UMLS research team, if required;

Providing access to online FGDs or Klls for the members of UMLS research team if
required;

Audio and/or video recording of the Klls and FGDs;

Simultaneous translation of Klls and FGDs if required;

Producing verbatim transcripts in vernacular language and/or interviewer’s/moderator’s
summaries/notes of the Kll or FGD results;

Translation of the transcripts and notes into English if needed;

Developing coding schemes and coding of responses;

Preparation of analytical reports in Ukrainian or English.

e Quantitative data collection and analysis
o Development of the quantitative research design and/or protocol (detailing suggested
methods of data collection and geographies and target groups to answer research
questions; suggested sampling approaches with margin of error estimation for
probabilistic sampling, data collection timeline, approaches to personal data protection,
and data quality assurance procedures, etc.);
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o Development or translating, adapting, and testing of research instruments/tools for
guantitative data collection (structured pen and paper or online questionnaires, diaries,
observation forms, etc.), including cognitive and field testing of the tools if required;

o Programming the research tools in software agreed with the UMLS in case of online,
computer assisted web interviewing (CAWI), computer assisted telephone interview
(CATI), computer assisted personal interview (CAPI) data collection approaches; testing
the quality of programming, logical rules and transition patterns of the programmed
tools;

o Organization and conducing of the field work data collection: face-to-face, CAPI and/or
pen and paper interviews; CATI and online surveys, structured observations (i.e.
monitoring of distribution point), including training for enumerators and simultaneous
translation for training (if needed); regular updates on the progress of the field work and
any obstacles;

Processing and cleaning of the data obtained as a result of the fieldwork;

Transparent data quality control, allowing UMLS to check the process and results of
quality control, including opportunity for UMLS staff or consultants to accompany
enumerators during data collection stage;

Developing of coding schemes and coding of open-ended responses;

Preparation of the final clean dataset after quality control;

Data analysis and preparation of analytical reports in Ukrainian or English in MS Word or
MS PowerPoint formats.

o Preparation of technical report with details on approved sample approach
implementation; any issues during the data collection stages, quality control, known
limitations of the survey results, and detailed findings.
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PART II: PRIME AWARD FLOWDOWNS and SPECIAL
REQUIREMENTS

The terms presented below will be included in any agreement issued as a result of successful Offers in
response to this RFP. By submitting a proposal in response to this RFP, Offerors acknowledge their
review and acceptance of the following requirements.

Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equijpment

Offerors MUST NOT provide any goods and/or services that utilize telecommunications and video
surveillance products from the following companies: Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate thereof, in compliance with FAR 52.204-25.

Authorized Geographic Code

The authorized geographic code for procurement of goods and services for the prime contractor and
subcontractors is 937 and 110. This is defined as the United States, the independent states of the former
Soviet Union, the cooperating country, or a developing country other than advanced developing
countries. This excludes any country that is a prohibited source.

Indemnification

Both parties shall indemnify, defend and hold each other harmless from any loss, damage, liability,
claims, demands, suits, or judgments (“Claims”) including any reasonable attorney’s fees, and costs, as a
result of any damage or injury to either party or its employees, directors, officers, or agents, or
properties, or for any injury to third persons (including, but not limited to claims by either party’s
employees, directors, officers or agents) or their property, which is directly or indirectly caused by the
negligence, willful misconduct, breach of this Agreement or an individual Subcontract, or violation of
statutory duties, or its employees, officers, directors, or agents, arising out of or in connection with the
performance of this Agreement or an individual Subcontract.

The Prime Contractor shall promptly notify the Subcontractor of any claim which is covered by this
provision. The Subcontractor shall brief the Prime Contractor on all material information pertaining to a
claim and the efforts by the Subcontractor to defend against the claim and respond to reasonable
inquiries by the Prime Contractor regarding such claim or defense. Cooperation by the Subcontractor
with an Indemnitee defending against a Claim shall be at the sole expense of Subcontractor. The Prime
Contractor, at its discretion, may participate in any defense or settlement of a Claim and/or appoint
adequate counsel, at the Subcontractor’s sole expense, to defend an Indemnitee against a Claim.
Subcontractor will seek the Prime Contractor’s approval to enter into any settlement, consent, or other
like resolution of a Claim. Such approval shall not waive or otherwise limit the indemnity rights of an
Indemnitee.
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Insurance

Subcontractor certifies that it shall maintain the following insurance in at least the minimum amounts
required by law. The Subcontractor shall require its lower tier subcontractors to maintain insurance at,
or in excess of, the limits stated below:

1. Workers’ Compensation and employer’s liability insurance for the jurisdiction where the work is to be
performed. In accordance with AAPD 22-01, any work to be performed is subject to the Defense Base
Act, the Workers’ Compensation policy must be endorsed to cover such liability. Worker's Compensation
Insurance (Defense Base Act) coverage will be obtained in accordance with AIDAR 752.228-3 which has
been revised through the approval of Class Deviation No. M-OAA-DEV-AIDAR-22-10c.

2. Comprehensive automobile and vehicle liability insurance covering claims for injuries to members of
the public and/or damages to property of others arising from use of motor vehicles, including on-site
and off-site operations, and owned, non-owned, or hired vehicles.

3. Commercial General Liability (including products/completed operations and contractual liability
coverage) covering claims for injuries to members of the public or damage to property of others arising
out of any negligent act or omission by the Subcontractor or of any of its employees, agents, or lower-
tier subcontractors.

4. Professional Liability, if Subcontractor is providing professional services, then Subcontractor shall
evidence coverage for damages caused by any acts, errors, or omissions arising out of Subcontractor’s
performance of professional services.

5. Medical Evacuation (Medevac) Services insurance must be provided by Subcontractor must be
provided to all U.S. citizen, U.S. resident alien, and Third Country National employees and their
authorized dependents (hereinafter—individual) while overseas. The Subcontractor is not required to
provide Medevac insurance to eligible employees and their dependents with a health program that
includes sufficient MEDEVAC coverage as approved by the USAID Contracting Officer. A waiver from the
appropriate USAID Mission or Bureau official is required to forego coverage. The determination must be
based on findings that the quality of local medical services.

Debarment

Subcontractor certifies that it is not presently debarred, suspended, or proposed for debarment from,
and it has not been declared ineligible for or voluntarily excluded itself from participation in, any Federal
procurement. Subcontractor will advise EnCompass immediately if any of these conditions arise during
the term of the Subcontract.

Disputes

The provisions of this Subcontract shall be interpreted in accordance with the laws of the State of
Maryland without resort to said state’s Conflict of Law rule, and in accordance with its fair meaning and
not strictly against either party. Pending final resolution of a dispute hereunder, Subcontractor shall
proceed diligently with the performance of this Subcontract and in accordance with all the Terms and
Conditions contained herein and with the Prime Contractor’s direction thereof. Each party shall bear its
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own costs of processing any dispute hereunder. In no event shall the Subcontractor acquire any direct
claim or direct course of action against the United States Government.

Travel/

Local travel. Commuting costs or the relocation of Subcontractor staff from other geographic areas for
the purpose of staffing the project are not reimbursable. Travel costs to and from the Subcontractor’s
staff home to a Government office or offices or to/from one company or subcontractor's building to
another will not be reimbursed. Travel for technical personnel on approved STTA and LTTA will be
negotiated into Task Orders.

Taxes

Subcontractor is responsible for all federal, state or municipal income tax, social security,
unemployment or workman’s compensation unless required by law. EnCompass shall withhold and
remit any amount, regardless of its description as a tax or otherwise, in countries where local laws
require that such amounts be withheld and timely remitted. The Subcontractor is responsible for
determination of applicable value added tax (VAT) to services provided under this Agreement, and
remittance per the invoicing instructions. VAT amounts invoiced for payment shall comply with the
country’s VAT regulations.

Record Retention

Records, documents, program and individual service records and other evidence of compliance with
laws and regulations in connection this project shall be maintained by the Subcontractor, as well as
accounting and billing procedures subject to this Agreement. Subcontractor shall provide access to these
records by authorized employees or agents of the Prime Contractor, or by the United States
government, as applicable. Subcontractor shall retain all such records concerning this Agreement for a
period of three (3) years after the completion of the applicable Subcontract. The Subcontractor shall
also retain the records should any litigation, claim, or audit commence before the expiration of the
three-year period, until all litigation, claims or audit findings involving the records have been resolved.

Data Collection Retention

In accordance with client requirements, the Subcontractor must destroy all data that has been collected
as part of this agreement five (5) years after the end date specified on the Subcontract Summary page.

Deliverables and Technical Reports

Deliverable requirements will be detailed in the agreement and are to be submitted to the Technical
Representative or their designee. Subcontractor’s failure to submit required deliverables or reports
when due, or failure to deliver required work to the reasonable satisfaction of the Technical
Representative within the structures as outlined within the agreement may result in the withholding of
payment under the agreement until resolved, or unless such failure arises out of causes beyond the
control and without the fault or negligence of the Subcontractor.
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Conflicts of Interest

Subcontractor warrants to its best knowledge and belief that there are no relevant facts or
circumstances which could give rise to a conflict of interest or that such relevant information has been
disclosed by the Subcontractor. If an actual or potential conflict of interest is discovered after the
execution of this Agreement, Subcontractor will make a full disclosure in writing to the Contracts
Manager. The Subcontractor will provide a description of activities it has taken or proposes to take, to
avoid, mitigate, or neutralize the actual or potential conflict.

Right to Publish/Release of Information

Subcontractor agrees that it will not publish or disseminate any information resulting from the work
being performed under this Agreement without providing the Prime Contractor a reasonable period of
time to review prior to publishing. Both parties mutually agree not to use the other party’s name or
reference the other party or its employees in news releases, publications, advertising, speeches,
technical papers, photographs, sales promotions, or publicity purposes from the work performed under
this agreement, without prior written approval of the other party. The use of either party’s name may
be made in internal documents, annual reports, and data bases that are made publicly available as a
result of the work performed under this contract. Both parties also agree not to use any proprietary
information belonging to the other party, except as authorized by the requesting party. EnCompass’
client may use data or information provided by the Subcontractor, subject to any copyright of such
materials and identifying notices, provided the identification permissible and no provisions set forth in
this agreement or the flow down clauses restrict or prohibit copyright or notice or legend.

Excusable Delays

Neither Party shall be in default because of any failure to perform under the terms of this Agreement if
the failure arises from any incident or circumstance beyond the affected Party’s control. Under Federally
funded awards, a United States (U.S.) government shutdown and any interruption in the U.S.
government’s operations shall constitute an incident or circumstance beyond the affected Party’s
control. Under this circumstance, the affected Party shall inform the other Party immediately, specifying
the duration and contingencies. The affected Party shall resolve such contingencies to ensure the
performance of its obligations under this Agreement can be resumed as soon as possible.

Security Clause

The subcontractor acknowledges and accepts the security conditions of the regions and zones where the
activities will take place. The subcontractor accepts that there will be no compensation in any case
where its personnel or assets are affected by the security conditions during any travel to the regions
where the activities are being implemented.

Logistics Support

The subcontractor shall be responsible for furnishing all travel and logistical support in where the work
will be performed.
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Executive Order on Terrorism Financing (Feb 2002)

The subcontractor is reminded that U.S. Executive Orders and U.S. law prohibits transactions with, and
the provision of resources and support to, individuals and organizations associated with terrorism. It is
the responsibility of the contractor/recipient to ensure compliance with these Executive Orders and
laws. This provision must be included in all subcontracts/subaward issued under this
contract/agreement.

DOSAR 652.243-70 Notices (Aug 1999)

Any notice or request relating to this contract given by either party to the other shall be in writing. Said
notice or request shall be mailed or delivered by hand to the other party at the address provided in the
schedule of the contract. EnCompass must make all modifications to the contract in writing.

Subcontracting

Prior written approval by the Encompass Contract Representative is required to engage lower-tier
subcontractors. Costs for lower-tier subcontracts that do not have prior written approval in accordance
with this Agreement will not be reimbursed. Inclusion of lower-tier subcontractor costs in the
Subcontractor budget or proposal does not constitute a request or approval. Note that this restriction
does not apply to commercial vendors.

Termination of Subcontract

Subcontractors shall remain in effect from the date hereof and shall terminate upon the earliest of the
following:

a) For Cause: This subcontract may be terminated for cause at any time, in whole or in part, by
Encompass upon written notice. If the Subcontractor fails to comply with contract requirements,
then the subcontractor will be given 30 days to remedy the non-compliance before termination is
considered.

b) For Convenience: This subcontract may be terminated for convenience by written notice, in whole
or in part, by EnCompass or if termination is directed by USAID. If this subcontract is terminated, the
termination conditions, including the effective date and, in the case of partial termination, the
portion to be terminated, will be provided in the notice.

c¢) Termination Procedures: Upon receipt of, and in accordance with, a termination notice as specified
in either paragraph above, Subcontractor will take immediate action to stop work and minimize all
expenditures and obligations financed by this subcontract. Subcontractor will also cancel
unliquidated obligations whenever possible. Encompass agrees to reimburse Subcontractor for work
completed up to the date of termination on behalf of Encompass.
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d) Termination Notice: The Prime Contractor will give thirty (30) business days' notice where possible
prior to termination date.

Confidential Information

Both parties agree to use their best efforts to prevent disclosure of any confidential information
(including cost and pricing information) concerning the business affairs or the products of the other,
which may be acquired in the course of the activities under this subcontract, and shall take reasonable
steps to protect such information. Confidential information should be explicitly identified by either party
along with a request for the information to be treated as confidential. Confidential information does not
include: (i) information known to the receiving party prior to disclosure, (ii) information that is rightfully
obtained from a third party, or (iii) information within the public domain.

General Terms and Condiitions

Notices. The individuals identified on the cover page of this Agreement are authorized by each party to
receive notices.

a) Relationship. For the purpose of the subcontract, Encompass will be the Prime Contractor to the
party identified in this Subcontract Agreement. Nothing in this Agreement shall be construed to
create a joint venture or partnership between the parties, and nothing in this Agreement shall be
deemed to create an agency relationship between the Parties or authorize a Party to commit or bind
the other Party in any way whatsoever.

b) Prime Contractor Client. This agreement is issued under a prime contract with Encompass LLC and
shall not be construed in any way to create a contractual relationship between the Subcontractor
and USAID. The Subcontractor shall not appeal directly to USAID without the written consent/
concurrence of the Encompass Contract Representative.

c) Consideration. The rights and obligations of the parties to this subcontract shall be subject to and
governed by this subcontract. All applicable clauses under this award shall be supported by the
Subcontractor's certified Representations and Certifications.

d) Entire Agreement. This Agreement constitutes the entire agreement between the Parties hereto
concerning the subject matter hereof and supersedes any prior or contemporaneous agreements
and understandings concerning the subject matter hereof.

e) No Assignment. Neither Party may assign or transfer or attempt to assign or transfer this Agreement
to any person or entity without the prior written consent of the other Party.
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Ownership

All reports, presentations and other work products related hereto produced by a subcontractor will be
considered data, subject to the provisions of far 52.227-14, "Rights in Data - General, Alternate IV."
Encompass, on behalf of its funder USAID, shall have the irrevocable, fully paid up right to use, release
to others, reproduce, distribute and publish such data.

Stop Work Order

Encompass may issue a written notice to stop all or any part of the work called for by a subcontract.
Upon receipt of the notice, the subcontractor will stop all work and take all reasonable steps to
minimize incurring allocable costs. Encompass shall either cancel the work order by written notice, or
terminate the subcontract in accordance with the Termination clause of this agreement. Performance of
work by the Subcontractor shall resume upon cancellation or expiration of any stop work order.

Combating Trafficking in Persons

Under this Federally-funded agreement, trafficking in persons is prohibited, including any trafficking-
related activities. The provisions set forth in FAR 52.222-50, Combating Trafficking in Persons are
applicable to the Subcontractor, as well as FAR 52.222-56, Certification Regarding Trafficking in Persons
Compliance Plan. Information regarding trafficking in persons is found at the U.S. Department of State's
Office to Monitor and Combat Trafficking in Persons website:

http://www.state.gov/j/tip/.

Standard of Conduct

The Subcontractor must be responsible for maintaining satisfactory standards of employee competency,
conduct appearance and integrity, and must be responsible for taking such disciplinary action with
respect to employees as may be necessary while implementing work. The Subcontractor is also
responsible for ensuring that his/her employees do not use Government resources except as authorized
by the Government.

Prohibition of Assistance to Drug Traffickers

USAID reserves the right to terminate the Subcontract, to demand a refund or take other appropriate
measures if the Subcontractor is found to have been convicted of a narcotics offense or to have been
engaged in drug trafficking as defined in 22 CFR Part 140.

Reporting Waste, Fraud, Abuse, and Theft

The Subcontractor shall notify the EnCompass Contracting Representative and the Chief of Party of any
instances of suspected waste, fraud, abuse, loss, or theft of Subcontractor or Government-furnished
property by employees or Subcontractors.
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Foreign Corrupt Practices Act

The Subcontractor shall comply fully with the anti-bribery provisions of the U.S. Foreign Corrupt
Practices Act, as amended ("FCPA"), as well as the a) UN Conventional against Corruption (UNICAC), b)
OECD Convention on the Bribery of Foreign Public Officials (OECD Convention); and c) any other
applicable local anticorruption laws, rules, and regulations if any part of this Agreement, or any
Subcontract issued hereunder, will be performed outside of the United States of America.

The Subcontractor acknowledges and agrees that it is unlawful for the contractor and/or any officer,
director, employee or agent of the contractor to make any kind of offer, payment, promise to pay, or
authorization of the payment of any money, or offer, gift, promise to give, or authorization of the giving
of anything of value to:

e Aforeign official (or foreign political party) for purposes of either influencing any act or decision
of such foreign official in his official capacity.

e A person, that could offer, give or promise monies or something of value, either directly or
indirectly, to any foreign official (or foreign political party), or to any candidate for foreign
political office.

Under this Agreement, a "foreign official" is any appointed, elected, or honorary official or employee of
a foreign government or a public international organization, or any person acting in an official capacity

for or on behalf of any such government or department, agency, or instrumentality, or for or on behalf

of any such public international organization (e.g., the World Bank, UN, DFID, or WHO).

For purposes of this Article, the "government" includes any agency, department, embassy, or other
governmental entity, and any company or other entity owned or controlled by the government.

The Subcontractor agrees not to interact with any government official, political party or public
international organization on behalf of the Prime Contractor, without prior written authorization,
outside of contractor's performance of the Statement of Work.

Code of Ethics

Encompass has established high ethical standards for its employees, subcontractors, independent
contractors and vendors. Encompass adheres to its Code of Ethics and all U.S. and non-U.S. laws and
regulations. Under the terms of this Agreement, Subcontractor is required to maintain a Code of
Business Ethics and Conduct in compliance with FAR 52.203-13. Subcontractor is required to report any
violation of the Subcontractor's Code of Business Ethics and Conduct committed by an employee(s) of
either party, or anyone affiliated with the Subcontractor, to Encompass.

Cloud Computing

(a) Definitions. As used in this special contract requirement-

“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or service
provider interaction. This includes other commercial terms, such as on-demand self-service, broad

Request for Proposals No. RFP-24-10020-02
Version 23v2
Page 13



network access, resource pooling, rapid elasticity, and measured service. It also includes commercial
offerings for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.

"Federal information" means information created, collected, processed, disseminated, or disposed of by
or for the Federal Government, in any medium or form. (OMB A-130)

“Information” means any communication or representation of knowledge such as facts, data, or
opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative, or
audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009).

“Information Security Incident” means an occurrence that (1) actually or imminently jeopardizes,
without lawful authority, the integrity, confidentiality, or availability of information or an information
system; or (2) constitutes a violation or imminent threat of violation of law, security policies, security
procedures, or acceptable use policies.

“Privacy Incident means a violation or imminent threat of violation of security policies, acceptable use
policies, or standard security practices, involving the breach of Personally Identifiable Information (PIl),
whether in electronic or paper format.

“Spillage” means a security incident that results in the transfer of classified or other sensitive or
sensitive but unclassified information to an information system that is not accredited (i.e., authorized)
for the applicable security level of the data or information. “Cloud Service Provider” or CSP means a
company or organization that offers some component of cloud computing — typically Infrastructure as a
Service (laaS), Software as a Service (SaaS) or Platform as a Service (PaaS) — to other businesses,
organizations or individuals.

“Penetration Testing” means security testing in which assessors mimic real-world attacks to identify
methods for circumventing the security features of an application, system, or network. (NIST SP 800-
115)

“Third Party Assessment Organizations” means an organization independent of the organization whose
IT system is being assessed. They are required to meet the ISO/IEC 17020:1998 standards for
independence and managerial competence and meet program requirements for technical FISMA
competence through demonstrated expertise in assessing cloud-based solutions.

“Personally Identifiable Information (PII)” means information that can be used to distinguish or trace an
individual's identity, such as their name, Social Security Number (SSN), biometric records, etc., alone, or
when combined with other personal or identifying information which is linked or linkable to a specific
individual, such as date and place of birth, mother’s maiden name, etc. The definition of PIl is not
anchored to any single category of information or technology. Rather, it requires a case-by-case
assessment of the specific risk that an individual can be identified. In performing this assessment, it is
important to recognize that non-Pll can become PIl whenever additional information is made publicly
available — in any medium and from any source — that, when combined with other available
information, could be used to identify an individual. Pll examples include name, address, SSN, or other
identifying number or code, telephone number, and e-mail address. Pll can also consist of a combination

Request for Proposals No. RFP-24-10020-02
Version 23v2
Page 14



of indirect data elements such as gender, race, birth date, geographic indicator (e.g., zip code), and
other descriptors used to identify specific individuals. When defining PIl for USAID purposes, the term
“individual” refers to a citizen of the United States or an alien lawfully admitted for permanent
residence.

(b) Applicability

This special contract requirement applies to the Contractor and all personnel providing support under
this contract (hereafter referred to collectively as “Contractor”) and addresses specific USAID
requirements in addition to those included in the Federal Acquisition Regulation (FAR), Privacy Act of
1974 (5 U.S.C. 552a - the Act), EGovernment Act of 2002 - Section 208 and Title Ill, Federal Information
Security Management Act (FISMA), the Health Insurance Portability and Accountability Act of 1996
(HIPAA, Pub. L. 104-191, 110 Stat. 1936), the Sarbanes-Oxley Act of 2002 (SOX, Pub. L. 107-204, 116 Stat
745), National Institute of Standards and Technology (NIST), Federal Information Processing Standards
(FIPS) and the 800-Series Special Publications (SP), Office of Management and Budget (OMB)
memorandums, and other laws, mandates, or executive orders pertaining to the development and
operations of information systems and the protection of sensitive information and data.

(c) Limitations on access to, use and disclosure of, Federal information.

(1) The Contractor shall not access, use, or disclose Government data unless specifically authorized by
the terms of this contract issued hereunder.

(i) If authorized by the terms of this contract issued hereunder, any access to, or use or disclosure of,
Federal information shall only be for purposes specified in this contract.

(ii) The Contractor shall ensure that its employees are subject to all such access, use, and disclosure
prohibitions and obligations.

(iii) These access, use, and disclosure prohibitions and obligations shall remain effective beyond the
expiration or termination of this contract.

(2) The Contractor shall use related Federal information only to manage the operational environment
that supports the Federal information and for no other purpose unless otherwise permitted with the
prior written approval of the Contracting Officer.

(d) Records Management and Access to Information

(1) The Contractor shall support a system in accordance with the requirement for Federal agencies to
manage their electronic records in accordance with capabilities such as those identified in the provisions
of this contract and National Archives and Records Administration (NARA) retention policies.

(2) Upon request by the government, the Contractor shall deliver to the Contracting Officer all Federal
information, including data schemas, metadata, and other associated data artifacts, in the format
specified in the schedule or by the Contracting Officer in support of government compliance
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requirements to include but not limited to Freedom of Information Act, Privacy Act, e-Discovery, e-
Records and legal or security investigations.

(3) The Contractor shall retain and maintain all Federal information in accordance with records retention
provisions negotiated by the terms of the contract and in accordance with USAID records retention
policies.

(4) The Contractor shall dispose of Federal information in accordance with the terms of the contract and
provide the confirmation of disposition to the Contracting Officer in accordance with contract closeout
procedures.

(e) Notification of third party access to Federal information: The Contractor shall notify the Government
immediately of any requests from a third party for access to Federal information or, including any
warrants, seizures, or subpoenas it receives, including those from another Federal, State, or Local
agency, that could result in the disclosure of any Federal information to a third party. The Contractor
shall cooperate with the Government to take all measures to protect Federal information from any loss
or unauthorized disclosure that might reasonably result from the execution of any such request,
warrant, seizure, subpoena, or similar legal process.

(f) Spillage and Information Security Incidents: Upon written notification by the Government of a spillage
or information security incident involving classified information, or the Contractor’s discovery of a
spillage or security incident involving classified information, the Contractor shall immediately (within 30
minutes) notify CIO-HELPDESK@usaid.gov and the Office of Security at
SECinformationsecurity@usaid.gov to correct the spillage or information security incident in compliance
with agency-specific instructions. The Contractor will also notify the Contracting Officer or Contracting
Officer’s Representative and the Contractor Facilities Security Officer. The Contractor will abide by
USAID instructions on correcting such a spill or information security incident. For all spills and
information security incidents involving unclassified and/or SBU information, the protocols outlined
above in section (g) and (h) below shall apply.

(g) Information Security Incidents

(1) Security Incident Reporting Requirements: All Information Security Incidents involving USAID data or
systems must be reported in accordance with the requirements below, even if it is believed that the
information security incident may be limited, small, or insignificant. USAID will determine the magnitude
and resulting actions.

(i) Contractor employees must report via e-mail all Information Security Incidents to the USAID Service
Desk immediately, but not later than 30 minutes, after becoming aware of the Incident, at:
CIOHELPDESK@usaid.gov, regardless of day or time, as well as the Contracting Officer and Contracting
Officer’s representative and the Contractor Facilities Security Officer.

Contractor employees are strictly prohibited from including any Sensitive Information in the subject or
body of any e-mail concerning information security incident reports. To transmit Sensitive Information,
Contractor employees must use FIPS 140-2 compliant encryption methods to protect Sensitive
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Information in attachments to email. Passwords must not be communicated in the same email as the
attachment.

(i) The Contractor must provide any supplementary information or reports related to a previously
reported information security incident directly to CIO-HELPDESK@usaid.gov, upon request.
Correspondence must include related ticket number(s) as provided by the USAID Service Desk with the
subject line “Action Required: Potential Security Incident”.

(h) Privacy Incidents Reporting Requirements: Privacy Incidents may result in the unauthorized use,
disclosure, or loss of personally identifiable information, and can result in the loss of the public's trust
and confidence in the Agency’s ability to safeguard personally identifiable information. Pll breaches may
impact individuals whose PIl is compromised, including potential identity theft resulting in financial loss
and/or personal hardship experienced by the individual. Contractor employees must report by e-mail all
Privacy Incidents to the USAID Service Desk immediately (within 30 minutes), after becoming aware of
the Incident, at: CIO-HELPDESK@usaid.gov, regardless of day or time, as well as the USAID Contracting
Officer or Contracting Officer’s representative and the Contractor Facilities Security Officer. If known,
the report must include information on the format of the Pl (oral, paper, or electronic.) The subject line
shall read “Action Required: Potential Privacy Incident”.

(i) Information Ownership and Rights: USAID information stored in a cloud environment remains the
property of USAID, not the Contractor or cloud service provider (CSP). USAID retains ownership of the
information and any media type that stores Federal information. The CSP shall only use the Federal
information for purposes explicitly stated in the contract. Further, the cloud service provider shall export
Federal information in a machine readable and non-proprietary format that USAID requests at the time
of production, unless the parties agree otherwise.

(j) Security Requirements:

(1) The Contractor shall adopt and maintain administrative, technical, operational, and physical
safeguards and controls that meet or exceed requirements contained within the Federal Risk and
Authorization Management Program (FedRAMP) Cloud Computing Security Requirements Baseline,
current standard for NIST 800-53 (Security and Privacy Controls for Federal Information Systems) and
Organizations, including Appendix J, and FedRAMP Continuous Monitoring Requirements for the
security level and services being provided, in accordance with the security categorization or impact level
as defined by the government based on the Federal Information Processing Standard (FIPS) Publication
199 (FIPS-199).

(2) The Contractor shall comply with FedRAMP requirements as mandated by Federal laws and policies,
including making available any documentation, physical access, and logical access needed to support
this requirement. The Level of Effort for the security assessment and authorization (SA&A) is based on
the system’s complexity and security categorization. The Contractor shall create, maintain and update
the following documentation using FedRAMP requirements and templates, which are available at
https://www.FedRAMP.gov.
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(3) The Contractor must support SA&A activities to include assessment by an accredited Third Party
Assessment Organization (3PAOQ) initially and whenever there is a significant change to the system’s
security posture in accordance with the FedRAMP Continuous Monitoring Plan. The Contractor must
make available to the Contracting Officer, the most current, and any other, Security Assessment Reports
for consideration as part of the Contractor’s overall Systems Security Plan.

(4) The Government reserves the right to perform penetration testing or request Penetration Testing by
an independent source. If the Government exercises this right, the Contractor shall allow Government
employees (or designated third parties) to conduct Security Assessment activities to include control
reviews in accordance with FedRAMP requirements. Review activities include but are not limited to
scanning operating systems, web applications, databases, wireless scanning; network device scanning to
include routers, switches, and firewall, and IDS/IPS; databases and other applicable systems, including
general support structure, that support the processing, transportation, storage, or security of Federal
information for vulnerabilities.

(5) Identified gaps between required FedRAMP Security Control Baselines and Continuous Monitoring
controls and the Contractor's implementation as documented in the Security Assessment Report must
be tracked by the Contractor for mitigation in a Plan of Action and Milestones (POA&M) document.

Depending on the severity of the gaps, the Government may require them to be remediated before any
restricted authorization is issued.

(6) The Contractor is responsible for mitigating all security risks found during SA&A and continuous
monitoring activities. All high-risk vulnerabilities must be mitigated within thirty (30) calendar days and
all moderate risk vulnerabilities must be mitigated within sixty (60) calendar days from the date
vulnerabilities are formally identified. USAID may revoke an ATO for any system if it is determined that
the system does not comply with USAID standards or presents an unacceptable risk to the Agency. The
Government will determine the risk rating of vulnerabilities.

(7) The Contractor shall provide access to the Federal Government, or their designee acting as their
agent, when requested, in order to verify compliance with the requirements and to allow for
appropriate risk decisions for an Information Technology security program. The Government reserves
the right to conduct onsite inspections. The Contractor must make appropriate personnel available for
interviews and provide all necessary documentation during this review and as necessary for continuous
monitoring activities.

(k) Privacy Requirements: Cloud Service Provider (CSP) must understand and adhere to applicable
federal Privacy laws, standards, and guidance to protect Personally Identifiable Information (PIl) about
individuals that will be collected and maintained by the Contractor solution. The Contractor
responsibilities include full cooperation for any request for disclosure, subpoena, or other judicial
process seeking access to records subject to the Privacy Act of 1974.

(1) Data Location: The Contractor must disclose the data server locations where the Agency data will be
stored as well as the redundant server locations. The Contractor must have prior Agency approval to
store Agency data in locations outside of the United States.
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(m) Terms of Service (ToS): The Contractor must disclose any requirements for terms of service
agreements and clearly define such terms prior to contract award. All ToS provisions regarding
controlling law, jurisdiction, and indemnification must align with Federal statutes, policies, and
regulations.

(n) Service Level Agreements (SLAs): The Contractor must be willing to negotiate service levels with
USAID; clearly define how performance is guaranteed (such as response time resolution/mitigation time,
availability, etc.); monitor their service levels; provide timely notification of a failure to meet the SLAs;
and evidence that problems have been resolved or mitigated. Additionally, at USAID’s request, the
Contractor must submit reports or provide a dashboard where USAID can continuously verify that
service levels are being met. Where SLAs fail to be met, USAID may assess monetary penalties or service
credit.

(o) Trusted Internet Connection (TIC): The Contractor must route all USAID traffic through the TIC.

(p) Forensics, Freedom of Information Act (FOIA), Electronic Discovery, or additional Information
Requests: The Contractor must allow USAID access required to retrieve information necessary for FOIA
and Electronic Discovery activities, as well as, forensic investigations for both criminal and noncriminal
purposes without their interference in these activities. USAID may negotiate roles and responsibilities
for conducting these activities in agreements outside of this contract.

(1) The Contractor must ensure appropriate forensic tools can reach all devices based on an approved
timetable.

(2) The Contractor must not install forensic software or tools without the permission of USAID.

(3) The Contractor, in coordination with USAID Bureau for Management, Office of The Chief Information
Officer (M/CIO)/ Information Assurance Division (IA), must document and preserve data required for
these activities in accordance with the terms and conditions of the contract.

(4) The Contractor, in coordination with USAID M/CIO/IA, must clearly define capabilities, procedures,
roles and responsibilities and tools and methodologies for these activities.

() The Contractor shall include the substance of this special contract requirement, including this
paragraph (p), in all subcontracts, including subcontracts for commercial items.

AIDAR 752.204-72 Access to USAID Facilities and USAID’s Information Systems

(a) HSPD-12 and Personal Identity Verification (PIV). Individuals engaged in the performance of this
award as employees, consultants, or volunteers of the contractor must comply with all applicable
Homeland Security Presidential Directive-12 (HSPD-12) and Personal Identity Verification (PIV)
procedures, as described below, and any subsequent USAID or Government-wide HSPD-12 and PIV
procedures/policies.
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(b) A U.S. citizen or resident alien engaged in the performance of this award as an employee, consultant,
or volunteer of a U.S firm may obtain access to USAID facilities or logical access to USAID's information
systems only when and to the extent necessary to carry out this award and in accordance with this
clause. The contractor's employees, consultants, or volunteers who are not U.S. citizens or resident
aliens as well as employees, consultants, or volunteers of non-U.S. firms, irrespective of their citizenship,
will not be granted logical access to U.S. Government information technology systems (such as Phoenix,
GLAAS, etc.) and must be escorted to use U.S. Government facilities (such as office space).

(c) (1) No later than five business days after award, the Contractor must provide to the Contracting
Officer’s Representative (COR) a complete list of employees that require access to USAID facilities or
information systems. (2) Before a contractor (or a contractor employee, consultant, or volunteer) or
subcontractor at any tier may obtain a USAID ID (new or replacement) authorizing the individual routine
access to USAID facilities in the United States, or logical access to USAID's information systems, the
individual must provide two forms of identity source documents in original form to the Enrollment
Office personnel when undergoing processing. One identity source document must be a valid Federal or
State Government-issued picture ID. Contractors may contact the USAID Security Office to obtain the list
of AAPD 16-02 Special Requirements for Information Technology (IT) 2 acceptable forms of
documentation. Submission of these documents, to include documentation of security background
investigations, is mandatory in order for the contractor to receive a PIV/Facilities Access Card (FAC) card
and be granted access to any of USAID's information systems. All such individuals must physically
present these two source documents for identity proofing at their enrollment.

(d) The Contractor must send a staffing report to the COR by the fifth day of each month. The report
must contain the listing of all staff members with access that separated or were hired under this
contract in the past sixty (60) calendar days. This report must be submitted even if no separations or
hiring occurred during the reporting period. Failure to submit the ‘Contractor Staffing Change Report’
each month may, at USAID’s discretion, result in the suspension of all logical access to USAID
information systems and/or facilities access associated with this contract. USAID will establish the
format for this report.

(e) Contractor employees are strictly prohibited from sharing logical access to USAID information
systems and Sensitive Information. USAID will disable accounts and revoke logical access to USAID IT
systems if Contractor employees share accounts.

(f) USAID, at its discretion, may suspend or terminate the access to any systems and/or facilities when a
potential Information Security Incident or other electronic access violation, use, or misuse incident gives
cause for such action. The suspension or termination may last until such time as USAID determines that
the situation has been corrected or no longer exists.

(g) The Contractor must notify the COR and the USAID Service Desk at least five business days prior to
the Contractor employee’s removal from the contract. For unplanned terminations of Contractor
employees, the Contractor must immediately notify the COR and the USAID Service Desk
(CIOHELPDESK@usaid.gov or (202) 712-1234). The Contractor or its Facilities Security Officer must
return USAID PIV/FAC cards and remote authentication tokens issued to Contractor employees to the
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COR prior to departure of the employee or upon completion or termination of the contract, whichever
occurs first.

(h) The contractor is required to insert this clause including this paragraph (h) in any subcontracts that
require the subcontractor, subcontractor employee, or consultant to have routine physical access to
USAID space or logical access to USAID's information systems.

Limitation on Acquisition of Information Technology

a) Definitions. As used in this contract -- “Information Technology” means

(1) Any services or equipment, or interconnected system(s) or subsystem(s) of equipment, that are used
in the automatic acquisition, storage, analysis, evaluation, manipulation, management, movement,
control, display, switching, interchange, transmission, or reception of data or information by the agency;
where

(2) such services or equipment are ' used by an agency' if used by the agency directly or if used by a
contractor under a contract with the agency that requires either use of the services or equipment or
requires use of the services or equipment to a significant extent in the performance of a service or the
furnishing of a product.

(3) The term " information technology" includes computers, ancillary equipment (including imaging
peripherals, input, output, and storage devices necessary for security and surveillance), peripheral
equipment designed to be controlled by the central processing unit of a computer, software, firmware
and similar procedures, services  (including provisioned services such as cloud computing and support
services that support any point of the lifecycle of the equipment or service), and related resources.

(4) The term "information technology" does not include any equipment that is acquired by a contractor
incidental to a contract that does not require use of the equipment.

(b) The Federal Information Technology Acquisition Reform Act (FITARA) requires Agency Chief
Information Officer (CIO) review and approval of contracts that include information technology or
information technology services.

(c) The Contractor must not acquire information technology as defined in this clause without the prior
written approval by the contracting officer as specified in this clause.

(d) Request for Approval Requirements: Clauses And Special Contract Requirements For Facilities Access,
Security, and Information Technology (IT) (Class Deviations M/OAA-DEV-FAR-18-2c, and M/OAA-
DEVAIDAR-18-2c) 8 (1) If the Contractor determines that any information technology will be necessary
to meet the Government’s requirements or to facilitate activities in the Government’s statement of
work, the Contractor must request prior written approval from the Contracting Officer. (2) As part of the
request, the Contractor must provide the Contracting Officer a description and an estimate of the total
cost of the information technology equipment, software, or services to be procured under this contract.
The Contractor must simultaneously notify the Contracting Officer’s Representative (COR) and the Office
of the Chief Information Office at ITAuthorization@usaid.gov.

(e) The Contracting Officer will provide written approval to the Contractor through modification to the
contract expressly specifying the information technology equipment, software, or services approved for
purchase by the COR and the Agency CIO. The Contracting Officer will include the applicable clauses and
special contract requirements in the modification.
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(f) Except as specified in the contracting officer’s written approval, the Government is not obligated to
reimburse the Contractor for any costs incurred for information technology as defined in this clause.
(g) The Contractor must insert the substance of this clause, including this paragraph (g), in all
subcontracts.
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PART III: INSTRUCTIONS TO OFFERORS

EnCompass requests proposals by the issue of this RFP for the supply of services as specified in Part I.

Due Date

Your proposal is due electronically with all required signatures, no later than the date noted in the RFP
Schedule above. Please be advised that late or incomplete submissions may be considered non-
responsive and may not be considered for award.

Proposal Validity Period

The Offeror’s proposals will be considered valid for 60 days after submission.

Responsibility for Compliance with Legal Requirements

The offeror’s products, services, and facilities shall be in full compliance with all applicable federal, and
local laws, regulation, codes, standards, and ordinances, regardless of whether or not they are referred
to by herein.

Reservation of Rights

EnCompass reserves the right to not issue an award based on proposals received in response to this RFP.
EnCompass reserves the right to cancel this procurement at any time without prior notice, and to reject
any or all responses received.

The RFP does not commit EnCompass to make any award or to pay any costs incurred in the preparation
and submission of the proposal. EnCompass may cancel this RFP or any part of it. EnCompass reserves
the right to reject any and all proposals, and to waive any informality in received proposals. In addition,
EnCompass reserves the right to establish a competitive range of one or more Offerors and conduct
further negotiations concerning price and other terms before awarding the contract, or to award
without discussions.

An Offeror selected under this solicitation is not authorized to incur costs prior to receiving EnCompass’
written authorization.

EnCompass requires that Offerors observe the highest standard of ethics during the procurement and
execution of subcontracts. In pursuance of this policy, EnCompass defines the terms set forth below as
follows:

e "Corrupt practice" means the offering, giving, receiving or soliciting, directly or indirectly, of
anything of value to influence the action of an EnCompass individual in the procurement process or
contract execution
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e "Fraudulent practice" means a misrepresentation or omission of facts in order to influence a
procurement process or the execution of a contract

e  “Collusive practices” means a scheme or arrangement between two or more Offerors, with or
without the knowledge of EnCompass, designed to establish prices at artificial, noncompetitive
levels

e “Coercive practices” means harming or threatening to harm, directly or indirectly, persons or their
property to influence their participation in a procurement process, or affect the execution of a
contract

EnCompass will reject a recommendation for award if it determines that the Offeror recommended for
award has, directly or through an agent, engaged in corrupt, fraudulent, collusive, or coercive practices
in competing for the contract in question.

Eligibility and Size Designation

Offerors shall provide evidence to verify that they:

e Have the legal capacity to enter into a subcontract with EnCompass

e Are notinsolvent or bankrupt, and have not had their business activities suspended or been the
subject of legal proceedings for any of the foregoing

e Have fulfilled and are up to date with their tax and legal obligations

The Offeror must have at least 5 years of relevant experience in the services described in Part ll, Scope
of Work.

RFP Clarifications and Amendments

An Offeror may request clarification of the RFP terms in English by e-mail to
mrichardson@encompassworld.com no later than June 21, 2024, at 5 pm EST. EnCompass will respond
in writing by email to all requests for clarification, provided that such requests are received by the date
and time indicated. Should a clarification result in changes to the RFP, EnCompass will issue an
amendment if necessary.

At any time prior to the deadline for submission of proposals, EnCompass may modify the RFP by issuing
an amendment. Any amendment issued shall be part of the RFP and will be communicated in writing by
email to all Offerors. To give prospective Offerors a reasonable period to incorporate the amendment
terms in their proposals, EnCompass may, at its discretion, extend the deadline for the submission of
proposals in writing.
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Cost of Preparation of Proposals

Offerors are responsible for all costs incurred in preparing or responding to this RFP. All materials and
documents submitted in response to this RFP become the property of EnCompass. This RFP does not
obligate EnCompass to compensate for costs associated with the preparation of an Offeror’s proposal.

Language of Proposal

The proposal, as well as all correspondence and documents relating to the proposal the offeror and
EnCompass exchange shall be written in English. Supporting documents that are part of the proposal
shall be in English.

Period of Validity of Proposals

Proposals shall remain valid for a period of 60 days after submission. A proposal valid for a shorter
period shall be rejected as non-responsive. EnCompass may ask Offerors to extend the validity period of
their proposals in writing if necessary.

Late Proposals

EnCompass will not consider any proposal received after the deadline for submission. Any proposal
received after the deadline will be returned to the Offeror with notice of rejection.

Annulment of RFP

EnCompass reserves the right to annul the proposal process and reject all proposals at any time prior to
completion of the procurement process or award, without thereby incurring any liability to Offerors.

Withdrawal, Substitution, and Modification of Proposals

An Offeror may withdraw, substitute, or modify their proposal after the submission by sending a written
notice, duly signed by an authorized representative. Proposals requested to be withdrawn will be
returned unopened to the Offerors.

No proposal may be withdrawn, substituted, or modified in the interval between the deadline for
submission of proposals and expiry of the period of proposal validity.

Confidentiality

Information related to the examination, evaluation, comparison, and post-qualification of proposals,
and recommendation of award shall not be disclosed to Offerors or any other persons not officially
concerned with this RFP process until information on award is communicated to all Offerors.

Any effort by an Offeror to influence EnCompass in the examination, evaluation, comparison, and post-

qualification of an offer or an award decision will result in the rejection of their proposal.
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From the proposal opening to award, Offerors may contact EnCompass on any matter related to the RFP
process in writing.

Award Without Discussions

Awards may be made based on initial proposals and without holding discussions.

Notification of Award

Prior to expiry of the period of proposal validity, the EnCompass shall notify in writing the successful
Offerors that their proposals have been accepted. At the same time, Offerors not receiving awards will
be notified that they will not receive an award.

Preparation of Proposals

Offerors will submit the following documentation:
e Volume 1 - Technical Proposal

e Volume 2 — Price/Business Proposal

Volume 1 - Technical Proposal

The Offeror’s Technical Proposal must contain the following information and documentation to be
considered for award.

1. Cover Letter:
e (Contact person
e Name of organization(s) submitting proposal
e Address of organization
e Organization telephone and fax, mobile numbers
e E-mail of contact person

2. Executive Summary (not to exceed 1 page)

Offers must summarize the Offeror’s overarching approach they will take to providing the services
requested herein. Offeror must briefly describe their organization’s ability to undertake activities, as
well as technical and managerial resources of the organization.

3. Technical Capabilities to services in Scope of Work (not to exceed 5 pages, inclusive of graphs
and tables).
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Offerors must provide a detailed description of their capabilities and expertise that relate to the
Summary of Services listed in Part I. Offeror must describe their technical approach to each of the
services below. If the Offeror specializes in some but not all of these service areas, specify this in the
Technical Capabilities section. Offerors will not be excluded from consideration because they do not
have capacity in every sector and/or service area noted in this RFP.

e Secondary Research/Document Review
e Instrument Development and testing, both qualitative and quantitative
e Training and overseeing data collection teams
e  Complex qualitative and quantitative data collection and analysis efforts
e Managing data collection teams implementing
o Remote or in-person Key Informant Interviews in Ukrainian and/or English, including
preparing detailed interview notes or transcripts
o Remote or in-person Focus Group Discussions, including preparing detailed interview
notes or transcripts
o Surveys
e Data management and security which includes:
o o Experience using mobile data collection platforms
o o Data quality checks
o o Secure transfer of data from enumerators
o o Sound data security protocols
e Developing and Implementing Qualitative Coding Systems using qualitative coding software
such as MaxQDA, Dedoose, etc.
e  Summarizing Findings and drafting reports

4. Management plan (not to exceed 1.5 pages, inclusive of graphs and tables)

The Offeror shall propose a management plan and staffing pattern that includes necessary technical,
administrative and support staff, accompanied by up to 17 Curriculum vitaes (CV) for personnel who
represent the top capabilities of the Offeror for the proposed labor categories in Exhibit 1. Offerors may
propose up to 5 additional labor categories not included in Exhibit 1, with rates and details regarding
required experience, skills, and credentials and corresponding CVs. No more than 17 total CVs will be
reviewed.

The offeror shall:

e Describe the organization’s management structure that will support the subcontracted
activities. Include details on the organization’s management structure in in conducting
complex data collection activities in non-permissive environments, and where required
designing data collection tools, and training of field enumerators.

e Describe the organization’s ability to perform the requested self-identified services in
Ukraine.

e Provide a staffing chart that lists all positions that will support subcontracted activities
and provide detail on:

o highest education degree and field of study
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o years of experience in each of the SOW activity areas described in Part |
o highlight key skills relevant to the SOW activity areas described in Part |
e Inan Attachment to Volume 1, include up to 17 CVs (not to exceed 2 pages each) of
people who will support SOW positions and activities (Exhibit 1) that include the

following:

o Education/degrees
o Positions and experience, along the lines of the SOW activity areas described in Part

| of this RFP.

Exhibit 1: Position Descriptions (requirements)

Task Manager /Coordinator)

Role:

Responsible for overall management of the study from the subcontractor’s
side (planning, implementation, reporting, and oversight).

Quality assurance of the study design, sampling, tools development and
adaptation, field work, control, and analysis stage

The Task Team Manager/coordinator will maintain regular contact with the
UMLS POC, ensure all protocols are followed, and troubleshoot any issues
that may arise.

Experience:

A minimum of 5 years of experience in designing and leading complex
qualitative or quantitative studies for international organizations
Experience in managing large research teams and maintaining productive
communication with international clients

Good understanding of data collection standards and quality assurance
procedures

Experience in managing field work data collection and implementation of
quality assurance procedures

Experience in conducting studies for USAID funded projects/activities
preferred

Good verbal and written English and fluency in Ukrainian

Role:

Manager responsible for one of the components of a mixed-methods study
(i.e. quantitative, qualitative, or secondary data collection)

Development of the plan for implementation of the study component

e Development or review, adaptation and testing of the research tools;
e Coordination of efforts with the data collection manager and data collection
team
e Quality assurance for the data collected
Component manager e Coordination of data analysis (if required)
(Middle level manager)
Experience:
e A minimum of 5 years of experience in managing complex qualitative or
quantitative studies for international organizations
e Experience in managing field work data collection and implementation of
quality assurance procedures
e Experience in conducting studies for USAID funded projects/activities is
preferable
e Intermediate verbal and written English and fluency in Ukrainian
Role:

Research Assistant
(Junior member of management
team)

Support the team lead or component manager in any aspects of the study

Experience:

Request for Proposals No. RFP-24-10020-02

Version 23v2
Page 28



e A minimum of 2 years of experience in supporting complex qualitative or
quantitative studies for international organizations

e Experience in supporting large research team and maintain productive
communication with international clients

e Experience in coordination with field work data collection team
Role:

e Management of the data collection team for the quantitative (online or face-to-
face surveys or CATI, site-visits, observations) or qualitative (Klls, FGDs)
components;

e Responsible for mobilizing enumerators and overall data quality control,
including planning enumerators training, piloting, data entry, data cleaning, and
schedules;

e Responsible for search and recruitment of respondents for Klls or FGDs or
coordinating efforts of recruitment team.

Fieldwork manager(s)
Experience:

e A minimum of 4 years of experience in managing data collection teams of
complex qualitative or quantitative studies for international organizations;

Good understanding of quality assurance requirements for data collection;
Experience in coordinating multiple data collection field teams across multiple
Oblasts concurrently;

e Ability to create a risk management plan for data collection in conflict affected
areas;

e Experience in organizing data collection process in conflict affected areas.
Role:

e Conducting face-to-face or computer assisted telephone interviews (CATI), site-
visits or monitoring visits, observations;

Experience:
Enumerators (interviewers in a e A minimum of 2 years of experience in conducting data collection in quantitative
quantitative study) studies preferably for international organizations;

e Strict adherence to data collection instructions, data collection and personal data
protection standards;

e Experience in using mobile data collection tools such as Kobo Toolbox or
similar;

e  Good command level of both Ukrainian and Russian
Role:

Management of the team responsible for quality control of the field work team;
Organization of the spot checks and cross checks of the data collected in the
course of the filed work;

e Organization of the input control, statistical checks and logical control of the data

Field work quality control
manager

set;

Experience:
A minimum of 3 years’ experience in implementing and managing quality checks
of the survey data;

e Good understanding of quality assurance requirements for quantitative data
collection;

Data processing specialist

Role:

Responsible for programming data collection tools and ensuring that
enumerators are set up to use the platform correctly and have unique access
codes.
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Ensure all equipment is ready for use by monitors, and that monitors have all
backup equipment and batteries/power banks, as needed.

If data are collected in real time, the Specialist will serve as a first-line quality
reviewer, performing nightly checks on all data for accuracy and signs of
falsification.

If data is collected with pen and paper Data collection specialist will be
responsible for data input, and input quality control.

Experience:

A minimum of 3 years experience managing large scale complex datasets and
collection

Demonstrated ability in data management

Experience conducting field work in complex environments

e Verbal and written fluency in English required

Data analyst(s)

Role:

Responsible for the overall analysis of datasets from data collection tools
Responsible for running data analytics as per parameters set by USAID
Aggregate data from multiple sets of raw data

Preparing descriptive and analytical reports based on data collected

Experience:

A minimum of 4 years experience managing large scale complex datasets and
collection

Demonstrated ability in data management and data aggregation

Experience in meeting USAID data quality standards

e Verbal and written fluency in English required

Qualitative Analyst(s)

Role:

Responsible for the overall analysis of qualitative data from FGDs and/or Klls,
desk reviews/analysis;

Responsible for development and implementing coding scheme in coordination
with UMLS;

Preparing analytical reports or presentations based on data collected with
qualitative tools;

Experience:

A minimum of 3 years experience performing qualitative data analysis for
complex international projects

Experience in qualitative data coding, and working in qualitative data analysis
software (i.e. Dedoose, NVivo, etc);

Experience in meeting USAID data quality standards;

Verbal and written fluency in English required

Qualitative interviewer(s) (for
key-informants, in-depth, expert
interviews)

Role:

Responsible for conducting semi-structured, key-informant, in-depth, or expert
interviews;

Preparation of interviewer’s notes/summaries if required;

Experience:

A minimum of 2 years’ experience in qualitative data collection
Excellent active listening, and probing skills;

Experience in qualitative data coding;

Fluency in both Ukrainian and Russian.

Moderator(s) of focus group
discussions

Role:
Responsible for conducting focus group discussions;
Preparation of moderator’s notes/summaries if required;

Experience:
A minimum of 2 years’ experience in moderating focus groups
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o Excellent group facilitation, active listening, and probing skills;
e Experience in qualitative data coding;
e  Fluency in both Ukrainian and Russian.
Role:
e Responsible for transcribing recordings of FGDs or Kils;

Transcriber(s) Experience:

e A minimum of 6-month experience in preparation of verbatim transcripts;

e  Excellent written and oral Ukrainian and Russian.

Other roles/labor categories may be suggested by the contractor based on the scope
OTHER ROLES of work. The contractor can also detail or provide additional specification to the

suggested roles to reflect their organizational structure.

5. Past Performance

Provide a concise summary of the organization’s past and present projects that have a direct
relationship to the statement of work:

e Minimum of 3 and not more than 5 projects with detailed description of project value,
period of performance, principal activities and results, client, and client contact information
for references.

e Provide a description of any publications or reports that demonstrate organization’s special
qualifications and experience that relate directly to Scope of Work. The Past Performance
format is attached (Attachment A).

Volume 2 — Price/Business Proposal

1. Legal Documents

Offerors must submit the following documentation to meet the requirements of the RFP.

Incorporation or business registration
Registration in SAM.gov or proof of the ability to register in SAM.gov
The registration documentation must prove at least 5 years of existence
Certified financial statements of the last three (3) years to demonstrate financial soundness
Completed and signed Representations and Certifications (Attachment B)

e Completed EnCompass Subcontractor/Vendor Questionnaire, Parts 1 and 2 (Attachment C)
Photocopies of these documents must be legible and complete.

2. Proposed Prices

Offerors are to propose:

Burdened Billing Rates for all labor services needed to carry out any activity as described in the Scope of
Work. Prices must be submitted in USD. The Offeror must present a burdened billing rate for each labor
category in Exhibit 1, and for any additional proposed labor category.

The Offeror will provide the following elements:
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A. Burdened Billing Rates for staff and services; the burdened billing rates must be presented
as daily rates.

Definition of Burdened Rates: Rates that include base salary plus any and all indirect costs,
such as fringe, overhead, fees, and any other benefits.

The burdened daily rates will be fixed for the life of the subcontract. Offerors can propose
an escalation to their rates for the second year of the award.

Offerors shall use the format provided below to supply details on their proposed Labor
Categories or positions.

Labor Category Year 1 Daily Rate Year 2 Daily Rate
Task Manager/Coordinator

Component Manager

Research Assistant

Fieldwork Manager

Enumerator

Field Work Quality Control Manager

Data Processing Specialist

Data Analyst

Qualitative Analyst

Qualitative Interviewer

Moderator

Transcriber

(optional additional Labor Categories as proposed by
offeror)

Note: Travel and Other Direct Costs will be negotiated at the work order level.

B. The Offeror must provide at least one item of supporting documentation for their proposed
Burdened Billing Rates. Documentation that will be accepted are:

e Published price list of staff Burdened Billing Rates

e Aredacted contract demonstrating the Burdened Billing Rates the Offeror charges its
clients

o A breakdown of each proposed Burdened Billing Rates that shows base salary and all
costs included in the burdened rate, or indirect costs that are applied to base salary,
such as fringe, overhead, fees, benefits, etc.

e Aredacted contract or audited financial statement of established indirect cost rates
used to create the Burdened Billing Rates

Proposal Submission

Offerors must submit two separate files in the specified format by email to the address identified on the
cover page of this RFP, and by the date and time stipulated.

Request for Proposals No. RFP-24-10020-02
Version 23v2
Page 32



Technical Proposals must not make reference to pricing data so that the technical evaluation can be
made strictly on the basis of technical merit.

e Volume 1 - Technical Proposal —in Word or in PDF format

e Volume 2 - Price/Business Proposal — in Word or PDF format, and Excel if submitting detailed
breakdown of proposed prices (templates will be provided)

PART IV: EVALUATION AND QUALIFICATION
CRITERIA

Criteria

To be acceptable and eligible for evaluation, proposals must be prepared in accordance with Part IlI-
Instructions to Offerors, and meet all the requirements set forth in the other sections of this solicitation.

Determination of a proposal’s responsiveness will be based on the contents of the proposal itself.

A substantially responsive proposal is one that conforms to all the terms, conditions, and specifications
of the RFP without material deviation, reservation, or omission. A material deviation, reservation, or
omission is one that:

e Affects in any substantial way the full presentation of services and experiences
e If rectified, would unfairly affect the competitive position of other Offerors presenting
substantially responsive proposals

Technical, cost, and other factors will be evaluated relative to each other, as described herein.

The technical proposal will be scored by a technical evaluation committee using the criteria shown later
in this section.

The criteria are presented by major category, with relative order of importance, so that Offerors will
know which areas require emphasis in the preparation of proposals.

Offerors should note that these criteria serve: (1) as the standard against which all proposals will be
evaluated, and (2) to identify the significant matters Offerors should address in their proposals.

The Price/Business proposals will be evaluated for a best-value determination based on the offer’s
technical score and favorable price comparison and analysis.

The evaluation procedures are set forth below:

1. [Initial Evaluation
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EnCompass will examine Volumes 1 and 2 to determine the completeness of each, and ensure that
the Offeror is qualified and eligible to receive an award. If any of the required legal documents is
missing, EnCompass, at its discretion, may contact the Offeror and request they provide the missing
legal documentation. Offerors are encouraged to provide justification for any documentation they
are not able to provide in the proposal. EnCompass, at its discretion, will take into consideration any
justification provided so long as it is sound and EnCompass can meet USAID’s procurement
requirements.

2. Technical Evaluation (70 points)

After the Initial Evaluation, EnCompass will review the proposals remaining for consideration to
determine technical acceptability. EnCompass will consider the following evaluation criteria in
determining the acceptability of the technical proposal. To be considered technically acceptable, the
technical proposal must conform to the requirements of the solicitation and get at least 55/70
points.

Technical Approach (25 points) (5 pages):

A clear understanding of the Scope of Work
Extent to which the approach is conceptually appropriate, clear, logical, well-conceived, and
feasible based on the services the Offeror provides along the lines of the SOW described in this
RFP

e Extent to which the approach demonstrates innovative and comprehensive approaches of
services the Offeror will provide along the lines of the SOW described in this RFP

Management Plan and Staffing (20 points) (1.5 pages):

e Extent to which management structure ensures effective management of subcontract activities
leading to quality and timely deliverables with little support from EnCompass team

e Extent to which management structure demonstrates ability to mobilize and oversee research
activities in Ukraine

e Demonstrates the staff have the required qualifications and experience as listed in the position
descriptions in Exhibit 1; capacity to staff positions that are noted as optional will not be
evaluated

Experience and Past Performance (25 points):

Offeror must prove relevant past performance information for the previous 5 years for at least 3
similar projects (and not more than 5) indicating relevant work performed:

EnCompass will check references. The Offeror must include this information in the template
provided as Attachment A.

3. Price/Business Proposal Evaluation

The price evaluation will include:

Request for Proposals No. RFP-24-10020-02
Version 23v2
Page 34



® Analysis of the reasonability of prices proposed
e Comparison of Offeror’s prices proposed and prices for same/similar services needed

Prices deemed advantageous to EnCompass will support a best-value award of highly rated technical
proposals.

Determination of Competitive Range and Award
1. Competitive Range

Competitive Range may be established for the most highly rated proposals with the number of
proposals in the competitive range to be determined.

EnCompass may limit offers in the competitive range to the greatest number that will permit an efficient
competition among the most highly rated offers. EnCompass may exclude an offer if it is so deficient as
to essentially require a new technical proposal. EnCompass may exclude an offer with unreasonable
prices in relation to more competitive offers. EnCompass may exclude an offer requiring extensive
discussions, a complete rewrite, or major revisions, such as to allow an Offeror unfair advantage over
more competitive offers.

EnCompass intends to issue multiple awards resulting from this solicitation to the responsible Offerors
whose proposals represent the best value after evaluation in accordance with the factors in this
solicitation.

2. Award Criteria

Proposals that represent the best value will be eligible for award. Best value will be offers that provide
the greatest overall benefit in response to the requirements: high technical score, and acceptable and
reasonable prices after analysis and comparison.

A technical and price trade-off analysis will be performed to determinate the best value to the program.
EnCompass will not select an offer for award on the basis of a superior technical proposal without
consideration of the prices proposed.

If deemed necessary, the EnCompass will visit the offices of the selected firms to confirm organizational
and accounting capacity as recorded on the EnCompass Subcontractor/Vendor Questionnaire,
Attachment C. The EnCompass team will validate the responses the firm provided on the Questionnaire,
and record any changes to the responses.

The EnCompass team, in consultation with the home office Contracts Representative (and others as
designated), will compare proposed prices and make a determination that the rates are reasonable, or
request a best and final offer on the proposed prices.
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LIST OF ATTACHMENTS

ATTACHMENT A: PAST PERFORMANCE FORM
ATTACHMENT B: REPRESENTATIONS AND CERTIFICATIONS
ATTACHMENT C: ENCOMPASS VENDOR/SUBCONTRACTOR QUESTIONNAIRE

LINKS TO REQUIRED POLICY
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ATTACHMENT A
Past Performance Form

Name of Contracting Client
Contract Type

Contract No.

Period of Performance
Contract value — award amount
Client Contact Name:

Client Contact Telephone No.
Client Contact E-Mail Address

Description of Work/Services

Results (Describe specific results achieved)

Issues (If problems were encountered on this contract, provide explanation on corrective action taken)
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ATTACHMENT B — REPRESENTATIONS AND CERTIFICATIONS

52.204-24 Representation Regarding Certain Telecommunications and Video Surveillance Services
or Equipment (Nov 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has
represented that it "does not provide covered telecommunications equipment or services as a part of its
offered products or services to the Government in the performance of any contract, subcontract, or other
contractual instrument" in paragraph (c)(1) in the provision at 52.204-26, Covered Telecommunications
Equipment or Services—Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror
Representations and Certifications-Commercial Products or Commercial Services. The Offeror shall not
complete the representation in paragraph (d)(2) of this provision if the Offeror has represented that it "does
not use covered telecommunications equipment or services, or any equipment, system, or service that uses
covered telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in
paragraph (v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology, interconnection
arrangements, reasonable inquiry, roaming, and substantial or essential component have the meanings
provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from
procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or
service that uses covered telecommunications equipment or services as a substantial or essential component
of any system, or as critical technology as part of any system. Nothing in the prohibition shall be construed
to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to
the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit
visibility into any user data or packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L.
115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract
or extending or renewing a contract with an entity that uses any equipment, system, or service that uses
covered telecommunications equipment or services as a substantial or essential component of any system, or
as critical technology as part of any system. This prohibition applies to the use of covered telecommunications
equipment or services, regardless of whether that use is in performance of work under a Federal contract.
Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to
the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit
visibility into any user data or packets that such equipment transmits or otherwise handles.
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(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management
(SAM) ( https://www.sam.gov) for entities excluded from receiving federal awards for "covered
telecommunications equipment or services".

(d) Representation. The Offeror represents that—

(1) It o will, o will not provide covered telecommunications equipment or services to the Government in the
performance of any contract, subcontract or other contractual instrument resulting from this solicitation. The
Offeror shall provide the additional disclosure information required at paragraph (e)(1) of this section if the
Offeror responds "will" in paragraph (d)(1) of this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that—

It o does, 0 does not use covered telecommunications equipment or services, or use any equipment, system,
or service that uses covered telecommunications equipment or services. The Offeror shall provide the
additional disclosure information required at paragraph (e)(2) of this section if the Offeror responds "does" in
paragraph (d)(2) of this section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has
responded "will" in the representation in paragraph (d)(1) of this provision, the Offeror shall provide the
following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity
identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a distributor,
if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as
OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services
offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer
part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being provided; and
explanation of the proposed use of covered telecommunications services and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded "does"
in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the following information
as part of the offer:

(i) For covered equipment—

Request for Proposals No. RFP-24-10020-02
Version 23v2
Page 39



(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity
identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as
OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services
offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer
part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation of the proposed
use of covered telecommunications services and any factors relevant to determining if such use would be
permissible under the prohibition in paragraph (b)(2) of this provision.

(End of provision)

52.204-26 Covered Telecommunications Equipment or Services-Representation (Oct 2020)

(a) Definitions. As used in this provision, "covered telecommunications equipment or services" and
"reasonable inquiry" have the meaning provided in the clause 52.204-25, Prohibition on Contracting for
Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management
(SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for "covered
telecommunications equipment or services".

(c) (1) Representation. The Offeror represents that it o does, o does not provide covered telecommunications
equipment or services as a part of its offered products or services to the Government in the performance of
any contract, subcontract, or other contractual instrument.

(2) After conducting a reasonable inquiry for purposes of this representation, the offeror represents that it o
does, 0 does not use covered telecommunications equipment or services, or any equipment, system, or
service that uses covered telecommunications equipment or services.

(End of provision)

52.204-27 Prohibition on a ByteDance Covered Application (June 2023)

Offeror certifies to the following restrictions:

(a) Definitions. As used in this clause—
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Covered application means the social networking service TikTok or any successor application or service
developed or provided by ByteDance Limited or an entity owned by ByteDance Limited.

Information technology, as defined in 40 U.S.C. 11101(6)—

(1) Means any equipment or interconnected system or subsystem of equipment, used in the automatic
acquisition, storage, analysis, evaluation, manipulation, management, movement, control, display, switching,
interchange, transmission, or reception of data or information by the executive agency, if the equipment is
used by the executive agency directly or is used by a contractor under a contract with the executive agency
that requires the use—

(i) Of that equipment; or
(ii) Of that equipment to a significant extent in the performance of a service or the furnishing of a product;

(2) Includes computers, ancillary equipment (including imaging peripherals, input, output, and storage devices
necessary for security and surveillance), peripheral equipment designed to be controlled by the central
processing unit of a computer, software, firmware and similar procedures, services (including support
services), and related resources; but

(3) Does not include any equipment acquired by a Federal contractor incidental to a Federal contract.

(b) Prohibition. Section 102 of Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117-328), the
No TikTok on Government Devices Act, and its implementing guidance under Office of Management and
Budget (OMB) Memorandum M-23-13, dated February 27, 2023, “No TikTok on Government Devices”
Implementation Guidance, collectively prohibit the presence or use of a covered application on executive
agency information technology, including certain equipment used by Federal contractors. The Contractor is
prohibited from having or using a covered application on any information technology owned or managed by
the Government, or on any information technology used or provided by the Contractor under this contract,
including equipment provided by the Contractor’s employees; however, this prohibition does not apply if the
Contracting Officer provides written notification to the Contractor that an exception has been granted in
accordance with OMB Memorandum M-23-13.

(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts, including subcontracts for the acquisition of commercial products or commercial services.

(End of clause)
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ATTACHMENT C: SUBCONTRACTOR/VENDOR QUESTIONNAIRE

ENCOMPASS SUBCONTRACTOR/VENDOR QUESTIONNAIRE

[0 New [a completed W-9 or W-8 must accompany this form]
[J Address Change

SUBCONTRACTOR/VENDOR PROFILE AND CAPABILITIES

Check One:

Unique Entity ID egal Name of entity: Enter legal name 099 Reportable? Yes [ No
SAM) Doing Business As (if applicable):
Do you have: 1 Employer Identification No. (EIN) OR [ Social Security Number
egal Status: [1 Corporate (not tax exempt) 1 International Organization (per 26 CFR 1.6049-4)
check one) [ Corporate (tax exempt) [ Individual/Sole Proprietorship or single-member
[ Partnership LC
1 Other:
ype of Business:  [1 Consultant/SME [ Staffing Company/Contract Labor
1 Service Company 1 Other:
[ International Consultant/SME
lonsultants Only:  fave you had clients over the last 12 months? [ Yes, please list 3 recent clients:
0 Yes [ No

ndividuals/Sole ndividual/Sole Proprietor [0 is[0 isNOTa: [ICURRENT or [JFORMER

troprietor Only mployee of any U.S. Government entity or International Government entity
sovernment f yes, please specify:
mployment: urrent/Former Government Employer: Separation Date (If Former):

Are you able to receive US Dollars (USD) through your bank? | 1Yes [1 No

PAYMENT ADDRESS AGREEMENT ADDRESS [0 SAME AS REMIT ADDRESS
treet Address: treet Address:
lity: tate: ip/Postal Code [ity: tate: ip/Postal Code
lountry: ountry:
Accounts Receivable plephone No: ontract Contact Name: elephone No:
lontact Name:
mail Address: ax No.: mail Address: ax No.:

SUBCONTRACTOR/VENDOR BUSINESS SIZE CERTIFICATION

PRIMARY NAICS CODE FOR CERTIFICATION: enter primary NAICS https://www.sba.gov/size

This code will determine your default classification and is based on the type of work you are most likely to perform for EnCompass. If
you do not know your primary NAICS, go to: http.//www.census.qgov/eos/www/naics/ to determine business size, contact your local
ISBA

[1 Small Business (SB) [1 Service-Disabled Veteran-Owned SB [1 8A Certified Small Disadvantaged
[ Large Business 1 Foreign Owned Business business

1 Woman-Owned SB [1 Small Disadvantaged Business 0 Non-Profit

0 Veteran Owned SB 1 HUBZone SB 1 Other

By signature below, | hereby certify that the business type and designation indicated above is true and accurate as of the
date of execution of this document, and | further understand that under 15 U.S.C. 645(d), any person who misrepresents a
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business’ size status shall (1) be punished by a fine, imprisonment, or both; (2) be subject to administrative remedies; and
(3) be ineligible for participation in programs conducted under the authority of the Small Business Act.

Signature and Title (required) Date

ENCOMPASS VENDOR QUESTIONNAIRE
Section 2

Fill in this form if 2 out of the following 3 are true:
1. The organization has not previously received USG funding (including but not limited to
USAID, Department of State, Department of Defense, etc.)
2. The organization does not have an established Negotiated Indirect Cost Agreement
(NICRA)
3. The organization is registered outside of the United States

If Supplier is owned or controlled by a common parent:

Parent Name Parent EIN

i ?
Approximately how many employees do you currently employ? Full-time Part-time

List all North American Industry Classification System Codes (NAICS) that apply to your company:

http.//www.census.qov/eos/www/naics/. To determine business size, contact your local SBA office
https://www.sba.gov/content/find-local-sba-office;

Financial Information
1. What are the beginning and ending dates of your organization’s fiscal year?
From (month/day): To (month/day):

2. What currency does your organization use to conduct its business
activities?

3. Please provide the following financial information based on your organization’s most recent
completed fiscal year.

Revenues: usD S Local Currency
Expenses: USD S Local Currency
Assets: usb S Local Currency
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Liabilities: USD S Local Currency
Exchange rate: =USD $1.00
4, Have you previously provided services on USAID-funded projects? Yes No

If yes, please list up to three of your most recent projects, including project name, country, total contract
value and if you were the subcontractor or prime contractor:

N

5. Does your organization use indirect cost rates? Yes  No__
If yes, please provide a copy of your indirect cost rate calculation.

6. Do you have a Negotiated Indirect Cost Rate Agreement (NICRA)? Yes ~ No_
If yes, please provide a current copy.
Financial Control and Accounting System

1. How are your transactions recorded?

Manual ledger system — indicate ledgers used:

Computerized system —indicate software used:_

2. Is there a chart of accounts? Yes No

3. Is a double entry accounting system used? Yes No

4, Does your organization have a written accounting policies and procedures manual?
Yes No

If yes, please provide a copy.

5. On what basis are your financial reports issued? Cash: Accrual
6. How often are financial reports prepared:
Monthly Quarterly Annually Not prepared (please explain)
7. Are timesheets used to record employees’ total direct and indirect time charges?
Yes: No
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If yes, please attach a copy of the timesheet template.

8. Does your accounting system segregate direct costs from indirect costs?
Yes No
9. Does your accounting system identify the receipt and expenditure of funds separately for each

grant and/or contract?

Yes No
10. Does the accounting system provide for the recording of grant/contract costs according to
categories of the approved budget?

Yes No _
11. Are you familiar with the cost principles (Federal Acquisition Regulations Part 31.2, OMB
Circular A-21, or A-122 as appropriate) and procedures for the determination and allowance of costs in
connection with federal grants and contracts?

Yes No__
12. Is a separate bank account maintained for grant/contract funds?
Yes No__
13. If a separate account is not maintained, can the grant/contract funds and related expenses be

readily identified?

Yes No__
14. Is your institution's accounting system designed to detect errors in a timely manner?
Yes No
15. Are reconciliations between bank statements and accounting records performed monthly and

reviewed by an appropriate individual?

Yes No

Internal Controls

Internal controls are procedures which ensure that: 1) financial transactions are approved by an authorized
individual and are consistent with U.S. laws, regulations and your institution's policies; 2) assets are maintained
safely and controlled; and 3) accounting records are complete, accurate and maintained on a consistent
basis. Please complete the following questions concerning your institution's internal controls.
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1. Does your institution maintain a record of how much time employees spend on different
projects or activities? If yes, how?

Yes No__
2. Do you maintain inventory records for your institution's equipment? If no, explain.
Yes No__
3. How often do you check actual inventory against inventory records?
4, Are all financial transactions approved by an appropriate official?
Yes No__
5. Is the person(s) responsible for approving transactions familiar with U.S. Federal Cost principles

as described in Federal Acquisition Regulations Part 31.2, OMB Circular A-21, or A-122 as appropriate?

Yes No _
6. Does your institution use a payment voucher system or some other procedure for the
documentation of approval by an appropriate official?

Yes No
7. Does your institution require supporting documentation (such as original receipts) prior to
payment for expenditures?

Yes No
8. Does your institution require that such documentation be maintained over a period of time? If
yes, how long are such records kept?

Yes No
9. Are different individuals within your institution responsible for approving, disbursing, and
accounting of transactions?

Yes No _
10. Are the functions of checking the accuracy of your accounts and the daily recording of
accounting data performed by different individuals?

Yes No

Audit

1. Is your organization audited on an annual basis? Yes No
Request for Proposals No. RFP-24-10020-02
Version 23v2
Page 46



If yes, please attach a copy of the audited financial statements (including a Balance Sheet and Income
Statement) for the last two fiscal years.

If no, has your organization ever been audited?

2. If you do not have a current audit of your financial statements, please provide this office with a
copy of the following financial statements, if available:

A Balance Sheet for the most current and previous year; and
o AnIncome Statement for the most current and previous year;
A Cash Flow Statement for the most current and previous year.

3. Are there any circumstances that would prevent your institution from obtaining an audit?
Yes No

If yes, please provide details:

Signed:
Name:
Title:
Date:
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