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NONEPEOXEHHA: MoTeHuinHi YyacHUKn TeHaepy, siKi oTpuManu uen OOKYMEHT 3 [mKepena
iHLIOrO, HIDK KOoMMaHisa «DAl», MOBUHHI HeramHo 3BEpHYyTUCA Jo
UkraineCCIl_Procurement@dai.com Ta Bka3aTu Ha3By Ta agpecy CBOEl KOMNaHii, Wwob npsamMo Ha
Lo agpecy iM MoxHa Byno HagcunaTtu 3MiHv 4O uboro 3anuty abo iHwi nosigomneHHs. byab-
AKUIA NOTEHUiIHWIA YYacHWK TeHOEpPY, AKMA TakKMM YUHOM He BUSIBUTb CBOIO 3aLlikaBrieHicTb, bepe
Ha cebe MOBHY BIgNOBIAANbHICTE Y pasi HEOTPUMMAHHA MOBIOOMMEHb A0 KiHLEBOro TEepMiHy
nogaHHs npono3uuii. Byab-aki 3MiHM 40 LbOro 3anuTy HaaCcMNaTUMYTUCS €NEKTPOHHO NOLUTOH.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornapg 3anuTy Ha HagaHHA npono3uuii (3anuT)

1. RFP No. REQ-KY1-24-0086

2.Issue date: June 03, 2024

3.Title

Provision of ICS/SCADA Cybersecurity training
service by EC-Council + Certification

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCl_Proposals@dai.com.

5.Deadline for Receipt of Questions

June 07, 2024, Kyiv, 14.00 Ukraine Time to the e-mail
address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
guestions and answers will be posted publically on the
same platform where the RFP is posted.

6.Pre-award call with potential Vendors (in case
any of the vendors express desire)

June 07, 2024, at a time requested by Vendors.

To arrange pre-award call, please contact the

Procurement Team via
UkraineCCI Procurement@dai.com in advance.

7. Deadline for receipt of Proposals

June 12, 2024, 16.00 Kyiv, Ukraine Time to the e-mail
address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL

1. 3amnT Ne REQ-KY1-24-0086

2. lata nananus 3anuty: 03 yepBus 2024 p.

3. Ha3zpa

Bakymiiast  Tpewinrosux mnporpam  ICS/SCADA
Cybersecurity Bix EC-Council + Ceptudikaris

4. EnexTpoHHa agpeca Jjs NOJaHHS MPONO3UIIii

Hp0n03nui'1' MAarTh II0JIaBaTHUCh Ha
UkraineCCI Proposals@dai.com

azpecy:

5. KinueBuii TepMiH OTpUMAHHS 32U TAHD

14.00 3a micuieBUM KHiBCHKUM 4acoM B Ykpaini 07 yepBHs
2024 poky, Ha aapecy: UkraineCCl_Procurement@dai.com

[IuTanHs Ta 3aTUTH HA PO3'ICHEHHS - 1 BIATIOBII Ha HUX
OyIyTh Ha/laHi B TUCHMOBIH (hOpMi ISt BCIX OJIEpP)KyBadiB
3anuTy Ha HaJlaHHS TPOTIO3UIIii, SKi BKa3aIn
3aIiKaBJICHICTh Y BiANOBIII Ha HbOTO. [InTaHH i BimmoBiai
OynyTh mommupeHi, 0e3 inenTudikamii 3anmutyBada (iB), s
BCiX MOTEHIIHHUX Tporo3umiid. KpiM Toro, mutanHs ta
BiNOBi/Il OYAyTh pO3MillleHi myOIiuHO Ha Till ke
mwiatdopmi, e po3MilleHUH 3anuT Ha HaJaHHS ITOTIO3HIIIH.

6. Ilomepenne o00roBopeHHss 3 NOTEeHUIHHUMU
IMocTavanbHUKaMH (32 0a’KaHHAM MOCTAYAIbHUKA)

07 uepBHsa 2024 poky — B 3a3HayecHmii [locTauanbHUKOM
qac.

Jlns oprasizaiiii i y3ro/pkeHHsST TOYHOTO Yacy MonepeIHbol
po3MoBH, 3ailikaBiicHi [locTayalbHUKYA MarOTh 3a31aJIeriah
3B’sI3aTHCS 3 KOMaHJI00 3aKyIiBENb SJIEKTPOHHOIO TOIITO0
- UkraineCClI_Procurement@dai.com

7. KiHueBuii TepMiH OTpUMAaHHS NPONMO3ULIiii

16.00 3a miciieBUM KHiBCHKUM YacoM B YKpaiHi 12 yepBHs
2024 poxky Ha anpecy: UkraineCCl_Proposals@dai.com

3BEPHITh VBAT'Y, 1O AJIPECA EJIEKTPOHOI
[OLIITH JJIA OTPUMAHHSA 3ATIMTAHDb TA AJIPECA

ADDRESS FOR RECEIPT OF PROPOSALS ARE EHEKTPOHOE IIOIITHU JJIA OTPUMAHHA
DIFFERENT ITPOITO3ULIIV BIAPISHAKOTHCA
8. Point of contact 8. Anpeca 115 3anUTiB
UkraineCCI Procurement@dai.com UkraineCCI Procurement@dai.com
9. Anticipated Award Type 9. OuikyBaHuii BUJI KOHTPAKTY
— DAI PAGE ii
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A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the
fixed price amount. Offerors are expected to include all
costs, direct and indirect, into their total proposed
price.

Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors
will not be reimbursed for any costs associated with the
preparation of their bid.

10. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements  for
technical/non-cost factors described in this RFP.

DAl conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Kontpakr i3 ¢ikcoBaHoo miHow — 1e ouikyBaHa
BHHAropoja 3a 3arajlibHy (ikcoBaHy LiHY, 3a HaJaHHS
KOHKPETHHX IIOCIYT, TOBapiB YW pe3yJbTaTiB, fKa HE
KOPHUT'Y€ETHCS, AKIIO (PaKTUIHI BUTPATH BHII a00 HIDKYI 3a
(ikcoBany 1iHy. OUIKy€ThCS, IO YYaCHUKH TEHIEPY
BKJTIOYaTUMYTh yCi IPsIMi Ta HEMIPSAMi BUTPATH A0 3arajibHOi
3ampOINIOHOBAHOI ITiHH.

Hanannus mporo 3amuTy B KOIHOMY pa3i He 3000B’s3ye
komnanito «DAI» ykmamatu nmoroBip Ha 3aKymiBIIO, i
YyacHHKaM TeHIepy HE BIOIIKOJOBYIOTBCS OyIIb-sIKi
BUTPATH, TIOB’5I3aHi 3 MiATOTOBKOIO TPOTO3HIIii.

10. MixcTaBa aJ1s1 yKIaJeHHSA KOHTPAKTY

Pimenns nmpo yknajaHHs KOHTpPakTy OyJe MpuiiMaTHCh Ha
ocHOBI Tporiecy «TexHiYHO MPUHHATHA MPOMO3ULIA 32
HaliHmxk4010 wiHow». KonTpakr Oyae yxmageHO 3
BIJIMOBiaIbHUM Ta NPUHHATHUM YYacHUKOM TEHAEPY,
SIKHM TIOJIaCTh HAWBUTIIHINTY I[iHY, sKa BiAmoBigae abo
MIEPEBUIIY€ TEXHIYHI BAMOTH/ HEI[IHOBI (JaKTOPH, OITHCAHI y
IBOMY 3aruTi.

DAI Bene cBOIO AisUTBHICTH BiAOBITHO MO HAHCYBOPIIINX
€TUYHUX CTaHJapTiB, MO0 3a0e3MeYnTH  YECHICTh
KOHKYPEHLIii, IPUAHATHI WiHU Ta yCIiIIHE HaJaHHS MOCITYT
abo ITOCTaBKy SIKICHUX TOBapiB Ta oOmaaHanHa. DAI He
TEPIUTh KOPYIIi, XabapHHUIITBA, 3MOBH UM KOHQIIIKTY
inTepeciB. [Ipo Oynp-sKi 3amuTH Ha oruiaTy abo MOCIyTH
ciipoOiTHuKiB DAI ciij sskoMora MIBUIIIIE TOBIIOMIISTH
Ha ethics@dai.com abo BiIBimaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oymas-ski crpobu
KOHTpaKTepa 4Yd  CyONiApsIHUKA  3alpOINOHYBAaTH
ciBpoOiTHHKaM DAI 3a0X0ueHHs Ta BIUTMHYTH Ha PillIeHHS
He OyAyTh JONMyCKaTHUCS 1 CTaHyTh IIiJICTABOIO IS
JTMCKBaITi(iKalii, IPUIHUHEHHS Ta MOKJIMBOTO OJIOKYBaHHSI.
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General Instructions to Offeror
3aranbHi iHCTPYKLUil

11. General Instructions to Bidders

11. 3araabHi iHcTpYyKIii

The USAID Cybersecurity for Critical Infrastructure
in Ukraine Activity (USAID Cybersecurity Activity)
is issuing an RFP for the Provision of ICS/ISCADA
Cybersecurity training service by EC-Council +
Certification.

e The exact subscription services are included in
Attachments B and C of this RFP.

o Offerors wishing to respond to this RFP must submit
proposals in English or Ukrainian, preferably in
English, in accordance with the RFP instructions. Each
Bidder is responsible for reading very carefully and
understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
are to be made solely through the Issuing Office and
must be submitted via e-mail no later than the date
specified above. AIll questions received will be
compiled and answered in writing and distributed to all
interested Bidders.

e Issuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible or liable for these costs.

¢ Proposals are due no later than June 12, 2024, 16.00
Kyiv, Ukraine Time, to the e-mail address
UkraineCCIl_Proposals@dai.com.

e Please note that Offerors shall submit complete
proposals in electronic form only.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

¢ The submission to DAI of a proposal in response to this
RFP will constitute an offer and indicates the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. DAI reserves the right not to
evaluate a non-responsive or incomplete proposal.

IMpoexkr USAID "KibepOe3neka KpUTHYHO BaXKJIUBOI
iHppacTpykrypu Ykpainu" (mami — «lIpoext USAID
KibepOesmeka» abo «IIpoext») oromomrye 3amut Mmoo
sakymiBimi  Tpeninroux  mporpam  ICS/SCADA
Cybersecurity Bix EC-Council + Ceprudikarris.

o Texniune 3aBmaHHsA Ta crenu@ikaimis TPEIMETY
3aKyMiBII BKIIOYHO 13 TOCIyTaMy HaBeneHa y JlomaTkax
B Tta C uporo 3anury.

e VUacHHUKHU TCHJEPY, SKi 0a)aroTh BIAMOBICTH HA IeH
3amuT Ha HamaHHS MPOMO3MIIH, MOBHHHI IOJaBaTH
MPOMO3UIIil AHIJHCHKOI 200 YKPaiHCBKOK) MOBOIO
(faxaHo aHIJIIHCHKOIO) BIMOBIIHO /O IHCTPYKIIIi,
BKa3aHUX Yy IIbOMY JOKYMEHTI. YCi OOTOBOpPEHHS MO0
FOTO 3amUTy MAaroTh 3IMCHIOBATHCS BUKIIOYHO Yepe3
odic, 0 BUAAB TOKYMEHT Yepe3 eJICKTPOHHY ajipecy, He
Mi3HIIIE JaTH, 3a3HaueHoi BHINE. BinmmoBimi Ha yci
OTpUMaHi 3amuTaHHA OyIyTh pO3iCiaHi y MHCHMOBIH
¢dopmi yciM 3arikaBIeHUM yJYaCHUKaM TEHAEPY.

e OmpwIOAHEHHS IHOTO 3amuTy Ha  HaJaHHA
MPOTIO3UIII YKOJHUM YWHOM He 3000B'Si3ye KOMITAHIIO

«DAI» ykmamgatu cyOKoHTpakT abo JOroBip Ha
3aKymiBIIIO.  Y4YacHHUKaM  TeHJepy He  OynyTh
BiJIIIKOJIOBYBaTUCST OyAb-fKi BHUTpaTH, TOB'sI3aHi 3

MiJrOTOBKOIO 200 MOAaHHAM iX MPOMO3HIii. 3a KOJHUX
ob6crasuH, kommanis «DAI» He Hece BIAIOBIIATLHOCTI 3a
i BUTPATH.

o [Ipono3umii maroTh OyTH ogani 70 16.00 3a MictieBuM
KHIBCHKUM 4acoM B YkpaiHi 12 uepBusi 2024 poky Ha
aapecy: UkraineCCIl_Proposals@dai.com

e 3BepHITH YyBary, IO TIOBHI MPOIMO3MIIii
MOJABATHUCS JIMIle B €J1eKTPOHHOMY BHIJISIAI.

MaroThb

e [lpono3umii, mojani mi3Hinie, OyayTh BiIXWIEHI, 3a
BUHITKOM BHII3/IKiB HAJ3BHYAHUX OOCTaBUH Ha PO3CY.
kommaHii «DAD».

o lloganns npono3unii komnanii «kDAI» y BignoBines Ha
el 3anuT Ha HaJaHHs MPOIO3HMIIIH Oy/e SIBIATH CO00I0
MPOMO3UINII0 Ta CBIAYUTUME TMPO 3roJay Y4YacHHUKa
TEHZEpy 3 TOJOXEHHSIMH Ta YMOBaMH, SIKI MICTATBCA Y
1IbOMY 3amuTi Ha HaJaHHSI MPOMO3MIINA Ta OYIb-IKHUX
nomarkax g0 Hporo. Kommanis « DAI» 3anumae 3a co00ro
NpaBO HE OILIHIOBATH HEBIANOBiAHY a00 HEMOBHY
MTPOTIO3HIIIFO.

=DAlI
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e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand and state in the
Cover Letter that the offer is valid for 60 calendar days.

o Offerors shall provide a full and comprehensive
budget (Attachment B); Price Schedule and indicate
its date. Offerors should indicate the total and all-
inclusive price for the goods in Ukrainian Hryvnia or
US Dollars.

Offerors shall be made aware that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DADI’s bank exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in the
Price Schedule.

These services are eligible for VAT exemption based on
the USAID Contract Ne72012120C00002 registered with
the Cabinet of Ministers of Ukraine under registration
card Ne4464-22 of May 10, 2024.

e Each Offeror and any of its subsidiaries shall only
submit one quotation.

e VY TeMi MOBIIOMIICHHSI €JICKTPOHHOIO TOIITOI MAalOTh
OyTu 3a3HaycHI HOMEp 3aluTy Ta Ha3Ba.

e Y4yacHUK TeHIEpPYy IOBUHEH MOBHICTIO PO3YMITH i

nigrBepauT B CynposigHomMy JIucTi, o 1iHu 3a3Ha4eHi

B ixHiil mpomo3uliii YuHHI IpoTsaroM 60 KajieHIapHHX
HiB.

e YYacHUKHM TeHIepPy HAJAIOTH MOBHUI i 3MicTOBHMIA
oromker (Jomatox B); Ilpaiic-amcT Ta 3a3HAYAOTH
ioro pary. YYacHUKM TEHICPY TIIOBHHHI BKa3aTH
3arajbHy LiHy B HalliOHAIBHIN BaMIOTIi YKpainu ado
noaapax CIHIA.

YyacHuKM TeHaepy NoBuHI OyTH mpoindopmoBaHi, 1o
yci Turatexi 3AiHCHIOBAaTEMYThCs B MicleBiii BamioTi
3TiTHO 3 3aKOHOJIABCTBOM YKpaiHu. Skmio qorosip Oymae
nignucano B gojiapax CIIA, i paxyHOK-(hakTypy HaJaHO
B nonapax CIIIA, nporpama criiaTuTh NOCTaYaIbHUKY B
MicueBili BamoTi (rpUBHAX) 32 0aAHKIBCBKHUM KYPCOM
oanky IIpoekTy Ha 1eHb mepekas3y.

e llogarok Ha momany Bapricte (II[IB) He mae Oytm
3a3Ha4YeHUH y Mpac-JIUCTi.

i mocmyTy MiANSATa0Th 3BUTBHEHHIO BiJl OTIOAATKYBaHHS
[1/IB BiAmMOBiZHO 1O OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAI» 3 USAID Ne72012120C00002 3apeectpoBaHuM y
Kabineri MinictpiB VYkpainu, peecTpamiiiHa KapTka
Ned464-22 Bin 10 tpaBHs 2024 poky.

e KoxeHn YuacHuk TeHzepy Ta Oyab-iki Horo nouipHi
KOMITaHii, MOKe TTOJIATH JIMIIE OJTHY TPOIO3HIIILO.

12. Questions Regarding the RFP

12. 3anuTaHHs CTOCOBHO 3aMUTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

Koxen YyacHUK TeHAEpY € BiIMOBIAaTBbHUM 3a TyXKe
YBO)XKHE MPOYHUTAHHS IBOTO 3alUTy Ta TIOBHE PO3yMiHHSA
Horo yMoB. Yce CIUIKyBaHHS CTOCOBHO I[LOTO 3amuTy
Ma€ HAJICWIATHCh EJIEKTPOHHOIO TOIITOK0 Ha ajpecy:
UkraineCCI_Procurement@dai.com He Imi3Hille naTH,
3a3HaveHoi Buiie. Bci oTpumani 3anmutaHHS OyIyTh
3i10paHi, 1 BIAMOBIAI Ha HUX OyAyTh HaJiCIaHI
EJIEKTPOHHOIO TIOMITOK YCIM 3aIliKaBJICHUM Y 4YacHUKAM
TeHaepy. byap-sika ycHa iHdopmaliss oTpumaHa Bixg
CHIBpOOITHHUKIB TMPOEKTY YW IHIIOI YCTAHOBH HE Mae
po3rasAaTuCh K OodiliiiHa BignmoBine Ha Oyab-iKe 3
MATaHb IIHOTO 3aIHnTy.

13. Technical Specifications and requirements for
Technical Acceptability

13. Onuc po6iT Ta BUMOTH 10 TeXHIYHOT MPUITHATHOCTI

DAI Global LLC is looking for a qualified and reliable
vendor to procure ICS/SCADA Cybersecurity training
service by EC-Council + Certification (as specified in
Attachments B and C).

Kommaniss DAI Global LLC mykae IlocrayanbHuka
s 3akyniBiai Tpeniarosux mporpam ICS/SCADA
Cybersecurity Bix EC-Council + Ceprudikartis (3riaHo
neTaseii, 3a3Hauennx B Jlomatkax B Ta C).

=DAlI
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To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all the
requirements in this RFP. If the proposal fails to meet one
or more requirements, it will be deemed technically
unacceptable. Proposals deemed technically unacceptable
contain significant weaknesses or deficiencies that cannot
be corrected without a major rewrite or revision of the
original proposal.

The provided price must be all-inclusive of all services.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the Price
Schedule for proposed services included in the
Attachment B. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that are not able to be corrected without a
major rewrite or revision of the original proposal.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or exceed
the essential non-cost related specifications fully (Required
Qualifications, Skills, and Experience):

a) Evidence that the selected vendor and its Training
Center are registered in Ukraine, excluding the
occupied territories.

b) Evidence that the Training Center has authorization
from the EC-Council to conduct certified courses in
Ukraine at least over the last two years, providing a
copy of the Authorization Certificate (Authorized
Training Center (ATC) Certificate) and a letter from
the EC-Council.

c) Evidence that the Instructors have experience in
conducting at least 4 groups for EC-Council
programs, specifically ICS/SCADA courses, over the
last 2 years. Evidence of four successful trainings
(contracts, acts of completed works), including
instructors' resumes, certificates, and participant
feedback, must be provided.

d) Evidence that the Instructors are Ukrainian citizens,
proficient in the Ukrainian language, and able to carry
out the training in Ukrainian language.

[[Io6 mpomo3uIlisi y4YacHWKAa BBaXKaJlacs TEXHIYHO
MPUIHATHOK, BiH TOBUHCH 3a3HAYUTH, SKUM YHHOM
BiH 3a0e3meuyBaTuMe BHKOHAHHS a00 IEepEeBHILEHHS
yCiX TEXHIYHHUX BHMOT 3TiIHO IbOro 3amuty. Ko
MPOMO3MIiS yYacCHUKA HE BIJNIMOBIAaTUME OJHIA YU
Oimpmie  BuMoraMm, 1i  BB@KAaTHUMYTh  TEXHIYHO
HenpuiHATHOW0. [Ipomoszuriii, MmO MICTATh CYTTEBI
HEJI0JIKY Ta OPYIICHHS, SIKi HEMOXJIUBO CKOPUTYBaTH
0e3 icToTHOrO TmepepoOsieHHs abo 3MiHM MMOYaTKOBOI
MIPOTIO3HIII1, BBXKAIOTHCS TEXHIYHO HETIPUUHATHAMH.

Hanana niHa mMae MOBHICTIO MOKPWUBaTH BUTpPaTH Ha
HaJaHHA BCIX MTOCIIYT.

[11(0) 3 MPONO3ULIA
TEXHIYHO NNPUMHSHOIO

BBAXKAJIACS

1. VYwuacHuku nmoBuHHI 3a3Ha4ynTH y JogaTky B
[pafic-mcT TPOTMOHOBAaHHMX CEPBICIB Ta MPOIYKTIB
3rigHo 3amuty. [lpomo3wumii, mo MiCTATh CYTTEBI
HEJIOJTIKH Ta MOPYIICHHS, SIKi HEMOXKIIBO CKOPUTYBATH
0e3 icToTHOrO TIepepoOieHHsT abo 3MiHM MOYaTKOBOI
MPOIO3HUIIii, BBAXKAIOTHCS TEXHIYHO HEMTPUMHATHUMH.

OkpiM BUKOHaHHA BHMOT, 3a3HA4CHHWX BUINIE, Bif
Y4acHUKIB ~ TEHIEPY  BHMAaraeTbCs  IMOBHICTIO
3a7I0BOJILHATH BA)KJIMBUM BHMOTaM, HE IOB’SI3aHUM 3
IiHOYO, AKi 3a3HaYeHi HWK4e, ab0 MepeBHIyBaTH ix
(HeoOximmi kBamidikarii, HABUYIKH Ta JOCBI;

a) Jlokas Toro, mo oOpaHHil MmocTadaabHUK 1 HOro
HaBuanbHuil neHTp 3apeecTpoBaHuil B YKpaiHi, 3a
BUHITKOM OKYIIOBaHHX TEPUTOPIM.

b) JMoxaz Ttoro, mo TpeHIHroBUi IEHTP Ma€
odimiramit mo3eim EC-Council wa mpoBenenus
cepTUdiKOBaHUX KypciB B YKpaiHi, MpHUHAHMHI
MPOTSTOM OCTAaHHIX JBOX POKIB, HaJIaBIIN KOO
CeimonrtBa mpo  apropmzamiro  (CBimonTBo
aBTOpHU30BaHOTO TpeHiHroBoro 1neHtpy (ATC)) Ta
mmct Big EC-Council.

C) [MHoka3z Toro, mo IHCTPYKTOpHM MalTh JOCBI
MPOBENIEHHS MOHAMEHIIe 4 TPYIT 3a IpOorpaMaMu
EC-Council, 3okpema kypcie ICS/SCADA, 3a
octanHi 2 poku. HeoOXigHO HajgaTH JI0Ka3u
MPOBENEHHS] YOTHPHOX YCHIIIHUX TPEHIHTIB
(oroBopu, aKTH BUKOHAHHX POOIT), BKIIOYAIOYH
pesloMe BHKJIAAayiB, cepTU(IKaTH Ta BiATyKH
YYaCHHKIB.

d) Hokaz Toro, mo TpeHepu € TrpomMaaIHAMH
VYkpaiHu, BOJOAIIOTH YKPaiHCBKOIO MOBOIO Ta
BMIIOTh BHKJIQJIaTH YKPaiHCEKOIO MOBOIO.
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e) Instructors must have confirmed practical experience
and skills in cyber security field.

f) Evidence that the proposed instructor/s have
international certificates CEl, CPENT, ICS/SCADA
Cybersecurity from the EC-Council.

g) Instructors have to give copies of their certificates
with signatures.

h) The Offerors must have adequate financial and material
resources to perform the work within the required
delivery schedule, as evidenced by acceptance of DAI
payment terms upon delivery and acceptance by DAI as
stated above.

i) These are VAT-exempted services, and DAI/CCI
expects the offerors to read and understand this
requirement.

j) The Offerors must provide relevant experience in
providing the same or similar services over the last 2
years. Please see Attachment G and provide the
required information.

e) IHCTpYKTOpHM TIOBHHHI MAaTdh IMiATBEpKECHUH

NpakTUYHUI JOCBiA Ta HaBUYKH Yy cdepi
KibepOe3ImeK.
f) IlinTBepkeHHS TOro, IO  3alPOIOHOBAHUIA

[HCTpYKTOP/pM  MaKOTh MIKHAPOAHI CEpTHU(IKATH
CEIL CPENT, ICS/SCADA Cybersecurity Bin EC-
Council.

g) Iucrpykropu mMOBHHHI
cepTtudikatiB 3 MmiIMUCaAMHU.

HAJaTH KoOIli CBOIX

h) Vuacuuk TeHmepy TIOBHHEH MaTH HAJIEKHI
¢iHaHCOBI pecypcH Uil BUKOHAHHA pPoOiT/
HaJaHHA TOCIYT y MeXXax HeoOXimHoro rpadika
NOCTAaBKH, MPO IO CBITYUTH HPUHHATTS YMOB
orary kommanii «DAID» (micis HagaHHS TOCTYT Ta
ix mpuitHsATTS KommaHielo «DAI»), sk 3a3HadeHO
BUIIE.

i) JlocBim HamaHHS TOBapiB i3 3BUIBHEHHSIM Bij
cratu [1/IB (6axano).

j) Hoceim  pobotm y chepi  3abesmedeHHs
BiJIMTOBITHIMHU TOBapaMu/TIOCTyraMi He MeHIe 2
(1BOX) pokiB (HamaiTe 3an0BHEHY QOpMY, HalaHy
y Honarky G: [locBin poboTH).

14. Prohibited Technology

14. 3a6oponeni TexHoJiorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company, or
any subsidiary or affiliate thereof, in compliance with FAR
52.204-25.

Y4acHUKM TOpPriB HE TOBMHHI HajaBaTH OyAb -sKi
TOBapy Ta/ab0 TMOCIHYTH, SKi BHKOPHUCTOBYIOTH
NPOIYKTH TEJIEKOMYHIKAIliii Ta BiJE€OCIIOCTEPEKESHHS
BiJ Takux kommaHii: Huawei Technologies Company,
ZTE  Corporation, Hytera ~ Communications
Corporation, Hangzhou Hikvision Digital Technology
Company, abo Dahua Technology Company, abo Oynp
-sika 1X ¢iis BianosigHo 1o FAR 52.204-25.

15. Determination of Responsibility

15. BusHaveHHs BignmoBigaabHOCTI

DAI will not enter into any agreement with an Offeror prior
to ensuring the Offeror’s responsibility. When assessing an
Offeror’s responsibility, the following factors are taken into
consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.

2. Evidence of a Unique Entity ID for award over $30,000
(explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below).

4. Having adequate financial resources to deliver goods
or the ability to obtain financial resources.

Kommnanis «DAI» He ykiiagaTuMe K0JHUX JJOTOBOPIB 3
Y4acHUKOM TeHAEpYy NepIl HiX HE IMEePEKOHAETHCS Y
Horo BIJIIIOB1JAJIbHOCTI. IIpu OLIIHIOBAHHI
BiJIMIOBIIAJIbHOCTI YdYacHUKA TeHAEpPY OepyThCs 0
yBaru HacTyIHi (pakropu:

1. Hanmanus Komili HEOOXiIHUX JIOKYMEHTIB Ha
3MIMCHEHHS MisIIbHOCTI B YKpaiHi.

2. Hassuicte HOMepy Unique Entity ID anst BaptocTi

koHtpakty Oineire  $30,000 (TIOsICHIOETHCS
HIDKYE).
3. Jlxepeno, TIOXO/KEHHS Ta  FOPUCIUKIIIIHA

MPUHAJISKHICTh TOBApiB Ta MOCIYT HE i3 MEpeTiKy
3aboponennx KpaiH (OSCHeHHS Ha/laHI HUXYE).
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5. Successful experience the firm has with related projects
of similar scope and size.

6. Qualifications and permits to perform related works
under acting legislation.

4. HasBHicTh AOCTaTHIX (HiHAHCOBUX PeCypciB s
BUKOHAHHS MPOEKTY a00 MOKJIMBICTH OTPHUMATH
(hiHAHCOBI pecypcH.

5. HasBHICTH 3aJOBINBHOrO JOCBiLy BHKOHAHHS
poOIT y MUHYIIOMY.

6. HasBuicTp kBamidikauii Ta mpaBa A5l BUKOHAHHS
poOiT 3a BiAMOBITHIM 3aKOHO/IaBCTBOM.

16. Geographic Code

16. I'eorpadiunuii xox

Under the authorized geographic code for its contract, DAI
may only procure goods and services from the following
countries.

Geographic Code 110: Goods and services from the United
States, the independent states of the former Soviet Union,
or a developing country but excluding any country that is a
prohibited source.

Geographic Code 937: Goods and services from the United
States, the Cooperating Country, and developing countries
other than advanced developing countries, but excluding
any country that is a prohibited source.

o DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign Assets
Control (OFAC) as sanctioned countries. The current list of
countries under comprehensive sanctions include: Cuba,
Iran, North Korea, Sudan, and Syria. DAI is prohibited
from facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAI.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source and
Nationality requirements and that the services comply with
the Geographic Code and the exclusions for prohibited
countries.

BiamoBigHo mo3BomeHoro reorpadivHOro KOMy s
yKIagaHHs AoroBopiB  kommadis «DAID»  moxke
3aKYIIOBYBAaTH TOBAapH Ta MOCIYTH JIMIIC i3 HaCTYIIHUX
KpaiH.

l'eorpadiuamii xox 110: Tomapm Ta mocmyru 3i
Crnonydenux raris, HE3aJIEXKHUX JiepKaB
konumrHboro Pagsacekoro Corozy abo kpaiH, IO
PO3BHBAIOTHCS, ajie 332 BUHATKOM 3a00pOHEHHUX KpaiH
MOXOKCHHSI.

I'eorpadiuamii xom 937: Tomapu Ta mocmyru 3i
Crnonyuyenux lllTatiB, kpaiH-apTHEpIiB Ta KpaiH, 10
pPO3BHBAIOTHCS, KpiM  TMEpeloBHX  KpaiH, IO
PO3BUBAIOTHCS, 32 BHHATKOM 3a00pOHEHHX KpaiH
MOXO/PKEHHS.

e Kowmmanis «DAI» 3000B’s3aHa  mepeBipuTH
JOKEpEeJo, IOPUCAWKIIIO Ta MOXOPKEHHS TOBapiB Ta
mocnyr Ta (y MakCUMallbHO MOXIIMBIH — Mipi)
HEePEKOHATHCH, 10 KOJIHI MTOCTYTH HE 3aKyIOBYIOTHCS
i3 3a00pOHEHUX KpaiH, SIKi 3HAXOMSTHCS Y CIHUCKY
VYipaBiliHHS KOHTPOJIFO 32 I1HO3EMHMMHU aKTHBaMHU
(OFAC) sx xpaiHum, Ha $SKi PO3MOBCIOIKYIOTHCS
cankmii. Jlo mOTOYHOrOo CHHMICKY KpaiH, Ha SKi
PO3MOBCIOJKYIOTECS  BCEOCSDKHI  CaHKINi, BXOJIATH
HacTynHi kpainu: Ky6a, Ipan, Ilisaiuna Kopes, Cynan
ta Cupis. Komnanii «DAI» 3a00poHsI€TbCS CHPUSTH
Oyab-siKili yroji TpeThOi CTOPOHH, SIKIIO Taka yrojaa
Oyna 6 3a00poHEHO10, AKIIO O i1 BUKOHYBaJla KOMITAHIsA
«DAI».

e [lomaroun mporo3uIlito y BiAMOBiAh HA 11l 3aruT,
Y4acHUKH TEHJEepY MiATBEPIUKYIOTh, IO BOHH HE
nopyuryroTh BuMor a0 Jixepena ta KOpucaukii, 1 mo
nociayru Biamosinarote ['eorpadiuHomy komy Ta
BUHSTKaM 110710 3a00POHEHUX KpaiH.

17. Unique Entity ID (SAM)

17. YuikanbHuii inenTudikaTop opranizamii
(SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique Entity
ID (SAM) number before signing the agreement.

Bci amepukaHChKi Ta 1HO3eMHI oOprasizamii, ski
OTPUMYIOTh  HpPSMi  CYOKOHTPaKTH/IIOTOBOPH  Ha
3aKymiBi0 Ha cymy B ekBiBaienti 30 000 monapir
CIOA i Bume, NOBHHHI OTpUMAaTd YHIKaJbHHUNA
inentudikarop opranizauii (SAM) no mianucaHHA
YTOJIH.
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For those required to obtain a SAM ID number, you may
see
(Attachment E) or contact the Activity Procurement Team.

Instructions for Obtaining a SAM ID number

s Tux, KoMy mMOTpiOHO OTpUMAaTH YHIKaIbHUHA
inentudikarop opranizamii (SAM), 3BepHITBCS 10
[HCTpYKIiT JUTS OTPUMAaHHSA YHIKaIbHOTO
inenTudikaropy opranizamnii (SAM) (uBucs JlomaTox
E) abo 3BepuiTscs 10 Bigniny 3akymisens [Ipoekry.

18. Compliance with Terms and Conditions

18. 3rona YuacHuka TeHaepy 3 BUMOTaMH

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder
shall comply with all Representations and Certifications of
Compliance listed in Attachment D.

YyacHuK TeHaepy Mae OyTH B Kypci 3arajlbHHX YMOB
U YKJIQJAaHHS KOHTPAKTy 3a pe3yibTaTaMd AaHOTO
3amuty Ha HamgaHHS Tpomnosumii. OOpaHWH y4YacHHK
Mae BiamoBimatu ycim 3asBam Ta lliaTBepmixeHHSIM
PO BiINOBIAHICTE, 3a3Ha4eHuM y Jomatky D.

19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. MosiTuka moOm0 0OPOTHOM 3 KOpyHuUicw Ta
0opoTh0010 3 xabapuuuTrBoM Ta BignmosinaabHoi
3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of quality
goods and equipment. DAI does not tolerate the
following acts of corruption:

Any requests for a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by a DAl employee, Government official,
or their representatives to influence an award or approval
decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to influence
an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business or
personal relationship with a principal or owner of the
Offeror or subcontractor that may appear to unfairly
favor the Offeror or subcontractor. Subcontractors must
also avoid collusion or conflicts of interest in their
procurements from vendors. Any such relationship must
be disclosed immediately to DAI management for
review and appropriate action, including possible
exclusion from award.

These acts of corruption are not tolerated and may result
in serious consequences, including termination of the
award and possible suspension and debarment by the
U.S. Government, excluding the Offeror or

DAI Bene CBOW0 [iSUTBHICTH 32 HAWCYBODILIMMU

€TUYHUMU CTaHJapTaMH, 100 3a0e3MeYUTH YECHICTh

KOHKYpEHIIii, MPUIHATHI I[iHM Ta YCIIIIHEe HaJaHHS

Mocyr abo JOCTaBKY SKICHUX TOBapiB Ta 00JaqHAHHS.

DAI He TepnuTh TAKMX KOPYNUIHHUX Tili:

e DBynp -axi 3anutu Ha oTpuMaHHs xabapa, Bijjadi,
COpUSIHHA 4YM BUIUIATH Yy BUIJLIAI BUILIATH,
rmojapyHka  abo0  choerianpHOi  KOMIIEHCAii
cniBpoOiTHuky DAL,  ypspoBmro  um  ix
NpeACTaBHUKAM BIUIMBAIOTh HA PIlICHHS PO
HaropoJUKEHHS a00 CXBaJICHHS

e byns -saxa mpono3wuiist xabapa, BiKary, CIpUSHHS
YW BUIUIATH Y BHIVISLII IUIATEXKY, HOJapyHKa abo
crerianbHOi  BHHAropogu Bix  odepeHTa Uu
CcyOmiApsaHUKa [ BIUIMBY Ha pIilIEHHS PO
NPUCYJPKEHHST YA CXBaJCHHS.

e Dbyap-sKe IIAXpaliCTBO, Take SK HENPaBUIIbHE
BHUKJIQJ]aHHS a0o0 MpHXOByBaHHS iH(opMaIii Ha
KOpUCTH opepeHTa uu cyOmiApsTHIKA.

e bBynp -axi 3MoBH 200 KOH(]IIKTH 1HTEpECIB, Y IKHX
MpaliBHUK, KOHCYJIBTaHT a0o mpexnctaBHUK DAI
Ma€ JIiIoBi 200 0COOUCTI CTOCYHKH 3 MPHHITUIIATIOM
abo BIacHUKOM odepeHTa YU CyOmiIpsIAHUKA, SKi
MOYTh BUSIBUTHCSI HECIIPABEIJIMBUMH y KOPHCTh
opepenta um cyOmigpagauka. CyOmiapsaHUKA
TaKOX TIOBMHHI YHHKATH 3MOB YU KOHQUIKTY
iHTEepeciB y CBOIX 3aKyHiBISIX Y MOCTadyaIbHUKIB.
Bynp -axi Taki BiZTHOCHMHM MOBHHHI OyTH HeraiiHO
po3kputi kepiBHHNTBY DAI ans meperyisimy Ta
NPUAHATTSA  BIANOBIIHUX 3aXOJiB, BKIIIOYAIOYH
MO>KJIMBE BUKJIIOYCHHS 3 BHHATOPOJIH.

e Ili xopynuiiiHi aii He AOMYCKarOTbCA 1 MOXKYTh
MPU3BECTH 1O CEPHO3HUX HACTIJKIB, BKIIOUYAIOUN
IPUIIMHEHHS  TPU3HAYCHHS  BUHAropoau  Ta
MOJKJIMBE MPHU3YMUHEHHS Ta BimMoBy ypsaay CIIA,
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subcontractor from participating in future U.S.

Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or DAI
staff to:

Toll-free Ethics and Compliance Anonymous Hotline at
(U.S.) +1-503-597-4328

Hotline website — www.DAl.ethicspoint.com, or
E-mail to Ethics@DAIl.com

USAID’s Office of the Inspector General Hotline at
hotline@usaid.gov.

By signing this proposal, the Offeror confirms adherence
to this standard and ensures that no attempts shall be
made to influence DAI or Government staff through
bribes, gratuities, facilitation payments, kickbacks, or
fraud. The Offeror also acknowledges that violation of
this policy may result in termination, repayment of funds
disallowed by the corrupt actions, and possible
suspension and debarment by the U.S. Government.

BUKJIIOYalOUn odepeHTa 4 CyOmimpsaHUKa Bif
yuacTi y Mait0yTHix 6i3Hecax ypsay CILA.
Bynp-sika cripoba un GakTUYHA KOPYIILisl MOBHHHA
Oyt  HeralHO  TOBiZOMJIEHa  O(EPEHTOM,
cyomiapsaauKoM abo criBpodiTHrKaMu DAL
beskomToBHa aHOHIMHA Tapsda JiHIS 3 TUTaHb
eTHKH Ta JOTpUMaHHA BUMOT 3a aapecoto (CILA)
+1-503-597-4328

Beb -calT rapsioi TiHii -
www.DAl.ethicspoint.com, abo HaJiCIaTH
SNIEKTPOHHUH JHCT Ha aapecy Ethics@DAI.com
Odic rapswoi miHii ['eHepanmbHOTO iHCIIEKTOpa
USAID 3a aapecoro hotline@usaid.gov.
[lignucyroun 10 MIPOTIO3HUIIiIO, odepeHT
MiATBEP/KYE JOTPHMAHHS LBOTO CTaHIAPTY Ta
rapaHtye, 10 He OyayThb 3poOJieHi chpoou
BIUIMHYTH Ha DAI abo ypspoBuii mepcoHan 3a
JIOTIOMOTOr0  XabapiB, 4YalOBUX, BHIUIAT 34
CIOpUSAHHS, BIJKAaTy YK MaxpaicTBa. Y4YacHUK
TOPTIB TaKOK BU3HAE, IO MOPYLICHHS i€1 O THKU
MOXK€E MPHU3BECTH [0 MPUIMHEHHS, NOBEPHEHHS
KOIITiB, 3a00pOHEHNX KOPYNIHHUMH [iIMH, Ta
MOYJIMBOTO TIPHU3YIUHEHHS Ta 3a00pOHH ypsiy
CILIA.
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Attachment A: Proposal Cover Letter /
Hopatok A: CynpoBigHun nuct

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KY1-24-0086 dated
June 03, 2024. Our attached proposal is for the total
price of (figure and in
words).

We certify a validity period of 60 (sixty) calendar days
for the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance
of DAI payment terms, which is payment upon
delivery and acceptance of the provided services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:

Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, mo mignucanycs HIKYe, HAaZaeEMO IPOIO3HUIII0 13
3arajbHOI0 I[IHOO

(BKaxiTh miHY HUQpaMu 1 TPOMHCOM), KA IOJAETHCA,
BiZIMOBITHO 710 3anuTy Ha HajauHs nponosuiii REQ-KYI-
24-0086 Bix 03 ueprus 2024 poky.

Mu 3acBimuyemo, mo 1iHu 3a3HadeHi y [lpaiic-nmucri, mo
JOoJa€ThCsl, OilicHi mpoTsaroM mepioxy 60 (wictaecsT)
KaJICHIapHUX JIHIB.

Mu 3acBimuyemMo Hamry ()iHaHCOBY BiANOBIHANBHICTD i
npuiiMaeMo yMOBH orutaTi kommnasii «DAI», siki € oruiaToro
IICIISL TOCTABKYU Ta MPUHHATTS HaJJAHUX TTOCIYT.

Hamma npono3uttist € 000B’SI3K0BOIO [T HAC 3 YpaxyBaHHAM
3MiH B pe3yJbTaTi OyIb-sIKMX OOrOBOPEHb.

Mu posymiemo, mo kommnanis «DAI» He 3000B’s3aHa
npuiimMaty Oyab-sKi MPOIO3HLLii, sIKi BOHa OTPHMYE.
[Mlignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocazia yHoBHOBa)KEHOT 0COOH:

Ha3spa oprauizariii:

Anpeca:

Tenedon:

E-mail:

ITeuaTka KOMMaHii:
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Attachment B: Price Schedule

Hopatok B: MNpanc-nuct

Price Schedule shall be submitted in a PDF, signed and stamped, and, in an Excel soft file.

Ipaiic-muct mae Oyt Hamgicnanuit y Burisal PDF daiiny 3 mimnucamu Ta medaTtkoro, a Takoxk y Excel

JOKYMEHTI
Budget
Detailed budget template narrative
explanation
ltem | Item Description/Specifications Unit Quantity | Unit Price Total Price _Provide brief
2 justification for
Onuc/Cnenudikarii OnuHUIS Kinekicts Ilina 3a of Bceroro each line item
1 Program Staffing
11
2 Equipment and material
2.1
3 Travel, Transportation, Per Diem
3.1
4 Other Direct Costs/Program
Administration and Services
4.1

Benefits/Fee

Other Indirect Costs

GRAND TOTAL IN UAH/USD:

*Above is just a sample budget that offerors must submit in a PDF and an Excel Format (soft)

Payment and Milestone Schedule

Payment Amount
Milestone Milestone Description & Required / Total price
. Due date /
Ne No. / Documentation / Bincorok Bix /
. . .. Jata .
PesyabTar Onuc Ta HeoOXiqHA JOKyMeHTaLis CYMH 3arajibHoI Hina
OIlJIATH
Provision of the complete training course of
Industrial Control System (ICS)/Supervisory
Control and Data Acquisition (SCADA)
Milestone #1 | Cyber Security by EC-Council (International .
. . UAH / rpu.
1 / Pesyabrar Council of E-Commerce Consultant) with 100% 1.0 V\.lorkt'r? g dayts aftter TP
Nel authorized digital training packages that s1gning the contrac
include: - educational literature, - laboratory
work, hosted on the EC-Council CyberQ
platform, - an examination voucher
— DAI PAGE 9
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Attachment C: Scope of Work
Hopatok C: TexHiYHe 3aBOaHHA

BACKGROUND

IHHEPEJIYMOBU

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity (the Activity) is a program funded by
USAID and implemented by DAI. The overall goal of the
Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in Critical Infrastructure (CI) and to transform
Ukraine from a compromised, reactive cybersecurity actor to
a proactive cybersecurity leader. Over five years, the Activity
will increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. To achieve
this goal, the Activity is implementing the following
components:

Component 1: Strengthening the cybersecurity enabling
environment

This component will strengthen the cybersecurity resilience of
Ukraine’s CI sectors by addressing legislative gaps,
promoting good governance, enabling collaboration between
stakeholders, and supporting cybersecurity institutions. This
component will also build the technical capacity of key sectors
through increased access to cybersecurity technology and
equipment.

Component  2:
workforce

This component of the Activity will address workforce gaps
through interventions that develop new cybersecurity talent
and build the capacity of existing talent. These interventions
will address the entire workforce pipeline, the quality of
education received by cybersecurity specialists, and industry
training programs to rapidly upskill Ukraine’s workforce to
respond to immediate cybersecurity vulnerabilities.

Developing Ukraine’s cybersecurity

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute
directly to national security and prosperity. This component
will seek to build trust and collaboration between the public
and private sector to develop innovative solutions for future
cybersecurity challenges; spur investment and growth in the
broader cybersecurity market in Ukraine through greater
access to financing; support smaller cybersecurity companies
to rapidly increase the number of local cybersecurity service
providers; and offer mechanisms for Ukrainian firms to
connect with industry partners to enable better access to
innovations and business opportunities.

IMpoext USAID  «KibepbOe3neka KpPUTHYHO  Ba)KJIMBOI
iHppacTpykTypn Ykpainuw» (mami — IIpoekr) ¢inancyeThCs
USAID ta peamizyerbcss DAI. KinneBa mera Ilpoekty —
PO3BUTOK HalliOHAIBHOT CHCTEMH KibepOe3neKkn Ta 3MEHIIEHHS
KUTbKOCTI BPa3JIUBOCTEH KPUTHIHO BXKIIUBOI IHPPACTPYKTYPH.
[Mpotsirom m’sitn pokiB IIpoekT 3MilHIOBaTHME CTIMKICTH 1
PO3BHUBAaTHME CIIPOMOXKHICTh 3aIT00IraTH, BUSBIIATH i OOPOTHCS
3 kibeparakamu, HaI[ICHUIMH Ha KPUTHYHY 1HOPaCTPyKTypy
(mami — KI) Vkpaian. [Jns mporo Ilpoekt peamizoBye Taki
CKJIaI0BI:

CkaamoBa 1: 3MiIHEHHS CepelOBHINA, CIPUSTIMBOTO IS
KibepOe3neku

Lls cxiamoBa MOCWIUTH CTiMKICTh KibepOesmekn cextopi Kl
VYKkpaiHu LUIIXOM YCYHEHHs 3aKOHOJABYMX  IIPOTajuH,
CHPHSHHS e)EeKTUBHOMY YIPAaBJIiHHIO, 3a0€3IeYeHHS CITiBITpaI
MK 3aliKaBICHHAMH CTOPOHAMH, a TaKOX — MIATPUMKH
IHCTUTYLIH KibepOe3neku. BoHa Takoxk crpusTUMe po30ya0Bi
TEXHIYHOTO TMOTEHIaly TOJOBHUX CEKTOPIiB  3aBISAKH
PO3IIKMPEHHIO TOCTYITYy O TEXHOJIOTiH Ta oOMagHaHHs y chepi
KibepOe3neKu.

CkaagoBa 2: Po3BHUTOK KaJpoBOro MOTEHIiany YKpaiHu B
ranysi kibepOe3nexu

s cxmagoBa IIpoekTy ycyHe KaJapoBi NPOTAIMHH 3a
JIOTIOMOT'OI0 3aXO0/IiB 13 OKPAIIeHHs HABUYOK KBali(hikOBaHUX
KaapiB y raiy3i kibepOesmekd 1 30UIbIIEHHS ITOTEHIALY
HassBHUX (axiBuiB. L{i 3ax01¢ cTOCYBaTUMYThCs BCi€T KaJpoBOT
CHUCTEMH, SKOCTI OCBITH, IO ii OTPUMYIOTH (QaxiBmi 3
KibepOe3nekn, Ta Taly3eBHX HABYAIBHUX IIporpaM Juist
MPUCKOPEHOTO ITiIBUIICHHS KBai(ikamii KaApOBOTO CKIAay B
VYkpaiHi - 3a/uI1 pearyBaHHS HAa IHIMJICHTH Ta 3a0e3NCUeHHS
CTIMKOCTI KPpUTHYHUX THPPACTPYKTYD.

Cxaanosa 3: Po30yaoBa cTiiikoi iHIycTpii KibepOe3nex.

Iamycrpist kibepOe3nmexkm, sKa CTBOPIOETBCA B YKpaiHi,
Oe3mocepelHbO  CIPHUATHME  HAmiOHANbHIM  Oe3memi ¥
€KOHOMIYHOMY PO3BHUTKY. L5 cknamoBa Oyne crpsMoBaHa Ha:
3MIIHCHHS JIOBIPY Ta CHIBOpAIl MiX JEep>KaBHUM 1 IPUBATHUM
CEKTOpaMH JUIsl po3pOo0JIeHHS IHHOBaLliHHUX pillieHb MaiOyTHIX
npobieM KidepOe3neKn; 3a0X0UeHHS iIHBECTHIIIH i 3pOCTaHHS Ha
MUpUIOMY pUHKY KiOepOesneku B VYkpaiHi  3aBISKH
MOKPAIIEHHIO  JOCTYIly JI0 (IHAHCYBaHHS;, IMIATPUMKY
HEBEJMKHUX KOMIaHiN y cdepi kibepOe3neku sl MIBUAKOTO
301IBIICHAS MICIIEBUX MOCTaYaJIbHUKIB MOCIYT KibepOe3nekwy;
a TakoX Ha MPOMOHYBAHHS YKPaiHCBKUM KOMIAHIsM
MEXaHi3MIB 3B’A3Ky 3 Taly3eBHUMH NapTHEpaMH JUIA
3a0e3meueHHs Kpamoro JOCTYIy IO iHHOBAIIH 1 MOYKITHBOCTEH
Jutst Oi3Hecy.

OBJECTIVE

META
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To organize and carry out ICS/SCADA Cybersecurity
training for the Activity's grantee - Institution of higher
education in Kyiv, for establish the ICS (Industrial Control
System) laboratory and introduce a dedicated educational
establishment that specializes in cybersecurity, with a
particular emphasis on utilizing ICS technology as a key point.

OpranizdyBatn Ta 3a0e3lleYMTH TNPOBEJCHHS TPEHIiHTYy
ICS/SCADA Cybersecurity nmst rpantootpuMyBada [Ipoekty
— 3akiany BUMOI ocBiTM B KueBi, ais cTBOpeHHS Ta
BrpoBakeHHs JabopaTtopii ACK (ABTomMaTH3oBaHa cHucTeMa
KepyBaHHS) Ta 3aPOBaDKEHHS CIICITiali30BaHOTO HAaBYAILHOTO
3aKiamy, Mo CHemali3yeThcsl Ha KibepOesmnelli, 3 0COOIuBUM
aKIIeHTOM Ha BUKOpHcTaHHI TexHonorii ACK.

TASKS 3ABJAHHSA
The Activity is seeking a specialized, authorized by EC- | IIpoekr mrykae cnenianizoBanuii, ymosaosaxenuit EC-Council
Council (International Council of E-Commerce Consultant is | (International Council of E-Commerce Consultant -

the world’s largest cyber security technical certification body)
Training Center to organize and carry out an Industrial
Control System (ICS)/Supervisory Control and Data
Acquisition (SCADA) Cyber Security by EC-Council training
program online with the participation of an EC-Council
certified instructor.

The required training will be conducted ten (10) days after
signing the contract or sooner.

HalWOUTPIMMIT y CBITI OpraH TeXHIUYHOI cepTUdikamii 3
KibepOe3nekn) HaBYaJdbHUI ILEHTp JUIs opraHizamii Ta
3a0e3NeueHHs]  MPOBEJCHHS  HaBYaJbHOI  HporpamMu 3
KibepOe3nekn npoMHUcIOBUX cucteM ympaeiinasa (ICS) /
JIUCTIETYEPCHKOro yrpariiHHsa Ta 300py aanux (SCADA) 3a
nporpamoto EC-Council B pexumi OHIAH 3a yd4acTio
ceptudikoBanoro EC-Council iHncTpykTOpa.

Kinnesuit  Tepmin [OYaTKy HABYAaHHSA HE IIOBHHEH
nepepumnyBatd 10 KajdeHmapHUX IHIB 3 JaTH ITiJIUCAHHS
JloroBopy, OmHaK OULIBII paHi CTPOKH IOYATKy TaKOXK
BITAIOTHCS.

Technical requirements

Training Center Requirements:
The Training Center must be registered in Ukraine, excluding
the occupied territories.

The Training Center must have authorization from the EC-
Council to conduct certified courses in Ukraine at least over
the last two years, providing a copy of the Authorization
Certificate (Authorized Training Center (ATC) Certificate)
and a letter from the EC-Council.

Instructors™ Requirements and Experience:

Instructors must have experience in conducting at least 4
groups for EC-Council programs, specifically ICS/ISCADA
courses, over the last 2 years. Evidence of four successful
pieces of training (contracts, acts of completed works),
including instructors' resumes, certificates, and participant
feedback, must be provided.

Instructors must be Ukrainian citizens, proficient in the
Ukrainian language, and teach in Ukrainian.

Instructors must have confirmed practical experience and
skills in cyber security field.

Qualification Requirements for Instructors:

Evidence that the proposed instructor/s have international
certificates CEl, CPENT, ICS/SCADA Cybersecurity from
the EC-Council.

Instructors have to give copies of their certificates with
signatures.

The Training Center of the selected provider has to provide
participants with authorized digital training packages that
include educational literature, laboratory work with a validity
period of 180 days, hosted on EC-Council resources, and an

Bumozu 0o naguanvnozo yenmpy:
HaBuanbHMii IEHTp OBUHEH OyTH 3apeecTpOBaHUN B YKpaiHi,
3a BUHATKOM OKYIIOBaHUX TEPUTOPIH.

TpeHiHroBuid IeHTp MOBHHEH Matu odimiiHuii mo3sin EC-
Council Ha mpoBeneHHst cepTUdiKOBaHUX KypciB B YKpaiHi
MPOTSTOM TPWHAWMHI OCTaHHIX JTBOX POKIB, HAJABIIA KOIIiO
Cesigonrea npo aBropusauito (CBiIOUTBO aBTOPHU30BAHOTO
tpeninrosoro netpy (ATC)) ta muct Big EC-Council.
Bumozu 0o incmpykmopie ma ixuiii 00ceio:

[HCTpYKTOpH MOBMHHI MaTH JOCBIJ IPOBEICHHS IIOHAIMEHIIIE
4 rtpyn 3a mporpamamu EC-Council, 30kpema kypcis
ICS/SCADA, 3a ocranni 2 poku. HeoOXiqHO HajgaTh IOKa3u
MPOBEICHHS YOTHUPHOX YCIIIIHUX TPEHIHTIB (JIOTOBOPH, aKTH
BUKOHAHMX pOOIT), BKIIOYAIOYH pe3lOME  BHKIAJAdYiB,
cepTudikaTH Ta BiITIYKHA YIaCHHUKIB.

Tpenepn moBWHHI OyTH TpoMaasHamMHu YKpaiHH, BOJOIITH
YKpPaTHCHKOIO MOBOIO Ta BUKJIAJATH YKPATHCHKOIO MOBOIO.

[HCTpyKTOpM TIOBMHHI MaTH MIATBEPKCHUH MPaKTUIHUI
JIOCBiJ] Ta HABMYKH Yy cdepi KibepoOesnekn.

Keanigixauinni eumozu 0o mpenepie:
[TinTBepMKEHHS TOro, IO 3anponoHOBaHWN IHCTpyKTOp/H
maroTe MixHaponHi ceprudikaru CEI, CPENT, ICS/SCADA
Cybersecurity Bin EC-Council. IncTpykTopy mOBUHHI HagaTH
Korii cBOiX cepTudikariB 3 MiIMTHCaMH.

TpeninroBuii meHTp OOpaHOTO TpoBaifepa IOBHHEH
3a0e3MeUnTH  y4YacHHKIB  aBTOPH30BAHMNMH  IH(POBUMHU
HaBUAJIbHUMH  TIAK€TaMH, fAKI  BKIIOYAlOTh  HAaBYAIbHY

miTeparypy, nJabopartopHi podotu 3 Tepminom nmii 180 mHiB,
posmimeni Ha pecypcax EC-Council, Ta ex3amenauiiuuii
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examination voucher valid for 1 year from the activation date | Bayuep, mificauit nporarom 1 poky 3 JgaTh akTuBamil
of the training package. HaBYaJIbHOT'O MAKeTy.

@dDopMaT HABYAHHSA - OHJIANH

The training will be conducted online.

I. | Training Amount | Unit
1 | EC-COUNCIL ICS/SCADA CYBERSECURITY + CERTIFICATION for 1 person (6 days) 3pp pp.
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Attachment D: Representations and Certifications of Compliance / lopaTok
D: 3asaBwu Ta lligTBepaxeHHAM npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently
is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

1. denepanbHUil COUCOK BUKITIOYCHUX 0¢i0 — OOpaHuii yYacHUK TEHAEpa
Hapa3si He € BiJICTOPOHCHUM, TUMYACOBO BiJICTOPOHCHHM a00 BH3HAHHM
TaKuM, 10 HE Ma€ MpaBa YKJIaJaTh KOHTPAKT 3 Oyab-IKUM (eaeparbHIM
OpraHoM.

2. IigTeepmxeHns 3apobiTHoi miatu kepiBHunTBa — [lonoxenHs FAR
52.204-10 Bumarae Bix kommanii «DAI» sk reHepaabHOTO IMiAPSIHAKA 38
KoHTpakTaMu (eaepanbHoro ypsaay CILA 3BiTyBaTH mpo piBHI 3apo0iTHOT
IUIATH IT'ATH KEPiBHUKIB CyOmiapsAIHMKA 3 HAUBUIIUM PiBHEM 3apO0iTHOL
wiati B CHCTeMy 3BITHOCTI 3a JOTOBOpaMH CyOIiApsTy BiIIOBIIHO JO
3aKoHy IIpO MiI3BITHICTE 3a (epeparbHUM (hiHAHCYBAHHSIM Ta IIPO30PICTH
(FSRS).

3. Yxka3 Ilpesunenta CIIIA npo 3a6opoHy (iHAHCYBaHHS TEPOPU3MY -
BukonaBuio  HaragyeTtbcs, 1o ykasu Ilpesumenra CIHA Ta
3akoHoaBcTBO CIIIA 3a00pOHSIOTH 3IHCHIOBATH onepallii 3 Gpi3uIHIMHU
ocobamMM Ta OpraHi3amisMH, IOB’SI3aHUMH 3 TEPOPU3MOM, a TaKOX
HaJaBaTd iM pecypcd Ta MATPUMKY. IOpuandHy BigNOBiZanbHICTH 3a
3a0e3neyeHHs] JOTPUMaHHS IUX ykasiB Ilpe3naeHTa Ta 3aKOHOJABCTBA
Hece Bukonasenns/Penumient. PenumnieHTy He NO3BONISETHCS IIPALIOBATH 3
¢iznuHEME oco0aMu Ta OpraHizalisMH, OB’ SI3aHHMH 3 TEPOPH3MOM, a
TaKo)XK HajaBaTH iM pecypcu Ta miarpuMmky. JKomgma nomomora abo
pecypcH He MOXKYTh HaJaBaTUCh (Di3HUHUM a00 IOPHIUYHUM 0Cc00aM, SKi
3HaxX0AThCS Y CIIUCKY TPOMaIsiH OCOOIMBUX KaTeropii Ta 3a00pOHEHUX
ocib, skmii Beme Kasmaueiicteo CIHA (muB. www.SAM.gov), a6o y
Crucky 0COOIMBUX KaTeropii OOH (nuB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).  Ile
MOJIOXKEHHS 000B’I3KOBO BKJIFOYAETHCS JI0 BCIX JIOTOBOPIB CyOmiapsimy /
pillleHs TPO HamaHHs CyOIiApsdy, sKi BUKOHYIOTBCS B paMKax I[bOTO
JIOTOBODY.

4. Topriens moapMU — BUKOHABITIO 3200pOHAETHCS MPOTATOM CTPOKY il
OBOTO KOHTPAKTy 3IMCHIOBATH TOPTIBIIO JIOABMH (K BU3HAYCHO Y
[IpoToxomi moxo 3anobiranHs, MPOTUAIT Ta HOKApaHHS TOPTiBII JIFOABMH,
0COOIMBO XKIHKaMH Ta AiThMU, skuii nornoBHioe Konsenniro OOH momo
MPOTHIII TPaHCHAIIOHATBHOI OPraHi30BaHOI 3JI0YMHHOCTI), OIIadyBaTH
KOMEpIIiifHI CeKcyanbHi TOCIYI'M Ta BUKOPUCTOBYBAaTH IPUMYCOBY
Hparo.

5. IligTBepKEHHS Ta PO3KPUTTS iH(OpMAIli 100 IUIATEXIB 3 METOIO
BILIMBY Ha JiesiKi (e/iepasibHi rocHoaapchKi onepaltii — YYacHUK TeHIepa
MiATBEPKYE, IO TOTPUMYETBHCS 3apa3 Ta AOTPUMYBATHMETHCS ¥ Hamaui
BuMor FAR 52.203-11 «IliaTBepmKkeHHs Ta pO3KpHUTTS iHGOpMaIii 11010
TUIATEXKIB 3 METOIO BIUIMBY Ha AesKi eiepalibHi TOCTIONAPCHKi Omepaii.

6. Opranizamiiauii  KOHQIIKT iHTEpeciB — YYaCHHK TeEHIEPY
MiATBEPIKYE, IO HWOMY HE BiIOMO Tpo Oyab-Ky iH(OpMaIllito, ska
CTOCY€EThCSl iICHYBaHHs Oyb-sKOrO MOTEHIIHHOTO KOHQIIKTY iHTepeciB
opraizarii. Y4acHHK TeHAEPY TaKOX MiATBEPIKYE, 1110 SKIIO HOMY CTaHe
BiZIOMO PO iH(POPMAIIi0, IKa Ma€ BiTHOMICHHS IO MOXKJIMBOCTI iCHYBaHHS
MOTEHIIIHHOTO KOHQIIKTYy, YYacHMK TEHIEpy HEBIIKIAJHO HaJae
kommaHii «DAI» 3BiT, e po3kpuBa€eTbes Taka iHGOpMAIis.

7. 3abopoHa cerperaiii Micllb CIJIbHOTO KOPHCTYBaHHS — Y4YacHHK
TeHJepa MiATBEpPKYe, 0 AOTpuMyeThesi FAR 52.222-21 «3abopona
cerperatii MiCllb CIIIJIBHOTO KOPUCTYBaHHS».

8. PiBHI MOXKJIMBOCTI — YYacHHK TeHAEPY MiATBEPIIKYE, IO HE 3IHCHIOE
JMUCKPUMIHAINIO MTPOTH OYAb-SKOTO TpaliBHUKAa a0 3asiBHHUKA 32 BIKOM,
CTAaTTIO, PEIIri€l0, IHBANIIHICTIO, Pacol0, MEPEKOHAHHSMH, KOJIbOPOM
MIKip# a00 HaIIOHAIBHICTIO.

9. TpynoBe 3aKOHONABCTBO — YYAaCHHK TEHAEPY MiATBEPIKYE, IO
JIOTPUMYETHCS BCiX BUMOT TPYAOBOTO 3aKOHOABCTBA.
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9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. Homoxenns npo ¢enepanpHi 3akymiBmi (FAR) — YyacHuk TeHaepa
MiATBEpKYe, MmO o3HalomieHnid 3 I[lonoxkeHHsM mpo demepaibHi
sakymiBmi (FAR) 1 He mnopymye >OZHOTO MiITBEP/DKCHHS, IO
BHMAaraeThCs 3riJHO 3 BiANOBiAHUMHE HopMamu FAR, y ToMy vwmcii, ane He

OOMEXYIOUHCh MIATBEPKCHHAMH CTOCOBHO JIOOiIOBaHHA, Xabapis,
MOKJTUBOCTI PpiBHOTO MpaleBIaITy BAHHS, KOMITEHCAIIHHOT
IUCKpUMIHAINI, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (eaepaibHi

TOCIOJIAPCHKI orepartii.

11. JloTpyMaHHS BUMOT MpaIliBHUKaMH — Y YaCHUK TCHJICPY TapaHTYeE, IO

BUMaraTuMe BiJl yCiX IpaIiBHUKIB, IOPUIMYHUX Ta (i3WIHHX 0OCi06 —
HaJaBayiB MOCIYT y 3B’A3Ky 3 BHUKOHAaHHSAM JlOrOBOpY Ha 3aKyIliBJIIO
kommaHii « DAI» moTpumMyBaTHCh BUMOT BimoBigHOro JoroBopy.

TlojaroyM NPOIO3HMINI0, YYACHUKH TEHACPY LMM  IOTOKYIOTHCS
MOBHICTIO BUKOHYBAaTH YMOBH Ta MOJIOXKESHHs BHIIE3raJaHOTO Ta BCHOI'O
BiAmoBinHOTO (enepanpHoro 3akononasctBa CIIIA, mo 3a3HadeHe y
bOMY JOKYMEHTi, a TakoX HpH YKJIaJeHHI JOTOBOpY IOBHHHI OyTn
TOTOBI MiMUCATH I1i 3asIBH Ta MiATBEPKCHHS.
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Attachment E: Instructions for Obtaining a Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees
HopaTtok E: IHCTPYKLUIii LWOAO OTPUMAHHA YHiKanbHOro igeHTudikatopy
opraHisauii (SAM) — nocTayanbHUKK, cyoniapsaaHUKKN Ta rPaHTOOTPUMYBavi
KomnaHii «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making it
easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the U.S. Government. The information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3arajabHa iHpopmanin:

Crucamii orsisix noroynux Bumor ypsiny CIIA — ynikanbHuii inenTngikarop ropuaudnoi ocoon (SAM)
[Mounnatoun 3 4 kBiTHA 2022 poKy, MOpPUIUYHI 0COOM, SAKI BeAyTb MISJIBHICTH 13 (efepaTbHUM YPSAAOM,
BUKOPHCTOBYBATHUMYTh YHIKaIbHUN ieHTH}IKaTOp opuandHoi ocodn (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VHikanpHuii imeHTudikatop ropuanunoi ocodbu (SAM) — ne 12-3Haunmit  andaBiTHO-IMOPOBHN KO, SKHUI
KOHTPOJFOETHCSI Ta TIPUCBOIOETHCS YPSIIOM 1 HATISXKUTH YpAay. BiH toomarae ypsity cripoCTUTH MpoIec iIeHTH iKaii
Ta TIepEBiPKU FOPUINIHUX 0Ci0, TONETTITY0YX i POOIISTYH MEHII OOTSHKITUBUM TSI FOPUINYHHUX OCi0 BEJCHHS isUTbHOCTI
3 (heepaIbHUM YPSIIOM.

InenTudikarop HamaeTHCS PUANIHAM 0co0aM IIij] 4ac peecTpanii, abo >k Horo MoxkHa oTpuMaTH Ha caidTi SAM.gov
0e3 peectpaii. [ociayru 3 miaTBep/pkeHHs igeHTUdikaTopa s ypsgy CLIA namae xommanisi Ernst and Young.
[ndopmaris, HeoOXimHA JUIT OTPUMAaHHS YHIKAJIBLHOTO ifleHTH(iKaTOpa ropuandHoi ocodbu (SAM) Ge3 peecrparii, —
MiHIManbHa. [neHTH(dikaTOp mMATBEpAXKYE JIMIIE IOPHIMYHY Ha3By Ta ajpecy Bamioi opraizamii. Lle miaTeepaxeHHs
TOTO, IO Ballla OpraHi3allis € THM, 32 KOro ceOe BUae.

VHikaneHUH i1eHTH}iKaTop puandHoi ocoou (SAM) HamaeTbest 6€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022 and
replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no requirements
for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing in
and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.
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Crucauii orasig koaumuix Bumor ypsiny CIIA — DUNS

VHiBepcanbHa cuctema Hymepauii nanux (DUNS) — e cucrema, po3podieHa i KOHTposiboBaHa KoMmasiero Dun and
Bradstreet, sika mprcBoO€ Cy0’€KTY TOCIIOJAPIOBAHHS YHIKAIBHUN 1eB’ATH 3HAYHUI 1dpoBuii ineHTrdikaTop. Taka
CHUCTEMa € CBITOBHM CTaHJApTOM 1 paHime BHUKOpUCTOBYyBamachk ypsgom CIIA s mpucBOEHHS YHIKaIbHHUX
inenTudikaropis opuIuaHIM ocobam. 4 kBiTHs 2022 poky ypsin CLLIA npuniHUB BUKOPUCTAHHS Ii€1 CHCTEMH 1 3aMiHHB
il Ha yHiKanpHUH imeHTH(]iKaTOop ropuamaHoi ocodm (SAM). Ilicias 4 xBitHa 2022 poxy ¢denmepaidpHHUNA ypsn He
BuMaratume Homep DUNS.

Sxmo ropuanuHy ocodby Oyjio 3apeecTpoBaHO Ha caiiti SAM.gov (3 akTHBHOIO a00 HEAKTHUBHOIO PEECTPALIEIo),
yHIKaIpHHUHA i1eHTH}iIKaTop opuandHoi ocobn (SAM) OyB MPUCBOEHWH 1 NOCTYHMHHNA ISl TMIEPETIISIITY B OOJIIKOBOMY
3amuci oprasizauii Ha caiiTi SAM.gov 11e A0 nepexony, sikuii BinOyBcs 4 kBiTHS 2022 poxy. YHIKanbHUA 11eHTUDIKATOD
topuauaHoi ocoou (SAM) MoKHA 3HAIMTH, YBIWIIOBIIHM 0 CUCTEMH Ha caiiTi SAM.gov 1 BUOPaBIIH BiIKeT « Y IpaBIiHHS
opranizamiero / Entity Management» y cBoeMy po0odoMy TIpOCTOpi ab0 yBIHIIOBIIN IO CUCTEMH 1| BUKOHABIIHN ITOIIIYK
iH(OopMaIIii Ipo PUANIHY 0CO0Y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement but only obtain UE ID.
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Attachment G: Past Performance/ JogaaTok G: [locBig po6oTu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent.
The services performed over the past three years will be considered.

[Ipocumo BKITIOUUTH 3aMOBIIEHHS, SIKI HAWKpAIIIE LTIOCTPYIOTh Balll TOCBi pOOOTH, aKTyaIbHHUNA 7S HOTO 3aInTy,
MMOYMHAIOYH 3 OCTAHHBOTO 3aMOBJICHHsI. bepyThes 10 yBaru mociyru 34iHCHEeHI IPOTIrOM MUHYJIUX TPHOX POKIB.

Ne | Projec | Descriptio | Client name/ Price in Period of Completed Transfer and Type of agreement,
t Title/ n of phone UAH/ works (Start- in time acceptance act subcontract, grant, order
Hasea | Activities/ number, e- Baprticts End Dates)/ (yes/no)/ signed (yes/no)?/ (fixed price, with
poeK Omnue mail/ y TPH. Jlatu mouatky | 3aBepiicHo y Yy mignucano reimbursement of
Ty JisTTEHOCT Hazga i 3aBepuICHHS CTPOK aKTH expenses)/
i KiieHTa/ pobir (Tax/Hi) npuiiMaHHs- Tun yroau, 1oroBopy
HOMED nepenadi pooit? cyOmiapsiay, TpaHTy,
Tenedony, e- (Tax/Hi) JIOTOBOPY Ha 3aKyIiBIIO
mail (3 (iKCOBaHOIO IIIHOKO, 3

BIJIIIIKOTyBaHHSIM BUTPAT)
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Attachment H: Proposal Checklist
OopaTtok H: Yek-nnucTt npono3uuii

Offeror:
Have you?
Submitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in
General Instructions above?
Does your proposal include the following?

Signed Cover Letter (use template in Attachment A)
Price Schedule (submitted in PDF and Excel format)
Past performance (Attachment G)

Other forms/docs as per the RFP technical acceptability criteria
L] Documents use to determine Responsibility (As required in section “Responsibility Determination”):
L] Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).
LJ  Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
L] The source, origin, and nationality of the services are not from a Prohibited Country.
L1 A brief overview of the company, including professional achievements.
LI Confirm that the offeror has enough financial resources to complete the required task.
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