Request for Proposals (RFP) /
3annT Ha HagaHHA npono3uuii (3anuT)

USAID Cybersecurity for Critical Infrastructure (USAID/Cybersecurity)
USAID Kibepbesneka kpumu4Ho saxrnueoi iHgppacmpykmypu (USAID/Kibepbe3srneka)

REQ-KYI-24-0144

Procurement and delivery of equipment and licenses to enhance cybersecurity
and upgrade workstations for Izyum Municipal Industrial Water Supply and
Sewerage Enterprise.

3akynienss ma docmaeka o6nad0HaHHsI ma JiuyeH3il Ons nideUWEeHHs
kibepbesneku ma MoOepHi3auii pob6o4yux Micyb I3FOMCbKO20 KOMYHaslbHO20
8uUpPOb6HUY020 8000MNPOBIOHO-KaHani3ayiliHo20 nionpuemMcmea.

Issued by: DAI Global, LLC
Budaro: DAI Global, LLC

Issue Date: July 17, 2024
Lama: 17 nunHsa 2024 p.

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCI_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXEHHA: MNoTeHuinHi YyacHUKn TeHaepy, siki oTpumanm Luen JOKYMEHT 3 Jykeperna iHLWoro,
Hi>x komnaHis «DAIl», noBuHHI HeranHo 3BepHyTUcs Ao UkraineCCl_Procurement@dai.com Ta Bkaszatu
Ha3BYy Ta agpecy CBOET KOMMaHil, Wob NnpamMo Ha uto agpecy iM MOXHa 6yno HagcunaTtu 3MiHW 4O LbOro
3anuty abo iHWi nosigomMneHHs. byab-akuin NOTEHUIMHUIA YYacHUK TeHAEePY, SKUN TakUM YMHOM He
BUSIBUTb CBOK 3alikaBreHicTb, Gepe Ha cebe MOBHY BiANOBIgANbHICTL Yy pasi HEOTPUMAHHS
NnoBiJOMMEHb OO0 KiHUEBOro TepMiHy nogaHHa npono3uuii. byab-aki 3MiHM 0O uboro 3anuty
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornag 3annTy Ha HagaHHA npono3udii (3anuT)

1. RFP No. REQ-KYI1-24-0144
2.Issue date: July 17, 2024
3.Title

Procurement and delivery of equipment and licenses to
enhance cybersecurity and upgrade workstations for
Izyum Municipal Industrial Water Supply and
Sewerage Enterprise.

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI_Proposals@dai.com.

5.Deadline for Receipt of Questions

July 24, 2024, Kyiv, 14.00 Ukraine Time to the e-mail
address UkraineCCI Procurement@dai.com

Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

July 31, 2024 16.00 Kyiv, Ukraine Time to the e-mail
address UkraineCCI_Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact

UkraineCCI Procurement@dai.com

8. Anticipated Award Type

A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the
fixed price amount. Offerors are expected to include all
direct and indirect costs into their total proposed price.

1. 3anut Ne REQ-KYI-24-0144
2. laTta Hapauus 3anuTy: 17 mumas 2024 p.
3. HazBa

3akymiBjis Ta JOCTaBKa OOJIAJHAHHS Ta JILEH3IH JyIs
T IBUIIEHHS KibepOe3neKy Ta MoJiepHizallii podo4rx Micllb
[31I0MCHKOTO KOMYHAJIBHOTO BHPOOHUYOTO BOIOMPOBIIHO-
KaHaJI3aI[iiHOrO MiANPUEMCTBA.

4. EnexTpoHHa agpeca Juisl NOAAHHS MPOMO3ULii

IIpomozumii MaroThb MOIaBaTUCH
UkraineCCI Proposals@dai.com

Ha azapecy:

5. KinneBuii TepMiH OTPpUMaHHS 3aNIUTAHb

14.00 3a MicuieBUM KWIBCHKHM 4YacoM B YKpaiHi 24 JunHs
2024 poxy, Ha agpecy: UkraineCCI_Procurement@dai.com

ITutanHs Ta 3aMUTH HA PO3'ICHEHHS - 1 BIATIOBII HA HUX
OyayTb Ha/iaHi B MUCHMOBIH (hopMi I BCiX 0Jiep)KyBadiB
3anuTy Ha HaIaHHS MPOTO3UILiT, SIKi BKa3aJIu
3aIiKaBJICHICTh Y BiAMOBII HA HHOTO. [InTaHHS 1 BiOBI I
OyayTh mommpeHi, 6e3 izeHTudikauii 3anurysaya (iB), 11s
BCIX MOTEHIIHHUX mporo3utiii. Kpim Toro, nuranus ta
BiIOBi/I OyyTh pO3MilleHi myOIidaHO Ha TiH ke
wIaThopmi, Jie po3MileHHH 3anuT Ha HaJaHHS
MIPOTO3UIIi .

6. KinneBuii TepMiH OTpUMAaHHS NPONO3ULIiT

16.00 3a mMicuieBUM KWIBCHKHM 4YacoM B Ykpaini 31 jaunus
2024 poky Ha aapecy: UkraineCCI_Proposals@dai.com

3BEPHITh VBAI'Y, IO AJIPECA EJIEKTPOHOI
TIOLITH JULSI OTPUMAHHS 3AIINTAHB TA AJIPECA
EJIJEKTPOHOI  TMOWITH  JUII  OTPUMAHHS
TIPOTTO3UIIIN BIIPI3HSIIOTHCS

7. Anpeca s 3anMTIB

UkraineCCI Procurement@dai.com

8. OuikyBanmii BUJ KOHTPAKTY

Kourpakr i3 ¢ikcoBaHow miHow - 1¢ ouikyBaHa
BUHAropoJa 3a 3arajibHy (iKCOBaHy IIiHy, 3a HaJaHHSI
KOHKPETHHMX IIOCIYyT, TOBapiB YM pE3yJbTaTiB, sKa He
KOPHUTYETHCS, SIKIO (PaKTHIHI BUTPATH BUII a00 HIDKYI 3a
¢dikcoBany 1iHy. OUIKY€TbCS, IO YYACHUKH TEHAEPY
BKIIIOYaTUMYTh YCi IIPsIMi Ta HENPsIMi BUTPATH 10 3arajbHOT
3aIpPOIIOHOBAHOI LIHH.

=DAlI
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Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors
will not be reimbursed for any costs associated with the
preparation of their bid.

9. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion, or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination,
and possible debarment.

Hapannst nporo 3amuTy B KOJHOMY pasi He 3000B’s3y€
komnaHito «DAI» yknamaté [oroBip Ha 3aKymiBiio, 1
VYyacHUKaM TeHAepy He BIIIMIKOAOBYIOTHCS Oyab-sKi
BUTPATH, TTOB’s13aH1 3 MATOTOBKOIO TPOTIO3HUIII.

9. lincTaBa AJ1s yKJIaJAeHHS] KOHTPAKTY

Pimmenns npo ykiagaHHS KOHTPAKTy Oyje NMpHAMAaTHCh Ha
ocHoBi miporiecy «TexHiuHO MPUWHATHA MPOMO3UIs 32
HalfHIOK4010 UiHOK». KoHTpakT Oynme ykimageHo 3
BIANIOBIJAGHAM Ta HPUHHATHIM YYaCHHKOM TEHAEPY,
AKM{A TOJACTh HAMBWTIAHIIIY IIiHY, sIKa BiANoBizae abo
NepeBUIIy€e TEXHIYHI BUMOTH/ HELIHOBI (h)aKTOPH, ONIUCAHI Y
LOMY 3aIuTi.

DAI Bezne cBOIO HisUTbHICTB BiJTIOBITHO JI0 HAHCYBOPIIIUX
CeTUYHHMX  CTaHAapTiB, 100 3a0e3MeYMTH  YECHICTh
KOHKYPEHIIi1, IPUHAHATHI I[IHA Ta yCIiIIHEe HaJaHHs TOCIyT
ab0 /OCTaBKy SIKICHMX TOBapiB Ta oOmagHanHa. DAI ne
TEPIUTh KOpYyMUii, XaOapHUITBA, 3MOBU YU KOH(DIIKTY
inTepeciB. [Ipo Oynp-siki 3amUTH Ha OIUIATy abO MOCIYTH
cniBpoOiTHUKIB DAI ciif sskomora IIBHIIIE MOBIIOMIISTH
Ha ethics@dai.com abo BiABigaBIIN
www.dai.ethicspoint.com. KpimM Ttoro, Oyap-siki crnpodu
KOHTpakTepa YW  CYOHiIpSIHMKA  3alpOIIOHYBaTH
criBpoOiTHHKaM DAI 3a0X04eHHsI Ta BILTHHYTH Ha PillICHHS
He OyJyTh JIOMYCKAaTHUCSA 1 CTaHyTh MiJCTaBOIO JIs
JUCKBaITi(iKallii, IPUIMHEHHS Ta MOXJIMBOTO OJIOKYBaHHSI.
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General Instructions to Offeror
3aranbHi iHCTPYKL,i

11. General Instructions to Bidders

11. 3araabHi iHcTpYKIiT

The USAID Cybersecurity for Critical Infrastructure in
Ukraine (USAID Cybersecurity) is issuing this RFP for
procurement and delivery of equipment and licenses to
enhance cybersecurity and upgrade workstations for
Izyum Municipal Industrial Water Supply and Sewerage
Enterprise.

e For more information on the required goods and
services, please refer to Attachments B and C of this
RFP.

e Offerors wishing to respond to this RFP must submit
proposals in English or Ukrainian, preferably in
English, in accordance with the RFP instructions.
Each Bidder is responsible for reading very carefully
and understanding fully the terms and conditions of
this RFP. All communications regarding this
solicitation are to be made solely through the Issuing
Office and must be submitted via e-mail no later than
the date specified above. All questions received will
be compiled and answered in writing and distributed
to all interested Bidders.

e [ssuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible or liable for these costs.

e Proposals are due no later than July 31, 2024, 16.00
Kyiv, Ukraine Time, submitted to
UkraineCCI Proposals@dai.com.

e Please note that Offerors shall submit complete
proposals in electronic form only.

e Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the

o [IpoekT USAID «KibepOe3neka KpUTHYHO BaXKITUBOI
iHppacTpykTypu B Ykpaini» (maini «USAID
KiGepbOesneka» abo «IIpoext») oromomye 3amuT Ha
3aKyIIBIIIO Ta JOCTaBKY OOJaJHAHHS Ta JILEH3INA JJIs
mijiBUIEHHsT KibepOe3neku Ta MojepHizanii podounx
Micllb  [3IOMCBKOrO  KOMYHAJIbHOTO  BHPOOHUYOTO
BOJIONIPOBITHO-KaHATI3aMIHHOTO i ITPUEMCTBA.

e Jlna oTpuMaHHA [AOHATKOBOI iHQopMamii mpo
HEOoOXiJIHI TOBapH Ta MOCIYTH, OyIb JIACKa, 3BEPHITHCS
qo Jonatkie B ta C nporo 3anuty Ha HagaHHS
MIPOTIO3HIIIH.

e Y4YacHHUKH TeHJIEPY, AKi 0a)Kar0Th BiAMOBICTH Ha LEH
3anmuT Ha HaJaHHA IPOIO3MINH, MOBHHHI MOJABATH
MPOMNO3HIii AHIJIICHKOI0 200 YKPaiHCHKOK MOBOIO
(0axaHoO aHTIJINCHKOI0) BINMOBIAHO A0 IHCTPYKIIH,
BKa3aHUX y [IbOMY JOKYMEHTi. Yci 00roBOpeHHS M0N0
[OT0 3aMUTy MarOTh 3MIHCHIOBATUCS BHUKIIIOYHO Yepes3
odic, 1m0 BUIAB JOKYMEHT Yepe3 EIeKTPOHHY aJipecy,
HE TI3HIile JaTH, 3a3HaveHoi Bumie. Biamosini Ha yci
OTpHMaHi 3anmuTaHHS OyAyTh poO3iciaHi y MUCHMOBIH
(hopmi yciM 3aliKaBICHUM y4aCHUKaM TEHIEPY.

e ONpwIOJHEHHS IOTO 3amuTy Ha HAJIaHHA
MIPOMO3HIIIH JKOJHUM YMHOM HE 3000B's3y€ KOMIAHIIO
«DAI» yxnmamatm cyOkoHTpakt abo JoroBip Ha
3aKyMiBIIO.  Y4YacHMKaM  TeHAepy He  OyayTb
BIJIIIKOJIOBYBaTUCSl Oy/ab-sIkKi BHUTpaTd, TIOB'S3aHi 3
MiJIrOTOBKOIO 200 TIOJJaHHSIM iX MPOTO3UILii. 3a )KOAHUX
obcrasuH, koMmaHisg «DAI» He Hece BIANOBIIAILHOCTI
3a 11l BUTPATH.

e [Iponosunii matote Oyt momani go 16.00 3a
MICIIEBUM KUIBChKMUM 4acoM B Ykpaini 31 mnua 2024
poky Ha aapecy: UkraineCCI_Proposals@dai.com

e 3BepHITh yBary, IO TMOBHI MPOIO3UIII MarOTh
MOJJABATHUCS JIMIIE B eJIeKTPOHHOMY BUIJISIII.

e [Iponoszunii, mogani mi3Hime, OyAyTh BigXWIEHi, 3a
BUHATKOM BHIAJKIB HaI3BUYAMHUX OOCTaBUH Ha
po3cya kommanii «DAIy.

e [loganns mporo3utii kommanii «DAD» y BiAmnoBiap
Ha 1ed 3amuT Ha HaJaHHsA MPONO3ULiA Oyne SBIATH
co0OI0 TPOMO3WINI0 Ta CBIAYUTHME IPO 3TOaY
VYdacHUKa TEHAEPY 3 MOJOXEHHSIMH Ta YMOBAaMH, SKi
MICTSIThCSL Y IbOMY 3aluTi Ha HAJaHHS MPOMO3MIIN Ta

=DAlI
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right not to evaluate a non-responsive or incomplete
proposal.

e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand that their offer
must be valid for 60 calendar days and be stated in the
cover letter.

e Offerors shall complete and submit Attachment B:
Price Schedule and indicate its date. Offerors should
indicate the total and all-inclusive price of the required
goods/services in Ukrainian Hryvnia or US Dollars.

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAD’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in the
Price Schedule.

These services are eligible for VAT exemption based on
the USAID Contract Ne72012120C00002 registered
with the Cabinet of Ministers of Ukraine under
Registration Card Ne4464-22 of May 10, 2024.

e FEach Offeror and any of its subsidiaries shall only
submit one proposal.

Oyab-skux nomatkax g0 Hbhoro. Kommanis «DAI»
3aJMIIae 3a OO0 TPaBO HE OIIHIOBATH HEBIATIOBIAHY
a00 HEMOBHY MPOMO3ULIIIO.

e YV TeMi MOBIIOMJIECHHS €JIEKTPOHHOIO MOIITOK
MaroTh OyTH 3a3HaueHi HoMep 3amnuTy Ta Ha3Ba.

e YYacHUK TEHJAEPY MOBHHEH MOBHICTIO PO3YMITH, IO
IiHM 3a3HaueHi B iXHIH TNpomo3uiii MarTh OyTH
YUHHUMH TpoTsroM 60 KajeHaapHux AHIB i me
MOBHHHO 0yTH BKa3aHO B CYNPOBiTHOMY JIMCTi.

e Y4YacHHKM TeH/epy 3amoBHIOIOTh Ta HAJAKTh
Honartoxk B: Ilpaiic-1ucT Ta 3a3Ha4Yal0Th HOI0 AaTy.
YyacHUKHM TeH/AEpYy TMOBHHHI BKa3aTH 3arajibHy IiHY
oOnasHaHHS Ta CepBIiCiB B HAI[lOHANBHIA BaJIOTI
Yxkpaian ado noaapax CIIIA.

Y4acHUKH TeHIEpY MOBHHI OyTH MpoiH(POPMOBaHi, IO
yci marexi 31iHCHIOBaTUMYThCS B MicueBiii BaiioTi
3TiJIHO 3 3aKOHOJIABCTBOM YKpainu. SIKio g0roBip Oye
miamucano B nonapax CIIIA, i paxyHOK-(QakTypy
Hagano B gonapax CIIA, mnporpama cCIUaTUTh
MocTadaJibHUKY B MicueBiii BajgioTi (rpuBHSIX) 3a
0aHKiBcbKHM Kypcom OaHky IlpoexkTty Ha neHb
nepekasy.

e [lomatox Ha nogany Bapricth (IIAB) He mae OyTtu
3a3HAYCHUI y MPanC-THCTI.

i TIOCITyTH 1 UISraoTh 3B1JILHEHHIO BIJI
onogarkyBanHsi [IJ][B BIiIMOBIAHO /IO OCHOBHOTO
KOHTPAaKTy KOMMaHii «DAD» 3 USAID
Ne72012120C00002  3apeectpoBanum y  Kabineti
Minictpie Ykpainu, peectpauiiiHa xapTka Ned464-22
Big 10 TpaBusa 2024 poky.

e Koxxen YuacHuKk TeHAepy Ta Oynb-sKi HOro modipHi
KOMIIaHii, MOK€ TIOJIaTH JIMIIE OJHY MPOIIO3HUINIO.

12. Questions Regarding the RFP

12. 3anuTaHHA CTOCOBHO 3anuTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCI_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

Koxxen YyacHHMK TeHIEpY € BiINOBiZaIbHUM 3a IyXKe
YBa)KHE IPOYUTAHHS IHOTO 3aIIUTY Ta IIOBHE PO3YMIHHS
Horo ymMoB. Yce CIiJIKyBaHHS CTOCOBHO LIbOTO 3amluTy
Ma€ HaJCHWIATHCh EJIEKTPOHHOIO ITIOIITOI0 Ha ajpecy:
UkraineCCI_Procurement@dai.com He mi3Hilie gaTw,
3a3HaueHoi Bumie. Bci oTpumani 3amuTaHHA OyAyTh
3i0pani, 1 BIANOBIAI HAa HUX OyIAyTh HajiciaaHi
€JIEKTPOHHOIO MOILITOI YCIM 3alliKaBIeHUM Y YaCHUKaM
TeHnepy. bByab-sika ycHa iHdopmailis oTpuMaHa Bif
CHiBPOOITHHUKIB MPOEKTYy YM 1HIIOI YCTAHOBU HE Mae
posrmsigatuck sk odiliifHa BiONOBiIb HAa Oyab-sKe 3
MUTaHb [[HOTO 3aMuTy.
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13. Technical Specifications and requirements for
Technical Acceptability

13. Omnmc pobGiT Ta TeXHiYHOI

NPUIAHATHOCTI

BHUMOIu 10

DAI Global LLC is seeking a qualified vendor to
complete the scope of work under this RFP.

To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in this RFP. If the proposal fails to
meet one or more of the requirements, it will be deemed
technically unacceptable. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that cannot be corrected without a major
rewrite or revision of the original proposal.

The Offerors must ensure the required goods and licences
are provided to the program beneficiaries in Izyum city
(details of the exact address to be provided to the selected
vendor). Prices must include all costs, logistics, and final
delivery to the recipients.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the
requested goods per the specification in Attachment

Kommaniss DAI Global LLC mykae kBamidikoBaHOTO
MoCTadyaJlbHUKa Ui BUKOHAaHHA  o0csary  poOir
BIZITTOBITHO JI0 IIFOTO 3aITUTy Ha HaJaHHS MPOIIO3HITIH.

o6 mpomo3uiisi y4YacHWKa BBaXKANacs TEXHIYHO
MIPUAHSITHOO, BiH MOBUHEH 3a3HAYUTH, SKUM YHHOM BiH
3a0e3neyyBaTHME BUKOHAHHS a00 MEpEBHINEHHS YyCiX
TEXHIYHUX BHMOT 3TiIHO 1hOro 3amuty. Ko
MPOMO3MIIiSl yYyaCHHKA HE BIAMNOBIJATUME OJHIM YuM
Oinpiie  BUMOTraM, ii  BB@XKAaTHMYTh  TEXHIYHO
HenpuitHATHOIO. [lpomo3umii, MmO MICTATh CYTTEBI
HEJIOJIKH Ta MOPYIICHHS, SIKi HEMOXIIBO CKOPUTYBaTH
0e3 ICTOTHOro mepepodaeHHs a00 3MIHU MOYAaTKOBOT
MPOTIO3HIIi1, BBAYKAIOTHCS TEXHIYHO HENPUHHSATHHMHU.

IMocrayanpHUK  TOBMHEH 3a0€3MEYUTH  JTOCTABKY
oOnajHaHHs Ta JineHsii B M. [3toM (Touna aapeca Oyne
HaJlaHa BUKOHABIIO MICIS MiJMUCAHHSI KOHTPAKTY).
Linn MaroTh BKJIIOYATH BCI BUTPATH 1 BKIIIOYATH OYIb-
SIKY JIOTICTHKY Ta KiHIIEBY JIOCTaBKY Ha0yBadam.

OB ITPOITO3UIIS BBAKAJIACSI TEXHIMHO
INPUUHATHOIO

1. YuyacHMKM TOBHMHHI YiTKO 3a3HA4YUTH 1 HAJaTH Y
Joaatky B nepernik NpornoHOBaHUX MPOIYKTIB 3TiJHO

B.
The proposed offer must include all costs, logistics, and
the final delivery to the recipients.

2. The Offerors must confirm in writing that the supply
and delivery period shall be no longer than 60 days from
the contract signing date; however, more rapid delivery
time is welcome.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or
exceed the essential non-cost related specifications fully:

a. The Offeror shall be a duly registered entity in
Ukraine and demonstrate this with valid
documentation for operation in Ukraine.

b. Consent is required in writing to receive payment
for services solely by bank transfer in line with the

terms stipulated in the signed Contract.

c. The Offerors must provide relevant

3aIluTy.

[inu MarOTh BKJIIFOYATH BCi BUTPATH 1 BKItOYATH Oy Ib-
SIKY JIOTICTHKY Ta KiHIIEBY JIOCTaBKY Ha0yBadam.

2. TlocTayanpHUK Ma€ MiATBEPAUTH Y MHCBMOBOMY
BUTJIAMI, 10 KIHIEBHI TEPMiH TOCTaBKU Ta
HalalTyBaHHs He Oyne mepeBuilyBatu 60 Omis 3
Jaty mignucanHs KOHTpakTy, BTIM JIOCTPOKOBI
IMOCTaBKH BITAIOThCA.

OkpiM BUKOHaHHS BHMOT, 3a3HAYE€HUX BHIIE, BiJ
Y4dacHuKIB TEH/EPY BHMAaraeThCst MOBHICTIO
33JI0BOJIEHATH BAaXKIIMBAM BHUMOTaM, HE IIOB’S3aHHM 3
LIHOIO, SIKi 3a3Ha4YeHi HIK4Ye, a00 ePEeBULIYBATH iX:

a) Y4acHUK TeHJEepY MOBUHEH OyTH 3apeecTPOBAHUM
B_YKpaiHi i 1le TOBUHHO OYTH MPOJEMOHCTPOBAHO
JIFOYMMH JOKYMEHTaMH JUTsl poOOTH B YKpaiHi.

b) IucbMoBa 3rofa ydvacHHKAa Ha OIUIATYy MOCIYT
BUKJIFOYHO y 0e3roTiBKoBiii (opmi Ha yMoBax,
nependayeHux B minnucaHomy JloroBopi.
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experience in providing the same or similar
goods/services over the last 3 years. Please see
Attachment F and provide the required
information.

d. The Offerors must have adequate financial and
material resources to perform the work within the
required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery
and acceptance by DAI as stated above. Written
confirmation or a bank statement must be

provided.

e. Availability of official authorizations from
manufacturers is mandatory and must be provided.

f. These are VAT-exempted services, and DAI/CCI
expects the offerors to read and understand this
requirement.

¢) Hocin pobotH y cepi 3a0e3nedeHHs BiANOB THUMHU
TOBapaMu/ToCIyraMu He MeHie 3 (TphOX) pPOKiB
(napaiite 3anoBHeHy (opmy, Hanany y Jomatky F:
HocBin poboTn).

d) YuacHuk TeHAepy MOBHHEH MaTH  HaJIeXHI
(hiHaHCOBI pecypcH I BUKOHAHHS poOiT/ HaaHHS
MOCHIYT Y MeXax HeoOXiJHOTo rpadika MOCTaBKH,
Opo IO CBIAYUTH TNPHUHAHATTA YMOB OIUIATH
kommaHii «DAI» (micias HamaHHS MOCIyr Ta iX
npuiHATTS Kommadielo «DAI»), gk 3a3HadeHo

BHILIE. Heo0xiaHo HAIATH NUCLMOBE
MiATBEPIKEeHHS.

e) HasBhicTh odimiiiHoi aBTOpPHU3ALil Bix

BUPOOHUKIB 000B’s13K0Ba 1 Mae OyTH HaJaHa

f) JlocBin HajgaHHS TOBaPIB i3 3BIILHEHHSM BiJl CIUIATH
I1/IB (6axano).

14. Prohibited Technology

14. 3aboponeni Texnouaorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology
Company, or any subsidiary or affiliate thereof, in
compliance with FAR 52.204-25.

YyacHMKM TOpPriB HE TOBHMHHI HaJuaBaTH OyJb-sIKi
TOBapH Ta/ab0 MOCIYTH, IKi BAKOPUCTOBYIOTH IPOAYKTH
TEJICKOMYHIKaI[ii Ta BiJIEOCTIOCTEPEXKEHHS BiJl TaKUX
kommaHiii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, abo Oynp -ska ix ¢imis
BianoBiaHo 10 FAR 52.204-25.

15. Determination of Responsibility

15. BuzHayeHHs BiqnmoBixaabHOCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.

2. Evidence of a Unique Entity ID (explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below)

4. Proof of adequate financial resources to procure and
deliver the required goods/services or the ability to
obtain financial resources.

5. Relevant experience in similar or the same services
over the past 3 years

Kommnanis «DAID» He ykimagaTuMe KOIHUX AOTOBOPIB 3
Y4yacHUKOM TEHJAEPY MEpIl HDX HE MEPEKOHAETHCS Y
Woro BIJIIOB1JAJIBHOCTI. IIpu OLIIHIOBaHHI
BIJIMOBIIaJIHOCTI Y4YacHUKa TeHAepy OepyThcs 0
yBard HacCTyIHi (haKToOpH:

1. HamanHsa xomiii HEOOXiAHMX JOKYMGHTIB Ha
30iHCHEHHS TisUTBHOCTI B YKpaiHi.

2. Hasgsaicts HOMepy Unique Entity ID (mosicHro€eTbCst
HUXKYE).

3. Jlxkepeno, TOXODKEHHS Ta  FOPHUCIUKINHHA
MIPUHANISKHICTH TOBApIB Ta MOCIYyT HE i3 TMEpemiKy
3aboponenux Kpain (mosicHeHHs HafaHi HIDKYE).

4. HasBHicTb [ocTaTHiX (IHAHCOBUX peCypciB Ui
BUKOHAHHS TMPOEKTYy ab0 MOXJIHMBICTh OTpPHUMATH
(hiHaHCOBI pecypcH.

5. HasiBHICTD 3a70BUIBHOTO JIOCBiy BHKOHAHHS
Mo1i0HUX POOIT MPOTATOM OCTaHIX 3-X POKIB.
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6. Qualifications and permit to perform related works
under acting legislation.

6. HasBuicte kBamidikaiii Ta mpaBa st BUKOHAHHS
poOiT 32 BIAMOBITHIM 3aKOHO/IaBCTBOM.

16. Geographic Code

16. I'eorpadiunnii ko

Under the authorized geographic code for its contract,
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former Soviet
Union, or a developing country but excluding any
country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and developing
countries other than advanced developing countries, but
excluding any country that is a prohibited source.

e DAl must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive sanctions
include: Cuba, Iran, North Korea, Sudan, and Syria. DAI
is prohibited from facilitating any transaction by a third
party if that transaction would be prohibited if performed
by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions for
prohibited countries.

BinmoBigHo mo3BoneHOro reorpadivHOTO KOOy IS
yKiIamaHHs — jgoroBopiB  kommaHis  «DAI»  moxe
3aKyIIOBYBAaTH TOBAapH Ta MOCIYTH JMIIE 13 HACTYIHUX
KpaiH.

leorpadiuamii xom 110: Tomapm Tta mocmyrn 3i
CriosryueHux [raris, HE3AJIEKHUAX JIepKaB
konumHboro Pansucbkoro Coro3y abo kpaiH, 10
PO3BHBAIOThCS, aje 3a BUHATKOM 3a00pPOHEHUX KpaiH
MOXOJPKEHHS.

leorpadiuamii xom 937: Toapm Tta mocmyrn 3i
Crommyuenux IlTartiB, kpaiH-mapTHepiB Ta KpaiH, MO0

pPO3BHUBAIOTHCS,  KpiM  IEpeloBHX  KpaiH, IO
PO3BHUBAIOTECS, 33 BHHATKOM 3a0OpPOHEHUX KpaiH
MOXOJKEHHSL.

o Komnanizs «DAI» 3000B’si3aHa  mepeBipUTH
JOKEPENo, FOPUCIUKINI0 Ta TMOXOPKEHHS TOBapiB Ta
mocayr Ta (y MakCHMajibHO MOXJIMBIH  Mipi)
MEPEKOHATHCH, [0 JKOIHI TOCIYTH He 3aKyIOBYIOTHCS
13 3a00pOHEHHMX KpaiH, SKi 3HAXOASTHCS Y CIIUCKY
VYrpaBimiHHS KOHTPOJIO 3a IHO3EMHHMH aKTHBaMU
(OFAC) sik xpainu, Ha SIKi PO3MOBCIOKYIOTHCS CAHKIII.
Ho MIOTOYHOTO CITUCKY KpaiH, HA  sKi
PO3MOBCIOJUKYIOTCSL  BCEOCSKHI  CaHKIIIi, BXOMSTH
HactymnHi kpainn: Ky0a, Ipan, IliBniuna Kopes, Cynan
ta Cupis. Kommanii «DAI» 3a00poHS€TBCS CHPUSATH
OyIb-SKili yroji TpeThOi CTOPOHH, SIKIIO TaKa yroja
Oyna 0 3a00pOHEHOI0, SKIIO O ii BUKOHYBasa KOMIaHist
«DAI».

e [lomaroum mpoIO3UIIiI0 Yy BiANOBIAs HA IIei 3amnwuT,
VYYacHUKH TEHAEPY WiATBEpIPKYIOTh, IO BOHH HE
nopyuryroTh BuMor Ao Jxepena ta FOpucaukmii, i mo
nociayru BiamosimaroTh ['eorpadiunomy komy Ta
BUHSTKaM II10J10 3200pOHEHHX KpaiH.

17. Unique Entity ID (SAM)

17. YuikanbHuii inenTugikatop opranizanii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number before signing the agreement.

For those required to obtain a SAM ID number, you may
see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHChKI Ta 1HO3€MHI Oprasizamii, sKi
OTPUMYIOTH  IpsAMi  CyOKOHTPAaKTH/IOTOBOPH  Ha
3aKymiBIo Ha cyMy B ekBiBasieHTi 30 000 nonapis CLLIA
1 BUIIE, MOBUHHI OTpUMAaTH yHIKATBHAN 1IeHTH(IKATOD
oprauizariii (SAM) 1o miinKCaHHs YTOJH.

Jng TuxX, KoMy NOTpiOHO OTpPUMAaTH YHIKaJIbHHMA
inenTudikarop opranizauii (SAM), 3BepHITBCA 10
[HCcTpyKIIIT TUTSL OTPUMAaHHS VHIKaJIBHOTO
inerTugikaropy opranizamii (SAM) (Jusuce JJomatok
E) a6o 3BepHiThes o Binminy 3akymiens [Ipoekty.

18. Compliance with Terms and Conditions

18. 3rona YyacHuka TeHepy 3 BUMOraMHu

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder

VYdyacHUK TeHJepy Mae OyTH B Kypci 3aralbHUX YMOB
JUIL YKJIQIaHHS KOHTPAKTy 3a pe3yJbTaTaMH JaHOTO
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shall comply with all Representations and Certifications
of Compliance listed in Attachment D.

3anuTy Ha HaJaHHs npono3ulii. OOpaHuil yuacHHK Mae
BimmoBijatu ycim 3asBam Ta IliATBEpmKEHHSIM IpO
BIJIMOBI/IHICTS, 3a3HaueHuM y Jlogatky D.

19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. Ioaituka moao0 00poTHOM 3 KOpPyHIliEl0 Ta
OopoTb000 3 xabapHuUTBOM Ta BinmoBimaabHoi
3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
the following acts of corruption:

Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business
or personal relationship with a principal or owner of
the Offeror or subcontractor that may appear to
unfairly favor the Offeror or subcontractor.
Subcontractors must also avoid collusion or conflicts
of interest in their procurements from vendors. Any
such relationship must be disclosed immediately to
DAI management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including termination
of the award and possible suspension and debarment
by the U.S. Government, excluding the Offeror or
subcontractor from participating in future U.S.
Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or
DAL staff to:

Toll-free Ethics and Compliance Anonymous Hotline
at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

DAI Bene CBOW JiSUIBHICTH 33 HAWCYBOPIIIMMU

€TUYHUMH CTaHJapTaMu, 1100 3a0e3[eYUTH YECHICTh

KOHKYPEHLil, IPUIHATHI LiHK Ta YCHIIIHE HaJaHHS

MoCIyr abo JOCTaBKY SKICHUX TOBapiB Ta OOJIaJHAHHS.

DAI He TepnuTh TAKMX KOPYNIiHHAX Aili:

e Bynp -ski 3anuTH Ha OTpUMaHHs xabapa, Bimjaui,
COpUSHHA YW BWIUIATH Y BUTJISAI  BUILIATH,
nogapyHkKa abo cremianbHOl KOMIEHcaIlii
cmiBpoOiTHUKY — DAI, YPSTOBITIO qu ix
MpeJCTaBHUKAM BIUIMBAIOTh HA PIMIEHHSA MpO
HaropoUKEeHHs ab0 CXBaJIEHHS

o Bynp -sxa npono3uist xabapa, BiAKaty, CIpUsSHHS YU
BUIUIATM Yy BUIVILAI IUJIaTeXy, HOAapyHKa abo
crierianbHOi  BUHAropoad Big  odepeHTa UM
cyOmiapsIHUKa Ui BIUIMBY Ha pIMIEHHS TIpO
MIPUCYDKEHHS UM CXBAJICHHS.

e Bynp-ske 1maxpalicTBO, Take SK HENpaBUIbHE
BUKJaJaHHd a00 mNpuxoByBaHHs iH(opMmarlii Ha
KOPHUCTB O(epeHTa U CyOIiaps THIKA.

e bynp -ski 3MoBH a00 KOH(IIIKTH iHTEPECIB, y SKUX
TIpaliBHHUK, KOHCYJIFTAHT a0o mpenctaBHUK DAI mae
JIiTIOBi 200 0COOMCTI CTOCYHKH 3 MPUHIMIIAIOM abo
BIAaCHUKOM odepeHTa uM CyOmigpsaHMKa, SIKi
MOXYTh BHSBHUTHCS HECHPABEIJIMBIMH Y KOPHUCTH
odpeperta um cyOmigpsaauka. CyOmiapsaHUKA
TaKO)X TIOBHHHI YHHKAaTH 3MOB YH KOHQIIKTY
iHTEepeciB y CBOiX 3aKyMiBISAX Yy IMOCTadabHUKIB.
Bynp -ski Taki BIZHOCHMHM TIOBHWHHI OyTH HEraiHO
po3kputi kepiBHUUTBY DAI s mepermsany Ta
MPUMHATTS  BIANOBIAHUX  3aXO[iB, BKIIOYAIOYU
MOJKJIMBE BUKJIFOUCHHS 3 BHHATOPOIH.

o [li xopynuiliHi Aaii HE IOMYCKAIOTBCS 1 MOXKYTh
NPU3BECTH IO CEPHO3HMX HACIIJKIB, BKIIOYAIOUH
MIPUITUHEHHS MPU3HAYSHHS! BUHATOPOAX Ta MOXJIUBE
npu3ynuHeHHs Ta  BimMoBy  ypsamy — CHIA,
BUKJIIOUAlOYd odepeHTa um CyOmiIpsaHHKa BifJ
y4acTi y MailOyTHIX Oi3Hecax ypsay CIIIA.

e bynp-ska cnpoba g (pakTUIHA KOPYILis MOBHHHA
Oyt HeramHo MOBiTOMJICHA oepenTom,
cyOmiapsiHuKoM abo criBpoOiTHukamu DAL

e be3konIToBHa aHOHIMHA TapsTda JIiHis 3 TUTaHb ETHKU
Ta AoTpuMaHHs BUMOT 3a aapecoro (CIHA) +1-503-
597-4328

e Be0 -caiiT rapsyoi niHii - www.DAIethicspoint.com,
a00 HaaicIaTH EICKTPOHHUW JIMCT Ha ajpecy
Ethics@DAI.com
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e USAID’s Office of the Inspector General Hotline at

hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no attempts
shall be made to influence DAI or Government staff
through bribes, gratuities, facilitation payments,
kickbacks, or fraud. The Offeror also acknowledges
that violation of this policy may result in termination,
repayment of funds disallowed by the corrupt actions,
and possible suspension and debarment by the U.S.
Government.

e Odic rapsuoi minii ['eHepanmbHOrO iHCIIEKTOpA
USAID 3a anpecoro hotline@usaid.gov.
[Tigmicyroun 110 MIPOTIO3HIII O, odepeHt

MiATBEPIUKYE JOTPUMAaHHA IbOr0 CTAaHAApTy Ta
rapaHrye, oo He Oy1yTh 3po0JIieHi crpoOu BILTMHYTH
Ha DAI abo ypsmoBuii mepcoHan 3a JOIOMOTOI0
xa0apiB, 4aiilOBHUX, BUIIAT 3a CIPUSHHS, BiAKATy 4n
maxpaicTBa. Y4YacHHUK TOPTiB TaKOXX BH3HAE, WLIO
MOPYUIEHHS L€l MOJMITHUKM MOXE HPU3BECTH J0
NPUIMHEHHS, TMOBEPHEHHS KOIUTIB, 3a00pOHEHHX
KOPYNUIHHUMH JisIMH, Ta MOXKIIMBOT'O IPU3YITUHEHHS
Ta 3a0oponu ypsay CIIA.
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Attachment A: Proposal Cover Letter /
HDopatok A: CynpoBigHuUu nucTt

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KYI-24-0144 dated July
17, 2024. Our attached proposal is for the total price of
(figure and in words).

We certify a validity period of Sixty (60) calendar days
for the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance of
DAI payment terms, which is payment upon delivery and
acceptance of the provided services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 mignUcaTUCs HIXKYe, HAAEMO MPOMO3HUIIIO 13
3arajibHOI0  I[1HOIO (BKaXITh
LiHY IU(PPaMU 1 TPOMKUCOM), KA JOAAETHCS, BIIIOBITHO
no 3anuty Ha HamaHHs nporo3uiii REQ-KYI-24-0144
Big 17 mumust 2024 poky.

Mu 3acBimuyemo, 1o 1inu 3a3HaueHi y [Ipaiic-nucri, 1o
JIOJTAETHCsSI, TiiicHI mpoTsaroM mepioxy 60 (mmictaecsr)
KaJeHIApHUX THIB.

Mu 3acBimuyemo Hamy (HiHAHCOBY BIiIOBINANBHICTD i
npuiiMaeMo yMoBH oIuiatH kKommaHii «DAI», sxi e
OIJIATO0 TiCHs JOCTaBKM Ta MPUUAHATTA HAJaHUX
MOCIIYT.

Hama mnponosuiiss € o000B’S3KOBOIO Aisi Hac 3
ypaxyBaHHAM 3MiH B  pe3ynpTatri  Oymb-sKHX
00TrOBOpEHB.

Mu posymiemo, mo kommnanis «DAI» He 3000B’s13aHa
npuiiMati OyIb-AKi MPOTO3UILi{, IKi BOHA OTPUMYE.

[Tignuc ynoBHOBaXkeHOI 0COOU:

IM’s1 Ta mOCaza ynoBHOBaXXeHOT 0coOu:
Hassa opranizauii:

Anpeca:

Tenedon:

E-mail:

TTeuaTka xoMIaHii:
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Attachment B: Price Schedule (separate document)
Hopatok B: Npanc-nuct (separate document)

The offerors are required to submit two copies of the price list:
1) PDF signed and stamped &
2) Excel soft copy

YyacHUKH TeHIepy MOBUHHI HAJAAaTH JIB1 KO Ipaiic-mcTa:
1) PDF i3 mignucoM 1 reyaTkoro Ta

2) enexTpoHHy Korito Excel
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Attachment C: Scope of Work
HdopaTtok C: TexHiyHe 3aBAaHHA

1. Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine Activity is a program funded by USAID and
implemented by DAI. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in CI and to transform Ukraine from a compromised, reactive cybersecurity actor to a
proactive cybersecurity leader.

Over the five-year period of performance, the Activity will increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against CI in Ukraine. The Activity will accomplish this goal through
the pursuit of three strategic objectives (SOs):

e SO1: Create a safe and trusted environment to accelerate the development of people, processes,
and technology in support of cybersecurity across CI sectors and assets in Ukraine.

e S02: Strengthen Ukraine as a sovereign nation built on a secure, protected, and dynamic economy,
supported by a talented pool of human capital.

e SO03: Stimulate demand for and supply of Ukrainian cybersecurity solutions and service providers
to empower, equip, and finance cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity tasks are highly interdependent and mutually
reinforcing.

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting
cybersecurity institutions. This component will also build the technical capacity of key sectors through
increased access to cybersecurity technology and equipment.

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new
cybersecurity talent and build the capacity of existing talent. These interventions will address the entire
workforce pipeline, the quality of education received by cybersecurity specialists, and industry training
programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity.
This component will seek to build trust and collaboration between the public and private sector to develop
innovative solutions for future cybersecurity challenges; spur investment and growth in the broader
cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity
companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms
for Ukrainian firms to connect with industry partners to enable better access to innovations and business
opportunities.

2. Context

There is a continued and elevated need in Government of Ukraine to support critical infrastructures and
maintain operational functions to keep decision making process and citizens’ services ongoing.

Since 2022, state agencies and critical infrastructures have been under constant cyber and physical attacks
which altogether requires from them creating robust resilience capabilities, many of which depend on the
presence and smart use of digital technologies.
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There has been an increased demand for USAID to support the GoU to procure needed hardware and
software to manage and implement routine cybersecurity measures, support connectivity and data
infrastructures, strengthen state employees’ digital skills and capabilities.

Izyum Municipal Industrial Water Supply and Sewerage Enterprise is a municipal water utility that
provides water supply and sewage removal services to [zyum community that is located in Kharkiv Oblast
of Ukraine. It should be noted that operational processes of water supply and sewage removal need
information technology support.

Due to the continued occupation and the fighting that took place in the city of Izyum and Izyum district,
the Izyum municipal water supply and sewerage enterprise suffered significant losses, including in
computer equipment. For the complete restoration of the establishment and maintenance of high-quality
and uninterrupted water supply in the city of Izyum and the settlements of the Izyum territorial community,
there is a critical lack of cyber security and computer equipment, this is especially acutely felt in the present
time of growing cyber attacks.

3. Objectives

The Activity aims to procure and deliver equipment and licences for Izyum Municipal Industrial Water
Supply and Sewerage Enterprise, including the following solutions:

e New computers for employees
e XDR solution on new computers for employees and existing servers
e Next-generation firewall (NGFW)

Tasks:
DAI/CCI is looking for a qualified Vendor to deliver the equipment and licenses as follows on the

technical specification in the Attachment B.

After signing the contract, the selected vendor will be provided with more information regarding the
location of the solution implementation.
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Attachment D: Representations and Certifications of Compliance / floaaTok
D: 3asaBu Ta lliaTBepaxeHHA npo BianoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently

is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

1. denepanbHuii CIMCOK BUKIKYEHUX 0ci0 — OOpaHuii y4acHHUK TeHAEpa
Hapasi He € BiJICTOPOHEHUM, TUMYACOBO BiJCTOPOHEHHM a00 BH3HAHUM

TaKuM, 110 HE Ma€ MpaBa yKJIaJaTH KOHTPAKT 3 OyIb-skuM (enepaabHum
OpTaHOM.

2. HinreepmkenHs 3apo0biTHOi miatu kepiBHuirBa — [Tonoxenns FAR
52.204-10 Bumarae Big kommanii «DAID» sk TeHEepanbHOTO MiJPSTHAKA 32

KoHTpakTaMu ¢enepansaoro ypsny CLLIA 3BiTyBaT po piBHi 3apo0iTHOT
[UIaTH T'SITH KePIBHUKIB CyOMiApsAHUKA 3 HAWBHIIMM PiBHEM 3apo0iTHOT
wiatd B CructeMy 3BITHOCTI 3a JJOrOBOpaMH CYOMiApsTy BIAMOBIJHO [0
3akoHy PO MiA3BITHICTE 3a (efepaabHIM (piHAHCYBaHHSAM Ta IPO30PICTh
(FSRS).

3. Yka3 IIpesunenra CIIA npo 3a00poHy (iHAHCYBaHHS TEPOPU3MY -
BukonaBmro Haramyetbcsi, 1o ykasu [Ipesumenra CIIA Ta
3akoHoaBcTBO CIIA 3a60poHsIOTH 3aificHIOBaTH onepatii 3 GpisnaHuMH
ocobaMn Ta OpraHi3amisiMH, HOB’S3aHUMH 3 TEPOPU3MOM, a TaKOX
HajgaBaTH iM pecypcd Ta miaTpuMKy. IOpuandHy BiANOBiZajbHICTH 3a
3a0e3MeueH sl JOTPUMaHHS LMX yka3iB IIpe3upeHra Ta 3aKOHOIABCTBA
Hece Bukonaseus/Penimnient. PenunieHTy He J03BOJISETHCS MIPALFOBATH 3
(i3ngHIME 0cO0aMH Ta OpTraHi3allisiMHU, ITOB’3aHUMH 3 TEPOPU3MOM, a
TaKOX HaJgaBaTH IM pecypcu Ta minTpumky. JKomHa momomora abo
pecypcH He MOXYTh HaJaBaTHCh (Pi3MYHUM 200 FOPHIUYHUM 0C00aM, sKi
3HaxoaAThesl y CHucKy rpoMajisiH 0COOIMBHX KaTeropii Ta 3a00poHEHNX
oci6, sikmit Beme KasnaueitctBo CHIA (auB. www.SAM.gov), abo y
Cricky 0Co0MMBUX KaTeropin OOH (auB.
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).  Lle
TIOJIOKEHHSI 000B’I3KOBO BKJIIOYAETHCS 0 BCIX JOTOBOPIB cyOmiapsmy /
pillieHb TPO HaJAHHS CyOMiAPsAY, SIKi BUKOHYIOTBCS B paMKax IbOTO
JIOTOBODY.

4. Toprisins a01pMH — BUKOHABLIIO 3a00pOHSETHCS MPOTIATOM CTPOKY il
[[bOr0 KOHTPAKTy 3/IHCHIOBATH TOPTIBIIIO JIOJABMHU (K BH3HAYCHO Y
IIpoToxomi moz0 3anobiraHHs, MIPOTHIII Ta ITOKAPaHHS TOPTiBII JTIOIBMH,
0COOJIMBO JKIHKaMH Ta JiTbMH, sikuii nonosHioe Konsenmniro OOH om0
MPOTHAI TPaHCHAIIOHAIBHOI OpPraHi30BaHOI 3JIOYMHHOCTI), OIUIadyBaTH
KOMEpLiiHI CEeKCyalbHI MOCIYyTd Ta BHUKOPHCTOBYBaTH IIPUMYCOBY
TIpaLyo.

5. IligTBepHKEHHS. Ta PO3KPHUTTS iH(OpMaIlii [0J0 IUIATEXKIB 3 METOI
BIUTMBY Ha JiesiKi (eiepalibHi rocnoaapehbKi onepaiii — Y4acHUK TeHAEpa
MIATBEPKYE, IO JOTPUMYETHCS 3apa3 Ta JOTPUMYBATUMEThCS i Hajaui
Bumor FAR 52.203-11 «IligTBepakeHHs Ta pO3KPHUTTS iHpOpMaIii Mmoo
IUIATEXiB 3 METOIO BIUTMBY Ha JIesiKi (eZiepaibHi rocmoIapehbKi onepariig.

6. Opranizauiiiuii  KoHGUIIKT  iHTepeciB — Y4YacHHK TeHIEpY
MATBEP/KYE, M0 HOMYy HE BIIOMO Mpo OyIb-iKy iHpoOpMaIlio, sKa
CTOCYEThCS ICHYBaHHsI OyIb-SIKOTO MOTEHLIHHOT0 KOHQIIIKTY iHTepeciB
oprasizanii. Y4acHUK TeHAEPY TaKOX MiITBEPIUKYE, IO AKIIO oMy CTaHe
BIJTOMO PO iHPOPMAIIiIO, SIKa Ma€ BiTHOMIEHHS /IO MOKITUBOCTI iICHYBaHHS
MOTCHIIHHOTO KOHQUIIKTY, Y4YacHHK TEHIEpPY HEBIAKIAIHO HaJae
kommanii «DAI» 3BiT, 1€ po3kpuBaeThCs Taka iH(opMaris.

7. 3abopoHa cerperauii MicIlb CHiJIBHOTO KOPHUCTYBaHHS — YYacHHK
TeHJepa MiITBEpKYye, o morpumyerscsi FAR 52.222-21 «3abopona
cerperariii MicIlb CIIIIbHOTO KOPHCTYBaHHS».

8. PiBHI MOXJIMBOCTi — YUacHUK TEHIEpPY MiATBEPIXKYE, IO HE 3iHCHIOE
IUCKPHUMIHALIIO ITPOTH Oy/b-SKOTO NMpaniBHUKA 200 3asBHHKA 32 BIKOM,
CTaTTIO, PEJIri€r0, IHBANIIHICTIO, Pacolo, MEPEKOHAHHSIMH, KOJIbOPOM
LIKipu 200 HaIiOHAIBHICTIO.

9. TpynoBe 3aKOHOIABCTBO — YYacHUK TEHAEPY IIATBEPUKYE, IO
JOTPUMYETBCS BCIX BUMOT TPYIOBOT'O 3aKOHO/IaBCTBA.

=DAlI
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9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. Honoxenns npo denepanphi 3akymiBii (FAR) — YyacHuk TeHmepa
miaTBepKye, 1O oO3HaiomieHuid 3 IlomoxkeHHsM mpo deaepanbHi
sakymiBni (FAR) 1 He mopymye >KOIHOTO WIiATBEpPKEHHS, IO
BHUMAraeThCs 3riHO 3 BianoBinaumu Hopmamu FAR, y Tomy uncri, ane He
00OMEXKYIOUHCh IiITBEP/PKEHHSAMH CTOCOBHO JIOOitOBaHHsS, xabapis,
MOXJTHBOCTI piBHOTO MpaleBIallTyBaHHs, KOMITCHCAIIHHOT
JUCKpHMiHALi, Ta IUIATeXiB 3 METO0 BIUIMBY Ha (enepaibHi
rocroJapchbKi onepatii.

11. loTpuMaHHs BUMOT MpaliBHUKAMHU — Y YaCHHUK TEHJIEPY TapaHTyE, 1[0

BUMaraTuMe BiJ YCiX NpaliBHUKIB, IOPHUAWNYHHX Ta (Ii3MYHHX OCIO —
HaJaBayiB MOCJIYT Yy 3B’A3Ky 3 BMKOHAaHHsAM JloroBopy Ha 3aKyIiBIIO
kommanii «DAI» norpumyBatuce BUMOr BignoBigHoro Jlorosopy.

Tlogaroun TPOMO3HUIIIO, YYaCHUKH TEHAEPY LM  IIOTOUKYHOThCS
MOBHICTIO BUKOHYBATH YMOBHU Ta MOJIOXKEHHS BHIIE3TaJaHOTO Ta BCHOTO
BiamosigHoro ¢denepanpHoro 3akoHomasctBa CIIA, mio 3a3HaueHe y
OBOMY JOKYMEHTI, a TaKOXX IIPH YKJIAIEHHI JOTOBOPY HOBHHHI OyTH
TOTOBI MiJMUCATH I 3asBU Ta IMiATBEPAKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for
DAI's Vendors, Subcontractors & Grantees

Hopatok E: IHCTpyKUIl Woao oTpuMaHHA YHiKanbHoro igeHtudikatopy
opraHisauii (SAM) — nocTayanbHUKK, CyOniapAAHMKN Ta TPAHTOOTPUMYBaui
KomnaHii «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to
register. Ernst and Young provides the validation services for the U.S. Government. The information required for
getting an Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal
business name and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3arajbHa iHpopmanin:

Crucauii oras norounux Bumor ypsiay CIHIA — ynikanbHuii inentudikarop ropuanunoi ocoon (SAM)
[Mounnatoun 3 4 kBiTHS 2022 pOKY, IOPHIWYHI OCOOM, SIKI BEIyTh MISUIBHICT 13 (eAepabHUM YpPSIoM,
BUKOPUCTOBYBAaTUMYTh YHIKaJbHHUK ineHTH(]iKaTOp rOpuandHOi ocodu (SAM), mO CTBOPIOETBCS Ha CaiTi
SAM.gov. VHikanpHull ineHtudikatop ropuanaaoi ocoou (SAM) — e 12-3HauHuil andaBiTHO-IUPPOBUNA KOII,
SIKMd KOHTPOJIFOETHCS Ta MPHUCBOIOETHCS YPSIOM 1 HAJSKUTh ypsdy. BiH gomomarae ypsiiy CIpOCTUTH HPOLEC
inenTrdikamii Ta NepeBipKU IPUAMIHHEX OCI0, OJETINYIOYH i POOIISTYM MEHII OOTSHKIUBUM JJISl FOPHUIUYHUX OCI0
BEJICHHS JIISTILHOCTI 3 )eIePAIbHUM YPSIIOM.

Inentudikatop HamaeThCsl IOPHAMIHUM ocobaM Mg 4yac peectparii, abo X Horo Mo)kHa OTpPUMATH Ha CalTi
SAM.gov 6e3 peectpaii. [Tocnyru 3 miaTBepmkenHs ineHTudikatopa wis ypsany CLIA nanae komnanis Ernst and
Young. Tadopmanis, HeoOXimHa IJsl OTPUMAHHS YHIKAIBHOTO iIeHTU(]IKaTOpa ropuaundHoi ocobu (SAM) 6e3
peectparii, — MiHiManbHa. [neHTH(diIKaTOp MATBEPAXKYE UIIE IOPUANYHY HA3BY Ta aapecy Bamoi opranizamii. Le
i ITBEP/DKEHHS TOTO, 1110 Ballla OpPraHi3allisi € TUM, 3a KOro cede BUIae.

VYHikanbHU i1eHTH]IKaTOp FOpUAnIHOT 0co0u (SAM) HamaeThCsl 6E3CTPOKORO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the US Government to assign unique entity identifiers. This system was retired by the US Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government
will have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization
begin on the next page.

Crucanii orasan koaumHix Bumor ypsay CIIIA — DUNS
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VHiBepcanbHa cuctema Hymepauii naHux (DUNS) — ne cuctema, po3pobieHa i KOHTpOJIbOBaHA KoMMaHiero Dun
and Bradstreet, sKa TPHUCBOIOE CYO’€KTy TOCIIOJAPIOBAHHS YHIKAIbHAW JEB’STH 3HAYHUK [U(POBUA
inentudikarop. Taka cucrema € CBITOBUM CTaHIApTOM 1 paHilie BuUKOpHcToBYyBasnach ypsaom CLIA mus
MPUCBOEHHS YHIKAIBHUX iJCHTU(IKATOPIB FOPUINYHUM ocobam. 4 kBitHA 2022 poky ypsa CHIA npunuaus
BUKOPHUCTAHHSI ITi€] CUCTEMH 1 3aMiHUB i1 Ha YHIKAILHUI i1eHTHDIKaTOp FopuauuHOi ocoou (SAM). Ilicns 4 kBiTHS
2022 poky ¢enepanbHuii ypsia He Bumaratume Homep DUNS.

Sxmo opuanuHy ocoby OyJo 3apeecTpoBaHO Ha caiti SAM.gov (3 akTUBHOK a00 HEAKTHBHOIO PEECTpALI€l0),
YHIKaJIbHU ieHTUdiKaTOp r0puaAnYHOT 0codu (SAM) OyB MPUCBOEHUI 1 AOCTYIHUH AJIs TIEperysny B 00IiKOBOMY
3amuci opraHizamii Ha caitti SAM.gov mie mo mepexony, skui BinOyBcs 4 kBiTHS 2022 poky. YHiKanbHUIA
inenTrdikarop ropunnaHoi ocodu (SAM) MoKHA 3HAWTH, YBIHIIIOBIIN IO CUCTEMH Ha caiTi SAM.gov i BUOpaBIIH
BiJDKET «YTpaBJiHHs opranizamieto / Entity Management» y cBoeMy poOodoMy mpocTopi abo yBIHIIOBIIM 110
CHCTEMH 1 BUKOHABIIIM NOMYK iH(opMalii mpo IpuandHy 0co0y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a
UE ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ logaTtok F: [locBig po6oTtu

Please indicate orders that best illustrate your work experience relevant to this Request, starting from the most recent. The services performed over the past three years

will be considered.

ITpocrMOo BKJIIOUHTH 3aMOBJICHHS, SIKi HaifKpallle LUTF0CTPYIOTh Balll JOCBII pOOOTH, aKTyaJIbHHM IS OO 3alKTY, TOYMHAIOYH 3 OCTAHHBOTO 3aMOBJICHHS. bepyThes
IO yBard MOCIyTH 31CHEHI MPOTSArOM MUHYJIHX TPHOX POKIB.

Ne | Project | Description | Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ of Activities/ | phone number, e- | UAH/ (Start-End Dates)/ | time (yes/no)/ acceptance act signed | grant, order (fixed price, with
Hazga Onuc mail/ Bapricte y | [latn modatky i 3aBepIneHo y (yes/no)?/ reimbursement of expenses)/
MPOEKTY | AiISITBHOCTI Hasga xmienTa/ TpH. 3aBepIICHHS ctpok (Tax/Hi) | Uu mignmucaHo akTu Tun yroau, 1orosopy

HOMEp pobiT MpUAMaHHA-TIepeadl | Cyomiapsay, rpaHTy, JOrOBOPY
tenedony, e-mail po0it? (Tak/Hi) Ha 3aKymiBio (3 ikcoBaHOO
IIHOO, 3 BIANIKOAYBaHHIM
BHTpAT)
1
2
3
4
5
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Attachment G: Proposal Checklist /
Oopatok G: Yek-nuct npono3unuil

Offeror:
Have you?

DSubmitted your proposal to DAI electronic E-mail address UkraineCCl _Proposals@dai.com (as specified in
General Instructions above?
Does your proposal include the following?

Signed Cover Letter (use template in Attachment A)
Price Proposal (submitted in PDF and Excel format)

Past Performance (use template in Attachment F).

Official authorizations from manufacturers.
E]Written confirmation of delivery period (60 days from the contract signing date)

Documents use to determine Responsibility (As required in section “Responsibility

Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment F)

vukhwn
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