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WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCIl Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NONEPEOXEHHA: MNoTeHuinHi YyacHukn TeHaepy, siki oTpumanu uen JOKYMEHT 3 Jxepena iHLworo,
HiXX komnaHis «DAIl», noBuHHI HeranHo 3BepHyTUCcs Ao UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3BY Ta agpecy CBOEI KOMMaHii, Wob NpAmMo Ha Lo agpecy iM MoxHa 6yno HaacunaTu 3amiHn 4o LbOro
3annty abo iHWi noBigoOMNEeHHs. byab-aKnin NOTEHUIMHUA YYacHUK TeHAepy, SKUW Takum YNHOM He
BUSIBUTb CBOK 3auikaBrneHicTb, 6epe Ha cebe noBHy BiANOBIAANbHICTL Yy pasi HEOTPMMAaHHS
noBigOMIIEHb [0 KiHLUEBOro TepMiHy nogaHHs npono3uuii. byab-aki 3MiHM o uboro 3anuty
HaaCUNaTUMYTUCH eNEKTPOHHOL MOLUTOH.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
CTucnum ornag 3anuTy Ha HagaHHA npono3uuii (3anuT)

1.RFP No. REQ-KYI-24-0152
2.Issue date: July 22, 2024

3.Title

Critical  Infrastructure  Cybersecurity  Incident
Preparedness Assessment (CICIPA) for the operator of
critical infrastructure facilities ME

"KYIVTEPLOENERGO", CHP-5 and CHP-6

Procurement of services to conduct a diagnosis of the
cybersecurity system of OCI to assess the level of
cyber maturity in accordance with the requirements of
the NIST Cybersecurity Framework and provide
recommendations for improving the state of cyber
readiness under USAID Cybersecurity Activity

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI_Proposals@dai.com.

5. Deadline for Receipt of Questions

July 29, 2024, Kyiv, 4 p.m. Ukraine Time to the e-mail
address UkraineCCI_Procurement(@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

August 5, 2024 4 p.m., Kyiv, Ukraine Time to the e-
mail address UkraineCCI Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3anut Ne REQ-KYI-24-0152
2. laTa HagaHHA 3anuTy: 22 aunHs 2024
3. Ha3Ba

3aKkymiBis TOCAYT [iarHOCTYBaHHS TIOTOYHOTO PIBHS
KibepOeseks i omeparopa  O0’€KTIB  KPHUTHYHOI
indpactpykrypu KII «KUIBTEITJIOEHEPI'O», TELI[-5 Ta
TEL-6.

3aKymiBiisi TOCIYr JiarHOCTyBaHHS TIOTOYHOIO pIiBHS
KiOepOe3rmekn 00’€KTIB KPUTHIHOI 1HGPACTPYKTYPH ISt
OIIHKU PiBHA KiOep3piymocTi BimmoBigHO A0 Bumor NIST
Cybersecurity Framework Ta HagaHHS peKOMEHIAIl s
TTOKpAITICHHS Ta MIOCHJICHHS PiBHS 3aXUCTY BiJ Kibep aTak B
pamkax mpoekty USAID/KibepoOesmeka

4. EnexTponHa agpeca Uil NOAaHHS NPONMO3ULii

ITpomo3uIiii MarTh MOIABATHUCH HA a/IPeCy:
UkraineCCI_Proposals@dai.com

5. KinueBuii TepMiH 0TPUMAHHS 3aNMTAHb

16.00 3a MicTieBUM KHIBCHKHM YacoM B YKpaiHi 29 JunHs
2024 poky, Ha anpecy: UkraineCCI_Procurement@dai.com
[MuTanHs Ta 3aMUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI HAa HUX
OyIyTh HamaHI B MUCEMOBINA (OpMi IJIs BCIX OJEpKyBadiB
3anuTy HAa  HQJAHHA  TPOMNO3MIi, SAKi  BKa3aiH
3aIliKaBJICHICTh y BIAMOBINI HA Hhoro. [IuTaHHs i BignOBiI
OymyTh TIOmMpeHi, 0e3 imenTudikarii 3amuryBada (iB), AIs
BCIX MOTEHINIHHUX mpomo3uIliii. KpiM Toro, muTaHHSI Ta
BiAnoBiAl OynyTe po3MmilieHi myOnmiyHO Ha Tild ke
riatdopmi, e po3MilleHH 3auT Ha HAJJaHHS TTOTIO3UITiH

6. KinueBuii TepMiH 0TpUMAHHS TPONO3ULii

16.00 3a MiciieBUM KHIBCHKHM YacoM B YKpaiHi 5 cepmHs
2024 poxy Ha anpecy: UkraineCCI_Proposals@dai.com

3BEPHIThL VBAI'Y, WO AJIPECA EJEKTPOHOI
[NOWTH JJJIA OTPUMAHHA 3AIIMTAHDb TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EJIEKTPOHOI [MOLLITH JUIA OTPUMAHHSA
ARE DIFFERENT [MPOITO3MIIN BIAPIBHAOTHCA
7. Point of contact 7. Aapeca 1Jisl 3aNIUTIiB
UkraineCCI_Procurement(@dai.com UkraineCCI_Procurement@dai.com
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8. Anticipated Award Type

Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees
should be reported as soon as possible to
ethics@dai.com or by visiting
www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

8. OuikyBaHuii BUI KOHTPAKTY
Jorogip Ha 3aKyHiBIIIO 13 (piKCOBAHOIO LIHOIO

9. IlincTaBa 111 yKIageHHSI KOHTPAKTY

Pimenns npo yknagaHHA KOHTpakTy Oyje mpuiMaTHCh Ha
OCHOBi1 MeTOJy MOpiBHsJILHOTO aHajdi3dy. Konrpakr Oyme
YKJIaIeHO 3 BIATOBIJAIIGHUM Ta MPUHHATHUM Y YaCHUKOM
TeHJepy, SKWU mojacTe Haiikpamy mponosunito DAI Ta
KIJIIEHTY KOMITaHii, BAKOPUCTOBYIOUH TTOE€THAHHS TEXHITHUX
Ta [IHOBHUX/BAPTICHUX IMOKA3HHUKIB.

Hist Toro, mo® NPUHHATH Y4acTh y TEHAEpl, YUYacHUKHU
TEH/Iepy NOBMHHI BiANOBIiAaTH BUMOTaM, BH3HAYEHUM Y
Poznini «Bu3zHaueHHS BiANOBITATBHOCTI».

DAI Bene cBOIO AiSUTBHICTH BIAMOBIAHO A0 HAHCYBOPIIINX
€TUYHUX CTaHAApTiB, 1Mm00 3a0e3MeYnTH  YECHICTh
KOHKYPEHIIii, TPUHHATHI I[IHU Ta YCIIITHE HAJAHHS MTOCITyT
a00 JIOCTaBKy SKICHUX TOBapiB Ta oOmamHaHHsi. DAI He
TEPIUTL KOPYIIIii, XaOapHUIITBA, 3MOBH YH KOHQIIIKTY
iaTepeciB. I[Ipo Oyap-sKi 3aMTH Ha OIUIATy a00 MOCIYTH
cuiBpoOiTHuKiB DAI crig sikomora mBUAIIE MOBIIOMIISTH
Ha ethics@dai.com abo BlAB1aBIINA
www.dai.ethicspoint.com. Kpim TOrOo, OyaBh-fKi CHpoOH
KOHTpakTepa YW  CyONiJApsSIHUKA  3ampOINOHYBaTH
cniBpoOiTHrKaM DAI 3a0x04eHHs Ta BIVIMHYTH Ha PillIeHHS
He OyayTh JOIyCKAaTHCS 1 CTaHyTh IIJCTaBOIO JUIS
nuckBamiikarii, MPUMIMHEHHS Ta MOKJIMBOTO OJIOKYBaHHS.
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Introduction and Purpose / Bctyn ta MeTta

Purpose

Meta

The purpose of this RFP is to obtain proposals from
suppliers  that can  provide services to
USAID/Cybersecurity Activity (the Activity) DAI
Global LLC to carry out diagnostics of cybersecurity
systems for the ME "KYIVTEPLOENERGO", CHP-
5 and CHP-6 as per the requirements included in
the Scope of Work of this RFP.

MeToro 1HOTO 3amUTy € OTPHMAHHS MPOIO3HUINNA Bix
NOCTaYIbHUKIB, SIKI 3MOXYTh HagaTH TOCIYTH s
npoekty «USAID/Kibepoesneka» (nami — [Ipoekr), skuit
Bukonyetscsi DAI Global LLC, 3 giarHOcTyBaHHS
MOTOYHOTO piBHS KibepOe3nexu KII
«KUIBTEIIJIOEHEPI'O», TEII-5 Tta TEI[-6, 3rigHo
BHMOI, 3a3HauyeHHUX B TeXHiYHOMY 3aBAAHHI 10 LOIO

3anury.

Issuing Office

Odic, mo BUIAE 3aNIUT HA HATAHHS NPONO3ULIii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bugae 3anuT HA HAJaHHS MPOIO3UILH, Ta
KonTakTHa 0co0a, 3a3Ha4€Ha y CTUCIIOMY OTJIS/Ii BHIIE, €
€IMHOI0 KOHTAaKTHOIO 0c00010 B kommauii «DAI» s
IiJIeH HOT0 3anmuTy Ha HaJlaHHS MPOIO3UIliid. By nb-sxuit
MOTCHI[IHHUI Y4YacHUK TEHJEpY, SKUW HE 3apeecTpyBaB
CBOIO 3aIliKaBJICHICTH B IIboMY o(ici, Oepe Ha cebe MOBHY
BIMIOBIMAIBHICT, Yy BHNAAKY, SKIIO BiH He Oyme
OJICPXKyBaTH TMpsMi  TOBIIOMIJICHHS Ta  BIANOBIJHY
iHpopmMartito (3MiHH, BIATOBiAI Ha 3alUTAHHS TOIIO) IO
JIATH 3aKPUTTSL.

Type of Award Anticipated

OuikyBaHuii BUI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTpakr i3 ¢ikcoBaHO0 HiHOI — II€ BUHAropoja 3a
3aranbHy (piKCOBaHy IIiHy, 3a HaIaHHS KOHKPETHHX
MOCJIYT, TOBApiB YW PE3yJbTaTiB, sIKa HE KOPUTYETHCS,
SIKINO (paKTWUHI BUTpATH BUILI a00 HMXUi 3a (iKCOBaHY
uiHy. OuiKyeThCsl, 10 YYaCHUKH TEHIEPY BKIIOYATUMYTh
yci TpsAMi  Ta HEOpsAMi BUTpPATH 10 3arajibHOl
3aMpONOHOBAHOI LiHH.

Hanmanusa mporo 3amuTy B YKOJXHOMY pa3i HE 3000B’s3y€
koMmmaHiio «DAI» ykimagaTe AOTOBIp Ha 3aKyIiBIIO, i
VYyacHUKaM TeHAEpY HE BiIIIKOAOBYIOTHCS Oyab-sKi
BUTpATH, OB’ sI3aHi 3 MiATOTOBKOIO MPOIO3HIIi.

= DAI
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General Instructions to Offeror/3aranbHi iHCTpyKUil

General Instructions

3aranbHi iHCTPYKITiT

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

e Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

e [ssuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than August 05, 2024, 4
p-m., Kyiv, Ukraine Time.

e Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCI_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the

e «YyacHUK TeHzepy» Ta/abo «CyOmiapsaHUK» O3HAYaE
(hipMy, siKa TIPOIIOHYE BHKOHATH POOOTH B paMKax IIHOTO
3anuTy Ha HagaHHs npono3uuiid. «[Ipomo3uuis» o3Havae
MaKeT JOKYMEHTIB, sKi ¢ipMa mozgae, mob 3anporoHyBaTH
BHKOHAHHS POOIT.

e VYYacHWKH TEHAEPY, SKi OaKaroTh BiINMOBICTH Ha IEH
3amuT Ha HaJaHHS NPOMO3MLIN, IOBHHHI IOJaBaTH
MpONo3uilii  AHIJIIHCHKOI0 MOBOK  BIAMOBIAHO  J0
IHCTPYKITif, BKa3aHWX y IIbOMY TOKYMEHTI. YYaCHHUKH
TeHIEpY 3000B'I3aHI MEPETJITHYTH BCI IHCTPYKINI Ta
TeXHI4YHI XapaKTEePUCTUKH, IO MICTATHCS B ILOMY 3aITUTi HA
HaJaHHSA TPOIO3UIliA. Pr3Wku HE3miCHEHHS IHOTO Hece
YyacHuK TeHuepy. SKIIo 3amnpomieHHs [0 HaJaHHSA
MPOMNO3UIIiH Oy/Je 3MIHEHO, TOJIi BCI TIOJIO0XKCHHS Ta YMOBH,
sIKi He OyJiu 3MiHEHI, 3aIMIIaThCSl HE3MiHHUMU.

e OnpwIrOIHEHHS IHOTO 3aNuTy Ha HaJaHHS MPOIO3MLIN
JKOJTHUM YMHOM He 3000B's3ye kommaHito «DAID» ykimamaTu
CyOKOHTpakT ab0o [OroBip Ha 3aKyMmiBIIO. YUYacHUKaM
TeHaepy He OyayTh BiJIIKOIOBYBaTHCS OyIb-sKi BHTPAaTH,
MOB's13aHi 3 MIATOTOBKOIO 200 MOMAaHHAM iX MPOMO3MIli. 3a
J)KOOHMX  oOcrtaBuH, KommaHis «DAI» He  Hece
BiJINIOB1IAJIBHOCTI 32 I1i BUTPATH.

e [Ipono3unii matoTe OyTH monani He mi3Hime 16:00 3a
MICIICBUM KHIBCHKMM dacoM B YkpaiHni 05 cepmus 2024
POKY.

e 3BEepHITh yBary, IO MPOIO3HWIli MAalOTh IIOJIABATHCS
Juile B eJIeKTPOHHOMY BHIJISIi HA €JIEKTPOHHY aapecy
UkraineCCI_Proposals@dai.com.

e [Ipomosumii, momani mi3Hime, OyAyTh BIIXWICHi, 3a
BUHSATKOM BHIIAJIKiB HAJ[3BUYAHUX OOCTaBHH Ha PO3CYI
koMIaHii «DAI».

e [loganns mpomno3umii kommanii «DAI» y BinmoBine Ha
el 3anmuT Ha HaJaHHS TPOMO3UIlA Oyae SBIATH COOO0
MIPOITO3HITIIO Ta CBIMUYUTHUME TIPO 3roy YUJacHUKA TEHAEPY 3
TIOJIOKEHHSIMH Ta YMOBAaMH, SIKi MICTATBCS Y I[bOMY 3aluTi
Ha HaJIAaHHS MPOTO3HIIIH Ta OYAb-SIKUX JOJATKaX J0 HHOTO.
Kowmmanis «DAI» 3anumiae 3a co00r0 mpaBo HE OIIHIOBATH
HEBIINOBITHY 00 HETIOBHY MTPOTO3HUIIIFO.

o Y memi nogidomnenns e1eKmpoHHOI0 ROUWINIOI0 MAIOTh

subject line of e-mails.

e Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

OyTH 3a3HaveHi HOMep 3aluTy Ta Ha3BYy.

e VYci mpono3uii MOBHHHI MiICTUTH CYTIPOBIAHUH JIHCT, IO
Mae Jarty, mignmc Ta HeyaTky
VYyacHuKa TeHIepy. YUYacHUK TEHAEpY HOoAae Led JHUCT Y
¢dopwmari .pdf.

= DAI

PAGE 6




REQ-KYI-24-0152

e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-
inclusive price for services, roll them up, and distribute
them across the listed deliverables in the USD or
Hryvnia (UAH)

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAI’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
No72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ne4464-23 of July 17, 2024.

e Each Offeror and any of its subsidiaries shall submit
only one proposal.

Yuacuuku TeHAepy 3anoBHIOOTH Jlomatok C: Ilpaiic-mucT.
YyacHUKM TeHAepy TIOBMHHI BKa3aTH 3arajbHy Ta
BCEOCSDKHY I[IHY Ha IIOCIIYTH, 3araJIbHY I[iHY Ta PO3MOIiIIUTH
IIiHy TT0 BKa3aHUX pe3ynbrarax B gojapax CIIA abo rpuBHi.

Y4acHUKH TeHIepy MOBHHI OyTH mpoiH(opMoBaHi, Mo yci
TUTATEXI1 3MIHCHIOBATUMYTHCS B MicHEBill BaJIOTI 3TiHO 3
3aKOHOJIaBCTBOM Y KpaiHu. SIKmio morosip Oye miamiucaso B
monmapax CIIA, i paxyHOK-QakTypy HaJaHO B Jojapax
CILIA, nporpama CIUIaTUTh TNOCTAYAJIBHUKY B MicHeBii
BAJOTI (rpUBHAX) 3a 0aHKIBCBKUM KYpPCOM OaHKY
IIpoexTy Ha JeHb Nepekasy.

e JlomaTtoxk Ha nomany Bapricte (IIIB) He Mae OyTm
3a3HaYeHuil y mpaiic-aucri. I[i mocayru mimIsATaroThH
3BUIBHEHHIO Bim omomatkyBanHs I[1/IB BiamosimHo 10
OCHOBHOr0 KOHTpakTy kommanii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBanuM y Kabineri MinicTpis
VYkpaiam, peectpartiiina kaptka Ne4464-23 Bin 17 aunHs
2024 poky.

e KoxeHn YYacHHK TeHAEpY, Ta OyIOb-sKi HOro IOYipHI
KOMIIaHii, MOKe MOJIaTH JIMIIE OJHY MPOMO3HLIIO.

Proposal Cover Letter

CynpoBiguuii JIUCT 10 TPOMO3MITii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

e Acknowledge the solicitation amendments received,
if applicable.

[Ipomo3urliss Mae BKIOYATH CYHNPOBITHUA JIHCT Ha
(dhipmMoBoMy OnaHKy VYdYacHHKa TEHIEPY, CKPIIICHUIH
MIMTACOM HaJSKHUM YHHOM YIIOBHOBa)KEHOI ocoOu Ta
IITAMITOM/TICYaTKOK KOMIIaHii 3 BUKOpPHUCTaHHSAM JlomaTkKy
B B skocti mabmonHoro ¢opmary. CynpoBigHHH JHCT
MIOBUHEH MICTHUTH TaKi MyHKTH:

* VYyacHUK TEHACPY TIOBUHEH MiATBEPAUTH TMEPiO]
YHHHOCTI 3aIPOIIOHOBAHUX IIiH MPOoTAroM 60 KajmeHxapHUX
JIHIB.

e [linTBep/DKEHHST OTPUMAHHS TECHICPHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHA CTOCOBHO 3aMUTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCI_Procurement(@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

No questions will be answered by phone. Any verbal
information received from a DAI or

Koxern YdacHWK TeHAEpPY € BIIMOBITATHHUM 3a JIyXKe
YBa)XHE MPOYUTAHHS IHOTO 3alUTy T4 MOBHE PO3YMIHHS
Horo yMoB. Yce CIiJIKyBaHHS CTOCOBHO IBOTO 3aluTy Mae
HAQJICWIIATHCh  CIEKTPOHHOI  TIONITOI0  Ha  ajpecy:
UkraineCCI_Procurement@dai.com He mi3Hime 1aTH,
3a3Ha4yeHoi Buiie. Bei otpuMani 3anutanns OyayTh 3i0paHi,
1 BIATIOBiA1 HA HUX OYyIyTh HAJIC/IaHI €IEKTPOHHOO MOIITO
yCIM 3aIliKaBJICHUM YYacHUKaM TCHEPY.

3anutanna HE MAIOTDb noaaBatucss 3a aapecolo
UkraineCCI_Proposals@dai.com

Binnosigi Ha Oynb-AKi 3amuTaHHS He OyAyTh HazxaHi Mo
tenedony. byap-ska BepOanbHa iHQopMais, oTpuMaHa Bij
TparfiBHAKA KOMITaHii «DAly, abo MIPOEKTY

= DAI
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USAID/Cybersecurity employee or other entity shall not
be considered an official response to any question
regarding this RFP.

USAID/Ki6epbe3neka um iHII01 opraHizailii, He BBaXKAETHC
oQImiHHOIO BIAMOBIAAI0 Ha Oyab-sSKE 3alMTaHHS 00
IIHOTO 3aNuTy Ha HAaHHS MTPOTIO3HIIii.

Instructions for the Preparation of Technical
Proposals

IncTpyKuii 11010 MiATOTOBKM TeXHIYHUX MPOMO3UIIii

Technical proposals shall be sent in a separate
attachment from cost/price proposals and clearly labeled
as “VOLUME I: TECHNICAL PROPOSAL”.

Technical proposals shall

contents:

include the following

1. A document in MS Word of approximately maximum
3-5 pages that responds to the evaluation sub-criteria
“Technical Approach”. Description of the proposed
services which meet or exceed the stated technical
specifications or scope of work. The proposal must
show how the Offeror plans to complete the work
(specific steps that will be taken to produce the outputs
listed in attachments A and C) and describe an approach
that demonstrates the achievement of timely and
acceptable Performance of the work. In this section, the
Offeror must also show an understanding of the services
desired and how they intend to design a product that will
satisfy their client.

2.Management approach — Description of the
Offeror’s staff who will be assigned to the project and

their roles and responsibilities. The proposal should
describe how the proposed team members have the
necessary experience and capabilities to carry out the
Technical Approach. This section should also include
the Offeror’s Approach to communicating with DAI as
well as a timeline for delivering the required services.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of
the organization. See Attachment G.

4. Experience in addressing the needs stipulated
under “Additional task to task C at the request of
the OCI“. Offerors to provide information related

TexHivHI TTPOTIO3UIlii TOBUHHI OyTH HaAiClIaHI B OKpEMOMY
JIOJTATKY OKPEMO BiJI IIIHOBOI MPOTIO3UILiT i MatOTh Oy TH YiTKO

MapkoBaHi Kk «TOM I: TEXHIYHA ITPOIO3UILIS».

TexHiIvHI MPOTTO3HITiT MTOBHHHI MICTHTH TaKi TIOJI0KEHHS:

1. Joxkymenr y MS Word, o06'emom mnpubmusno 3-5
CTOPIHOK, SKHH  BIANOBiMAaE  MIAKPUTEPISIM  OIIHKH
«Texniunmii minxin». VY mnpomo3unii noBuHHO OyTH
MOKa3aHo, SIK YYaCHHUK TCHACPY IUIaHY€ 3aBEPIIUTH POOOTY
(KOHKpeTHI KpOKH, SKi OyayTh BXKHUTI IS OTPUMAHHS
pe3ynbTariB, nepenivernx y Jlomarkax A ta C), Ta omnmmcaHo
i IX1], SKH JeMOHCTPYBaTUME 3a0€3IIeUCHHS CBOEYACHOTO
Ta TIPUAHATHOTO BHUKOHAHHSA poOIT. Y IOMY pO3IiJi
YYacHUK TeHAepy MOBUHEH IIPOAEMOHCTPYBATH PO3YyMiHHS
OaxaHUX TOCIYT Ta TOTO, SIK BOHH MalOTh HaMip CTBOPHUTH
MPOAYKT, SIKUH 33I0BOJILHUTH 1X KITI€HTA.

2. YnpaBJjincekuii minxig — Onwc mepcoHany YdYacHHKa
TEHIEpY, KU Oyae 3aKpilIeHO 3a MPOEKTOM, sKa Oyzae iX
POJIb Ta BiANOBIIANBHICTE. Y MPOIO3UILT CITiJl ONKICATH, 1110
3aIpOITOHOBAHI WICHW KOMAaHIW MAarOTh HEOOXITHUN TOCBI
Ta MOMJIMBOCTI JiUIsi BUKOHaHHs TexHiuHoro migxomay. Llei
pO3AUT TOBMHEH BKIIOUYATH TiAXiJ Y4YacHUKa I0J0
koMyHikamii 3 DAI, a Takox rpadix HagaHHSI HEOOXIITHUX
MOCIIYT.

3. JocBin po6oru — Hapaiite crmcok mioHaiiMeHmre 3
(TppOX) OCTaHHIX KOHTPAKTIB aHAJIOTIYHOTO 00CATYy Ta
TpuBanocTi. [Hpopmawis momaerscs y BUIISAAI TaOmUIi i
BOHAa IIOBUHHA MICTUTH IOPHIMYHY Ha3By Ta aJpecy
opranizamii, sKifi HamaBaJMCsS TMOCITYTH, OIHUC BUKOHAHUX
pOOIT, TpUBANICTH POOOTH Ta BapTICTh KOHTPAKTY, OIKC
Oyap-skux mpoOjeM, MO0 BHUHHUKAIW, 1 SK BOHM Oynn
BHPIIIEHI, a TAKOX MIACHUN KOHTAaKTHHA HOMep TelrehoHy
BINIOBINATPHOTO Ta  KOMIIETEHTHOTO  IIPEACTAaBHUKA
opranizarii. luBucse [Jonatok G.

4. HocBim aasi 3aA0BOJIEHHsSI TOTpPed, BU3ZHAYEHHX Y
po3aini «JlogaTtkoBe 3aBaanHs 10 3aBAaHHs C Ha 3anuT
OCI». YuyacHHKH HAJawTh iH(opMaLil0 CTOCOBHO
JIOCBixy, CBOiX CiBPOOITHUKIB i 3aBepuIeHNX 3aBIaHb.

= DAI
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to the specific experience the company and its
employees have and the tasks completed.

Services Specified

BuzHayeHHd mocJayr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’sa3Ky 3 MM 3anmUTOM Ha HamaHHA mponosuriii DAI
moTpeOye MOCHyT, sKi onmcadi B JlomaTky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI onliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mnpormo3utiiss Oyjie OIHIOBATHCS BiJIOBIHO JO
KpUTEpIiB OIIHKK Ta CYOKpHUTEpiiB OIIHKM, sSKi BKa3aHi B
Tabnumi Hwkde. L[iHOBM MpOMO3UIlii HE OIIHIOIOTECS 3a
0aJIbHOKD CHUCTEMOIO, OJIHAK JUIS 1[I 3arajibHOi OI[IHKH
IIHOTO 3amUTy Ha HAJIaHHS MPOTIO3HIIiH, (aKTOPH TEXHITHOL
OITIHKM, BapTOCTI/IiHA, TPHU IiX ITOETHAHHI BBAXKAIOTHCS
3HAYHO OiNbLI BXKJIUBUMH, Hi’K (PaKTOpH BapTOCTI/LIIHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

INPUMITKA: [Ipono3umiro Oy/ie OMiHEHO B IMEPINy Yepry
3a TexXHIYHI acrekTw. Jlumie IiHOBI MPOMO3WII THX
Y4yacHUKIB, sKi TiJg 4Yac TEXHIYHOI OI[IHKM HaOpaiu
MiHIMATEHUN KBamidikamiianii 6an y 70 6aniB, mepermayTsh
0 eTamry OIliHKHM BapTocTi. [Ipomo3wurii, ski He HaOpamn
nporo KpBamiikariiiHoro Oamy B TEXHIYHIA OIiHIII,
BB2KaTHUMYThCS HCKOHKYPEHTOCIIPOMOKHUMHU Ta HE OYAYyTh
OIIIHFOBATHCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task B at the request of the OCI
(20 points)

TexHiuHa KOMITETEHTHICTD, TIpeIcTaBlicHa B TexHIuHIH
npono3suitii, i3 100 MOXXJIMBUMU 3araJbHUMH OajlaMu
(hopMYETBCS HACTYITHUM YHHOM:

TexHiYHAa KOMITETEHTHICTh — MIPEACTABICHA B TCXHITHIM
npono3wuiii (3aramom 100 GaiB)

Texniunnii migxig (30 6amnis)
YnpaBaincekuii minxin (25 6anis)
Jocein podotu (25 6ariB)

JlopaTkoBe 3aBaaHHsI A0 3aBAaHHsa B Ha 3amut OCI
(20 6ariB)

= DAI
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Evaluation Criteria/ Kputepii odiHkun

Offerors shall provide a clear, specific, and concise VYdacHUKH TeHAEPY TOBUHHI HAIaTH YiTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crucny TexHiUHY TPOMO3MLII0, sKa OXOIUIIOE SIK
practical approaches and addresses the following in the koHmenTyampHUN, TaKk 1 NPAKTHUIHHA TIXOOH Ta

order specified below:

CTOCY€ThCA HACTYMHOTO Y TOPSAKY, 3a3HAYEHOMY
HIDKYE:

Technical Approach /
TexHiYHUHT TIaX1T

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

e a detailed methodological approach to the development of
recommendations, high-level design (HLD) and operational model

e clarity and comprehensibility of the procedure for determining the
duration of work.

e a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical
infrastructure, 30points /

30 GamiB

e confirmed experience of work in the field of critical infrastructure
cybersecurity for the same or similar activities.

[Ipono3uuii OLiHIOIOTHCS, BUXOISMUYH 13 BiJIIOBIIHOCTI 3aIpONOHOBaHUX
PIIICHs HA OCHOBI BUMOT BUKJIAJICHHUX Y 3aIIHTi, BKIIFOYAIOYH:

® JleTaNbHHUNA METOJOJOTIYHHI MiJXiJ A0 MPOBEICHHS IarHOCTHUKH, a
TAKOXK OLIHIOBAHHSI MOTOYHOI'0 Ta I[LIbOBOTO PiBHS KiOepOe3meKu 3riTHO
NIST Cybersecurity Framework 2.0;

e JeTaJbHUHA METOJNOJOTIYHUN MiAXiJ A0 pO3poOKM peKOMEeHalliH,
BHCOKOpiBHeBoro nu3aiiny (HLD) ta onepariitnoi Moaeni

® YITKICTh Ta 3PO3YMITICTh TPONEAYpH BHU3HAYCHHS TPHBAIOCTI
BHKOHAaHHS POOiT;

® METOJIOJIOTIST PO3POOKM PEKOMEHMAIliH, MOpOKHBOI KapTH iX
BIIPOBA/KEHHS T4 KOHCYJIbTATUBHOT MIATPUMKH PELEII€HTa;

® IATBEpKCHUH 10cBin pobotu B chepi KibepOesnekn KpUTHYHOT
iHppaCTPYKTypH.

e List of qualified technical specialists assigned to support the Activity
and respond to immediate requests.

25 points /
i e Confirmed experience of the proposed personnel (qualifications, 25 6ais

Client and MapagemenE resume) in the field of conducting cyber security diagnostics of critical
Approach/ KHI'EHT_CBK_HH Ta infrastructure objects with an indication of the projects in which the
YnpaBminchKui mixin personnel participated (a list of relevant projects of each proposed

specialist)

e Evidence that at least two qualified technical specialists should hold

internationally recognized certificates, such as CISA, CISM, CISSP, ISO
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27001 Lead Assessor, ISO 27001 Lead Implementer, Certified NIST
Cybersecurity Framework Lead Implementer, or other internationally
recognized certifications in the field of information security and
cybersecurity.

o [lepenik kBami(hiKOBaHMX TEXHIYHUX CIEIHIICTIB HaJaHUX Ha
miaTpuMKy [Ipo€exTy Ta auis BiONOBiNI HA TEPMIHOBI 3aITUTH;

e [liaTBepmKEeHUI TOCBIA 3aIIPOITOHOBAHOTO TiepcoHATY (KBaJi(ikais,
pestome) y cdepi NpoBENeHHsS MiarHOCTHK KibepOe3neku o0’ €KTiB
KpUTHYHOI 1H(pacTpyKTypy 3 BKa3aHHSIM IIPOETKIB, i€ IIECPOHAI
npuiiMaB  ydyacte  (TI€pediK  BIANOBIOHUX  TIPOEKTIB  KOXKHOTO
3aIpOIIOHOBAHOTO CIIelliaicTa)

e [lintBepmxens kBamidikamii npuHaiiMHi 2 criBpOOITHUKIB Ma€e OyTH
HiATBEp/KeHa MDKHApOIHO BH3HAHMMHU cepTU(]IKaTaMH, TaKUMH SIK:
CISA, CISM, CISSP, ISO 27001 Lead Assessor, ISO 27001 Lead
Implementer, Certified NIST Cybersecurity Framework Lead
Implementer 4u iHON MibKHIpOAHO-BU3HAHI cepTudikamii y cdepi
iH(opMaIiifHO1 Oe3rmexu Ta Kibepoe3neKu.

Past Performance / JlocBiz
pobotu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

e Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure" criteria or are
officially included in the list of critical infrastructure facilities)

e [ligTBepmKEeHHS TOTO, IO KOMIIAHIS Ma€ JOCBiA HaJaHHS TMOCIYT,
momiOHMX 10 TUX, o ommcani B OO0csa3i poOiT 3 mpoekramu ado
mporpaMaMy TEXHIYHOT pgomomord, mo ¢inancyroteess USAID B
VYkpaini?

e IlinTBep/KeHHS TOrO, WO KOMIIAHIS Mae JOCBim Yy cdepi
KibepOe3nekn KpUTHYHOI 1H(PACTPYKTYPH, PO3POOKHM MOJITHK 1
npouenyp, HaJaHHS  KOHCYJbTallid, IPOBEJEHHS  OLIHOK  Ha
BiJITIOBIIHICTh MI>KHAPOTHUM 1 HAI[IOHAILHUM CTaHJIapTaM KidepOe3mneku
Ta BU3HAYEHHs IIOTOYHOTO Ta LILOBOTO piBHS 3pinocti IT-nmpouecis i
npoueciB Kibepoesnexu?

e [ligTBepmKeHHS TOTO, MO KOMIIAHISA Ta 11 CHIBPOOITHHKH MAaloTh
JIOCBiT HE MeHIIe TPhoX (3) MoAiOHUX MPOEKTIB y cdepi iHpopMartiiHol
0e3MeKy MPOTATOM OCTaHHIX TPHOX POKIB?

25 points /
25 GamiB
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[linTBep/mKeHHs, MO KOMIIAHiI Ma€ JOCBifl MPOBEACHHS OIHKH
iHpopMmaniiHOi Oe3mekn Ha 00’€KTax KPUTHUYHOI 1H(QPACTPYKTYpH
(TakuMu 00’€KTaMU € WIAMPHUEMCTBA, SKi BINMOBINAIOTH KPHUTEPiIM
3akony VYkpainu «[Ipo kputnuHy iHGpacTpykTypy» abo odimiiiHo
BKITIOUEHI JI0 TIepestiKy 00’ €KTiB KpUTUIHOI iHDPpaCTPYyKTypH)

Experience in addressing the
needs stipulated under
“Additional task to task B at the

request of the OCI. “

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task? If so, a list and
confirmation is provided

e How many similar tasks was implemented by the company at critical
infrastructure facilities?

e The methodology and description of the approach to the task are

] provided 20 points /
/ locBia mist 3a10BOJICHHS 20 6ais
NOTPeD, BU3HAUCHHUX Yy PO e Uy mae koMmaHis Ta i CHiBpOOITHHKH CrIEeOU(pIYHUN MOCBiA Ta
«Jlonatkose 3aBaHHs /10 CTpaTeriuHi KOMIIETCHIIlI B BUKOHAHHI JOJAaTKOBOrO 3aBlaHHsA? SIKII0
sapanns C na sanur OCh» TaK — HAJIAHO TIEPeJIiK Ta ITiATBePKECHHS
e CKiNbKM TMOAIOHMX 3aBAaHb OyJO peai30BaHO KOMIIAHIEI0 Ha
00bekTax KpuTH4IHOI iHpacTpykTypu?
Hamano METO0JIOT0 Ta OMKC MiAXO0AY A0 BUKOHAHHS 3aBIaHHS
Total Points / 3arajnbHa KijibKicTh 0aJ1iB 100 p011.1ts/
100 GaniB
== DAI PAGE 12




REQ-KYI-24-0152

Instructions for the Preparation of the Cost Proposal IHcTpyKuUii woao
NiAroToBKU LiIHOBUX NPOMNO3ULLN

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1II: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-23 dated July 17, 2024.

LlirnoBi TpoTo3uIlii TOBHHHI OYTH HadiclIaHi B OKPEMOMY
J0AaTKy OKPEMO BiJl TEXHIYHUX NMPONO3ULIH 1 MatOTh Oy TH
gitko  mapkoBani sk «TOM 1I: IUIHOBA
NPOMO3ULLIS.

Y Jlomatky C Hamano mrabnon Ilpaiic-mucTy mOCIHyT.
VYdacHUKHM TOPriB 3alOBHIOIOTH MMAOJIOH Ta BKa3yIOTh
sskoMora  OuTpIle  JeTayJied I OOTPYHTYBaHHS
3aIpOIIOHOBAHOI ITiHH.

i mocmyTy miIsATaloTh 3BUTPHEHHIO Bi OITOXATKYBAHHSI
[1/IB BiAmoOBiTHO A0 OCHOBHOTO KOHTPAKTy KOMIIaHii
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM Y
Kabineri MiHicTpiB VYKpaiHu, peecTpariiHa KapTka
Ne4464-23 Big 17 aunns 2024 poky.

Basis for award

MincraBu A5 yrjaageHHs KOHTPAKTY

Best Value Determination

BuznaueHHs1 Kpamioi nmpono3muii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAL DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible", i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommanis «DAI» npoaHanizye yci nmpono3uuii ta npuiime
pIMIEHHS PO YKIAACHHSI KOHTPAKTY Ha OCHOBI TEXHITHHX
KpUTEpiiB OLIHKKM Ta BapTICHUX KpPUTEpiiB OLIHKH,
3a3HAa4YeHUX BUILE, Ta BigOepe YuyacHUKa TEHIEPY, SKUH
3poOWB  HaWKpamny Mporo3umiro Kommanii  «DAIy.
Kommanis «DAI» Takok MoOke BiIIMOBHUTH Yy PO3TIISIL
NPOMO3UIIii, SKII0O BOHA BCTAHOBUTb, IO YYaCHHUK
TEHIICPY «HE € BiAMOBIMaILHUMY», TOOTO, IO BiH HE Mae
VIOpaBIiHCBKUX  Ta  (DIHAHCOBHX  MOJKJIMBOCTCH,
HeOOXI1THUX Ui BUKOHAHHSI BiIMOBIAHUX POOIT.

Banu ouinkm He HapaxoBYIOTBCS 3a BapTicTh. BapTicTb
OIIIHIOETRCS 3A€OLITBIIIOT0 HA TIPEIMET PEATICTHYHOCTI Ta
obrpynroBanocti. Kommanis «DAI» moxe npuitHATH
pIlICHHS TMPO YKJIAJCHHS KOHTPAaKTy 3 YYacCHUKOM
TeHIIEPY, SKUH TPONOHYE BUINY IIiHY, SKIIO Oymae
MIPUIHATO PIMIEHHS MPO Te, MO0 OUTBI BHCOKA TEXHIUHA
OLlIHKA TaKOrO Y4YacHUKa TEHAEpY 3acilyroBye Ha
JIOTaTKOBY BapTIiCTH/IIIHY.

Kommanis «DAI» Moxe TNpUHHATH pINICHHS TIPO
YKJIAZCHHS KOHTpPakTy 3 YYacHMKOM TeHaepy Oe3
obroBopeHHsi. ToMy mMmouyaTkoBa MPOMO3MUIIS TMOBHMHHA
MicCTHTH HAKpally HiHy Ta HAKpali TeXHiYHi yMoBH
YuacHuka TeHaepy.

Determination of Responsibility

Busnauenns BignoBigaJnLHOCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.

Kommnaniss «DAID» He ykimamgaTume >KOIHUX JOTOBOPIB 3
Y4acHUKOM TeHIAEPY MePII HiXK HE TIEPEKOHAETLCS Y HOTO
BimoBianbHOCTI. [lpu OIiHIOBaHHI BiNIOBITATBLHOCTI

= DAI

PAGE 13




REQ-KYI-24-0152

When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

Yyacamka TeHAepy OepyThCS O yBarWm HACTYIHI
dhaxTopu:

1. HamanHa Komii HEOOXITHMX JOKYMEHTIB Ha
3MIUCHEHHS MisUTBHOCTI B YKpaiHi (JIOKYMEHTH TIpO
peecTpalliro  KOMIIaHil, BKJIIOYAIOYM JOKYMEHT BiJ
MOJATKOBOTo opraHy mpo craryc I1/IB).

2. Hassuicte HOMepy Unique Entity ID (SAM)
(TIOSICHIOETHCS HIXKYE).

3. Jxepero, MTOXO/PKCHHST ~ Ta FOPUCTUKITIFHA
MIPUHAIECKHICTh TIOCIYT HE 3 TMepeniKy 3abopoHEHHX
Kpain (mosicHeHHsI HaiaHi HUKYE).

4. KopoTkuii OTJIsaa KOMIIaHii, BKIIIOYA09n mpodeciitai
JOCSITHEHHS.

5. HasBHicTh ycHIIIHOTO AOCBiNy BHKOHAHHS POOIT B
aHaAJOTIYHUX MpoekTax y MuHynoMy (domatok G).

Anticipated post-award Deliverables

OuikyBaHi pe3yJbTaTH micJisl YKJIaJeHHsI KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAL The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licms ykmageHHS KOHTPAKTY, pe3yJlbTaTh poOIT Ta
KIHIIEB1 TEpMiHU BUKOHAHHS, JIETAILHO OMUCAHI B TAOJIHUII
HWK4e, OyayTp mofani kommadii «DAI». VYwacHuk
TEHAEpY IOBUHEH JETAJIBbHO OIHCATH 3allpOIIOHOBAHY
BapTICTh KOXKHOTO pe3ynbTaTy poOiT B [Ipatic-nmucti. Yci
pe3ynbraTd poOiT MarTh OyTH TOJaHI Ta CXBalieHI
kommaniero «DAI» mepen TuMm, sk Oyme odopmieHa
oriara.

Husutuce Jdomatox C: Ilpaiic-Jluct nns oTpumMaHHS
J0AaTKOBOI iH(opMalii Mpo odiKyBaHi pe3yabTaTH Micist
YKJIaJIeHHSI KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NpUITHATTA

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenmnii MmeHemkep npoekty kommadii  «DAID»
NEePIOINYHO TEPeBIpATHME MOCTYTH, SKi HaJaroThCs, Ha
MIpeAMET TOTO, Y1 JiSUTbHICTh BUKOHY€ETHCS 33I0BITHHO Ta
qu yce oOsamHaHHS ab0 IMMOCTaBKHM € MPUHHATHAMH 3a
AKICTIO Ta CTaHAAPTaMHU.

OOpannii TocTaYaIBPHAK HECE BiIMOBINAIBHICTE 32 OYAb-
K1 KOHTp3axoau ab0o KOpUTyBalbHI Aii B MeXax IbOTO
3anuTy Ha HaJaHHS MPOMO3HULIiH, SKi MOXKYTh BUMAraTuch
KepiBankom npoekty xkommanii «DAI» 3a pe3ynsraTaMmu
TaKoi MEPEBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

BignosigHicTh BUMOram

Ha gomaTtoxk 1m0 BIANOBIAHOCTI  BHINE3a3HAYCHUM
BUMOraM, Y4YaCHUKH ITOBUHHI IOBHICTIO B1AIIOBiZaTH ab0
MEPEeBUILYBaTH HELIHOBUM BHMOTaM crienuikarii:

= DAI
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1. Offeror must be registered in Ukraine as
demonstrated by valid documents for operation in
Ukraine (company registration documents, including
document from the tax authority about VAT status).

2. Consent is required in writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DAL as stated in the cover letter.

1. YyacHUK TOBMHEH OYyTH 3apeecTpoBaHmil B YKpaiHi, 110
MiATBEPIDKYETHCS  YMHHUMH  JIOKYMEHTaMHW ISt
noismpHOCTI B YKpaini  (peecTpaliiiHi  TOKYMEHTH
KOMITaHii, Yy TOMY YHCJIi JOKYMEHT BiJ IOJATKOBOTO
oprany mpo craryc [1JIB).

2. IlucbmoBa 3roja ydvacHHKa Ha OIUIaTy HOCIYT
BUKJIIIOYHO y Oe3roTiBkoBiii ¢opmi Ha yMoBax,
repeadadeHux B mamucanomy Jlorosopi.

3. YuacHUK MOBHHEH MaTH HE MeHIIe TphoX (3) poKiB
BIJIMTOBITHOTO JOCBiAY HamaHHS MOAIOHWX mociyr (Oyan
nacka, 3anoBHiThk Jlogatok G: I[Tonepeniit qocBin).

4. baxkaHo, 11100 YyacHMK MaB JOCBIiJ HaJaHHSI HOJIOHUX
MOCIYT YKpaiHCBKUM HEKOMEPLIMHUM Oprasizauisim ado
MDKHApPOJAHUM HEYPSIOBUM OpraHi3awisiM.

5. JocBin HamgaHHa moCiHyr i3 3BuUTbHeHHsM Bix [1JIB
(6axxaHo).

6. YuacHUK TIOBUHEH MaTu JIOCTaTHI (iHAHCOBI pecypcH
JUTSL BUKOHAHHS POOIT B MeKax He0OXiMHOro rpadiky, 1o
M ITBEPIKYETHCS IPUAHATTIM yYMOB oriata DAI micis
nocTaBkM Ta npuiHATTI DAI, sk 3a3HaueHo B
CYIIPOBITHOMY JIHCTi.

General Terms and Conditions

3arajibHi YMOBH Ta MOJIOKEHHS

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

Y4acHUK TeHAEpY Ma€e OYTH B KypcCi 3araJlbHUX YMOB JIJIS
YKJIaJIaHHS KOHTPAKTy 3a pe3yJIbTaTaMH JAaHOTO 3aruTy
Ha HamaHas mpomoswmii. OOpaHWi ydYacHUK Mae
BiAmoBimatu yciM 3asBamM Ta IliATBEepmKEHHSM TIpO
BiJIMOBI/THICT, 3a3HadeHuM y Jlomgatky D.

Prohibited Technology

3a6oponeni Texnosorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

YyacHUKH TOPTiB HE TOBUHHI HaIaBaTH Oy b -sKi TOBapH
Ta/abo TOCTyTH, SKi BUKOPHCTOBYIOTH IPOIYKTH
TEJICKOMYHIKAI[ii Ta BIJCOCHIOCTEPEKCHHS BiJ TaKHUX
kommaniii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, abo Oyne -sika ix ¢inis
BigmoBigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmii kox

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

BiamoBigHo mo3BosieHOr0 reorpadivHOrO  KOAY IS
yKiIalaHHs ~ JgoroBopiB  kommaHis  «DAI»  moxe
3aKyIOBYBAaTH TOBApW Ta TIOCIYTH JIWIIE 13 HACTYITHHUX
KpaiH.
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Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

e DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiuamit xom 110: Tosapm Ta mocmyrn 3i
Crnonyuenux IlITatiB, He3aNeKHUX JepiKaB KOJIHITHHOTO
PansHchroro Coro3y a0o KpaiH, 1110 pO3BUBAIOTHCS, aJie 3a
BUHSTKOM 3200pOHEHUX KPaiH MOXO[KEHHSI.

leorpadiuanii xox 937: ToBapu Tta mociyrd 3i
Cnonyuennx IlrariB, kpaiH-mapTHepiB Ta KpaiH, IO
pPO3BUBAIOTHCS,  KpiM  IEpefoBUX  KpaiH,  WIO
PO3BHBAIOTECS, 3a BHHATKOM 3a00pOHEHHMX KpaiH
MTOXOJKCHHS.

o Kowmmnanis «DAI» 3000B’s13aHa TIEPEBIPUTH JIKEPEIIO,
FOPUCIUKINI0 Ta MOXO/KEHHS TOBapiB Ta Mociyr Ta (Y
MaKCHUMAaJIbHO MOJIMBIN Mipi) IEPeKOHATHCH, IO JKOIHI
MOCIYTH HE 3aKyNOBYIOTHCS 13 3a00pOHEHMX KpaiH, fKi
3HAXOMATHCS Yy CIUCKY YTPaBIiHHS KOHTPOIIO 3a
inozeManmu aktuBamMu (OFAC) sax kpainm, Ha sKi
PO3MOBCIOJUKYIOTBCS  CaHKIii. J[0 TOTOYHOro ChHcKy
KpaiH, Ha SIKi PO3MOBCIOMKYIOTHCS BCEOCSIKHI CaHKLIl,
BXOJSITh HacTymHi Kpainu: Ky0a, Ipan, [liBaiuna Kopes,
Cynman Tta Cupis. Kommanii «DAI» 3abopoHsieTbcs
cpusTH OyAb-sIKil yrozai TpeTboi CTOPOHH, SKIIO TaKa
yroma Oyna © 3abopoHeHOIo, Km0 O il BHUKOHYyBasia
kommaHis « DAD».

e [logaroum TIPOIIO3HUITIIO y BIANOBIAL Ha IIel 3aImmur,
VYdacHUKM TeHAepy MiATBEPIKYIOTh, INO BOHH HE
MOpyIIyoTh BUMOT 10 JDkepema ta HOpucmukmii, i mo
nociayru BiamoBimaioth ['eorpadiuHomy komy Ta
BUHSTKAM 10710 3a00POHEHUX KpaiH.

Unique Entity ID (SAM)

YHikaabHuii inenTudikarop oprauizamii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta 1HO3eMHI Oprasizaiii, sKi
OTPUMYIOTh ~ TpsAMi  CYOKOHTpPakKTH/IOTOBOpM  Ha
3aKkymiBio Ha cymy B ekBiBasieHTi 30 000 gonapis CILA i
BWINC, MOBMHHI OTPpUMATH YHIKaJIbHUU imeHTHUDIKATOP
opramnizaiii (SAM) 10 miaMTHUCAHHS YTOH.

Hnst  THX, KOMYy NOTpiOHO OTpUMAaTH YHIKaJIbHUI
inenTudikarop opramizamii (SAM), 3BepHITBCA [0
[HCTPYKIIT A7 OTpUMaHHS YHIKAILHOTO iAeHTH(IKATOPY
opranizamii (SAM) ([lusuce donarok E) abo 3BepHiTHCS
1o Bigniny 3akymiBens [Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MoaiTuka 1moa0 60poTLOHN 3 KOPYIIi€l Ta 60POTHOOIO
3 xabapHuuTBOM Ta BinnoBinaabHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful Performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or

DAI Bene cBOIO AiSIIbHICTD 32 HAHCYBOPIIINMH €THIYHUMHU

CTaHAapTaMH, MO0 3a0e3MMeYNTH YeCHICTh KOHKYPEHIII,

NPUAHATHI LiHM Ta YCHOiOIHE HaJaHHSA Mociayr abo

JIOCTaBKy SKICHMX ToBapiB Ta oOmagHaHHsi. DAI He

TEePNUTH TAKUX KOPYNMUiliHUX ik

e Bynp -ski 3amuTH Ha oTpuMaHHs Xxabapa, Bimmadi,
CTPHUAHHS UM BUIUIATH Y BUIIIAI] BUIUIATH, TTOapyHKa
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special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAI staff to:

Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline
at hotline(@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

abo cremianpHOI KOMIeHcarli cmiBpobiTHuKy DAI,
VYPSAZOBIIO YU iX TMpeJCTaBHUKAM BIUTMBAIOTH Ha
PpilIeHHS TPO HATOPOLKEHHs a00 CXBaJICHHS

Bynp -sxka npomo3uuis xabapa, BiAKaTy, CIIpUSHHS YU
BUIUIATH Yy BUTIIAMI IUIATeXy, IMOJapyHKa abo
CrlemiagpbHoi  BHHAaropoaw  Bim  odepeHta  um
CyOmiIpsigHMKa JJs BIUIMBY Ha pilIeHHS TIpo
MIPUCY/KEHHS YU CXBaJICHHSI.

Bynp-sike  maxpalicTBo, Take SK HENpaBUIbHE
BHKJIaJaHHA a00 TpuXoByBaHHA iHGoOpMamii Ha
KOPUCTH ohepeHTa uu CyOmi IpsTHHKA.

Bynp -axi 3MoBu 200 KOH(IIIKTH IHTEPECIB, Y SKHX
MPaLiBHUK, KOHCYJIBTAHT 200 mpenctaBHUK DAI mae
JITTOBI a00 OCOOMCTI CTOCYHKH 3 TIPHHIIAITAJIOM a0o
BJIACHUKOM o(epeHTa 9u CyOmiApsIHUKA, TKi MOXKYTh
BUSIBUTHUCS HECTIPABE/NTUBUMHY Y KOPUCTH O)epPEeHTA Yr
cyomnpsgauka. CyOmiapsaHUKHA TaKoX ITOBHHHI
VHUKAaTH 3MOB YW KOH(IIIKTY IHTEpeciB y CBOIX
3aKyHiBIIX y TMOCTavyalbHUKIB. bynp -sfki Taki
BIITHOCMHM TMOBHHHI OyTH HEraHO PO3KpHTI
kepiBHUITBY DAI sl meperyiimy Ta TPUHAHATTS
BIAIIOBIAHUX  3aXOJiB, BKIIIOYAIOUM  MOJKIIMBE
BUKJIFOUEHHS 3 BUHATOPOAH.

i xopymuiiiHi amii He JOMYyCKalOTBCS 1 MOXKYTb
MPU3BECTH 1O CEPHO3HMWX HACHIIKIB, BKIIOYAIOUH
NPUITMHEHHSI TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
npu3ynuHeHHs Ta BinMoBy ypsay CIUIA, Bukimtoyaroun
odepeHTa uu CyOIiapsTHAKA BiJl y4acTi y MaOyTHIX
bizrecax ypsmy CHIA.

Bynp-sxa cripoba 49u (pakTUIHA KOPYIIIis ITOBHHHA
OyTH HeraiHo MOBiJOMJIEHA oepenTom,
cyOmiapsiHIKoM a0o criBpobiTHUKaMu DAL
Be3komitoBHa aHOHIMHA rapsiua JIiHis 3 TUTaHb CTHKH
Ta IOTpUMaHHS BUMOT 3a azapecoro (CIIA) +1-503-
597-4328

Beb6 -caiit rapsoi miHii - www.DAlethicspoint.com,
abo HajiclnaTH eNeKTPOHHUM JIMCT Ha ajpecy
Ethics@DAI.com

Odic rapsyoi ninii ['enepansaoro incnextopa USAID
3a aapecoro hotline(@usaid.gov.

Iligmucyroun Mo IpoTo3uIlito, OPEPEHT MIATBEPIKYE
JIOTPUMAaHHS I[LOTO CTaHAApTy Ta TapaHTye, IO He
OynyTh 3po0iieHi crnpobu BrmHyTH Ha DAI abo
YPSIIOBHIA TTEPCOHAT 32 JOTIOMOTOI0 XabapiB, YallOBHX,
BUIUIAT 3a CHOPUSHHS, BIJKaTy 4YM IIaxpaicTaa.
Y4YacHUK TOPriB TaKOX BH3HAE, 10 MOPYIICHHS IIi€i
NOJITHKA ~ MOXE TPU3BECTH JIO  PUITHHEHHS,
MMOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYIIIIHHUMU
JlisSIMU, Ta MOMJIMBOTO TNPHU3YIMHUHEHHS Ta 3a00pOHH
ypsay CIIA.
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Offeror’s Agreement with Terms and Conditions

3roga YuacHuka TEHACPY 3 BUMOI'aMu

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Bukonanns ycix BuMor 3amuTy BIONOBIAHO IO
THCTPYKIIiH, 3a3HAYCHUX B HHOMY, Ta TIOJJaHHSI TIPOTIO3HIII1
mo Bimmimy kommanii DAI/Preparedness & Response
CKIIaJaTUME TIPOTO3MINII0 Ta 3acBiAUyBaTUME 3TOIY
YyacHuKa TeHAepy 3 BUMOTaMH IbOTO 3aluTy Ta YCiX
JOJIaTKIB 10 HhOTO. HajaHHs mporo 3amuTy B KOJIHOMY
pasi He 3000B’s13ye koMmmaHifo «DAI» HagaBaTH TOTOBIp
Ha 3aKyIiBIIO 200 BiIIKOJOBYBaTH Y4YaCHHKAM TCHICPY
Oy/Ib-SIKi BUTPATH, ITOB’sI3aHi 3 I IFOTOBKOFO Ta MOJAHHIM
TIPOTIO3HITI].

Attachments

See the list of official RFP attachments below.

JoaaTku

JAuButHCch mnepedik ogiuiiiHux xomaTkiB 10 1BOro
JTOKYMEHTY HUKYe.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE [opatok
A: TEXHIYHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HIKYE HaBeACH] TEXHIYHI BUMOTH [0 TIOCIYT. Y YaCHUKU T€HAEPY MMOBHHHI MMOJATH MPOIO3HLIi,
0 MICTATH BIANOBIAHY iHpOpMario Ha ¢ipMoBoMy OnaHKy abo BiAMOBIZHO 10 odirtifiHoro Gopmary

TIPOTIO3HITI].

Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine
Activity is a program funded by USAID and implemented
by DAI The overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in CI
and to transform Ukraine from a compromised, reactive
cybersecurity actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against CI in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

e SOI: Create a safe and trusted environment to
accelerate the development of people, processes,
and technology in support of cybersecurity across
CI sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation
built on a secure, protected, and dynamic
economy, supported by a talented pool of human
capital.

e SO3: Stimulate demand for and supply of

Ukrainian cybersecurity solutions and service
equip,
cybersecurity entrepreneurs and businesses.

providers to empower, and finance

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI -

IMepexymoBu

IMpoekr USAID «KibGepbe3neka KpUTHYHO BaXKJIUBOI
iHppacTpykTypu Ykpainm» (nani — [IpoekT) mouas cBoro
nBsutbHicTE B TpaBHi 2020 poky. IIpoext USAID
«Kibepbesneka KpUTHYHO BaXIJIMBOI 1H(PPACTPYKTYpH
VYkpainn» ¢inancyerbess USAID Ta peamizyerscst DAL
KianeBa Mera [IpoekTy —3MEHIIEHHS Ta MOTCHIIHHE
YCYHEHHSI Bpa3MBOCTEH KiOepOe3rekn Ta mepeTBOPEHHS
VYkpainu Ha MPOAKTHBHOTO JTiiepa KibepOe3neKy.

[Ipotsarom 1’ sitrt pokiB I[Ipo€eKT 3MilHIOBATHME CTIiHKICTh
1 pO3BHBAaTHME CIPOMOXKHICThH 3amo0iraTv, BUSBIATH I
Oopotucst 3 kibeparakamu, HaIIJICHUMH Ha KPUTHIHY
iHppactpykrypy (mami — KI) Vxpainn. [lissbHIiCTB
JIOCSITHE  11i€T  METH LUIIXOM  JIOCSTHEHHS  TPhOX
CTpaTeriyHux IiJe:

Komnonent 1: CTBOpeHHs O€3MEYHOrO Ta HAIIHHOTO
CepeloBUIlla Ui TPUCKOPEHHS PO3BUTKY JIFOJEH,
MIPOIIECiB Ta TEXHOJOTIH Ha MIATPUMKY KiOepOe3meku y
CEKTOpax Ta aKTHBax B YKpaiHi.

Kommonent 2: 3wminmHeHHS YKpalHH SK CYBEPEHHOI
JiepxkaBy, MOOyIOBaHid Ha Oe3meuHiil, 3aXuWIIeHId Ta
MUHAMIYHIA ~ E€KOHOMIIl, MiJTPUMAaHId TaJJAHOBUTHM
ITyJIOM JIFOJICBKOTO KamiTamy.

Kommonent 3: CTuMyiroBaHHS MNONHMTY Ta HPOIMO3MLIT
YKpAlHCBKMX pilleHb Ta MOCTA4alIbHHUKIB TOCIYr 3

kibepOe3nmekn AN PO3MIUPEHHS  MOXKIMBOCTEH,
ocHaIeHHs Ta (iHAHCYBaHHS MiANPUEMIIB Ta Oi3Hecy 3
kibepbOe3nexu.

JliAmpHICTH  OpraHi30BaHa TphOMa  CKJIAJIOBHUMH.
3aBma”Hg  OISUIBHOCTI  B3a€EMO3AJIEKHI 1  B3aEMHO
M CHIIEH].

KonTekcr

[IpoexkT Hamae JgomoMOry  O0’€KTaM  KPUTHYHOL

IHQPACTPYKTypu B €HEPreTHYHOMY Ta IHIINX CEKTOpax
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within the meaning of the Law of Ukraine "On Critical
Infrastructure” or officially included in the list of critical
infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in
accordance with the NIST Cybersecurity Framework 2.0,

(mami — OKI — y posyminni 3akony Ykpainu «IIpo
KpUTHUHY iH}pacTpyKTypy» abo oQiuiiiHO BKIIIOYEHI 110
nepeniky 00’€KTIB KPUTHUYHOI iH(QPACTPYKTypu) y
MTOCWJIEHH] X CTIHKOCTI JI0 IHIUICHTIB KiOepOe3meKn.

Ha 3amur OKI Tlpoekr 1utaHye  TpOBEICHHS
JiarHOCTYBaHHs KiOepOesmeku iX cucteMm. PesympTaToMm
JIarHOCTYBaHHs OyJe OIliHKa ITOTOYHOTO PIiBHS 3PiJOCTi
OKI. JliarHocTyBaHHS 3IMCHIOETBCS Y BiAMMOBITHOCTI J0
NIST Cybersecurity Framework2.0 , a 3a pe3ymsTaTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OyayTh pPO3pO0OJicHI pEeKOMEHIAIll IIOA0 IiABHUIICHHS
kibepcTifikocTi  opramizamii  BiamoBimHo g0  NIST
Cybersecurity Framework 2.0.

Framework 2.0.
The results of the diagnostic will also establish a basis
for measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of the
cybersecurity system of OCI to assess the level of cyber
maturity in accordance with the requirements of the NIST
Cybersecurity Framework 2.0 and  provide
recommendations for improving the state of cyber
readiness

Tasks

Carrying out diagnostic of the three OCI: the operator of
critical infrastructure facilities ME
"KYIVTEPLOENERGO", CHP-5 and CHP-6 (see
Appendix H) (next — Object of critical infrastructure,
OCI) cybersecurity systems, which will include the
following steps performed in accordance with the NIST
Cybersecurity Framework 2.0 (for the 3 OCI):

a. Assessment of the current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and resources.

b. Defining OCI target maturity levels according to
the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.

Recommendations should contain a list of
necessary policies and processes of information
(cyber) security, calculation of essential resources,
definition of personnel competencies, and
organizational  structure. Based on  the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of

PesynbTaTh MiarHOCTYBaHHS TaKOXK BCTAHOBIISITH OCHOBY
JUIsl BUMIPIOBaHHS POTPeCy MOCUIIEHHS KiOepCTiHKOCTI
OKI micns BHpOBa/KEHHS pPEKOMEHIAIM, HaTaHWX
IICJIS A1arHOCTYBaHHS.

i

3aranpHa MeTa 3aBJIaHHS TOJISTAE B TOMY, OO MPOBECTH
niarHocTyBaHHs cucteMu kibepoesnexu OKI mis omiHku
piBHA KiOep3pinocti BignoinHo a0 Bumor NIST
Cybersecurity Framework 2.0 Ta Hagatu pekomeHmanii
1110710 HOKPALIEHHs CTaHy KiOeproToBHOCTI

3amaugi

[IpoBeneHHs1 miarHOCTyBaHS CHCTEMH KiOepOe3rneku
prox  OKI:  omepatopa  00’€KTiB  KpPUTHYHOL
indpactpykrypu KII «KUIBTEIUIOEHEPT'O», TEII-5
ta TEI[-6 (muB. lomatok H) (mami — O6’€KT KpUTHUIHOT
iHppactpykrypu, OKI), mo Oyne BKiIodatm B cebe
HACTYIHI KpOKi BHKOHaHI BigmoBimao g0 NIST
Cybersecurity Framework 2.0 (ms 3x OKI):

a. OniHioBaHHA MIOTOYHOTO piBHA 3pinocTi
kibepbesnekn  OKI  Bigmoimmo go  NIST
Cybersecurity Framework 2.0. 3BiT 3 OILIHKH
MOBHHEH MICTUTH TIEpeNliK Ta ONHC KIYOBUX

iHpOpMaILiHHUX cucTeM Ta pecypcis PennmienTa.

b. BwusnHauenns 1inboBoro piBHA 3pinmocti  OKI
BigmoBigHo 10 NIST Cybersecurity Framework 2.0

Po3pobOka pekoMeHJamiii MO0 Tepexoay Bix
MTOTOYHOT'O PiBHSA JIO IITLOBOTO PiBHS 3PiJIOCTI.

PexomMenmarmii MMOBUHHI MICTHUTH TIepetiK
HEOOXITHMX TOJITHK Ta TpoleciB iHpopMariitHol
(xibep) Oe3mnexwu, mgpaxyHOK HEOOX1THUX PecypciB,
BU3HAYECHHS KOMITETEHIIIH repcoHaiy,
oprasizauiiay CTPYKTYPY. Ha OCHOBI
peKOMeHJaliil MOBHHHI TakoXk OyTH cdopMmoBaHi
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cyber security and an operational cyber security
model should also be formed. HLD and operating
model requirements:

BucokopiBHesuit npoekT (High-Level Design, HLD)

TEXHIYHOT apXiTeKTypH KibepOesnekn  Ta

omepariiftHoi Mozeni KkibepOesneku. Bumorn no

HLD ra onepauiiinoi Mmonedni:

1) The HLD document is based on technical
controls (software and hardware solutions) and
requirements for it:

1) Hoxyment HLD onmpaeThcs Ha TEXHIUHI
KOHTpOJI (ITpOrpaMHi Ha amapaTHi pillleHHs) Ta

1.

A minimum of 2 manufacturers for each
technical solution;

BHMOT'H 1O HBOI'O:

1.

MiniMyM 2 BUpOOHHUKA Ha KOKHE TEXHIYHE

il. Contain prices in the Global Price List of pIIICHHS;
manufacturers and without VAT. ii. Mictutu ninu B Global Price List
iil. The list of products must be submitted as a BUpOOHHMKIB Ta 6e3 I1/]B.

full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

1.

ii.

iii.

A list of projects for the
implementation of technical controls of
cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

General description and issues of the
Project(s) of item 2(i)

Basic technical requirements for
defined design solutions with
quantitative and qualitative

iii.

[lepenik NpoayKTiB MOBUHEH OyTH
NoAaHui y BUrIIsAl noBHouinHoro Bill of
Material (po3roprayTa criergikaris i3
3a3HaYEHHSIM YCIX CKJIaJOBUX PIIICHHS).

2) Crpykrypa HLD:

1.

il.

iil.

[Tepernik MPOEKTIB BIPOBAKSHHS
TEXHIYHUX KOHTPOJIiB KibepOe3neku ta
cynyTHiX mudpoBuX iHGPACTPYKTYp (SKIIO
€ motpeda) Ta MeTa KOKHOTO i3 HuX. MeTa
Mae OyTH KOHKPETHOIO, YiTKOIO Ta
BiJINIOBIJIATH PEATLHOMY TEXHOJIOTIYHOMY
3MICTY MPOEKTY.

3aranpHuii onuc Ta npobiiemMaTuka
[Mpoekry(-iB) myHKTY 2.1

Ba30Bi TexHIYHI BUMOTH 10 BU3HAYEHUX
MIPOEKTHHX PillleHb 3 KiTbKICHUMH Ta
SIKICHAIMHW BUMOTaMH.

requirements. iv. BucokopiBHEBHH TEXHOJIOTIYHUHN THU3aiH
iv. High-level technological design (Bizyaumizarlisi KOMIIOHEHTIB CUCTEMH,
(visualization of system components, B32€MO3B’SI3KiB Mi>K HUMH, 1HIII JIaHi, 110
relationships between them, and other JIOTIOMAraroTh YATaTy OTPUMATH
data that help the reader get a reliable JIOCTOBIPHE YSIBJICHHS IPO MPOCKT).
idea of the project). v.  CkuaJ TeXHIYHOro pilleHHs (MiHIMYM JIBi
v. The composition of the technical cneuudikanii y surisiai Bill of Material).
solution (at least two specifications in Vi. [MopiBHsIbHA TaONHUIS TEXHIYHUX PILLIEHB.
the form of a Bill of Material). Vil. BumMoru 1o BipoBaKeHHS (CKIIAI0BI Ta
vi. Comparison table of technical peCypcHa OILlHKa).
solutions. 3) OnmeparmiiiHa MOJIeIh Ta BUMOTH 0 Hel:
Vil. Implementation requirements i. Ornepartiitna MoOIeITb CKIaIa€ThCS 3.

(components and resource assessment).

3) Operating model and requirements for it:

1.

ii.

iil.

The operational model consists of policies,
processes, organizational structure, key
performance indicators (KPI), personnel,
corporate governance structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)

The cost of implementing the operational
model, namely - policies, processes,
organizational structure, KPI, personnel,
and corporate governance structure.

il.

iii.

TIOJTITHK, TIPOIIECIB, OpTraHi3aIifHol
CTPYKTYPY, KIIFOUOBHUX MOKA3HHUKIB
edexruHOCTi (KIIE) mepconaiy,
CTPYKTYPH KOPIIOPATHBHOTO YIIPABIIIHHS.
OmneparriiiHa MOJIeNTb IOBUHHA MICTHTH
TEXHIYHHIA TIEPCOHAN Ta OPIEHTOBHUIA OIUC
foro (hyHKIIOHATHLHUX 000B’SI3KIB Ta
BiJIOBiaIbHOCTE (Da)kaHo i3
ypaxyBaHHSM HPOIMOHOBAHKUX IPOCKTHUX
TEXHIYHUX PIillICHB ).

BapricTs BpoBapKeHHS oTiepaliiHol
MOJIEeli, a caMe - TIOJIITHK, MPOIIECIB,
opranizaniinoi crpykrypy, KIIE,
MePCOHAIY, CTPYKTYPH KOPIIOPATHBHOTO
YIIPaBIIiHHSL.
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Additional task to task B at the request of the
OCI:

Recommendations for protecting the industrial
network segment (SCADA):

1. Industrial firewalls between the IT and OT
segments of the network, between OT zones, and
separate critical infrastructure objects.

2. Intrusion detection and prevention system
(IDS/TPS) for the OT segment.

3. Protection of automated workstations and
servers with OT & IoT Endpoint Security, featuring
built-in DLP and EDR with a unified management
console.

4. SIEM/SOAR systems for collecting, processing,
responding, and alerting information security
specialists.

5. Network equipment monitoring system.

6. Upgrading network equipment with port security
features to prevent unauthorized internal
connections.

7. Privileged Access Management (PAM) system.

Development of a roadmap for the implementation
of the developed recommendations for 2 months
and 3 years.

The roadmap must contain a list of actions that OCI
should provide to achieve the target maturity level
with a detailed description of each action and
required resources (material, time, human).

Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation and
verification of procedures and policies and
equipment settings.

Development of a report on the implementation
progress of the recommendations provided by the
OCL.

Evaluation of the maturity level of OCI's
cybersecurity systems according to NIST
Cybersecurity Framework 2.0 after 2 months from
the date of receipt of recommendations by OCI.

[lonaTkoBe 3a1a4a 10 3aBiaanus B 3a 3anutom
OKI:

PexomeHpamii  ans  3aXWCTy  IMPOMECIOBOTO
cermenty mepexi (ACYTII):
I[MpomucnoBi ¢aeppomun  wmix IT- ta OT-
cerMeHTaMHu Mepexi, Mikx 3onamu OT Ta
oxpemumu OKI.
Cucrema BUSIBJICHHS Ta 3armobiranHs
BropraeHHsM (IDS/IPS) OT-cermenrty.
3axXUCT aBTOMATH30BaHUX POOOYMX MICIH i
cepsepiB 3acobamu OT & IoT Endpoint Security
3 BOyaoBanmmu DLP ta EDR i 3arampHOIO
KOHCOJLIIO YIPAaBJIiHHS.
Cuctemu SIEM/SOAR s 300py, 00poOkw,
pearyBaHHS Ta ONOBIMEHHA (axiBIiB 3
iH(hopMaIiiHOT Oe3MmeKH.

Cucrema MOHITOPUHTY MEpEKEeBOTO
o0NaHAHHSA.

MogaepHizallis  MepekeBoro  oOJamHaHHSI 3
dyHKITIEIO 3aXHUCTY TIOPTiB BiJ[

HECaHKIIOHOBAHOTO ITiJKITIOYECHHS.
Cucrema 3axucTy HNpUBLICHOBaHMX OOJIKOBHX
3amuciB (PAM).
Po3pobxka JIOPOKHBOT KapTu peanizanii
PO3pOOICHUX PEeKOMEH AL Ha 2 MicsIili Ta 3 pOKH.

JlopoxKHsI KapTa MOBUHHA MICTHTH CIIHMCOK 3aXOJIiB
Ta iX mnpiopituzamnii, mo wmae BxutH OKI st
JIOCSITHEHHSI IIIJTHOBOTO PiBHSI 3PIIOCTI 3 IETATBHUM
ONHKCOM KOXKHOTO 3 HHX Ta BH3HAYCHHUMHU JUIsl iX
BIIPOBAKEHHS HEOOXiJHIX pecypciB
(MaTepianbHHX, YaCOBUX, JTIFOJICHKHX).

Hapmanus mecsaTH IHIB KOHCYJIBTaTHBHOI HiATPUMKH
OKI B mpomeci BrpoBamkenas OKI Hamanux
peKOMeHaNil, mo OyJe BKIOYATH B cebe, ajie He
OOMEXKYIOUHCh: KOHCYJIBTAIlii IO aJamnTamii Ta
Bepudikauii npoueayp Ta MOJITHK Ta HAJNAIITYBaHb
00JaTHaHHS.

Po3po0ka 3BiTy Npo XiJ BUKOHAHHS PEKOMEHAALlii
"agaaux OKI.

OuiHIOBaHHS PIiBHSA 3pIJIOCTI CHCTEM KibepOe3reku
OKI Bigmosiguo go NIST Cybersecurity Framework
2.0 gepes 2 wicaai 3 gmatu orpumaHas OKI
pEeKOMEHIaITIH.

Deliverables schedule (assessment works are carried
out within the framework of one project but

I'padix HagaHHe pe3yJbTaTiB (POOOTH 3 OHIHIOBAHHS
NMPOBOAATLCH B PAMKAX OJIHOT0 NMPOEKTY, ajie AIs
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separately for each of the critical infrastructure

objects)

Initial Stage: Signing of the Non-
Disclosure Agreement (NDA)
between OCI and the Contractor

Task A Report: Assessment of the
current OCI cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity
Framework 2.0

Task C - D Report: The progress
of each month of implementation
of the recommendations by the
recipient

Task E Report: Reassessment of
the current cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

20 working days
after signing the
Contract between
the Activity and the
provider

30 working days
after signing the
NDA

10 working days
after the
completion of Task
A

45 working days
after completion of
Task B (the report
shall capture the
work completed
under task C and
D)

20 working days
after the
completion of Task
C& D

Minimum qualifications, skills and experience
1. The provider must be registered and provide
auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the

last 3 years;

2. Employees of the provider must have experience
in conducting at least 3 similar information
security diagnostic projects during the last 3

years;

3. The qualification of at least 2 employees of the
provider must be confirmed by internationally
recognized certificates, such as CISA, CISM,
CISSP, ISO 27001 Lead Assessor, ISO 27001
Lead Implementer, Certified NIST
Cybersecurity Framework Lead Implementer or
other internationally recognized certifications in
the field of information security and

cybersecurity;

KOKHOTO0 3 00' €KTiB KPUTHYHOI iH(ppacTpyKTYpH -

OKpeMo)

[MignucaHHs JOrOBOPY PO
Heposrosomrenus (HJIA) mix
OKI Ta ITinpsaaukom

3BiT npo 3aBaaHHs A: OmiHka
piBHs 3pinocti OKI BiamosimHO
1o NIST Cybersecurity
Framework 2.0

3Bit npo 3aBaanus B:
BuznaueHHs HinbOBOTO PiBHS
3pinocti OKI BinmosiznHo 110
NIST Cybersecurity Framework
2.0

3BiT mo 3aBaannio C ta D: Xiz
BHKOHAHHS PEKOMEHIAITii
PEIMITIEHTOM 32 KOKEH MICSAIlh

3Birt mpo 3aBpanns E: moBTopHa
OLiHKa PiBHS 3pijoCTi
KibepOe3neKky BiIOBITHO 10
NIST Cybersecurity Framework
2.0

20 pobOo4ux JHIB 3
MOMEHTY

T T CaHHS
JloroBopy Mix
IIpoextom Ta
ITimpsgarKOM

30 pobounx IHIB 3
MOMEHTY
mignucanas HIA

10 poGounx mHiB
IiCJIsl BUKOHAHHS
3aBJaHHa A

45 pobounx THIB
MICJIT BUKOHAHHS
3aBmanns B (y 3BiTi
Mae OyTH
BitoOpakeHO
poOOTY, BUKOHAHY
3a 3apganaamu C ta
D)

20 pobounx THIB
IiCJIs BUKOHAHHS
3aBgannsa D

MinimMaibHa KBaJiQikanisi, HABUYKH Ta A0CBiN
1. TlocrayaigpHHUK Ma€ OyTH 3apeECTPOBHIA Ta
HaJaBaTH MOCIYTH 3 ayJUTY, OLIHIOBaHHS Ta
KOHCYJIbTYBaHHsI B cpepi kibepOe3neku B
YkpaiHi IpoTATOM OCTaHHIX 3 POKiB;

2. CrniBpoOITHHKH ITOCTa4JIbHUKA IOBUHHI MaTH
JIOCBIJl Y TIPOBEJICHHI HE MEHIIIe 3 MOJi0HUX
IIPOEKTIB iarHOCTyBaHHs iH(popMaLiiHOT
0e3IeKH NPOTAroM OCTaHHIX 3 POKiB;

3. Ksamidikarmis npuHaiiMHi 2 crliBpoOITHUKIB
MoCTavaIbHUKA Ma€ OyTH MiATBEpHKEeHA
MDKHapOJIHO BU3HAHUMHU cepTH(hiKaTaMu,
takumu sk: CISA, CISM, CISSP, ISO 27001
Lead Assessor, ISO 27001 Lead Implementer,
Certified NIST Cybersecurity Framework Lead
Implementer 4m iHII Mi>kKHApPOTHO-BU3HAHI
ceptudikarii y chepi inpopmartiitHoi Oe3neku

Ta KibepOe3neku;
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Confirmed experience of the proposed personnel
(qualifications, resume) in the field of
conducting cyber security diagnostics of critical
infrastructure objects with an indication of the
projects in which the personnel participated (a
list of relevant projects of each proposed
specialist).

DIAGNOSTIC STRATEGY
Before starting the first stage of work, the provider must
provide the Activity and OCI with a diagnostic strategy,
which should include:
e Communication protocols with the OCI and
the Activity
e Format for transferring and receiving
documents between supplier, OCI, and the
Activity.
e The project manager on the part of the
supplier was defined.
REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction

2. Goals and tasks performed at the described stage
of work

3. Description of mechanisms and approaches used
in the report

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the
NIST Cybersecurity Framework 2.0. The report
should describe the approach used to determine
the current and target maturity level according to
the NIST Cybersecurity Framework 2.0.

5. Results of the stage

PROCEDURE FOR DIAGNOSTICS AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient's
current cybersecurity maturity level

Step 1.1 — Determination of the means and methods step
1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and
will be included in the scope of the project - information
can be obtained including, but not limited to, from the

[linTBep/pKeHHHd  OOCBiX  3ampPOIOHOBAHOTO
nepcoHaiy (kBaiidikauisi, pestome) y cdepi
NPOBEJECHHS JIarHOCTHK KibepOesneku 00’ €KTiB

KpUTHYHOT  iHQPaCTpyKTypd 3  BKa3aHHAM
MPOCKTIB, [i¢ MepCoHal MpUHMaB yd4acTh
(mepedik  BIATOBIMHUX  TPOEKTIB  KOXKHOTO

3aMpOIIOHOBAHOTO CIIeTliaicTa)

CTPATEI'TA JIATHOCTYBAHHSA
[Tepen mouaTkom poOIT MocTavyaIbHUK HOBUHEH
nanaru [Ipoexty ta OKI crpaterito giarnoctyBaHHs,
sIKa TIOBMHHA BKIIIOUATH!
e [Iporoxomu 3B"13ky 3 OKI i [Ipoexrom.
e  dopmar nepeadi Ta OTPUMYBAHHS
JIOKYMEHTIB MiXx noctadamsaukom, OKI ta

[Tpoekrom.
o  Busnauenuit KepiBHUK IpOeKTy 3 OOKY
rocravajibHUKa
CTPYKTYPA 3BITY
KoskeH 3BIT HOBHHEH CKJIAJAaTHUCS 3 I'SITH YaCTHH:
1. Beryn

2. Iini Ta 3aBaaHHs, 1110 BUKOHYIOTHCS Ha
OTIMCAaHOMY eTalli poooTH

3. Omnuc MexaHi3MiB i MiX0/1iB, BAKOPHCTAHUX Y
3BITI

4. OcHoBHI cioctepexxeHHs - CTpyKTypa
KITFOYOBUX CIIOCTEPEIKEHb MOBUHHA BiIMOBIIATH
CTPYKTYpi QyHKIIOHAIBHUX OOIacTeH i
nomeHiB, omucanux y NIST Cybersecurity
Framework 2.0. V 3BiTi HoBHHEH OyTH
OTNIMCAHUM TIIXi/l, KK BUKOPHCTOBYBABCS JIJISt
BH3HAYEHHS IIOTOYHOTO Ta IIJIEOBOTO PiBHSA
3pinocri BignosinHo 1o the NIST Cybersecurity
Framework 2.0

5. [Ilincymku eramy

HOOPSAJOK

INPOBEJEHHSA POBIT 3
JIATHOCTHUKHA TA IIOKPAIIEHHSA PIBHA
3PIUIOCTI KIBEPBE3IIEKM 3I'IJTHO NIST

CYBERSECURITY FRAMEWORK 2.0

Eran 1 —3aBpanns A. BusHauyeHHsI IOTOYHOTO PiBHSA
3pinocti kidep6e3nexkn Penumienra

Kpok 1.1 — BusnaueHHs 3ac00iB Ta METO/[IB KOMYHIKAIIii
(JTMCcTYBaHHS, €IEKTPOHHA MTOITA, Tee(HOHOM YU
THITMMHE CITOCO0aMHu) Ta BiATIOBIIATBHHUX 0Ci0 31 CTOPOHH
PenunmienTa ta [Minpsaunka — Menemkepis [Ipoekty

Kpox 1.2 — Bu3naueHHs niepesiky BiaIifiiB,
JIeNapTaMEHTIB Ta IHIIUX CTPYKTYPHHUX OJWHHIb, 10
OyayTh 3aydeHi 0 POEKTY 31 cTopoHU Penurienra ta
BBIl/IyTh B CKOYII IIPOEKTY — iHpoOpMallis Moxe OyTH
OTPUMAaHA Y TOMY YHCJIi, aJile He 0OMEXKYIOUHUCH - 3
BiJUILTY KaJpiB, CrICI[ialli3oBaHuX 1HQOPMAIITHUX CUCTEM
Ta JOBiHUKIB PenumienTa, Ta iHIIe.
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HR department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders

Step 1.4 - Collection of information on the current state
of cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -
information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots)

Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used

Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.

Kpok 1.3 — BusHaueHHsI CTpaTeriYHUX HIJICH Ta 3a1a4
opranizauii B ooxnacti IT Ta KibepOesneku. - inpopmaris
MOXe OyTH OTpUMaHa y TOMY YHUCII, ajie He
00MEXYIOUHCH — 3 IPUHHATHX CTPATETIYHUX JTOKYMEHTIB
PenumienTa, o BU3HAYAIOTH ITiJTI Ta 3a7a4i OpraHi3aiii,
iHTEepB 10 31 cTeHkxoyaepamMu PerumieHTa

Kpox 1.4 — 36ip iHpopmariii mpo MOTOYHUH cTaH
KibepOe3neKy BiIIOBITHO IO TIOMEHIB Ta Cy0IOMCHIB
NIST Cybersecurity Framework 2.0 — indopmartis Moxe
OyTu OTpHMaHa y TOMY YHUCIIi, ajie He 0OMEXYIOUHCH — 3
NIPOBEJICHHSI IHTEPB 10 3 3alliKaBICHUMHU
npeacraBHuKamu PenumienTa, 30ip JOKYMEHTAIBHUX
JIOKa3iB — «apTedakTiB» (aKTiB, MpOLEayp, MOJITHK,
BHBAHTA)XEHb HAJIALITYBaHb IPOIPAMHOTO 3a0e3MeYeHHs,
JIOTOBOPIB, HOPMAaTUBHUX JOKYMEHTIB, 3HIMKIB €KpaHiB)

Kpox 1.5 — Anauni3 3i0panoi Ha kpokax 1.2-1.4
iH(opMaIii Ha BiAMOBIIHICTE BUMOTaM JOMEHIB Ta
cybonomeniB kibepoesnexu NIST Cybersecurity
Framework 2.0— anaJi3 MOBUHEH BKJIIOYATH B ceOe OIMUC
IpoLIeAypH NEPEBIPKU Ha BIIOBIAHICTE BUMOTaM
KOKHOTO Cy0ZIOMEeHA Ta HaBEACHHSAM BHKOPHCTAHUX
JI0Ka3iB (apTedakTiB)

Kpox 1.6 — Ha ocHOBI nipoaHaiti3oBaHoi Ha kporii 1.5
iH(popMaIlii BU3HAYECHHS TOTOYHOTO PiBHS 3P1JIOCTI
kibepbe3nexu y BinnmosigHocTi 3 NIST Cybersecurity
Framework 2.0. BuzHadueHHsI piBHS 3pij0CTi

The maturity level is defined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (tab Diagnostics (/liarnoctuka)) to the
spreadsheet (Forma_Diagnostyky OKI.xIsm file)
provided by the Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results
of stage 1, which includes a completed spreadsheet based
on the results of step 1.6

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting)

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target

BiI0OYBA€THCS HACTYITHUM YHHOM — KOXHA CyOKaTeropis
otiHroeThes 1o mkaii Big 0 1o 4 6anis (0 piBerb — 0 Oau,
1 piBens — 1 Gasny, 2 piBeHb — 2 6ainu, 3 piBeHs - 3 Oany,
4 piBenb — 4 Gany, 6aJ1 IPHUCBOIOETHCS B TOMY BUIIAJKY —
SIKIIO CyOZOMEH MOBHICTIO BiJIIIOBiIa€ BUMOTaM PiBHS
3pLIOCTI), MiCHst YOro SKIIo HabpaHo Bix 0 no 105 Gamis —
e 0 piBeHs Il oprasizanii B 1iomy, Big 106 mo 211 —1
piBenb, Bifg 212 mo 317 — 2 piBens, Big 318 mo 423 —3
piBeHb, 424 — 4 piBeHb). Bei 6anu BKITIOYAIOTHCS TIPU
3anoBHeHHi (BKiIaaka Diagnostics ([liarHocTuka) mo
€TIeKTPOHHOI TadmuIi (aitn

Forma_ Diagnostyky OKI.xIsm), oo Hamae 3aMOBHHK Ta
3anoBHIo€ [TinpsiHUK.

Kpok 1.7 — Ilinroroska 3Bity 3a pe3yibraramu Etany 1,
110 BKJIIOYA€E B ceOe 3alI0BHEHY €JISKTPOHHY TaOJIHIIIO 32
pesynsTatamu Kpoky 1.6

Kpoxk 1.8 — IToromkenns 3 PerumieHToM Ta 3aMOBHHKOM
3Bity 3a pesyabraramu Etany 1 (B pamkax ¢izndnoi un
OHJIAMH 3yCTpidi).

Eran 2 — 3apnanns B. BuzHauyeHHs1 Hi1bOBOTo piBHS
3pinocti kioepoe3nexu Penumienra. Po3pooka
Pexomennaniii 1jisi Ha0yTTs HJILOBOTO piBHS 3pijocTi
kioepOe3nexku Penunienta BigmoBinno NIST
Cybersecurity Framework 2.0. Po3pooka J{opo:kHoi
Kaptu BnpoBagxenns Pexomenaaniii 1y Ha0yTTS
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level of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives ,
interviews with the recipient's stakeholders

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can
be obtained, including, but not limited to, from existing
regulatory and legal documents, a description of the
organizational structure, a description of projects,
inventory documents, interviews with stakeholders of the
recipient

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according
to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.
Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available
and minimum required resources and the results of steps
2.1-2.3 and stage 1. The target level of maturity should be
at least one higher than the existing one.

Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions)

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5
and the documents developed in step 2.6 (including, but
not limited to, time, personnel, and equipment)

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side

Step 2.9 — Developing a report based on the results of
Stage 2 and filling in the Recommendation Plan tab
(Ilnan BpoBamkeHHs pekoMennaniit) of the spreadsheet
(Forma_Daignostyky OKI.xIsm file) spreadsheet of
specifications (Form HLD Recommendation.xlIsx file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 2.10 — Preparation of the report based on the results
of stage 2

Step 2.11 — Agreeing with the recipient and the Activity
of the report based on the results of stage 2 (within a
physical or online meeting)

HiJILOBOro piBHS 3pijocTi kidepOe3nexu Penunienra
BiamoBinno 1o NIST Cybersecurity Framework 2.0

Kpox 2.1 — TIpoBeneHHs iHTEPB 10 3 KEPIBHUIITBOM Ta
KITIOYOBUMH CTEHKXOJIACPAMH ISl BUSHAYCHHS
KITIOYOBHUX HAIPSIMKiB MOKpAIEHHS KiOepOe3nekn 3
TOYKH 30py IJICH Ta 3a/1a4 opraHizaiii - iHpopmartis
MOXe OyTH OTpUMaHa y TOMY YHUCII, ajie He
00MEXYIOUHCh — 3 IPUHHATHX CTPATETIYHUX JTOKYMEHTIB
PenumienTa, 1110 BU3HA4YaI0Th LI Ta 33/1a4i OpraHizarii,
iHTEepB’10 31 cTeiikxonaepamu Penumienra

Kpok 2.2 — BusHaueHHs HassBHUX pecypciB Pernurtienra B
ctepi kibepOesnekn - iHhopMarlist Moxke OyTH OTpUMaHa
y TOMY YHCIIi, ajle He 0OMEXYIOUYHCh — 3 HasiBHUX
HOPMATHUBHO-IIPABOBUX JIOKYMEHTIB, OIIHCY
oprasizaniiHoi CTpYKTYpH, OITUCY MIPOEKTIB,
IHBEHTapH3AIiTHUX TOKYMEHTIB, IHTEPB 10 31
crefikxonaepamu Perumienra

Kpoxk 2.3 — AHai3 Ta BU3HAYCHHS MEPIIOYSPTOBUX, IS
MTOKpaIeHHs, KaTeropii Ta cyOKaTeropiil kibepoe3neku
3rigHo NIST Cybersecurity Framework 2.0 Ha 0ocHOBI,
aje He 0OMeXyIoUHCh, pe3ynbTatiB Etamy 1 Ta kpoki
2.1,2.2.

Kpok 2.3 — AHaui3 Ta BU3HaYeHHsI epIIOYEPTOBUX, IS
MOKpalleHHsl, KaTeropiii ta cyOkareropiii kibepoesnexu
3rigHo NIST Cybersecurity Framework 2.0 Ha ocHOBI,
ajne He 0OMeXyI0UnCh, pe3yabTariB ETamy 1 Ta KpokiB
2.1,2.2.

Kpox 2.4 — Bu3HaueHHs JIbOBOTO PiBHS 3PiJIOCTI
kibepOe3neKn BUXOIIH 3 IIiJieH, 3a/1a4, HassBHUX Ta
MiHIMaJTbHUX HEOOXiTHUX PeCypcCiB Ta pe3yIbTaTiB
KpokiB 2.1-2.3 ta Etany 1. [{inpoBwuii piBeHb 3piNoCTi
Mae OyTH HE MCHIIIE HiXK Ha OMH OUTHIIUI 32 HATBHUIA.
Kpok 2.5 — Po3poOka PexoMenpaltiit 1yist miABUIIICHHS
PIBHS 3piJIOCTi 0OpaHMX AOMEHIB Ta cyOa0MEHIB
kibepOesnexku NIST Cybersecurity Framework 2.0, na
OCHOBI pe3yJIbTaTiB, OTPUMAHHUX Ha MOMEPEIHIX KPOKaX.
Kpok 2.6 — Po3poOka npoekTiB HEOOXiJHUX TOKYMECHTIB
(BKITIOYArOYH, T2 HE OOMEKYIOUHCH - TIOTITHK, MPOTICITYP,
THCTPYKIIiN)

Kpox 2.7 — BuznaueHHs pecypciB HEOOXiTHUX ISt
BNPOBDKEHHS Pexomennaniii po3pobnenux Ha Kporri
2.5 Ta TOKyMEHTIB, pO3pOOJICHIX Ha TIOMIEPEIHIX KPOITi
2.6 (BKIIOYAIOYH, ajle He OOMEXKYIOUHCH - 4ac, IepCoHal,
00J1aTHAHH)

Kpok 2.8 — Po3poOka 2-micsiunoi Ta 3-piunoi JopoxxHboi
Kaptu BripoBaxeHHs po3pobieHux PekomMeHaliii, Ha
OCHOBI pe3yJIbTaTiB MONEPEIHIX KPOKIB Ta, ajie He
00MEXKYI0UHNCh, IHTEPB 10 Ta 0OrOBOPEHHSAMH 31
cTefikxomaepamu 3i cToponu PererieHTa

Kpox 2.9 — Po3po6ka 3Bity 3a pe3ynabratramu ETamy 2 Ta
3amoBHEHHs BKIaaku Recommendation Plan (ITnan
BIPOBAKEHHS pEKOMEHAIII i) eIeKTPOHHOT TaOJIHII
(daitn Forma Daignostyky OKI.xlsm) Ta enekrpoHHY
Tabmmio crienudikarnii (dpain Form HLD
Recommendation.xIsx), o Hagae 3aMOBHUK Ta
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Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map Recommendations
Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the
results of Stage 2

Step 3.3 — Submission of a monthly report within 6
months of the implementation of the recommendations
provided as a result of Stage 2 and the Road Map,
describing the recipient's progress and identified
problems and backlogs (if any)

Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or
online meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient's achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity
Framework 2.0

Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0
domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested recipient representatives, collection of
documentary evidence - "artifacts" (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots)

Step 4.2 — Analysis of the information collected in step
4.1 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0— the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the
analysis should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is 0 level for the organization as a whole, from
105to 211 - 1 level, from 212 to 317 - 2 level, from 317

3anoBHIO€ [1iapsaHuK. 3aOBHEHA BKIIAKA €JICKTPOHHOL
TaOIuUI MOBMHHA OyTH BKJIFOUEHA JI0 3BiTy 3a ETar.
Kpoxk 2.10 — ITinroroska 3Bity 3a pe3yinbraramu Ertamy 2
Kpox 2.11 — Iloromkenns 3 PenumienTom Ta
3amoBHHKOM 3BITY 3a pe3ynbratamu Etamy 2 (B pamMkax
(bi3nmuHOT YK OHJIAMH 3yCcTpidi).

Eran 3 — 3anannsa C-D. KoncyJibTaTHBHO-
MeTo0J0riuHa miaTpuMKka PenunienTa Ha erami
BIpoBa/zkeHHA Pexomennaniii 3a /{opo:kHBOIO
Kaproro

Kpok 3.1 — HaganHs moMics9HOi KOHCYJIBTaTUBHOT
miaTpuMku Perumienta [TinpsinHukoM Ha ertarti
BIIPOBaKEHHS PekoMeHalii OTpUMaHuX 3a
pesynbratamu Etamy 2

Kpox 3.2 — BincminkoByBanus [TiapsqHIKOM mporpecy
BIpOBaDKeHHS Pexomennanii PerumieHToOM Ha
IIOMICSIYHIH OCHOBI B paMKax rpadiky BU3HAUYEHOTO
Jopoxuporo KapToro 3a pesynbratamu Etamy 4

Kpok 3.3 — HaganHs oMicsi9HOTO 3BITY IIPOTAToM 6
MICSIIiB BIPOBaKeHHs PekoMeHnaniii Haganux 3a
pesyasTatamu Etany 2 ta Jlopoxsoi Kaptu 3 onucom
nporpecy Penumnienra Ta BUSBICHUX IpoOIeM Ta
BiJICTaBaHb (32 HASIBHOCTI)

Kpok 3.4 — IToromkeHHs 3 3aMOBHHKOM IIOMIiCSYHUX
3BiTiB 3a pe3ynbTaTamMu BUKoHaHHA ETamy 3 (B pamkax
(bi3muHOT YK OHJIAMH 3yCcTpidi).

Eran 4 — 3aBnanns E. IloBTopHa aiarHocTuka aJist
niATBePIKeHHS J0cATHeHHs PenumieHTOM 1ij1LOBOTO
piBHs 3pisocTi kiGepoe3nexu 3rimno NIST
Cybersecurity Framework 2.0

Kpok 4.1 — 36ip inpopmarii npo nNoToYHUi cTaH
KibepOe3neku nomeHiB Ta cyonomeniB NIST
Cybersecurity Framework 2.0, 1o Oyyii BU3HaueHi Ha
Etani 2, sik nepuioueprosi mis [lokparueHus —
iHpopMalis Moxe OyTH OTpUMaHa y TOMY YHMCIIi, ajie He
00MEXyIOUHCh — 3 TIPOBEACHHS IHTEPB IO 3
3aIliKaBJICHAMH TIpeicTaBHUKaMu PenurmienTa, 30ip
JIOKyMEHTaIbHUX J0Ka3iB — «apTedakTiBy (aKTiB,
MpoLeAyp, MOJITHK, BUBAHTAXXEHD HAJAIITYBaHb
MIPOTPAMHOTO 3a0€3IeYCeHHS, JOTOBOPiB, HOPMATUBHUX
JIOKyMEHTIB, 3HIMKIB €KpaHiB)

Kpoxk 4.2 — Anauni3 3i6panoi Ha Kpoi 4.1 inpopmarii Ha
BiJINIOBIJTHICTF BUMOT'aM JIOMEHIB Ta CyOJJOMEHIB
kibepoesnexku NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBHHEH BKJIIOYATH B ce0e OIuC Mpoueaypu
NepeBipKY Ha BiJIOBIAHICTE BUMOTaM KO>KHOTO
cyO/IoMeHa Ta HaBeICHHSM BUKOPUCTAHUX JIOKa3iB
(apredakriB)

Kpox 4.3 — Ha ocHoBi npoanaitizoBanoi Ha Kporti 4.2
iH(hopMaIlii BU3HAYCHHS MiATBEPHKSHHS JOCATHEHHS
PennmieHTOM ITiTHOBOTO PiBHS 3pLIOCTI KibepOe3neku y
BignosigHocTi 3 NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBHHEH BKIIIOYATH B ce0e OIuC Mpoueaypu
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to 423 — 3 level, 424 — 4 level). All points are included
when filling (Re-diagnostics tab) into the spreadsheet
(Forma_Diagnostyky OKI.xIsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a physical
or online meeting).

MEPEBIPKHU HA BIAMOBIIHICTH BUMOTAaM KOXKHOTO
cy0Z0MeHa Ta HABSICHHSIM BUKOPHCTAHUX JTOKA3iB
(apredaxriB). BusHaueHHs piBHS 3pij0CTi BiiOyBaeThCs
HACTYITHUM YHHOM — KOXKHA CyOKaTeTopist OI[IHIOETHCS
o mkani Big 0 go 4 6aiiB (0 piBens — 0 6an, 1 piBerb — 1
Oanu, 2 piBeHb — 2 6anu, 3 piBeHb - 3 6anwm, 4 piBeHs — 4
Oany, 6aJ MPUCBOIOETHCSI B TOMY BHITAIIKY — SIKIIO
CcyOJIOMEH TTOBHICTIO BiZITIOBiIa€ BUMOTaM PiBHS
3piJIOCTI), MicHs 4oro AKIo HadpaHo Bix 0 mo 105 Gais —
e 0 piBeHb Il Oprasizanii B 1isiomy, Big 106 mo 211 —1
piBeHb, Bifg 212 mo 317 — 2 pisens, Big 318 mo 423 —3
piBeHb, 424 — 4 pieHb). Bei 6anm BKIIIOYAIOTHCS IPH
3anoBHeHHi (Bkiaaka Re-diagnostics (IToBropHa
JIiarHOCTHKA) 0 eJIeKTpOHHOT Tadmumi ((aiin
Forma_Diagnostyky OKI.xIsm), mo Hamae 3aMOBHHK Ta
3anoBHIo€ [TinpsiHUK.

Kpox 4.4 — TTinroToBKa 3BiTy 3a pe3ynbratamu Etamy 4,
10 BKITIOYA€E B ceOe 3aMOBHEHY TaOHUITIO 32
pesynbratamu Kpoky 4.3

Kpox 4.5 — TToromkenns 3 PerumieHToM Ta 3aMOBHHKOM
3Bity 3a pesyabraramu Etany 4 (B pamkax ¢izudnoi un
OHJIalH 3yCTpiyi)
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Attachment B: Proposal Cover Letter
Hopatok B CynpoBigHun nuct

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY1-24-0152
dated August 5, 2024. Our attached proposal is for
the total price of (figure
and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 T anHcaACs HIKYE, HATaeEMO TTPOTIO3HUIIIIO 13
3arajpHOIO I[IHOIO

(BKaxiTh LiHY HU(pPaMH i IPOITHUCOM), sIKA JOJAAETHCS,
BIIIOBITHO /10 3anuTy Ha HamaHHs mporo3uilii RFP Ne
REQ-KYI-24-0152 5 cepras 2024 poky.

Mu 3acBiguyemo, o iy 3a3HaueHi y [Ipatic-nucTi, mo
TOAETHCS, AiCHI poTsaroM nepioxy 60 (rmicTaecsT)
KaJICH/IapHUX JIHIB.

Mu 3acBiguyemo Hamty (HhiHAHCOBY BiIITOBIJAIBHICTS i
puitMaeMo YMOBH oriaTi kommaHii «DAIy, ski €
OILJIATOO TICIIS JJOCTABKY Ta MPUHHATTS HAJIAHUX TIOCIYT.

Hama ipomo3uttist € 000B’13KOBOO 171 HAC 3
ypaxyBaHHSIM 3MiH B pe3yJbTaTi OyIb-sIKHX 0OrOBOPEHb.

Mu pozymiemo, mo kommaHist «DAID» He 30008’ 13aHa
npuiimMaty Oyb-sIKi IPONO3ULIi, IKi BOHA OTPUMYE.
[Tixrmc yroBHOBaXKEHOT 0cO0M:

ImM’s1 Ta mOcasa yrmoBHOBa)KEHOT 0COOH:

Ha3ga opranizauii:

Anpeca:

Tenedon:

E-mail:

[TeuaTka xKOMmaHii:
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Attachment C: Price Schedule / QoaaTtok C: MNpanc-nuct

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY Tabnuui HWKYE HABEAEHI BUMOTH A0 MOCIYr. YYAacHUKH TeHJEepy NMOBHWHHI MOAATH MPOMO3ULIi, IO
MICTSTh BiANOBiAHY iHQoOpManito Ha QipMoBoMy OJaHKy abo BiAmOBiZHO OO0 odiuiliHoro dopmary

MPOTO3ULIi.

The price could be presented in USD or UAH without VAT/ Yci uinu HanaHi B B gonapax CIIA abo

rpuBHi 6e3 I1JIB.
q Budget narrative
Detailed budget template explanation
Ite ey 5 . . . Unit Total . e e e .
m Item Description/Specifications Unit Quantity Price Price Provide brief justification
# | Omuc/Crnenudikarii Omunnny | Kinpkicte | IliHa 3a o Bcroro o perdh i i ™
1 | Program Staffing
1,1
2 | Equipment and material
2,1
3 Travel, Transportation, Per
Diem
3,1
4 Other Direct Costs/Program
Administration and Services
4,1
5 | Benefits/Fee
6 | Other Indirect Costs
GRAND TOTAL IN UAH:

Delivery Period: Click here to enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information
on each line item in the budget and explain why these items are needed to implement the activity. THE
PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF AND EXCEL SHEET.

NPUMITKA: Y4acHUKM NOBHHHI MOJIATH BUYSPITHUN OMUC OFOJKETY, SKUH MICTHTH iH(OpPMAIIO PO
KOXKHY CTaTTIO BHUTpPAT Ta IOSCHIOIOTh, YOMY IIi CTaTTI MOTPiOHI Iy 3milcHEHHS misuTbHOCTI. Moro
notpibHO HagicnaTu y ¢popmarti daiiny .pdf ta .xls.
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Price Schedule / IIpaiic-iuct

Payment
Milestone Description & Amount / Total
N Milestone No. / Required Documentation / Bincorok Due date / price /
B Pe3yabTaTt Onuc Ta HeoOXigHA Big cymu Jata ina
JOKyMeHTAIList 3arajibHol
oIIaTH
Initial Stage: Signing of the 20 working days after signing
Non-Disclosure Agreement the contract between the
(NDA) between OCI and the selected provider and the
selected provider / Activity / 20 po6ounx IHIB
IMoyaTkoBHii eTam: TTCJIS i AMTACaHHS TI0TOBOPY
MiAMUCAHHAS YTOAM TPO MiX 00OpaHuM
HeposroyomeHHsa (NDA) mix MOCTaYaIbHUKOM Ta
OCI Ta oO6paHuM npoBaiigepomM JismpHICTIO UFAII;I /
Milestone #1 / Deliverable A Report: , 30 working days after signing USD /
L1y esyabrar Nel Assessment of the current OCI 35% the NDA between the OCI fonapH
cybersecurity maturity level and the selected provider / 30 CIIA
according to the NIST po0OOIMX JTHIB MTiCISA
Cybersecurity Framework 2.0 / migmucanas NDA mix OKI
3BIT 3a pe3yJbTaTaMu Ta BUOpaHNM
3apmanasa A: Ominka MOCTavaIbHUKOM
MMOTOYHOTO PiBHS 3PiIOCTI
kibepoesneku OCI BiamoBigHO
1o NIST Cybersecurity
Framework 2.0
Deliverable B Report: 10 po6ourx HiB micms
Determination of the OCI target 3aBepUICHHS 3aBJaHHA A
maturity level according to
NIST Cybersecurity
Framework 2.0 /
3BIT 3a pe3yabTaTaMu
3apnanns B: Bu3HaYeHHS
uiboBoro piBHs 3pinocti OCI
BignosigHo 1o NIST
Cybersecurity Framework 2.0 UAH/
Milestone #2 / Deliverable C Report: 20 working days after the TPH.
2 Pesyabrar Ne2 Reco.rr.lme.ndatlons for 40% completion of Deliverable B / Ush/
transitioning from the current 20 poGoumx AHIB mics Jojnapu
level to the target level. / 3aBepIueHHs 3aBiaHHs B CIIA
3BIT 3a pe3yabTaTaMu
3asmanusa C: Pexkomennmarrii
1010 IEPEXOY BiJl MOTOYHOTO
PIiBHS 10 IiJIbOBOTO.
Deliverable D Report: 10 working days after the
The road map for the completion of Deliverable C /
implementation of the . 10 poGounx anis micst
developed recommendations sapepienns 3aaanms C
for 2 months and 3 years / 3BiT
3a pe3yapraTtamu 3ananns D:
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JoposxHst kapra peanizawii
PO3pOOICHUX peKOMEH Al Ha
2 micsii Ta 3 poku

Deliverable C - D Monthly
Report: The progress of
implementation of the
recommendations by the
recipient / LlloMicsunmit 3BIT 32
pesyabratamu 3asaanns C - D:
X1J1 BUKOHAHHS pEKOMEHIAMIN

45 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) /45 pobouunx JHiB mics
BUKOHaHHS 3aBnaHHs B (y
3BiTi Ma€e OyTH BizoOpaxxeHo

oJlepIKyBaYeM po0OTYy, BUKOHAHY 3a UAH/
3aBaanHsMu C ta D) IPH.
3 | Milestone #3 / Deliverable E Report: 25% 20 working days after the USD/
Pesynbrat Ne3 | Reagsessment of the current completion of Deliverable C | #0H1apH
cybersecurity maturity level & D / Yepes 20 po6ounx CIIA
according to the NIST JIHIB TIiCIIA 3aBepIICHHS
Cybersecurity Framework 2.0 / 3asmans C ta D
3BIT 3a pe3yJbTaTaMu
3aBnanns E: noBTopHa oIiHKa
TMOTOYHOTO PIBHS 3PiIOCTI
KibepOe3mneKy BiIOBiIHO 10
NIST Cybersecurity
Framework 2.0
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Attachment D: Representations and Certifications of
Compliance/dlogatok D: 3asaBu Ta ligTBepAXXeHHAM Npo
BignosigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. DenepambHUH CHHCOK BHUKIIOUEHMX o0ci®6 — OOpaHmit ydacHHK
TeH/Iepa Hapa3i He € BIICTOPOHEHUM, TUMYACOBO BIJICTOPOHEHUM 200
BU3HAHUAM TaKHUM, IO HE MAa€ MpaBa YKIAAATH KOHTPAKT 3 OYyIb-IKUM
(enepanbHIM OPraHOM.

2. ITigTBeppKeHHS 3apobiTHOT mIaTn KepiBHULTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Big kommanii «DAID» sk reHEepaTbHOTO MiAPSIHHKA
3a koHTpaktamu ¢enepanpHoro ypsiny CIIA 3BityBatn mpo piBHI
3apoOiTHOI IUIATH W'STH KEepIBHUKIB CyOHIIpSAIHUKA 3 HaHBHIINM
piBHeM 3apoOiTHoi miath B CHcCTeMy 3BITHOCTI 3a JOTOBOpaMH
CyOmiapsiy BiIOBIIHO X0 3aKOHY IPO MiI3BITHICTE 3a (elepatbHuM
¢inancysanssaM Ta nposopicts (FSRS).

3. Ykas3 Ilpesunenta CIIA mpo 3a60poHy (iHAHCYBAHHI TEPOPHUIMY -
BukoHnaBilo Haragyetbcs, 1mo yka3su [Ipesumenra CIIA Ta
3akoHomaBcTBO CIIIA  3a00pOHSAIOTH 3AIMCHIOBATH OIeEpaiii 3
¢bizuuHIME 0coOaMu Ta OpraHizalisiMH, OB’ I3aHUMH 3 TEPOPU3MOM, a
Tako’K HamaBaTH 1M  pecypcd Ta MmATpUMKYy. Opunuuny
BIJNIOBITANBHICTE 32 3a0e3MeuYeHHs JOTPUMAaHHA IMX  yKa3iB
[pesunenTa Ta 3akOHOIABCTBa Hece BukoHaBenb/PerumieHt.
PenumieHTy He JO3BOJIETHCS TpalOBaTH 3 (I3UYHUMH 0coOaMH Ta
OpraHi3alisiMH, MMOB’S3aHIMH 3 TEPOPU3MOM, a TaKOXK HaJIaBaTH iM
pecypcu Ta miarpuMky. JKomHa momomora abo pecypcu He MOXYThb
HAJABaTUCh (i3UYHUM ab0 FOPUIMYHUM 0Cc00aM, SKi 3HAXOAATHCS Y
CHUCKy TpOMaIsiH OCOOIMBHX KaTeropiii Ta 3a00pOHEHHX OCi0, KUl
Bene KasnaueiictBo CIIA (mauB. www.SAM.gov ), a6o y Cmucky
oco0IMBHX KaTeropin OOH (muB.
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ). Ile
MOJIOKEHHS 000B’13KOBO BKIIIOYAETHCS JI0 BCIX JIOTOBOPIB CyOmiapsiy /
pillleHs PO HaJaHHS CyOMiApSAIy, SKi BUKOHYIOTHECS B paMKax IbOTO
JIOTOBODY.

4. Toprisns a0apMu — BUKOHABIO 3a00pOHSETHCS TPOTATOM CTPOKY
[T IbOTO KOHTPAKTY 3A1HCHIOBATH TOPTIBIIIO JIFOABMH (SIK BU3HAYCHO Y
Iporokoni miomo 3amoOiraHHs, OPOTHAIl Ta MOKapaHHS TOPTIBIi
JIIOJIbMH, OCOOJIMBO KIHKaMH Ta JTITbMH, SIKHH IT0TOBHIOE KOHBEHIIIO
OOH oo npoTtuaii TpaHCHAIIOHAIBEHOT OPTaHi30BaHOI 3JI0YMHHOCTI),
OIUTauyBaTH KOMEpLiiiHI CeKcyalbHI MOCIYI'M Ta BHKOPHUCTOBYBaTH
MIPUMYCOBY IIPAIIIO.

5. IlinTBepIKEHHs Ta PO3KPUTTA iH(opMamil Mo/10 MIaTexXiB 3 METOIO
BILIMBY Ha Jiedki denepanbHi rocnoaapchbki omepanii — Y4YacHHK
TEeH/iepa MiATBEPIXKYE, L0 AOTPUMYEThCS 3apa3 Ta JOTPUMYBATHMEThCS
i wagami Bumor FAR 52.203-11 «IligTBepmKeHHS Ta PO3KPUTTS
indopmarmii momo mIaTexiB 3 METOI0 BIUIMBY Ha JesKi (exepasbHi
TOCIIOJJAPCHKI OTeparii».

6. OpranizamifiHuii KOH(IIKT iHTepeciB — Y4YacHHK TEHIEPY
MiATBEpIUKYE, IO oMy HEe BiIOMO Ipo Oynb-fKy iH(pOpMamniio, ska
CTOCYETHCS ICHYBaHHS OYIb-SIKOTO TOTEHI[IHOTO KOH(MIIKTY iHTEpeCiB
oprasizarii. YYaCHHK TEHAEPY TaKOX IMiITBEPIKYE, IO SKIIO HOMY
CTaHe BiIOMO PO iH(pOPMAILiI0, KA Ma€ BiTHOIICHHS 10 MOKJIHBOCTI
iCHyBaHHS MOTCHIIWHOTO KOH(MIIKTY, YYaCHUK TEHAEpPY HEBiIKIAIHO
Hanae kommanii «DAID» 3BiT, e po3KpHBaeThCs Taka iHpopMaIis.
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

7. 3abopona cerperamnii MicIlb CHIJIbHOTO KOPHUCTYBAaHHS — YYacHHK
TeHJepa MiITBEepIKyeE, Mo NoTpuMyeThest FAR 52.222-21 «3abopona
cerperanii MiCIlb CITUIBHOTO KOPUCTYBAaHHS).

8. PiBHI MOXIMBOCTI — Y4YacHHK TEHAEPY IMIATBEPIKYE, IO HE
3MIHCHIOE TUCKPUMIHALIIIO TPOTH OYIb-AKOTO MPalliBHIKA a00 3assBHUKA
3a BIKOM, CTATTIO, PEJIri€f0, iHBATIIHICTIO, Pacoio, MEePeKOHAHHIMH,
KOJIbOPOM ILIKipH a00 HaI[lOHAIBHICTIO.

9. TpynoBe 3aKOHOHABCTBO — YYacHHK TEHAEPY MIATBEPIUKYE, IO
JOTPUMYEThLCS BCiX BUMOT TPY0BOTO 3aKOHOIABCTBA.

10. [omnoxxenHs npo denepanbHi 3akymiBmi (FAR) — YuacHuk TeHnepa
HmiATBEp/UKYE, 110 o3HaomueHuil 3 IlojokeHHAM mpo (enepanbHi
sakymiBmi (FAR) 1 He mopyirye >OMHOTO MiATBEPIKCHHS, IO
BHMAaraeThCs 3riiHO 3 BianoBiguuMu HopMamu FAR, y Tomy uwmcii, ane
HE 0OMEXYIOUHCH MiATBEPKEHHSIMU CTOCOBHO JIOOifOBaHH:, Xxabapis,
MOXITHBOCTI piBHOTO MpareBIaTy BaHH, KOMICHCALIHHOT
IUCKpHUMIiHANii, Ta IUIaTeXiB 3 METOI0 BIUIMBY Ha (emepanbHi
TOCIIOJIAPCHKI oIrepartii.

11. loTpyMaHHs BUMOT NpAIliBHUKAMH — YYaCHHUK TCHAEPY rapaHrye,

III0 BUMaraTHMe BiJl yCiX MpaIiBHUKIB, FOPHIUIHUX Ta (Gi3naHHUX 0cib —
HaJaBaviB MOCIYT Yy 3B’S3Ky 3 BUKOHAHHAM JlOrOBOpY Ha 3aKyIHiBIIIO
kommadii «DAI» 1oTpuMyBaTHCh BUMOT BiAnoBiaHOTO JloroBopy.

IMTojaioun MNPONO3MILIIO, YYACHUKM TEHAEPY LM IOTOJUKYIOThCS
MIOBHICTIO BUKOHYBATH YMOBH Ta ITOJI0>KEHHS BUIIE3TaJaHOTO Ta BCHOTO
BiamoBigHOTO QenepansHoro 3akoHomasctBa CIIIA, mo 3a3Hauene y
bOMY JOKYMEHTi, a TaKOX HpHU yKJIaJeHHi JOTOBOPY MOBHHHI OyTn
TOTOBI MIIMMCATH I 3asBU Ta MiATBEPIKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees / flogatok E: IHCTpyKuUil woao
OTPUMaHHS YHiKanbHoro igeHTudikaTtopy opraHisauii (SAM) —
noctayasnbHUKKU, cyoniapaaAHUKM Ta rpaHTooTpMMyBaYi KomnaHii «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAI will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM)
to DAI

1. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive
first-tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an
Unique Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this
requirement if the gross income received from all sources in the previous tax year was under $300,000.
Please see the self-certification form attached.

1. MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NN CTTRONNTRACTC/PNc (QWN NNN 4 ahaval ar MONFTARV (ZRANTQ WITT RE CICNEFD RV

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa iHdopmanis:

Crucanii orasax norouynux BuMor ypsaay CIIA — ynikanbHuii inenTndikarop ropuananoi ocodoun (SAM)
ITounnatoun 3 4 kBitTHa 2022 poKy, IOPHUAWYHI OCOOM, SKi BEAyTh iSUIBHICTH 13 (eaepallbHUM YPSIOM,
BHKOPHUCTOBYBATHUMYTh YHIKATBHUH ileHTH(DIKATOP IOpUINTHOI 0coOu (SAM), 0 CTBOPIOETHCS Ha caiiTi SAM.gov.
VYHikaneHuil igeHTudikaTop opuanuHoi ocodbu (SAM) — ne 12-3HauHuit andasiTHO-UM(POBUH KOO, SIKHA
KOHTPOJTIOETHCS Ta TIPUCBOIOETHCS YPSIOM 1 HACKUTH Ypsaay. BiH monomarae ypsimy CipoOCTHTH HPOTIEC iMeHTHhIKaIT1
Ta TIEPEBIPKH IOPUANYHHUX OCI0, TOJETIIyIOYH H pOOISTINM MEHII OOTSKIMBUAM IS FOPUIUIHHX OCI0 BEICHHS
JisUTbHOCTI 3 penepabHIM yPSIIOM.

InenTndikarop HamAETHCS OPUAUTHIM 0C00aM T 4ac peecTparliii, abo jk HOro MokHa OTpUMaTH Ha caiTi SAM.gov
0e3 peectpauii. Ilociyru 3 miaTBepmkeHHs ineHtudikatopa mist ypsagy CIIA namae xommnanis Ernst and Young.
Iadopmanis, HeoOXigHA AT OTPUMAHHS YHIKaJIBHOTO imeHTH(]ikaTopa ropuanuHoi ocodbu (SAM) Oe3 peectpauii, —
MiHIMaTTbHA. [MeHTHdIKaTOp MiATBEpIKYE JUIIC IOPUANIHY HA3BY Ta aapecy Bamioi opraHizamii. Lle miaTBepmKkeHHsS
TOTO, 1110 BaIlla OpPTaHi3allis € THM, 32 KOro ce0e BUIAE.

VYHikaTpHUH i1eHTHdiIKaTOp I0puANIHOI 0co0u (SAM) HamaeThest 6€3CTPOKOBO.
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Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucanii orjsia koaumHix Bumor ypsiny CIIIA — DUNS

VYHiBepcansHa cuctema HyMmepauii ganux (DUNS) — ne cucrema, po3po0iieHa i KOHTpoJIbOBaHa KoMmaHieto Dun and
Bradstreet, sxa ipucBorO€ Cy0’€KTy TOCTIOAAPIOBAHHS VHIKAILHAN NeB’ ATH3HAYHUN M poBuid ineaTudikarop. Taka
CHCTEMa € CBITOBUM CTaHJApTOM 1 paHimie BUKOpUCTOBYBasachk ypsmoMm CIIIA mms mpHCBOEHHS YHIKATBHHUX
ineHTudikaTopiB ropuandHUM ocobamM. 4 kBiTHS 2022 poky ypsa CLIA npunvHUB BHKOPHUCTaHHS Li€l CUCTEMH i
3aMiHUB i1 Ha yHIKaneHUH inerTudikarop opuananoi ocodu (SAM). ITicns 4 xBitas 2022 poky dhenepanbHUil ypsi He
BuMaratume Homep DUNS.

Sxmo ropuanyHy ocoly Oyno 3apeectpoBaHo Ha calTi SAM.gov (3 akTMBHOIO a00 HEaKTHBHOIO PEECTpALi€lo),
VHIKQIBHAN 1MeHTH(IKaTOp IopuandHoi ocoon (SAM) OyB MPUCBOEHUH 1 TOCTYITHAN IS TIEPETIIAILY B O0IIKOBOMY
3amuci opranizauii Ha cadti SAM.gov me Ao mepexoxmy, skud BinOyBcs 4 kBiTHA 2022 poxy. YHIKanbHUM
igenTudikarop ropuauyHoi ocoon (SAM) MoxkHa 3HAWTH, YBIHIIOBIIM A0 CUCTEMHU Ha caitti SAM.gov i BuOpaBUIH
BIIDKET « YTIpaBIiHHS opraHizaricro / Entity Management» y cBoeMy poO0odoMy ITPOCTOPi a00 YBIUIIIOBIIN 0 CUCTEMHU
1 BUKOHABIIIH TTONIYK iH(OpMAaIlii Ipo IOpUANIHY 0CO0Y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Information about OCI/ loaatok ®: IHchopmauia npo OKI

The table below provides basic information about the OCI and its scope.

V Tabnumi HKYe HaBeaeHo 6a30By iHdopmartito mpo OKI Ta #ioro macmrad.

Name of OCI / Ha3Ba OKI

CHP-5 and CHP-6 of operators of the critical
infrastructure facilities ME "KYIVTEPLOENERGO" /
TEII-5 ta TEII-6 onepaTopa 00’€KTiB KPUTHYHOL
inppacrpykrypu KII «KUiBTEILIOEHEPT'O»

Official Website / Odiriitauit Be6-caiit

https://kte.kmda.gov.ua/

CHUCTEM, aJMiHiCTpaToOpaMu ad0 pO3MOPIAHUKAMHU
axux € OKI

Number of employees / KinbkicTh mpalliBHHKIB 8890
Number of main divisions (departments) / KinbkicTb 6
OCHOBHHX CTPYKTYPHHX IIIPO3ALTIB (AeTIapTaMeHTIB)

Number of regional offices / KinbkicTs perionanbHuX 65
NpeACTaBHULITB

The number of informational systems, administrated

or managed by OKIs / KinbkicTs iHpopMamiiHux 55

= DAI

PAGE 37




REQ-KYI-24-0152

Attachment G: Past Performance/ Qlogatok G: JlocBia po6otu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past
three years will be considered.

IIpocuMO BKJIFOYHMTH 3aMOBJICHHS, SKi HaWKpalle LIFOCTPYIOTh Balll JOCBiM POOOTH, aKTyaJdbHHH IS [BOTO 3alWTy, MOYMHAIOYH 3 OCTAHHBOTO
3aMOBIICHHS. bepyTbesi 10 yBaru mociyry 3MiHCHEH] POTATOM MUHYJIHX TPhOX POKIB.

Ne | Project | Description Client name/ Price in Period of works | Completed in Transfer and Type of agreement,
Title/ of phone number, UAH/ (Start-End time (yes/no)/ acceptance act subcontract, grant, order
Haspa | Activities/ e-mail/ Bapricts y Dates)/ Jlatu 3aBepIeHo y signed (yes/no)?/ (fixed price, with
MIPOEKT Omuc Ha3spa kiienTa/ I'PH. MOYaTKy i crpok (Tax/Hi) | Yu mignucano aktu | reimbursement of expenses)/
y JISUTBHOCTI HOMEp 3aBepIICHHS npUiiMaHHS- Tun yromau, 1oroBopy
tenedony, e- pooiT nepeaavi pooit? cyOminapsay, IpaHTy,
mail (Tax/Hi) JIOTOBOPY Ha 3aKyMiBIIO (3
(ikcOBaHOIO LIHOIO, 3
BiJIIIKOYBaHHSM BHTPAT)
1
2
3
4
5
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Attachment H: Proposal Checklist/
HDopatok H: Yek-nuct npono3sunuii

Offeror: Have

you?

D Submitted your proposal to DAl electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)
|:| Price Proposal (submitted in PDF and Excel format)

D Technical Proposal

[

|:| Documents used to determine Responsibility (As required in section “Responsibility

Determination”):

1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment G)

Past Performance (use the template in Attachment G).

oukwnN
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