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USAID Cybersecurity for Critical Infrastructure (USAID/Cybersecurity)
USAID Kibepbesneka Kpumu4Ho saxxnueoi iHgppacmpykmypu (USAID/Kibepbesreka)
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Provision of services for diagnostics of the cybersecurity level of critical
infrastructure objects according to the NIST Cybersecurity Framework for the
USAID/Cybersecurity Activity /

HadaHHsi nocnye 3 diazHOcmyeaHHs1 pieHsi Kibepbesneku o06’c¢kmie Kpumu4HOI
iHppacmpykmypu 32i0Ho NIST Cybersecurity Framework O0Onsi npoekmy
USAID/Ki6epbesneka

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: July 24, 2024
Hama: 24, nunHs 2024

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCIl_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeramHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBO€EI KoMnaHil, Wob NpsiMo Ha uto agpecy iM MoxHa Byno HagcunaT 3miHu 40 Lboro
3annty abo iHWi noBigoMnNeHHs. byab-aKkun NOTEHUINHUIA Y4YaCHUK TEHOEPY, KA TakUM YMHOM He
BUABUTb CBOK 3alikaBrneHicTb, Gepe Ha cebe NOBHy BigMOBIAANbHICTE Yy pasi HeOTPUMaHHS
noBigOMNEeHb [0 KiHUEBOro TepMiHy MofaHHA npono3uuii. byab-aki 3miHM 0o uboro 3anuty
Ha4CUNATUMYTUCS €NEKTPOHHOIO MOLLUTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornapa 3anuTy Ha HagaHHA npono3uuii (3anuT)

1.RFP No. REQ-KY1-24-0160
2. Issue date: July 24, 2024
3.Title

Critical  Infrastructure  Cybersecurity  Incident
Preparedness Assessment (CICIPA) for the Object of
critical infrastructure (next — Object of critical
infrastructure, OCI) - Odesa Regional State
Administration (abbreviated as Odesa RSA).

Procurement of services to conduct a diagnosis of the

cybersecurity system of OCI to assess the level of
cyber maturity in accordance with the requirements of
the NIST Cybersecurity Framework and provide
recommendations for improving the state of cyber
readiness under USAID Cybersecurity Activity

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI Proposals@dai.com.

5. Deadline for Receipt of Questions

August 15, 2024, Kyiv, 2 p.m. Ukraine Time to the e-
mail address UkraineCCIl_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
guestions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

August 22, 2024 4 p.m., Kyiv, Ukraine Time to the e-
mail address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3amut Ne REQ-KY1-24-0160
2. lata naganus 3anuty: 24 qunasa 2024

3. Ha3Ba

3aKkymiBisg TOCIYT JIarHOCTYBaHHS IIOTOYHOTO PiBHA
kibepOesneku ansi O6’exkTa KpUTHYHOI iH(pacTpyKTypH
(mami — OO’ext kputwuHOi iHPpacTpykTypu, OKI) -
OnecrKkoi 00J1acHOI Iep’KaBHOI aIMiHICTpaIli (CKOPOUEHO —
Onecbka O/1A).

3aKkymiBisg TOCIYT JiarHOCTYBaHHS IIOTOYHOTO PpiBHA
KibepOe3nekn 00 €KTiB KPUTHYHOI iH(OPACTPYKTYPH LIS
OLIIHKK piBHA Kibep3pinocti BianmoBigHo 10 Bumor NIST
Cybersecurity Framework ta HamanHsS peKOMeHmAIll s
MTOKpAIEHHsI Ta TOCHJICHHS PiBHS 3aXHCTY Bijg Kibep aTak B
pamkax npoekty USAID/Kibepbesneka

4. EnexTpoHHa agpeca Jjs NOJaHHS MPONO3UIIii

[Ipomo3uriii MarOTh 1MOIaBaTUCh HA aJIpECy:
UkraineCCIl Proposals@dai.com

5. KinneBuii TepmiH 0OTpUMAaHHS 3aNIUTAHD

14.00 3a micueBUM KUIBCHKHM 4acoM B YKpaiHi 15 ceprnus
2024 poxy, Ha aapecy: UkraineCCl_Procurement@dai.com
[MuTanHs Ta 3amUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI Ha HUX
OyayTh HaJaHi B MUCBMOBIH (OpMi ISl BCIX OAEpKyBadiB
3anuTy Ha  HaJAHHA ~ NPOMO3HUIli, SKI  BKasaid
3aIliKaBJICHICTh y BIAMOBIAI HA HBOro. [IuTanHs 1 BinmoBimi
OynyTh mommpeHi, 0e3 ineHTudikarii 3anuryBada (iB), AJIs
BCIX MOTEHIIHMX mpono3ulii. KpiM Toro, mutanHs Ta
BiMMOBiMI OyayTh po3MimieHi myOmiyHO Ha Tid Xe
mwiatdopmi, Je po3MilleHU# 3auT Ha HaJaHHS TTOTIO3UIIIi

6. KinueBuii TepMin oTpuMaHHs mpono3umii

16.00 3a micueBUM KHIBCHKHM 4acoM B YKpaiHi 22 cepnHs
2024 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHITL VYBAI'Y, 1O AJIPECA EJIEKTPOHOI
[OLITH IS OTPUMAHHS 3AIIMTAHD TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EHEKTPOHOE rnomTn  JJii OTPUMAHHSA
ARE DIFFERENT [MPOITO3ULIN BIAPISHAIOTBCA
7. Point of contact 7. Anpeca nJisi 3anUTIB
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UkraineCCIl Procurement@dai.com

8. Anticipated Award Type
Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

UkraineCCIl Procurement@dai.com

8. OuikyBaHMii BUJ KOHTPAKTY

Jorosip Ha 3aKymiBITO i3 (HiKCOBaHOIO IIHOIO

9. ITixcraBa uisl yKJIaJieHHSI KOHTPAKTy

Pimenns npo yknamaHHS KOHTPAKTy Oyje NMPUIMATHUCh Ha
OCHOBI MeTOAy MOPiBHAIbHOTO aHami3y. KoHTpakr Oyne
YKIIJICHO 3 BIANOBIJANbHAM Ta HMPUHAHATHAM Y YaCHHUKOM
TeHAepy, KWW MomacTs HaWkpamry mporo3uiiito DAI ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYFOUH TO€THAHHS TEXHIYHUX
Ta I[IHOBUX/BapTICHUX MOKA3HUKIB.

Jug Toro, mo0 NMpWHHATH y4acTh y TEHAEpi, YUYacCHUKH
TEHJEpPYy MOBUHHI BIJOBIJaTH BUMOTaM, BH3HAUYCHUM Y
Posznim «Bu3HadyeHHs BIAMOBIIAILHOCTIY.

DAI Bene cBOIO AisUTBHICTH BIATIOBITHO O HAHCYBOPIIIUX
€TUYHUX  CTAHJApPTiB, W00 3a0e3MeYUTH  YCECHICTh
KOHKYPEHIIii, IPUAHATHI I[iHA Ta yCIiITHEe HaJaHHs TOCITyT
abo ITocTaBKy SKICHUX TOoBapiB Ta oOmaaHanHa. DAI He
TEpIUTh KOpyMIii, XabapHUITBAa, 3MOBH YU KOH(DIIKTY
inTepeciB. [Ipo Oynp-ski 3amuTH Ha oruiaTy abo MOCIyTH
cuiBpoOiTHEKIB DAI ciif sikomora mBHIIIE TTOBIIOMISTH
Ha ethics@dai.com a6o BiJIBiZIaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oyap-ski crpobu
KOHTpakKTepa  4M  CyONigpsgHUKA  3alpOTOHYBaTH
criBpoOiTHHKaM DAI 3a0x0ueHHS Ta BIUTMHYTH Ha PillIeHHS
He OyAyTh JIONYCKAaTHUCA 1 CTaHyTh IiJCTaBOIO IS
TUCKBaTi(iKkalii, IPUIHUHEHHS Ta MOKIIUBOTO OJIOKYBaHHSL.
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Introduction and Purpose / Bctyn ta MeTta

Purpose Meta
The purpose of this RFP is to obtain proposals from | Meroto 1p0ro 3amuTy € OTPUMAaHHsS MHPOIO3UIH Bij
suppliers  that can  provide services 10 | mocTayaabHWKIB, SKi 3MOXYTh HAAaTH TOCIYTH IS

USAID/Cybersecurity Activity (the Activity) DAI
Global LLC to carry out diagnostics of cybersecurity
systems for the Odessa RSA as per the requirements
included in the Scope of Work of this RFP.

npoexty «USAID/Kibep6esneka» (nani — [Ipoexr), sikuii
Bukonyetbcsi DAI Global LLC, 3 miarHOCTYBaHHS
MOTOYHOTO piBHSA KibepOesneku Opecbkoi OJIA, 3rimHo
BHMOT, 3a3HaueHnX B TexHiuyHOMY 3aBIaHHI 10 IILOI0
3anury.

Issuing Office

Odic, mo BHIA€E 3aNUMT HA HAAaHHS MPONO3ULIii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anuT HA HAJAHHS TPOIO3UINHN, Ta
KonTakTHa oco0a, 3a3Ha4eHa y CTUCIIOMY OTJISIIi BHIIE, €
€IMHOIK0 KOHTakTHOIO 0c0o00r0 B kommauii «DAID» mis
iJei IboTo 3anuTy Ha HaJlaHHS MPOTO3Ullid. by nb-saxuit
MOTCHIIHHUI YYacHUK TEHIEpY, SAKUH HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B ILOMY 0¢ici, Oepe Ha ceOe MoBHY
BiJIMOBIATBHICTE y BWIIAJKY, SKIIO BIiH HE Oyne
ONEp)KyBaTH TpsAMi TOBIIOMIICHHS Ta BIATIOBIAHY
iHpopMalito (3MiHHU, BIAMOBiJi HA 3allUTaHHS TOLIO) /IO
JIaTH 3aKPHUTTSL.

Type of Award Anticipated

OuikyBannii BUJI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

Kounrtpakr i3 ¢ikcoBaHOW LiHOW — IIe BUHAropona 3a
3araibHy (DiKCOBaHy IliHY, 3a HaJaHHSA KOHKPETHHX
HIOCITyT, TOBapiB YU Pe3yJbTaTiB, SIKa HE KOPHIYETHCH,
AKII0 (aKTUYHI BUTPATH BUII a00 HIDKYI 32 (ikcoBaHY
1iy. OUiKy€eThCsl, M0 YYaCHUKH TEH/AEPY BKIIOYATUMYTh
yci mpsMi  Ta HenmpsMi BUTpaTH A0  3arajibHOi
3aIpOITIOHOBAHOI IiHU.

Hapnanns 1poro 3anurty B jKOJHOMY pa3i He 3000B’s3ye
kommaHito «DAI» ykmagatu A0TOBip Ha 3aKyIiBIFO, i
Y4acHWKaM TeHJepy He BIIIIKOJAOBYIOThCS OYIb-sKi
BUTPATH, TIOB’s13aHi 3 TATOTOBKOIO TIPOTIO3HIIii.

=DAlI
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General Instructions to Offeror/3aranbHi iHCTPyKUil

General Instructions

3arajbHi iHCTpYKIil

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

e Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than August 22, 2024, 4
p.m., Kyiv, Ukraine Time.

¢ Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCI_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the

e «YuacHUK TeHAepy» Ta/abo «CyOmigpsaHuK» O3Hayae
¢bipMy, sIKa TIPOTIOHYe BUKOHATH POOOTH B paMKax IHOTO
3anuTy Ha HazaHHs npomo3uniid. «lIpomo3uuis» o3navae
MakeT JOKYMEHTIB, sKi (bipMa mojae, mo0 3anporoHyBaTH
BHKOHAHHS pOOIT.

e VY4UacHWKH TEHJepy, fAKi OakaloThb BIJANOBICTH Ha mel
3amuT Ha HaJaHHS NPOMO3MILIM, IOBHHHI MOJaBaTH
MPOMO3UIlil  AHIJIIHCHKOK MOBOKW  BIAMOBITHO [0
IHCTPYKIIiH, BKa3aHWX Yy UbOMY JOKYMEHTi. YYaCHUKH
TEeHAEepy 3000B'A3aHI MEPErJITHYTH BCi IHCTPYKINI Ta
TEXHIYHI XapaKTEPUCTHUKH, [0 MICTSTHCS B IIbOMY 3amuTi Ha
HaJaHHA TPOMNO3WIid. PU3MKKM HE3difiCHEHHS IBOTO Hece
YyacHuUK TeHAepy. SKIIO 3ampolieHHs OO HaJaHHS
MIPOMO3UIII OyJe 3MIHEHO, TOMI BCi TOJOXKECHHS Ta YMOBH,
AK1 He OyJM 3MiHEHi, 3aTHIIATHCS] HE3MiHHUMHU.

e OnpwiroHEHHS BOr0 3aNUTy Ha HAJaHHS MPOTO3MIIIN
JKOJTHUM YHHOM He 3000B's13ye kommaniro «DAID» yximamati
CyOKOHTpakT a0o JOroBip Ha 3aKyIiBIK. YYaCHUKaM
TeHaepy He OynyTh BiIIKOIOBYBATHCS OyIb-sKi BHTPATH,
MOB'sI3aHi 3 MATOTOBKOIO 200 MOAaHHAM X mpomno3wuiii. 3a
JKOOHHUX  oOctaBuH, KommaHit «DAI» He  Hece
BiJIMIOB1IaJIbHOCTI 3a I1i BUTPATH.

o [Ipono3unii matoTe OyTH monani He mizHime 16:00 3a
MIiCIIeBUM KHIiBCBKMM 4acoM B Ykpaini 22 cepnusi 2024
POKY.

e 3BepHiTH yBary, MO0 MPONO3ULIl MarOTh IOAABATHCS
JIiMlle B eJIEKTPOHHOMY BHIJISUIi Ha E€JIEKTPOHHY aJipecy
UkraineCCI_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyayTh BiIXWICHi, 3a
BUHSATKOM BHIAJIKIB HaJ3BHYaHMX OOCTaBHUH Ha PO3CY]l
xommanii «DAIy.

o Jlomanus npomno3utii kommanii «DAI» y BiamoBias Ha
nedl 3anmuT Ha HAJaHHSA TPOTIO3UIIH Oyne SBISATH COOO0
MIPOTIO3UIIIIO Ta CBIAYUTHME PO 3roAy YUacHHUKa TEHAEPY 3
MOJIOKECHHSIMHU Ta YMOBAMH, SIKI MICTATLCS y 1[bOMY 3amuTi
Ha HaJaHHS MPOTO3UILIN Ta OyIb-IKHUX JOJaTKaX JI0 HhOTO.
Kommanis «DAI» 3aimmiae 3a co060r0 nmpaBo HE OLIHIOBATH
HEBIIOBIIHY 200 HEMOBHY MPOIIO3UILIIO.

o YV memi nogioomneHHs eleKmPOHHOI0 ROWNLOI0 MAIOTh

subject line of e-mails.
o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-

OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Vci npono3uilii MOBHHHI MICTUTH CYNPOBIIHHIM JIUCT, 110
Mae Jary, mianuc Ta neyaTKy
YyacHuKa TeHAEpY. YYaCHHUK TEHJEPY INOAAE LEH JUCT y
¢dopmarti .pdf.

=DAlI
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inclusive price for services, roll them up, and distribute
them across the listed deliverables in the USD or
Hryvnia (UAH)

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAD’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ned464-23 of July 17, 2024.

o Each Offeror and any of its subsidiaries shall submit
only one proposal.

Yuacuuku TeHaepy 3amoBHOIOTH logaTok C: [paiic-nucr.
YyacHWKM TeHAEpy I[IOBWHHI BKa3aTH 3arajbHy Ta
BCEOCSDKHY I[IHY Ha TIOCIIYTH, 3arajbHY LiHY Ta PO3IOAUTUTH
IiHy TI0 BKa3aHUX pe3ynbratax B gojapax CILIA abo rpusHi.

VYyacHukH TeHIepy MoBHHI OyTH mpoiHdopMoOBaHi, Mo yci
TIaTeX1 3AIMCHIOBATUMYTHCS B MiCHEeBiil BaJTIOTI 3riHO 3
3aKOHOJABCTBOM YKpaiHu. SIKio KoroBip Oyze mianucaHo B
nonapax CHIA, i paxyHok-(akTypy HagaHoO B Joiapax
CHIA, mporpaMa CIUIaTUTh MOCTAYaJbHUKY B MicLeBii
BaMIOTI (TpUBHAX) 3a OaHKIBCBKMM KYpcoM  OaHKY
IIpoekTy Ha 1eHb nepeKasy.

e JlomaTtoxk Ha nomany Bapticts (IIIB) He mMae OyTm
3a3HaveHuil y mpaiic-qucri. L[i mocmyrm mianmsAraroTh
3BUTBHEHHIO Bij omnomatkyBanHa [1J[B BixmoBigHOo 10
OCHOBHOTO KOHTpakTy KommaHii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBannm y Kabineri MinicTpis
VYkpainu, peecrpamiiina kaptka Ned464-23 Big 17 nunns
2024 poky.

o KoxeH YdyacHUK TeHAEpY, Ta Oymb-sKi HOrOo AOYipHI
KOMITaHii, MOKe TOJIATH JIMIIE OJTHY TPOIO3HIIIIO.

Proposal Cover Letter

CynpoBigHmii JUCT 10 NPONO3UIIii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Mpomo3umiss Mae BKIIOYATH CYNPOBIJHUHA JUCT Ha
¢ipMoBoMy OnaHKy VYuacHHKa TEHIEpPY, CKPIIUICHUN
MiNICOM HAJEKHUM YHHOM YIIOBHOB)KEHOI ocobm Ta
HITAMIIOM/TIEYaTKOI0 KOMITaHii 3 BUKOpHUCTaHHSM JlogaTky
B B skocti mabmonHoro ¢opmary. CynpoBiiHUH JHCT
MOBHHEH MICTHTH TaKi IyHKTH:

e VYacHMK TeHJlepy TOBHHEH IIiJITBEPAUTh IEPioj
YHHHOCTI 3alPONOHOBAHUX IIiH TPOTATOM 60 KajieHJapHuX
JIHIB.

e [lixTBep/)KEHHSI OTPUMAHHS TEHJIEPHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHA CTOCOBHO 3anuTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

No questions will be answered by phone. Any verbal
information received from a DAI or

KoxxeH YyacHMK TeHIEpy € BiONOBiTaJbHUM 3a IyXKe
YBa)KHE NPOYUTAHHS LBOr0 3amuTy Ta MOBHE PO3YMIHHSA
Horo yMoB. Yce CITiIKyBaHHSI CTOCOBHO I[bOTO 3aIUTy Mae
HAJCHJIATHCh  CNEKTPOHHOIO  TOIITO0  Ha  aJpecy:
UkraineCCIl_Procurement@dai.com He mi3Hille OaTH,
3a3HaveHoi BuIie. Bei orprMani 3anutanHs OyayTh 3i0paHi,
1 BILAMOBIII HA HUX OYyIyTh HAIICIIaHI €JICKTPOHHOIO MOIITO
yCiM 3alliKaBJIeHUM Y4acHUKaM TEHIEPY.

3anutanas HE MAIOTb mnoapaBatucs 3a aapecoro
UkraineCCl_Proposals@dai.com

BigmoBigi Ha Oynab-siKi 3amuTaHHS HE OyayTh HaJaHi IO
tenaedony. bynp-sika BepOanbHa iHPOPMALIisl, OTpUMaHa BiJ
MpaiiBHAKA KOMIIaHii «DAI», abo MIPOEKTY

=DAlI
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USAID/Cybersecurity employee or other entity shall not
be considered an official response to any question
regarding this RFP.

USAID/Ki6epbe3mneka 9u iHImo1 opraHizarii, He BBaKAEThCS
odimiitHOI0 BIANOBIAAI0 Ha OyAb-KEe 3alHUTaHHS II0JI0
FOTO 3aNUTy HAa HAJAAHHS TTPOMO3HIII.

Instructions for the Preparation of Technical
Proposals

IncTpykuii 11070 MiArOTOBKH TeXHIYHUX NPONO3ULii

Technical proposals shall be sent in a separate
attachment from cost/price proposals and clearly labeled
as “VOLUME I: TECHNICAL PROPOSAL”.

Technical
contents:

proposals shall include the following

1. A document in MS Word of approximately maximum
3-5 pages that responds to the evaluation sub-criteria
“Technical Approach”. Description of the proposed
services which meet or exceed the stated technical
specifications or scope of work. The proposal must
show how the Offeror plans to complete the work
(specific steps that will be taken to produce the outputs
listed in attachments A and C) and describe an approach
that demonstrates the achievement of timely and
acceptable Performance of the work. In this section, the
Offeror must also show an understanding of the services
desired and how they intend to design a product that will
satisfy their client.

2. Management approach — Description of the
Offeror’s staff who will be assigned to the project and
their roles and responsibilities. The proposal should
describe how the proposed team members have the
necessary experience and capabilities to carry out the
Technical Approach. This section should also include
the Offeror’s Approach to communicating with DAI as
well as a timeline for delivering the required services.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of
the organization. See Attachment G.

4. Experience in addressing the needs stipulated
under “Additional task to task C at the request of
the OCI. Offerors to provide information related

TexHiuHI Mpono3uIii MOBUHHI OyTH HaJlICIaHI B OKPEMOMY
JTOJIATKY OKPEMO BiJI IIIHOBOT POMO3HIIii 1 MAFOTh OYTH YiTKO

MapkoBaHi K «TOM I: TEXHIYHA ITPOIIO3UILS.

TexHivHI MPOTO3UITiT HOBUHHI MICTHUTH TaKi TOJIOKCHHS

1. Hokymentr y MS Word, ob'emom mnpubamsuo 3-5
CTOPIHOK, SKHH  BIATIOBiMAaE  MIAKPUTEPISIM  OIIHKH
«Texniunmii minxin»y. VY mnpomo3unii MOBHHHO OyTH
MOKAa3aHo, K YYacHHUK TeHAEPY IUIaHy€E 3aBEPIIUTH POOOTY
(KOHKpeTHI KpOKH, sKi OyAyTh BXHTI AN OTPUMaHHS
pe3ynbraTiB, nepenidernx y Jogarkax A ta C), Ta onmcaHo
MiAX11, SIKKA JEMOHCTpYBaTUME 3a0€3IIeYeHHS] CBOEYACHOTO
Ta TPUHAHATHOTO BUKOHAHHA poOIT. Y MOMY pO3Iii
Y4acHUK TeHAEpY NOBUHEH MPOJEMOHCTPYBAaTH PO3YMIiHHS
Oa’kaHMX TMOCIYT Ta TOTO, SIK BOHU MalOTh HaMip CTBOPUTHU
MPOAYKT, SIKWH 3aI0BOJILHUTD iX KITIEHTA.

2. Yupaaincbkmii miaxin — Onmc mepcoHany YdacHHKa
TEHJIEpY, KUK OyJie 3aKpilIeHO 3a MPOEKTOM, sika Oyze iX
POJIb Ta BIAMOBIMAIBHICT. Y MPOIO3UIT CIIiJl OTIMCATH, 110
3aMpOIIOHOBAHI YICHH KOMaHIM MalOTh HEOOXiTHUH TOCBI
Ta MOXJIMBOCTI Ui BUKOHaHHs TexHiuHoro mimxoxay. Lleit
pO3/AUT TOBUHEH BKIIOYATH MiAXiJ Y4YacHUKA I0JI0
komyHikarii 3 DAI, a Takox rpadik HamaHHS HEOOXiTHUX
MOCIYT.

3. JocBin podorm — Hapaiite crmmcok mioHaiMeHme 3
(TppOX) OCTaHHIX KOHTPAKTIB AaHAJOTIYHOTO O00CITy Ta
TpuBajiocTi. [Hpopmalisi momaeTbess y BHIIISAAL TaOmumi i
BOHa TIOBUHHA MICTHTH IOPUIUYHY Ha3By Ta ajpecy
oprasizarlii, fKiii HaJaBajIWcs MOCIYTH, OIKC BHUKOHAHUX
po0IT, TPUBAIICTH POOOTH Ta BapTIiCTh KOHTPAKTY, OIHC
Oynp-KuX mpobieM, IO BUHHUKAIH, 1 SK BOHH Oyim
BUPpIIIICH], a TaKOX NIACHUI KOHTAaKTHUN HOMep TenedoHy
BINOBIAaJbHOTO Ta  KOMIIETEHTHOTO  IpPEICTaBHUKA
oprauizariii. lusucs Jomatok G.

4. JocBim nasi 3a10BoJIeHHSI MOTpe0d, BH3HAYEHUX Y
po3aini «/logaTtkoBe 3aBaanHs 10 3aBaaHus C Ha 3anuT
OCl». YuacHuku HaaalTh iH(opMAaIlil0 CTOCOBHO
JAOCBiNy, CBOIX CNiBPOOITHHKIB i 3aBepIICHNX 3aBaHb.
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to the specific experience the company and its
employees have and the tasks completed.

Services Specified

BuzHauyeHHs MOCJHyr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’a3Ky 3 muM 3anuTtoM Ha HamaHHS npomosuiid DAI
moTpeOye MOCHyT, siKi onmcani B JlomaTky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI oliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mpomo3uiliss Oyne OIIHIOBAaTHCS BIIIOBIIHO JO
KpUTEpIiB OIIHKK Ta CYOKpHUTEpiiB OLIHKH, SKi BKa3zaHi B
Tabuii Hwk4de. 1liHOBM Tpomo3uIlii HE OIIHIOIOTHCS 3a
OaJIbHOI0 CHCTEMOIO, OJHAK I LJIEH 3arajbHOI OLIIHKHU
OTO 3anuTy HA HAJaHHS MPOMO3UIiH, (HaKTOPH TEXHITHOT
OITIHKM, BapTOCTI/IIHM, TPH IiX ITOEIMHAHHI BBAKAIOTHCS
3HAYHO OLBII BaYKIIMBUMH, HiXK (paKTOpU BapTOCTI/LIiHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

HPUMITKA: Ilpono3wumiro Oynie OiHEHO B MEPIITy Yepry
3a TeXHIYHI acmekTH. Jlumie IiHOBI MPOMO3HUIli THUX
VYyacHMKIB, sKi TiJi Yac TEXHIYHOI OI[IHKK HaOpasu
MiHIManpHUN KBadidikamiitauii 6am y 70 6amniB, mepeyTh
o eTary OIiHKM BapTocTi. Ilpomo3wmii, siki He HaOpamn
IBOro KBamidikaiiiiHoro ©Oajlly B TEXHIUHIA OIiHIII,
BBa)KaTUMYThCSI HEKOHKYPEHTOCTIPOMOYKHUMU Ta HE OYIyTh
OLIIHIOBATHUCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task B at the request of the OCI
(20 points)

TexHiuYHa KOMIIETEHTHICTB, IPEICTaBIeHa B TeXHIUHIN
mpono3utlii, i3 100 MOXIMBUMU 3aralTbHUMH OaiaMu
(opMy€ETbCS HACTYITHAM YHHOM:

TexHiuyHa KOMIIETEHTHICTh — TIPEJICTaBIIeHA B TEXHIUHIH
nporno3utii (3aramom 100 GaiB)

Texniunmii mixxin (30 Gasis)
Yupasiincekmii miaxin (25 0anis)
JHocin pooorTu (25 6aiis)

JlonaTkoBe 3aBaaHHs A0 3aBaaHus B Ha 3anut OCI
(20 GautiB)
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise YuacHukH TeHIepy MOBUHHI HAJIATH YiTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crtuciny TexHiYHYy TPOMNO3UINIO, SKa OXOIUIE SIK
practical approaches and addresses the following in the xonuentyanpHuii, Tak 1 NPAKTHYHUNA TMIXOJH Ta

order specified below:

CTOCYETbCA HACTYIHOIO Yy HOPSIKY, 3a3HAa4€HOMY
HUXKYeE:

Technical Approach /
TexHiYHUHN MiaXix

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

e a detailed methodological approach to the development of
recommendations, high-level design (HLD) and operational model

e clarity and comprehensibility of the procedure for determining the
duration of work.

¢ a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical
infrastructure, 30points /

30 GamiB

o confirmed experience of work in the field of critical infrastructure
cybersecurity for the same or similar activities.

[Tporno3uiii OLiHIOIOTHCS, BUXOSYH 13 BIAMOBITHOCTI 3aIIPOIIOHOBAHUX
pillieHb Ha OCHOBI BUMOT BUKJIAJICHUX Y 3allUTi, BKIIOYAIOUH:

e JleTAJIbHUH METOJOJIOTIYHUH MiAXIN A0 MPOBEIEHHS A1arHOCTHKH, a
TaK0X OLIHFOBaHHSI OTOYHOTO Ta HITLOBOTO PiBHS KiOepOe3neKH 3riiHo
NIST Cybersecurity Framework 2.0;

® JeTAIbHUHA METOMOJOTIYHMN MiXiJ 10 PO3poOKK peKoMEeHallii,
BrcokopiBHeBoro nu3aitHy (HLD) Ta onepamiitHoi Momemi

® UITKICTh Ta 3PO3YMUIICTh MPONEIypHd BU3HAYCHHS TPHUBAJIOCTI
BHKOHaHHS pOOIT;

® METOOJIOTIS PO3pOOKM pPEKOMEHAAIl, JOpPOXHBOI KapTu iX
BIPOBAJKEHHS Ta KOHCYJIbTaTHBHOT MIATPHUMKH peLieIi€HTa;

® IiATBEp/KEHUI J0CBiJ pobotu B chepi kibepOesnekn KpUTHYHOT

iHpacTPyKTypH..

e List of qualified technical specialists assigned to support the Activity
and respond to immediate requests.

25 points /
. e Confirmed experience of the proposed personnel (qualifications, 25 Gais

Client and Management resume) in the field of conducting cyber security diagnostics of critical
Approach/ Knientcpkuit Ta infrastructure objects with an indication of the projects in which the
YTIpaBIiHCHKHH MizIXit personnel participated (a list of relevant projects of each proposed

specialist)

e Evidence that at least two qualified technical specialists should hold

internationally recognized certificates, such as CISA, CISM, CISSP, I1SO
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27001 Lead Assessor, ISO 27001 Lead Implementer, Certified NIST
Cybersecurity Framework Lead Implementer, or other internationally
recognized certifications in the field of information security and
cybersecurity.

e Jlepenmik KBami(pikOBaHMX TEXHIYHMX CIICIHIANICTIB HAJaHWX Ha
miaTpuMKy IIpoekTy Ta ISt BiIOBIAI HA TEPMIHOBI 3aIIUTH;

o TlinTBEepIKEHMIA TOCBI/T 3aIIPONIOHOBAHOTO TIEPCOHAITY (KBaTi(hiKarris,
pestoMe) y cdepi HpoBeneHHS MiarHOCTHK KibepOesmeku 00’ €KTiB
KPUTHYHOT 1H(pacTpyKTypy 3 BKa3aHHSIM IIPOETKIB, Ji¢ IIECPOHAI
npuiiMaB  yyacte  (TIepeliK  BIANOBIIHUX  TPOEKTIB  KOXHOTO
3aIpOIIOHOBAHOTO CHELialicTa)

e [linTBepmKens kBamidikanii npuHaiitMHI 2 CIIBPOOITHHUKIB Mae OyTH
MiATBEp/KEHa MDKHApOIHO BH3HAHMMHU CepTU(IKaTaMH, TaKUMH SIK:
CISA, CISM, CISSP, ISO 27001 Lead Assessor, 1SO 27001 Lead
Implementer, Certified NIST Cybersecurity Framework Lead
Implementer uu iHmn MibkHIpomHO-BH3HAHI ceprudikauii y cdepi
iH(popMamiiHOi Oe3mekn Ta KibepOe3neKu.

Past Performance / locBin
pobotu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

e Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure" criteria or are
officially included in the list of critical infrastructure facilities)

e [linTBep/pKeHHS TOro, IO KOMIAHisl Ma€ NOCBiJ HalJaHHS IOCIYT,
mogiOHMX 10 THX, mo omucaHi B OOcs3i poOiT 3 mpoekrtamu ado
mporpamMaMy TexHiYHOi momomord, o ¢inancyrotecss USAID B
VYkpaini?

e [lixTBep/KeHHS TOTO, IO KOMIIAHII Mae JOCBiL Yy cdepi
KibepOe3nekn KpUTUYHOI 1H(PACTPYKTYypH, PO3POOKH MOJITHK 1
NpoIeayp, HAZaHHA  KOHCYNbTalil, TIPOBEJACHHA OIIHOK Ha
BiJIMOBIAHICTh Mi>KHAPOIHUM 1 HAI[IOHAILHAM CTaHIapTaM KibepOe3neku
Ta BU3HAYECHHS IMOTOYHOTO Ta WiJHOBOrO piBHA 3pijocti IT-mporecis i
mporieciB Kidepoe3nexu?

e IlinTBepMKEHHS TOrO, MO0 KOMITaHisA Ta ii CHIBPOOITHHKH MAarOTh
JIOCBi/l He MeHIIe TphoX (3) moxiOHUX NpoekTiB y cdepi indopmariitHol
0e3MeKH MPOTIrOM OCTaHHIX TPHOX POKIB?

25 points /
25 OaniB
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[linTBepMKEeHHS, IO KOMIIAHIS MAa€ JOCBIA TPOBEICHHS OILIHKU
iHpopManiiHOi Oe3mekn Ha 00’€KTax KPUTHUYHOI 1H(QPACTPYKTYpH
(TakumMu 00’€KTaMH € MIANPHUEMCTBA, SIKI BIANOBIJAIOTH KPUTEPisM
3akony VYkpainm «[Ipo kputmunHy iH(GpacTpykTypy» abo odimiiiHO
BKJIFOUEHI JI0 Iepesiky 00’ €KTiB KpUTHYHOI iHPPACTPYKTYpH)

Experience to address the needs
stipulated under “Additional task
to task B at the request of the

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task? If so, a list and
confirmation is provided
e How many similar tasks was implemented by the company at critical
infrastructure facilities?
e The methodology and description of the approach to the task are

olei] . provided 20 points /
/ Jocsin i 3a10BOJICHHS 20 6ais
NOTPED, BU3HAUCHHUX Y PO e Uy mae xoMmaHis Ta 11 CHiBpOOITHHKH CHICHU(IYHUN MOCBiA Ta
«Jlonarkose 3aBaHHs /10 CTpaTeriuHi KOMIICTEHIIT B BUKOHAHHI J0JAaTKOBOrO 3aBaaHHsA? SIKIIO
3apsianns B wa samur OCD TaK — HA/IaHO TEPEJTiK Ta MiATBEPIKCHHS
o Ckimpku TONIOHMX 3aBHaHb OyJl0 peali3oBaHO KOMIIAHIEI Ha
00BEKTAX KPUTUYHOT iIHPpACTPyKTYpH?
HamaHo METOMOJIOTIO Ta OIMC MiAXOAY 10 BUKOHAHHS 3aBIaHHSI
. . . . 100 points/
Total Points / 3araabHa KinbKicThb 0aiaiB P .
100 6aimis
= DAI PAGE 12
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Instructions for the Preparation of the Cost Proposal IHcTpyKuii woao
NiAroToBKU LiHOBUX NPONO3ULLN

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1I: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-23 dated July 17, 2024.

LinoBi mpormo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II: IIHOBA
HOPONO3UILIA».

Y Homatky C nmamano mabmoH I[lpaiic-nmucty mociyr.
VYdYacHUKH TOpPTiB 3amOBHIOIOTH INAOJIOH Ta BKa3yIOTh
sSKOMOra  Oimple  geTaneil  mist  OOTpYHTYBaHHSA
3ampOIIOHOBAHOI ITiHH.

i mociryTH miuIAraroTh 3BUTFHEHHIO BiJl OTIOaTKYBaHHSI
[1IB BiAMOBIZHO 1O OCHOBHOI'O KOHTPAKTy KOMIIAHIl
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
Kabineri MinicTpiB VYkpaiHu, peecTpamiiiHa KapTka
Ne4464-23 Big 17 aunnsa 2024 poky.

Basis for award

IlincTaBu Ans yKJIaAeHHS] KOHTPAKTy

Best VValue Determination

BuznauenHs kpauoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanainisye yci nporo3uiii Ta npuiiMe
PIIIIEHHS TIPO YKJIa/IeHHS KOHTPAKTy Ha OCHOBI TEXHIYHUX
KpUTEpiiB OLIHKKM Ta BapTICHUX KpPUTEPIiB OIIHKH,
3a3Ha4YeHUX BUIIIE, Ta Bigdepe YdUacHHWKa TEHIEPY, SKUH
3poOuB Halikpamry mpono3umiro KommaHii  «DAD».
Kowmmaniss «DAID» TakoX MOXe BiIMOBHTH Yy PO3IIISII
MPOIO3MIIil, SKII0 BOHA BCTAHOBHUTH, MO0 YUYACHHUK
TEHJEPY «HE € BiANOBiJAIEHUMY, TOOTO, IO BiH HE Mae
VOpaBIiHCHKUX  Ta  (PIHAHCOBUX  MOXIIMBOCTEH,
HEOOXIIHUX JUIsl BAKOHAHHS BiMOBITHUX POOIT.

Banu omiHkM He HapaxoOBYIOTbCS 3a BapTicTh. BapTicTh
OIIIHIOETHCS 3/1€01IIBIIIOTO HA TIPEIMET PEaTiCTUIHOCTI Ta
oOrpynToBanocti. Kommanis «DAI» Moxke HpHIHATH
pilIEeHHS TPO YKIAJACHHS KOHTPAaKTy 3 YYaCHUKOM
TEHIEPY, SKUH TPONOHYE BHUILY LiHY, SKIO Oyne
MIPUHHATO PIlIEHHS PO Te, MI0 OUIBII BUCOKA TEXHIYHA
OIlIHKAa TaKOro Y4YacHUKa TEHJAEpPY 3aclyroBye Ha
JOJaTKOBY BapTiCTh/LiHY.

Kommaniss «DAI» wMoxe nNpUHAHATH pilIeHHS PO
VKJIAJCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa IPOIO3UIlis MOBHHHA
MICTHTH HaliKpaiy WiHy Ta HaliKpalli TeXHiYHi yMOBH
Y4yacHuka TeHaepy.

Determination of Responsibility

Bu3znauenns BignmoBizajanLHoOCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.

Kommnawniss «DAI» He ykiagatuMme >KOJHUX JIOTOBOPIB 3
Y4acHUKOM TEHJIepy MEepIIl HiK He MIEPEKOHAETHCS Y HOTO
BiAMOBIAabHOCTI. [IpM OILIIHIOBaHHI BiAMOBIAAIBLHOCTI
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When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

YyacHnka TeHmepy OepyThCs O yBarm HACTYITHI
(haxTopmu:

1. Hapmanus Komid HEOOXiGHMX OKYMEHTIB Ha
3MIACHEHHS [ISUTBHOCTI B YKpaiHi (JOKyMEHTH TIpo
peECTpallifto KOMIIaHii, BKJIFOYAOYH JOKYMEHT BiJl
MOAATKOBOTO oprany mpo craryc I1/1B).

2. Hasuicte nOMepy Unique Entity
(TIOSICHIOETHCST HIKYE).

ID (SAM)

3. JIxepeino, MOXOPKEHHS Ta FOPUCIUKITIHA
MIPUHAJIEKHICTh TOCIYT HE 3 TMepeliky 3abopoHEeHHX
Kpain (mosicHeHHs Ha/IaHI HIKYE).

4. KopoTku#i orisin KOMIaHii, BKIItoYaro4n mpodeciitai
JOCSATHEHHS.

5. HasBHICTh yCHIIIHOTO JOCBiy BUKOHAHHA pOOIT B
aHAJIOTIYHUX MpoekTax y muHysnomy (loxatok G).

Anticipated post-award Deliverables

QuikyBaHi pe3yJbTaTH MicJIsl YKIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns ykmajeHHS KOHTPaKTy, pe3yiabTaTd poOIiT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, IETAJILHO OIMCaHI B TAOJIUII
HWK4e, OyayTh mnonani kommanii «DAID». VYyachHux
TEHJEpY ITOBHHEH MIETaJbHO OIMCATH 3alPOIIOHOBAHY
BapTIiCTh KOXKHOTO pe3ynbTary poOiT B [Ipatic-mucti. Yci
pe3ysibTaTd poOIT MaroTh OyTH IOJaHI Ta CXBaJCHI
koMmmaniero «DAI» mepen Tum, sk Oynme odopmieHa
oruiaTa.

Husutuce [Momatok C: Ilpaiic-Jluct mist oTrpumanHs
J0JIaTKOBOI 1H(opMallii Mpo 0diKyBaHi pe3yabTaTH Micis
YKJIQJICHHS] KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NpUAHATTA

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit MeHemkep mpoekty kommanii  «DAI»
MEPiOIMYHO TIEPEBIPATUME MOCIYTH, SIKi HAJAIOThCS, Ha
MPEeIMET TOTO0, YU AisIbHICTh BUKOHYETHCS 3aJI0BIIBHO Ta
yu yce oOsiagHaHHS a00 MOCTaBKM € NPUUHATHUMH 32
SIKICTIO Ta CTaHIapTaMHu.

OOpanwuii mocTa4anbHUK HECE BiJMOBIANBHICTE 32 OYyIb-
SKI KOHTp3axoJu abo KOPUTyBalbHI JIii B MeXaxX I[bOTO
3anuTy Ha HaJJaHHS POIIO3HIIIH, SIKi MOXKYTh BUMAraTuch
KepiBaukom npoexty xomnanii «DAI» 3a pesynasratamu
TaKoi MePeBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

BinnoBigHicTh BUMoOram

Ha pgomaTtok [0 BIAIOBIAHOCTI  BHIIE€3a3HAYECHUM
BUMOTaM, YYaCHUKH ITOBUHHI MOBHICTIO BiAMOBiAaTH a00
[IEPEBUIIYBATH HEI[IHOBUM BUMOTaM crienugikarii:
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1. Offeror must be registered in Ukraine as
demonstrated by valid documents for operation in
Ukraine (company registration documents, including
document from the tax authority about VAT status).

2. Consent is required in_writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DAl as stated in the cover letter.

1. YuacHHK moBHHEH OyTH 3apeecTpoBaHUi B YKpaiHi, IO
MiATBEPIUKYETECS ~ YMHHUMH ~ JIOKYyMEHTaMH  JUIst
misubHOCTI B YKpaiHi  (peecTpauliidiHi  TOKYMEHTH
KOMIIaHil, y TOMYy YHCI JTOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. IMucbmoBa 3roma ydyacHMKa Ha OIUIATy IOCITYT
BUKIIFOYHO y Oe3roriBkoBiii (opmi Ha yMOBaXx,
nepenbadeHux B mianmucanomy Jlorosopi.

3. VyacHHMK MOBHMHEH MaTH He MeHIe TphoX (3) pokiB
BIJIMOBITHOTO JOCBIAY HagaHHA MOAIOHWUX mocayT (OyIos
nacka, 3anoBHiTh Jlogarok G: [lonepenniit mocin).

4. Baxxano, 11100 Y4yacHUK MaB JOCBiJ HaJaHHSA IOJIOHUX
MOCTYT YKPaiHCBKUM HEKOMEPIIMHUM opraHizamisM abo
Mi>KHApOJHUM HEYPSIOBHUM OpTaHi3allisiM.

5. JocBin HamaHHs mociyr i3 3ButbHeHHSM Bin I1JIB
(6axxaHo).

6. YuacHMK IOBWHEH MaTu JOCTaTHi (JiHAHCOBI pecypcH
JUTSL BUKOHAHHS poOIT B MeKax HeoOXiHOTO rpadiky, 1110
MiATBEPDKYEThCS MPUUHATTAM YMOB oruiaTi DAI micns
moctaBku Ta nmpudHATTS DAL, gk 3a3HaueHo B
CYIIPOBITHOMY JIKICTI.

General Terms and Conditions

3arajbHi YMOBH Ta I0JIOKEHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Ma€e OyTH B Kypci 3arajbHUX YMOB JJIs
YKJIaJIaHHsI KOHTPAKTy 33 pe3y/ibTaTaMu JaHOro 3aruTy
Ha Haja"Hs nponosumii. OOpaHWU ydYaCHHUK Mae
BimmoBimatn ycim 3asBam Ta llinTBepmKeHHSIM TIpO
BIJIMOBIIHICTH, 3a3HaueHuM y Jlogatky D.

Prohibited Technology

3a6oponeni TexHoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR-25.

VY4acHUKM TOPriB HE MOBHHHI HafaBaTH Oyb -sIKi TOBapU
Ta/ab0 TOCIyrH, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJICKOMYHIKAI[Il Ta BIJCOCIOCTEPEIKCHHS BIJ TaKUX
kommaniii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, a6o 6yms -ska ix ¢imis
BinnosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunnii ko

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

BiamnoBigHo 103BOJIGHOrO reorpadiyHoro KOmy s
yKJIafaHHs ~ JoroBopiB  kommaHiss  «DAI»  Moxe
3aKylOBYBAaTH TOBapH Ta MOCIYTH JIMLIE 13 HACTYITHHUX
KpaiH.
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Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

e DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAI.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiuamit koxm 110: ToBapm Ta mocmyrm 3i
Cronyuenux llltaTiB, He3aNeKHUX JIEPKAB KOJIUITHHOTO
Pagsicekoro Coro3y abo kpaiH, 10 pO3BHBAIOTHCS, ajie 3a
BUHATKOM 3a00pPOHEHUX KpaiH MOXOKCHHSI.

leorpadiunamii xox 937: ToBapu Ta mociayru 3i
Crnonywyenux IlrariB, kpaiH-mapTHepiB Ta KpaiH, IO
pPO3BHBAIOTECS,  KpiM  MHEpedoBUX  KpaiH, 11O
PO3BHMBAIOTHCS, 32 BHHATKOM 3a00pOHEHHMX KpaiH
MTOXOKCHHSL.

o Kowmmanis «DAID» 3000B’s13aHa EpEBIpUTH HKEPEIIO,
FOPUCAMKINIO Ta TOXO/KEHHS TOBapiB Ta MOCIyT Ta (Y
MaKCUMAJTFHO MOKJTUBIH Mipi) MepEeKOHATUCE, IO KOTHI
MOCIIYTH HE 3aKYMOBYIOTHCS i3 3a00pOHEHUX KpaiH, SKi
3HAXOAATHCS Yy CIHCKY YTPAaBIiHHA KOHTPOIO 32
inozemanmu aktuBamMu (OFAC) sax kpainu, Ha AKi
PO3MOBCIOJIKYIOThCS  CaHKIi. J[0 MOTOYHOrO CIHCKY
KpaiH, Ha SKi PO3MOBCIOUKYIOTHCS BCEOCSMHI CaHKIIIT,
BXOJIATh HacTynHi kpainu: Ky0a, Ipan, IliBHiuaa Kopes,
Cyman T1a Cupis. Komnanii «DAI» 3a00poHS€ThCS
CHpUsATH OyAb-sIKid Yrofi TpeThOi CTOPOHH, SIKIIO Taka
yroga Oynma O 3a0opoHEHOr, sKImO O 1 BHUKOHYyBasa
koMmmaHist «DAID.

e llogarounm mpOMO3UIiI0 y BIAMOBIAe Ha Iei 3amurT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytotb BuMor a0 [Dxepena ta FOpucnukuii, i mo
Mociayru  BiAmoBijawoTeh [eorpadiuHomy Kkomy Ta
BUHSTKAM I110JI0 3a00POHEHUX KpaiH.

Unique Entity ID (SAM)

YHikaabHuii inenrudikatop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHceki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTb ~ TpsiMi  CYOKOHTPaKTH/JIOTOBOPH  Ha
3aKymiBIIO Ha cymy B ekBiBasienTi 30 000 nonapis CILA i
BHIIle, MOBUHHI OTPUMAaTH YHIKaJbHUH 1IeHTH]IKATOP
opranizamii (SAM) 1o mianucaHHs Yoy,

O Thx, KOMYy MOTPiOHO OTpHMAaTH YHIKaJIbHHN
inentudikarop opranizauii (SAM), 3BepHiTBCA 110
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKATOPY
oprauizanii (SAM) (usuce donatok E) a6o 3BepHiThCs
no Bigniny 3akymisens [Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MonaiTuka momo 60poTL0HU 3 KOPYNUi€E Ta H0POTHO0I0
3 xa0apHunTBOM Ta BinmosinaansHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful Performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or

DALI Begie cBOFO AisUTHHICTD 32 HAWCYBOPINIMMHU ETHYHIUMU

cTaHmapTaMu, mo0 3a0e3MeYnTH YECHICTh KOHKYPEHIIl,

NPUHHATHI IIHA Ta YCIIIIHE HaJaHHsS IOCIyr ado

JIOCTAaBKy SKICHMX ToBapiB Ta oOjaaHanHsi. DAI He

TePHUTH TAKUX KOPYNIIHHUX Tiid:

e bynp -aki 3amuTH Ha OTpuUMaHHs Xxabapa, Bimjadi,
CHPUSHHA UM BUIUIATH Y BUTJISAL BUILIATH, MOJAPYHKA
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special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAL staff to:

Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

Hotline website — www.DAl.ethicspoint.com, or
E-mail to Ethics@DAIl.com

USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

abo cnemianpHOI KommeHcamii criBpoOiTHuKy DAL
YPAOOBLIO YM iX IpeNcTaBHUKaM BIUIMBAlOTh Ha
pilIeHHS TPO HATOPOHKEHHSI 00 CXBAJICHHS

Bynp -axa npomo3uiis xadapa, BiAKaTy, CIPUSAHHS YU
BUIUTATH Yy BHUIJBIAI IUIATEXy, NOAapyHKa abo
CIleliapHOl  BHHAropoAw  Bim  odepeHTa  9HM
CcyOmimpsimHUKa A7 BIUIMBY Ha pIilIeHHS Tpo
NPUCYKEHHS Y CXBaJICHHSI.

Bynp-sike maxpaiicTBO, Take SK HENpaBUIbHE
BUKIAJaHHA a00 TIPUXOBYBaHHA iHQoOpMamii Ha
KOpHUCTH OpepeHTa 4 cyOmiapsiiHUKA.

Bynp -sxi 3MoBH ab00 KOH(IIIKTH IHTEPECIB, Yy SIKUX
MpaliBHUK, KOHCYJIbTaHT a0o mpenctaBHuKk DAI mae
IijoBi a0 0COOWCTI CTOCYHKH 3 TPUHIUIIAIOM abo
BIIACHUKOM O()epeHTa 4 CyOIiapsaIHIKa, IKi MOXKYTh
BUSIBUTHCS HECTIPABEAJTUBIMHU Y KOPUCTH ohepeHTa un
cyomigpsaauka. CyOmigpsoHUKKA TakoXX IMOBHHHI
VHUKAaTH 3MOB YH KOH(JIKTYy iHTepeciB y CBOiX
3aKYIIBIAX y TMOCTaYalbHUKIB. bByap -Aki Taki
BITHOCMHM TIOBMHHI OyTH HErailHO  PO3KpHTI
kepiBHUIITBY DAI s mepernisany Ta TPHAHSTTS
BIATOBITHUX  3aXOIiB, BKIIIOYAIOYH  MOXKJIMBE
BUKJIFOUEHHS 3 BUHATOPOH.

Ili xopymnuiiiHi aAii He JOMYCKalOTBCS 1 MOXKYTb
MPU3BECTH 1O CEPHO3HUX HACHIIKIB, BKIIOYAIOYN
NPUIUHEHHS NPU3HAYEHHS BUHATOPOIAM Ta MOXKIIUBE
npu3ynuHeHHs Ta BiiMoBY ypsiay CILIA, Bukmovaoun
odepeHTa YU CyOIiIpsITHAKA BiJ y4acTi y MaOyTHIX
OizHecax ypsaay CILA.

Byap-axa cnpoba um QakTryHA KOPYIIliS MTOBHHHA
OyTH HeTalnHo MOBiIOMJIEHA odepeHToM,
cyOmiapsiHuKoM abo criBpodiTHukamu DAL
Be3komToBHa aHOHIMHA Tapsya JiHis 3 TUTaHb €THKH
Ta JOTpUMaHHsA BUMOT 3a anpecoro (CLIA) +1-503-
597-4328

Beb6 -caiit rapsuoi minii - www.DAL.ethicspoint.com,
a00 HamiclaTh CIEKTPOHHHHM JIMCT Ha  aapecy
Ethics@DAI.com

Odic rapstuoi ninii ['enepanbroro iHcrektopa USAID
3a anpecoto hotline@usaid.gov.

[Mignucyroun 10 Mpono3uIlito, opepeHT miATBepIKye
JOTPUMaHHS BOTO CTaHAAPTy Ta TapaHTye, M0 He
OyayTh 3pobinieHi crnpobu BrumHyTH Ha DAI abo
YPpSA0BUi IEpCOHAN 3a JONOMOIOI0 XabapiB, YaOBHX,
BUIUIAT 3a CHOPUSHHS, BiJKaTy 4YM NIaxpaicrsa.
Y4acHUK TOPTiB TaKOX BU3HAE, MO MOPYNICHHS i€l
NOJITUKH  MOXE NPU3BECTH 1O  IPUIIMHEHHS,
MOBEPHEHHS KOIUTIB, 3a00pOHEHUX KOPYNLIHHUMH
JISIMH, Ta MOXJIMBOTO TMPU3YIHHEHHS Ta 3a00pPOHHU
ypsny CHIA.
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Offeror’s Agreement with Terms and Conditions

3roma YyacHuka TeHaepy 3 BUMOraMu

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DA to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

BukoHanHs ycix BUMOr 3amuTy BiJIOBITHO JIO
IHCTPYKIIiH, 3a3HaAYCHUX B HhOMY, Ta MTOIaHHS MTPOIO3UIIiT
no Bigmity kommanii DAI/Preparedness & Response
CKJIaJlaTUMe TIPOTO3UINI0 Ta 3aCBiTYyBaTUME 3TOY
YyacHuKa TEHAEpPY 3 BUMOraMH IbOTO 3alUTy Ta yCix
JOJaTKIB 10 HhOrO. HajaHHs 1bOTO 3amuTy B XKOIJHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBath mOTOBip
Ha 3aKYIIiBJIIO a00 BiIIKOJOBYBaTH YUYacCHUKAM TCHIEPY
Oy/Ib-sIKi BUTPATH, ITOB’sI3aHi 3 I IFOTOBKOIO Ta MOIAHHIM
TIPOTIO3MIII1.

Attachments

See the list of official RFP attachments below.

JlopaTku

JAuBuTHCh mepenik oQimiiHUX T0AATKIB 10 UBHOI0
AOKYMEHTY HHKYe.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE [opaTtok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUXKYE HaBeACH]! TEXHIYHI BUMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOTO3HIIii,
0 MICTATH BiAMOBiAHY iH(pOpMamio Ha ¢ipMoBoMy OnaHKy abo BimmoBimHO A0 odimiiHOro dopmary

TIPOTIO3HIII1.

Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine
Activity is a program funded by USAID and implemented
by DAI. The overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in CI
and to transform Ukraine from a compromised, reactive
cybersecurity actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

e SO1: Create a safe and trusted environment to
accelerate the development of people, processes,
and technology in support of cybersecurity across
Cl sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation
built on a secure, protected, and dynamic
economy, supported by a talented pool of human
capital.

e SO3: Stimulate demand for and supply of
Ukrainian cybersecurity solutions and service
providers to empower, equip, and finance
cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI -

IlepeaymoBu

IIpoekr USAID «KibepOe3rneka KpUTHYHO BasKJIMBOI
iHdpacTpykTypu Ykpainm» (nani — [IpoekT) mouas cBoro
nBsutbHiCT B TpaBHi 2020 poky. Ilpoext USAID
«KibepOesneka KpUTHYHO BaXJIMBOI 1H(PPACTPYKTYpH
VYxpainm» ¢inancyerscst USAID Tta peanizyerbcs DAL
KiameBa Meta IIpoekTy —3MCHIICHHS Ta IOTCHIIIIHE
YCYHEHHSI BpPa3IHMBOCTEH KibepOe3nekn Ta mepeTBOPEHHS
VYkpaiHu Ha IPOAKTHBHOTO JIigepa KibepOe3neKu.

[porsarom n’aru pokiB [IpoekT 3MinHIOBaTHME CTIHKICTD
i pO3BHBAaTHME CHPOMOXKHICTH 3aro0iraTd, BHUSBIATH W
OopoTrcss 3 KiOepaTakaMy, HAIlUICHUMH Ha KPUTHIHY
inppactpykrypy (mami — KI) VYkpaiau. isutbHICTB
JOCSITHE ~ [i€l METH UUIIXOM JOCSATHEHHS TPbOX
CTpaTeriyHuX IiJIeH:

Kommonent 1: CrBOpeHHst Oe3le4HOro Ta HaIiifHOTO
CepefoBHINa I INPHUCKOPEHHS PO3BUTKY JIIOJECH,
MPOIIECiB Ta TEXHOJIOTIM Ha MiATPUMKY KiOepOesrmeku y
CEeKTOpax Ta aKTHUBax B YKpaiHi.

Komnonent 2: 3MimHeHHs VYKpaiHH SK CYBEpPeHHOL
JepkaBu, MoOyMOBaHiI Ha Oe3MeuHii, 3axuINeHId Ta
JUHAMIYHIA ~ E€KOHOMIIl, MiATPUMAaHIA TaJlAHOBUTHM
MYJIOM JIFOJICBKOT'O KamiTamy.

Kommonent 3: CTUMyJIOBaHHS IONUTY Ta IPOMO3MILIT
YKpalHCBhKUX pillleHp Ta IOCTA4albHHUKIB TOCIYr 3
kibepOe3nmeku I PO3IIUPEHHS  MOXIIUBOCTEH,
OCHAIIICHHS Ta (DiHAHCYBaHHS IiIIPUEMIIB Ta Oi3HECY 3
KiOepOe3nexH.

JisnpHICTE  OpraHizoBaHa TpbOMa CKJIQJOBUMH.

3aBgaHHs  IiSUIBHOCTI  B3a€EMO3AJIEXHI 1  B3a€EMHO
i ICUIIEH].
Konrtekcr
[Ipoexkt Hamae pgomomMory o0’€KTaM  KPUTHYHOL

iHPPACTPYKTYpPH B €HEPreTHYHOMY Ta IHIINX CEKTOpax
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within the meaning of the Law of Ukraine "On Critical
Infrastructure” or officially included in the list of critical
infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in
accordance with the NIST Cybersecurity Framework 2.0,

(mami — OKI — y posyminni 3akony Ykpainu «IIpo
KpUTHUHY iH}pacTpyKkTypy» abo odiuiiiHO BKIIIOYEHI 10
nepeniky 00’€KTIB  KPUTHUYHOI iHPPACTPYKTypu) Y
MIOCWJICHHI IX CTIHKOCTI 1O iHIWACHTIB KibepOe3meKH.

Ha 3amur OKI Ilpoekr maHye TIpOBENCHHSA
niarHocTyBaHHS KiOepOesmeku ix cucrteM. Pesympratom
JiarHOCTyBaHHS OyZe OLHKA ITOTOYHOTO PIiBHS 3pLIOCTI
OKI. liarHOCTYBaHHS 3IiHCHIOETHCS y BiIHOBITHOCTI 10
NIST Cybersecurity Framework2.0 , a 3a pesynbraTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OyayTh pPO3pOOJICHI PEKOMEH[AINT IIOA0 IMiABHUIICHHS
kibepcrifikocti  opramizamii  BimmoBimHo 1m0  NIST
Cybersecurity Framework 2.0.

Framework 2.0.
The results of the diagnostic will also establish a basis
for measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of the
cybersecurity system of OCI (attachment F) to assess the
level of cyber maturity in accordance with the
requirements of the NIST Cybersecurity Framework 2.0
and provide recommendations for improving the state of
cyber readiness

Tasks

Carrying out diagnostic of the Odesa Regional State
Administration  (abbreviated as Odesa RSA)
cybersecurity systems (attachment F), which will
include the following steps performed in accordance
with the NIST Cybersecurity Framework 2.0:

a. Assessment of the -current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and resources.

b. Defining OCI target maturity levels according to
the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.

Recommendations should contain a list of
necessary policies and processes of information
(cyber) security, calculation of essential resources,
definition of personnel competencies, and
organizational  structure. Based on the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of
cyber security and an operational cyber security

PesynbraTi 1iarHOCTyBaHHS TAKOK BCTAHOBJISATH OCHOBY
JUIsL BUMIPIOBaHHS NIPOTPeCy MOCHICHHS KiOepCTiHKOCTI
OKI micisi BHPOBa/PKEHHS pPEKOMEHJALlid, HaJaHuX
MICJIS IarHOCTYBaHHSI.

it

3aranbpHa MeTa 3aBJaHHsI TIOJISITa€ B TOMY, 100 MPOBECTH
niarHoctyBaHHS cucteMu kibepOesnexu OKI st orinkn
piBHA KiOep3pinocti BimnoBizHo a0 Bumor NIST
Cybersecurity Framework 2.0 Ta nHagatu pexoMeHgamii
11010 OKPAIIEHHsI CTaHy KiOeproToBHOCTI

3amaui

[IpoBeneHHsT miarHOCTYBaHS CHCTEMH KiOepOe3meKu
Opmecekoi  OGmacHoi  [lepkaBHOi  AnMiHICTparis
(ckopoueno — Onecbka OJIA) ({omarok @) , mo Oyne
BKITIOYATH B ceOe HACTYITHI KPOKi BUKOHAHI BiATIOBITHO
1o NIST Cybersecurity Framework 2.0:

a. OuiHOBaHHA MOTOYHOTO piBHS 3pirocTi
kibepoesnekn  OKI  BimmoBimao g0  NIST
Cybersecurity Framework 2.0. 3itT 3 owiHKK
NOBHHEH MICTHTH TIEPETiK Ta ONHC KIFOYOBUX
iHpopMaiiHUX chcTeM Ta pecypciB PenumieHTa.

b. Bushauenns uineoBoro pieust 3pimocti  OKI
Bignosigno no NIST Cybersecurity Framework 2.0

Po3pobka pexkomeHpamiii 1momo mepexony Bin
MTOTOYHOTO PIBHS JI0 IJILOBOTO PiBHS 3piJIOCTI.

Pexomenamii [IOBUHHI MICTUTH TepetiK
HEOOXiTHMX TOJNITHK Ta MpoleciB iH(popMariifHol
(xibep) Ge3nexu, miIpaxyHOK HEOOXITHUX PecypciB,
BU3HAYCHHS KOMITETEHIII 1 HepcoHaly,
oprasizarinny CTPYKTYDY. Ha OCHOBI
peKoMeHaIliii MOBMHHI TakoX OyTm chopMoOBaHi
BucokopiBHesmii mpoekT (High-Level Design, HLD)
TEXHIYHOT apxiTeKTypHu Kibepbe3nexn Ta
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model should also be formed. HLD and operating
model requirements:

1) The HLD document is based on technical
controls (software and hardware solutions) and
reqmrements for it:

A minimum of 2 manufacturers for each
technical solution;

Contain prices in the Global Price List of
manufacturers and without VAT.

The list of products must be submitted as a
full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

Vi.

Vii.

A list of projects for the
implementation of technical controls of
cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

General description and issues of the
Project(s) of item 2(i)

Basic technical requirements for
defined design solutions with
quantitative and qualitative
requirements.

High-level technological design
(visualization of system components,
relationships between them, and other
data that help the reader get a reliable
idea of the project).

The composition of the technical
solution (at least two specifications in
the form of a Bill of Material).
Comparison table of technical
solutions.

Implementation requirements
(components and resource assessment).

3) Operatmg model and requirements for it:

The operational model consists of policies,
processes, organizational structure, key
performance indicators (KPI), personnel,
corporate governance structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)

The cost of implementing the operational
model, namely - policies, processes,
organizational structure, KPI, personnel,
and corporate governance structure.

ornepaniiHoi Moneni kibepOesneku. Bumoru 1o
HLD Ta onepaniiiHoi Moaeni:

1) Hoxyment HLD omupaetbest Ha TexHiuHi
KOHTpOJTi (MpOTpaMHi Ha amaparHi pillleHHs) Ta
'BHMOTH JIO HBOTO:

MinimMyM 2 BUpOOHHKA HA KOJKHE TEXHITHE
piLIeHHS,

Micrtutu ninu B Global Price List
BHpoOHWMKiB Ta 6e3 I1/]B.

[Tepenik NpoAyKTiB MOBUHEH OyTH
MOJIaHU Y BUTIIsAL ToBHOIIHHOTO Bill of
Material (posroprayTta cnerudikaris i3
3a3HAUCHHSM YCiX CKJIaJ0BHX PIILICHHS).

2) CprKTypa HLD:

V.

Vi.
Vii.

[lepenik NpoeKTiB BIIPOBaKEHHS
TEXHIYHUX KOHTPOJIB KibepOe3mneku Ta
CYITyTHIX TUPPOBUX IHPPACTPYKTYD (SKIIO
€ moTpeba) Ta MeTa KOXKHOTO i3 HuX. Merta
Mae OyTH KOHKPETHOIO, YITKOIO Ta
BIJIMIOBIATH pPeaTbHOMY TEXHOJIOTIYHOMY
3MICTY MPOEKTY.

3aranbHuii onuc Ta nmpobiemMaTuka
[Mpoekty(-iB) myHKTY 2.i

Ba3o0Bi TeXHIYHI BUMOTH 10 BUZHAYECHUX
NPOEKTHHX PillIeHb 3 KUIbKICHUMH Ta
SIKICHUMHU BUMOTaMH.

BucokopiBHeBHI TEXHOJIOTIYHIH AM3aiH
(Bi3yaimi3allisi KOMIOHEHTIB CHCTEMH,
B3a€MO3B’13KiB MIJK HUMH, 1HIIIN JIaHi, 1[0
JOTIOMAraroTh YHTAYy OTPUMATH
JOCTOBIpHE YSBJICHHS PO TPOEKT).
CkJajg TeXHIYHOTO pilieHHS (MIHIMYM JBi
crienmikarii y surmsiai Bill of Material).
[MopiBHsiIbHA TAOIHI TEXHIYHUX PIILIEHB.
Bumoru 110 BripoBapkeHHst (CKIa10Bi Ta
pecypcHa OIliHKa).

3) OnepaulnHa MOJIEJIb Ta BUMOTH JIO Hef:

OmnepariiiHa MOJIENb CKIIaJA€ThCS 3:
TIOJTHK, TTPOIIECiB, OpraHizamiiHol
CTPYKTYPY, KIFOUOBHX ITOKa3HHKIB
epexturHOCTi (KIIE) mepconairy,
CTPYKTYPH KOPIIOPaTHBHOTO YIPaBIiHHS.
OmnepariiiiHa MOJIeJIb TOBUHHA MICTUTH
TEXHIYHUN TIEPCOHAJ Ta OPIEHTOBHHUN OITHC
1oro GyHKITIOHAJTHbHUX 000B’SI3KIB Ta
BiAMOBigaIEHOCTEH (OaXkaHo 13
ypaxyBaHHSM MPONOHOBAHUX MPOEKTHHX
TEXHIYHHX PIIICHB).

BapricTs BIipoBaKeHHS OTiepaliiHol
MOJIeII, a caMe - TIOJITHK, POILECIB,
oprauizauiitnoi ctpykrypy, KIIE,
MIepCOHAIY, CTPYKTYPH KOPIIOPATHBHOTO
VIpaBITiHHS.
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Additional task to task B at the request of the
OCI: drafts of 10 information security policies

Development of a roadmap for the implementation
of the developed recommendations for 2 months
and 3 years.

The roadmap must contain a list of actions that OCI
should provide to achieve the target maturity level
with a detailed description of each action and
required resources (material, time, human).

c. Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation and
verification of procedures and policies and
equipment settings.

d. Development of a report on the implementation
progress of the recommendations provided by the
OCl.

e. Evaluation of the maturity level of OCI's
cybersecurity  systems according to NIST
Cybersecurity Framework 2.0 after 2 months from
the date of receipt of recommendations by OCI

Deliverables schedule (assessment works are carried
out within the framework of one project but
separately for each of the critical infrastructure
objects)

20 working days
after signing the
Contract between
the Activity and the
provider

Initial Stage: Signing of the Non-
Disclosure Agreement (NDA)
between OCI and the Contractor

Task A Report: Assessment of the
current OCI cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

30 working days
after signing the
NDA

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity

JlomaTkoBe 3a1a4a 10 3aBJAAHHA B 3a 3annTom

OKI: npoexktn 10 momituk iHdopmaniiiHoi
Oesnexu
Po3pobxa JOPOXKHBOT KapTH peadizamii

PO3po0IIeHNX peKOMEH A Ha 2 MicAIli Ta 3 POKH.

JlopoXHS KapTa MOBHHHA MICTUTH CIIMCOK 3aXOIliB
Ta ix mpiopitmsamii, mo Mae BxutH OKI mis
JOCSATHEHHS IITHOBOTO PIiBHS 3PUIOCTI 3 JETaTHHUM
OIIMCOM KOKHOTO 3 HHMX Ta BH3HAYCHUMH I iX
BIIPOBA/PKCHHS HEOOX1THUX pecypcis
(MaTepiaJbHUX, YACOBHX, JIIOACHKUX).

C. Hananus necatu AHIB KOHCYJIBTATUBHOI MIATPUMKH
OKI B mnpomeci BmpoBamkenns OKI Hamanux
peKoMeHanil, mo Oyae BKJIOYaTH B cebe, ajie He
OOMEXYIOUMCh: KOHCYJBTAIlil MO ajanTamii Ta
Bepudikamii mporeayp Ta MOJITHK Ta HANAIITYBaHb
oO0JIaTHAHHA.

d. Po3po0ka 3BiTy mpo XiJ BUKOHAHHS PEKOMEHAALiH
"Hamanux OKI.

e. OuiHOBaHHS PIiBHA 3pPUIOCTI CHUCTEM KibepOe3meKku
OKI Bixnosizuo no NIST Cybersecurity Framework
2.0 uyepes 2 wmicami 3 patu orpumanHs OKI
PEeKOMEH .

I'padik Hananus pe3yabraTiB (podOTH 3 OLIHIOBAHHS
NPOBOASITHCSI B PAMKAaX 0JHOI0 MPOEKTY, aJje I
KOKHOT0 3 00' €KTiB KPUTHYHOI iH(ppacTPyKTYypH -
0KpeMo)

20 pobouux JHIB 3
MOMEHTY
MMAIMCaHHS
JoroBopy Mix
[Ipoektom Ta
[igpsaaIKOM

[MigmucanHs A0roBOpPY Mpo
HeposronomeHas (HJA) mix
OKI ra ITimpsimauKoM

3BiT mpo 3aBmaHHA A: OmiHka
piBas 3pinocti OKI BiamoBigHO
1o NIST Cybersecurity
Framework 2.0

3BiT npo 3aBaanus B:
BusHaueHHS IIUTBOBOTO PiBHSA
3pisocti OKI BignoBigHO 10
NIST Cybersecurity Framework

30 pobouux mHIB 3
MOMEHTY
migmucands HIA

Framework 2.0
Recommendations for transitioning
from the current to the target level.

40 working days
after the
completion of Task

2.0
Pexomenparii oo nepexomy

40 pobodunx IHIB
IicJIs1 BUKOHAHHS

The roadmap for the A BiJI TOTOYHOT'O PiBHS JI0 3aBJaHHA A
. - UTBOBOTO PIiBHS 3PLIOCTI.
implementation of the developed zo SXZHOKI; a Bip 01;): KOHHS
recommendations for a period of 2 p P POBA/LKC!
months and 3 years PO3po0IeHNX peKOMeHJaNii Ha 2
Micsri Ta 3 poku
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Task C - D Report: The progress
of each month of implementation
of the recommendations by the
recipient

Task E Report: Reassessment of
the current cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

45 working days
after completion of
Task B (the report
shall capture the
work completed
under task C and
D)

20 working days
after the
completion of Task
D

Minimum qualifications, skills and experience
1. The provider must be registered and provide
auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the

last 3 years;

2. Employees of the provider must have experience
in conducting at least 3 similar information
security diagnostic projects during the last 3

years;

3. The qualification of at least 2 employees of the
provider must be confirmed by internationally
recognized certificates, such as CISA, CISM,
CISSP, 1SO 27001 Lead Assessor, 1SO 27001
Lead Implementer, Certified NIST
Cybersecurity Framework Lead Implementer or
other internationally recognized certifications in
the field of information security and

cybersecurity;

4. Confirmed experience of the proposed personnel
(qualifications, resume) in the field of
conducting cyber security diagnostics of critical
infrastructure objects with an indication of the
projects in which the personnel participated (a
list of relevant projects of each proposed

specialist)

DIAGNOSTIC STRATEGY

Before starting the first stage of work, the provider must
provide the Activity and OCI with a diagnostic strategy,

which should include:

e  Communication protocols with the OCI and

the Activity

3sit o 3aBaannio C ta D: Xix
BHKOHAHHS PEKOMEHIAITii
PELHMITiEHTOM 3a KOYKEH MiCSIlb

3BiT mpo 3aBmanHs E: moBTOpHA
OIIiHKa PiBHSA 3piJIOCTI
KiOepOe3neKku BiAMOBITHO 10
NIST Cybersecurity Framework
2.0

45 pobouux IHIB
TTicIIsl BUKOHAHHS
3aBnanns B (y 3BiTi
Mae OyTu
BiOOpakeHo
poOoTy, BUKOHAHY
3a 3aBHanasamu C ta
D)

20 pobounx nHiB
iCJIsL BUKOHAHHS
3asmanusa D

MiniMmanbHa kBaJigikalis, HABUYKH Ta J0CBil
1. TlocravyaspHUK Ma€ OyTH 3apeeECTPOBHIL Ta
HaJaBaTH MOCIYTH 3 ayJUTY, OLIHIOBAHHS Ta
KOHCYJIBTYBaHHS B cepi kibepOesmeku B
YkpaiHi IpoTSAroM OCTaHHIX 3 POKiB;

2. CriBpoOITHHKH IMOCTa4YaIbHUKA TOBUHHI MaTH
JIOCBIJ] y IPOBEJICHHI HE MEHIIIE 3 MOII0HUX
NPOEKTIB JIiarHOCTyBaHHsI iH(pOpMaIiHHOT
0e3IeKH MPOTITrOM OCTaHHIX 3 POKiB;

3. Ksanidikanis npuHaiiMHi 2 ciiBpoOITHHUKIB
nocTavyajibHUKa Mae OyTH MiATBEpIHKEeHa
MIDKHApOJHO BU3HAHUMH cepThdikaTam,
takumu sak: CISA, CISM, CISSP, ISO 27001
Lead Assessor, ISO 27001 Lead Implementer,
Certified NIST Cybersecurity Framework Lead
Implementer uu iHII MiXXHAPOIHO-BU3HAHI
ceprudikarii y chepi indpopmariitHoi Ge3nexn

Ta KibepOe3meku;

4. TligTBeppKeHUit JOCBI 3aIPOIIOHOBAHOTO
nepconany (kBamidikairis, pesrome) y chepi
MIPOBEICHHS JTIarHOCTUK KibepOe3mekn 00’ €KTiB
KPUTHUYHOI iHQPACTPYKTYpH 3 BKA3aHHAM
MIPOEKTIB, JIe IEPCOHAT [IPUAMAB YIacTh
(Tepenik BIAMOBITHAX MPOCKTIB KOXKHOTO
3aIpOIIOHOBAHOTO CIIeniaTicTa)

CTPATETTA JIAT'HOCTYBAHHA

[epen mouaTkoM pobIT MOCTa4YAIFHUK TOBUHEH
Hanaru [Ipoexty ta OKI crpateriro niarHoctyBaHHS,

sIKa IIOBUHHA BKJIFOYaTH:

e [Iporoxomu 383Ky 3 OKI i [IpoexTom.
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e Format for transferring and receiving
documents between supplier, OCI, and the
Activity.
e The project manager on the part of the
supplier was defined.
REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction

2. Goals and tasks performed at the described stage
of work

3. Description of mechanisms and approaches used
in the report

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the
NIST Cybersecurity Framework 2.0. The report
should describe the approach used to determine
the current and target maturity level according to
the NIST Cybersecurity Framework 2.0.

5. Results of the stage

PROCEDURE FOR DIAGNOSTICS  AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient’s
current cybersecurity maturity level

Step 1.1 — Determination of the means and methods step
1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and
will be included in the scope of the project - information
can be obtained including, but not limited to, from the
HR department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders

Step 1.4 - Collection of information on the current state
of cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -
information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots)

e  dopmar nepenayi Ta OTPUMYBaHHS
JOKyMEHTIB Mix nocradansHukom, OKI Ta

IIpoexTom.
e Busnauenuii KepiBHUK poekTy 3 OOKy
rocTavyajbHUKa
CTPYKTYPA 3BITY
KoyxeH 3BIT ITOBHHEH CKJIaIaTHCS 3 II'ATH YaCTHH:
1. Beryn

2. 1lini Ta 3aBJaHHSA, [0 BUKOHYIOTHCS Ha
OIIMCAaHOMY €TaIli poboTH

3. Ommc MexaHi3MiB i MiAXO0/iB, BAKOPUCTAHUX Y
3BITI

4. OcHoBHi crioctepexenHs - CTpykTypa
KITIOYOBUX CIIOCTEPE)KEHb IIOBUHHA BiATIOBiaTH
CTPYKTYpi HYHKIIIOHATBHHUX O0IacTel i
nomeniB, onucanux y NIST Cybersecurity
Framework 2.0. V 3Biti moButeH 6yTi
OTIUCaHMH TiJIXiJl, IKU BUKOPUCTOBYBABCS IJIs
BHU3HAYCHHS MOTOYHOTO Ta IIJILOBOTO PIBHS
3pinocri BigmoriaHo g0 the NIST Cybersecurity
Framework 2.0

5. TlincyMkwu eramy

MHOPAI0OK

INPOBEJEHHA POBIT 3
JIATHOCTUKHU TA HNOKPAIIEHHSA PIBHA
3PUIOCTI KIBEPBE3IEKHM 3I'IJHO NIST

CYBERSECURITY FRAMEWORK 2.0

Eran 1 -3aBaanns A. BuzHaueHHs] IOTOYHOTO PiBHA
3pinocti kidepOe3nexu Penunienra

Kpoxk 1.1 — BusHaueHHs 3ac00iB Ta METO/IiB KOMYHIKAITi1
(McTyBaHHSI, €IEKTPOHHA MOIITa, TeNehOHOM YU
IHIIMMU crioco0aMu) Ta BIANOBIJAILHUX 0CI0 31 CTOPOHU
PerumienTa ta Iligpsaauka — Menemxkepis [Ipoekty
Kpok 1.2 — BusHaueHHs nepesiKy BiIiIiB,
JIeTIapTaMeHTIB Ta 1HIINX CTPYKTYPHHUX OJUHUIIb, 110
OyayTh 3allydeHi A0 MPOEKTy 31 cTopoHH PenurienTa ta
BBIHIYTh B CKOYII IPOCKTY — iH(pOpMAIIisT MOXKe OyTH
OTpUMaHa y TOMY YHCIIi, ajle He OOMEXYIOUHCh - 3
BIJUIUTY KaJpiB, CTIEIiasli30BaHuX iHQOPMAIIITHIX CHCTEM
Ta NoBigHUKIB Penmmienra, Ta iHIIe.

Kpok 1.3 — BusnadeHHst cTpaTeriqyHux Iiijiei Ta 3a1a4
opraizauii B obnacrti IT ta Kibep6esneku. - indpopmaris
MOXe OyTH OTpHMaHa y TOMY YHCJIi, alie He
00MEXYIOUUCH — 3 IPUHHSITHX CTPATEriYHUX JOKYMEHTIB
PennmienTa, o BU3HAYAOTH IiJTi Ta 3a/1a4i opraHizaiii,
iHTEpB 10 31 cTeiikxonaepamu Pernmienrta

Kpok 1.4 — 36ip indopmariii mpo noroynuii cran
KiOepOe3neKH BiIIIOBITHO JI0 IOMEHIB Ta Cy0OMCHIB
NIST Cybersecurity Framework 2.0 — indopmarist Moxe
OyTH OTpHMaHa y TOMY YHMCIIi, ajle He 0OMEXYIOUHCH — 3
MIPOBEJICHHS IHTEPB 10 3 3alliKaBICHIMHU
npeAcTaBHUKaMu PenmmienTa, 30ip JOKyMEHTaIbHAX
JOKa3iB — «apTedakTiBy (aKTiB, MPOIETyp, MOTITHK,
BHBaHTa)XEHb HAJIAIITYBaHb POrPAMHOTO 3a0e3MeYeHHs,
JIOTOBOPiB, HOPMAaTHBHHUX JIOKYMEHTIB, 3HIMKIB €KpaHiB)
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Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used

Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.
The maturity level is defined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (tab Diagnostics (IiaraocTrka)) to the
spreadsheet (Forma_Diagnostyky OKI.xIsm file)
provided by the Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results
of stage 1, which includes a completed spreadsheet based
on the results of step 1.6

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting)

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target
level of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives ,
interviews with the recipient's stakeholders

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can
be obtained, including, but not limited to, from existing
regulatory and legal documents, a description of the
organizational structure, a description of projects,
inventory documents, interviews with stakeholders of the
recipient

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according

Kpok 1.5 — Anani3 3i0panoi Ha kpokax 1.2-1.4
iH(popMallii Ha BiIMOBITHICTE BUMOTaM JJOMEHIB Ta
cyomomeniB kibep6esnexku NIST Cybersecurity
Framework 2.0— anasii3 moBHHEH BKIIOYATH B cebe Omuc
MIPOIIeTypH MTEPEBiIPKH HA BiAIOBIIHICTE BUMOTaM
KOXKHOTO Cy0I0MEHa Ta HaBEJCHHSIM BUKOPHCTaHUX
JOKa3iB (apTedaxTiB)

Kpoxk 1.6 — Ha ocHoOBi nmpoaHnaitizoBaHoi Ha kpoui 1.5
iHpopManii BU3HAYEHHS IIOTOYHOTO PiBHA 3piTOCTi
kibepbesmneku y BiamosigHocti 3 NIST Cybersecurity
Framework 2.0. BuzHa4ueHHs piBHS 3piIoCTi
BiZI0YBa€THCS HACTYITHUM YHHOM — KOXHA cyOKaTeropis
omiHeThes 1o 1mikani Big 0 no 4 6anis (0 piBens — 0 Oa,
1 piBens — 1 Gainy, 2 piBenb — 2 6anu, 3 piBeHs - 3 Oanwu,
4 piBenb — 4 Gaiy, 6a IPUCBOIOETHCS B TOMY BUIAJIKY —
SIKIIIO CyOIOMEH MOBHICTIO BiATIOBiTa€ BUMOTaM pPiBHS
3piIoCTi), micist 4oro sAKimo HabpaHo Bix 0 mo 105 GaiiB —
e 0 piBeHB I OpraHizaiii B oMy, Big 106 1o 211 -1
piBens, Bin 212 no 317 — 2 piBens, Big 318 mo 423 -3
piBeHb, 424 — 4 piBeHs). Bcei Oanm BKIIFOYarOThCs IpH
3anoBHeHHi (Bkiaaka Diagnostics ([iarnocTtuka) 10
€JICKTPOHHOT TabuuIi ((aiin

Forma_Diagnostyky OKI.xIsm), o Hamae 3aMOBHHK Ta
3anoBHI0€ [TiApsaHuUK.

Kpok 1.7 — ITinroroska 3Bity 3a pe3yibraramu Etany 1,
110 BKJIIOYA€E B ce0e 3alI0BHEHY €JISKTPOHHY TaOJIHITIO 32
pe3ynbraramu Kpoky 1.6

Kpoxk 1.8 — [Toromxenns 3 PerumieHToOM Ta 3aMOBHIKOM
3BiTy 3a pesynpTatamu Etamy 1 (B pamkax ¢iznaHOT yu
OHJIAWH 3yCTpidi).

Eran 2 — 3aBananus B. BusHaueHHs HijIbOBOro piBHS
3pinocTi kidepOe3nexn Penunienra. Po3podka
Pexomenpauiii A1 HAGyTTs HiIJILOBOIrO PiBHS 3pijocTi
kioep6e3nexu Penumienta Biagmosigno NIST
Cybersecurity Framework 2.0. Pozpodka JloposkHoi
Kaptu BnpoBaaxenns Pexomenaaniii a1 Ha0yTTs
1HiJILOBOro piBHA 3pijocTi kidepOe3nexku Penunienta
BiamosigHo o NIST Cybersecurity Framework 2.0

Kpoxk 2.1 — [TpoBeneHHs iHTEPB 10 3 KEPIBHUIITBOM Ta
KIIFOYOBUMH CTEHKXOJIAEPAMHU JIsl BU3HAUCHHS
KITIOYOBUX HANPSMKIB OKpaIleHHs KibepOe3neKu 3
TOYKH 30py IIiJIeH Ta 3a/1a4 oprauizauii - iHpopmaris
MOe OyTH OTpHUMaHa y TOMY YHCII, alie He
00MEXYIOUNCh — 3 TPUHHATUX CTPATETIYHNX JOKYMEHTIB
PennmienTa, o BU3HAYAOTH IiJIi Ta 33/1a4i OpraHizaiii,
1HTEpB 10 31 cTelikxonaepamu PenumienTa

Kpoxk 2.2 — BuzHaueHHs HasBHUX pecypciB PennmienTta B
cdepi kibepoOe3nexu - iHpopmallist Moxe OyTH OTpHMaHa
y TOMY YHCIIi, ajle He OOMEXYIOUHCh — 3 HasIBHUX
HOPMaTHBHO-TIPABOBUX JIOKYMEHTIB, OITHCY
OpTraHi3aliifHOl CTPYKTYpH, OIIMCY TIPOEKTIB,
IHBeHTapH3alLlifHUX JOKYMEHTIB, IHTEPB 10 31
cTelikxomaepaMu Pennmienra
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to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.
Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available
and minimum required resources and the results of steps
2.1-2.3 and stage 1. The target level of maturity should be
at least one higher than the existing one.

Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions).

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5
and the documents developed in step 2.6 (including, but
not limited to, time, personnel, and equipment)

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side

Step 2.9 — Developing a report based on the results of
Stage 2 and filling in the Recommendation Plan tab
(ITnan BupoBakeHHst pekomenarniiit) of the spreadsheet
(Forma_Daignostyky OKI.xlIsm file) and spreadsheet of
specifications (Form HLD Recommendation.xlsx file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 2.10 — Preparation of the report based on the results
of stage 2

Step 2.11 — Agreeing with the recipient and the Activity
of the report based on the results of stage 2 (within a
physical or online meeting)

Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map Recommendations
Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the
results of Stage 2

Step 3.3 — Submission of a monthly report within 6
months of the implementation of the recommendations
provided as a result of Stage 2 and the Road Map,
describing the recipient's progress and identified
problems and backlogs (if any)

Kpok 2.3 — AHauni3 Ta BU3HaYCHHS [EpPIIOYEPTOBHX, IS
MIOKpalIeHHsI, KaTeropii Ta cyOkareropiii kibepoesnexu
srigao NIST Cybersecurity Framework 2.0 na ocHOBI,
aire He 0OMEXXYIOUHCh, pe3ybTatiB Etamy 1 Ta KpokiB
2.1,2.2.

Kpoxk 2.4 — BuzHaueHHs HiTHOBOTO PiBHS 3piIOCTi
KibepOe3neKy BUXOIMYH 3 IiJiei, 3a1a4, HasBHUX Ta
MiHIMaIFHIX HEOOXITHUX pecypciB Ta pe3yibTaTiB
Kpoxkig 2.1-2.3 ta Etamy 1. L{inpoBuii piBeHb 3pinocTi
Mae OyTH HE MCHIIIC HiX Ha OJIH OUTBINNI 32 HAsBHUI.
Kpok 2.5 — Po3poOka Pexomenaariit ist miBUICHHS
PiBHS 3piJIOCTi 0OpaHKX AOMEHIB Ta CyOIOMEHIB
kibepoesmeku NIST Cybersecurity Framework 2.0, Ha
OCHOBI pe3yJIbTaTiB OTPUMaHHUX HA MONEPEIHIX KPOKax.
Kpok 2.6 — Po3po0ka npoeKTiB HEOOXiTHUX TOKYMECHTIB
(BrITFOUAIOUH, Ta HE 0OMEKYIOUHCH - TTOJITHK, POy,
IHCTPYKIIl).

Kpoxk 2.7 — BuzHaueHHs pecypciB HEOOXiTHHUX IS
BIIpOBaKeHH Pekomenaamiii po3pobmennx Ha Kporri
2.5 Ta TOKyMeHTiB, pO3pOOJICHUX Ha MOMEPEIHIX KPOIIi
2.6 (BkiIrOUa0OYH, ajic He 0OMEKYIOUUCH - Yac, MEPCOHA,
o0JiaTHaHHS)

Kpoxk 2.8 — Po3pobka 2-micsiuHoi Ta 3-piunoi JJopoxHboi
Kapru BripoBakeHHs1 po3pobiieHnx Pexomennaniii, Ha
OCHOBI pe3yJIbTaTiB NONEPeIHIX KPOKIB Ta, alle He
00MEXYIOUHUCh, IHTEPB’ 10 Ta 0OTOBOPEHHAMH 31
CTeHKXxoJAepamMu 31 croponu Peremnienta

Kpoxk 2.9 — Po3po0Oka 3BiTy 3a pesynpraTamu Etamy 2 Ta
3armoBHEHHs BKjIaaku Recommendation Plan (ITnau
BIIPOBAKESHHS PEKOMEH/IAITii1) eMeKTPOHHOT Ta0IHrII
(daiin Forma Daignostyky OKI.xlsm) Ta exekTpoHHY
tabmuiro cnenudikamiii (pain Form HLD
Recommendation.xIsx), nio Hamae 3aMOBHUK Ta
3anoBHIOE IliapsaHuK. 3anOBHEHA BKJIAJKA €JIEKTPOHHOL
tabnuui noBuHHa OyTH BKIIIOUEHA 10 3BiTy 3a Erar.
Kpok 2.10 — ITixroToBka 3Bity 3a pe3yibraramu Etamy 2

Kpok 2.11 — IMoromxennst 3 PenumnienTom ta
3amoBHUKOM 3BiTy 3a pe3yibraTtamu Etamy 2 (B paMkax
(i3UIHOT YU OHJIAHH 3yCTpidi).

Eran 3 — 3aBganns C-D. KoncyabTaTuBHO-
MeTo0J10riYyHa miaATpuMKa PenunienTa Ha erami
BIpoBa:keHHs Pexomenaauiii 3a JlopoxHbOIO
Kaptror

Kpok 3.1 — Hapauss niomicsiaHOl KOHCYJIbTaTHBHOT
nigtpuMkun PenmmienTa [TigpsaaukoM Ha eTarmi
BIIPOBAKEHH PekoMeHgamiif oTpuMaHux 3a
pe3ynsTatamu Etamy 2

Kpok 3.2 — BiacnigkoBysansst [TiipsiiHUKOM mporpecy
BIIPOBaKeHHs Pexomenanii PerumienTom Ha
IIOMICSTYHIN OCHOBI B paMKax rpagiky BU3Ha4€HOTO
Hopoxubsoro Kaproro 3a pesynsratramu Etany 4

Kpoxk 3.3 — HajgaHHs IOMiCSYHOTO 3BITY MPOTATOM 6
MICSIIiB BIpOBaKeHHS PekoMeHnaniit Haganux 3a
pesyibraramu Etany 2 ta Jlopoxnoi Kaptu 3 onrcom
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Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or
online meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient's achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity
Framework 2.0

Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0

nporpecy Penumienra ta BUsSBIEHUX Mpo0JIeM Ta
BiZIcTaBaHb (3a HasBHOCTI)

Kpok 3.4 — [ToromxeHHs 3 3aMOBHUKOM IIOMIiCSIYHUX
3BiTiB 3a pe3yipTaTamMu BUkoHaHHS Etamy 3 (B pamkax
($i3UIHOT UM OHJIAHH 3yCTpidi).

Etan 4 — 3apnanns E. IloBTopHa giarHocTuka ais
NiATBepIKeHHS T0cATHeHHs PennnieHTOM HiJIbOBOTroO
piBHs 3pisocTi kidepde3nexn 3rizno NIST
Cybersecurity Framework 2.0

domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested recipient representatives, collection of
documentary evidence - "artifacts" (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots)

Step 4.2 — Analysis of the information collected in step
4.1 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0— the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the
analysis should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (Re-diagnostics tab) into the spreadsheet
(Forma_Diagnostyky OKI.xlIsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a physical
or online meeting).

Kpok 4.1 — 36ip inpopmarii mpo notoyHuii cTan
kibepOe3neku moMeHiB Ta cyonomenis NIST
Cybersecurity Framework 2.0, o 6ysiu Bu3Ha4eHi Ha
Etani 2, six nepuioueprosi s [lokparueHHs —
iHopmanis Moxxe OyTH OTpUMaHa y TOMY YHCII, ajie He
O0OMEXXYIOUUCh — 3 IPOBEICHHS IHTEPB 10 3
3aliKaBJICHUMH TIpeICTaBHUKaMHu PerutieHTa, 36ip
JOKYMEHTAIBHUX JOKa3iB — «apTedaKTiB» (aKTiB,
NpOLENyp, MONITHK, BUBAHTAXKCHb HAIAIITYBaHb
NpOrpaMHoOro 3abe3neyeHHsl, J0roBOpiB, HOPMAaTHBHHX
JIOKyMEHTIB, 3HIMKIB €KpaHiB)

Kpok 4.2 — Anani3 3i6panoi Ha Kpoui 4.1 indopmariii Ha
BiJIMIOBITHICTH BUMOT'aM JIOMCHIB Ta CyOJOMCHIB
kibep6esmexku NIST Cybersecurity Framework 2.0 —
aHaJli3 MOBUHEH BKIJIIOYATH B ce0e OMUC MPoLeaypHr
NepeBipKU Ha BiINOBIAHICTH BUMOTaM KO>KHOTO
cyOZoMeHa Ta HaBeACHHAM BUKOPUCTaHUX JIOKa3iB
(apTedaxriB)

Kpoxk 4.3 — Ha ocHoBi npoanaiizoBaHoi Ha Kpori 4.2
iHpopManii BU3HAYCHH MiATBEPIKEHHS JOCSTHEHHS
PerumieHTOM IITEOBOTO PiBHS 3pUIOCTI KibepOe3neku y
BixnosigHocti 3 NIST Cybersecurity Framework 2.0 —
aHaJli3 MOBUHEH BKIJIIOYATH B ce0e OMuUC MPOoLeaypHr
HEepPEeBIPKH Ha BiJIOBIIHICTh BUMOTaM KOXHOTO
cyOJloMeHa Ta HaBe/ICHHSIM BUKOPUCTAHHUX JIOKa3iB
(aptedakriB). BusHaueHHs piBHS 3pLIOCTI BiZOyBA€THCS
HACTYITHUM YHHOM — KO’KHa CyOKaTeropis OLiHIOEThCA
no mkaii Bix 0 1o 4 6anis (0 piBens — 0 6ai, 1 piBens — 1
Oamm, 2 piBeHb — 2 Oanu, 3 piBeHb - 3 O6anm, 4 piBeHb — 4
OaJy, OaJl MPUCBOKOETHCS B TOMY BHIAJKY — SIKIIO
CyOIOMEH TIOBHICTIO BiJIITOBiIa€ BUMOTAM PiBHS
3pLIOCTi), micist 4oro sSKImo HabpaHo Bix 0 mo 105 GamiB —
e 0 piBeHB I oprasizaiii B mimomy, Big 106 mo 211 — 1
piBenb, Big 212 mo 317 — 2 pisens, Big 318 mo 423 — 3
piBeHb, 424 — 4 piBens). Bei 6anm BKIIIOYarOThCS U
3anoBHeHHi (Biagka Re-diagnostics (ITosropua
JIarHOCTHKA) JIO eNEeKTPOHHOT Tabmmii (pain
Forma_Diagnostyky OKI.xlsm),, mo Hagae 3aMoBHUK Ta
3anoBHIo€ [TigpsiiHUK.

Kpok 4.4 — I1inroroska 3BiTy 3a pe3ynbraramu Etamy 4,
110 BKJIIOYAE B ceOe 3aII0BHEHY TaOJIUIIIO 32
pesyabraramu Kpoky 4.3

Kpoxk 4.5 — [Toromxenns 3 PerumieHTOM Ta 3aMOBHHKOM
3Bity 3a pesdynbraramu Etany 4 (B pamkax ¢i3nyHOI uu
OHJIAIH 3ycTpiyi)
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Attachment B: Proposal Cover Letter
Hopatok B CynpoBigHun nucre

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY1-24-0160
dated August 22, 2024. Our attached proposal is for
the total price of (figure
and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 T aIHUCcCATHCS HIDKYE, HaTaeMO IPOTIO3UIIIIO i3
3arajbHOIO0 IIHOO

(BKaxiTh WiHy HU(ppaMH 1 TPOIIUCOM), SIKA TONAETHCS,
BiMOBIAHO 110 3anuTy Ha HagaHHA nponoswuiii RFP No
REQ-KY1-24-0160 22 cepnust 2024 poky.

Mu 3acBiggyemo, 1o IiHu 3a3HadeHi y [Ipaiic-nmucri, mo
TOJTAETHCS, AIMCHI TPOTATOM Tiepiony 60 (mricTaecsT)
KaJICHIapHUX JIHIB.

Mu 3acBiggyemo Hamry (hiHaHCOBY BiIIOBITAITBHICTS 1
npuiiMaeMo yMOBH oruiatu kommasii «DAI», ski €

OILJIATOXO MICJIS IOCTABKU Ta PUHHATTS HaAaHUX TOCIYT.

Hamma npomno3wuiist € 000B’13K0BOIO 17151 HAC 3
ypaxyBaHHSIM 3MiH B Pe3yJIbTaTi Oyb-sIKUX 0OTOBOPEHb.

Mu pozymiemo, o komnasist «KDAID» He 3000B’s13aHa
npuiimMaty Oyab-sKi MPOMO3HLLii, sIKi BOHa OTPHMYE.
[Mignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocasia yHoBHOBa)KEHOT 0COOH:

Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka kKoMmIaHii:
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Attachment C: Price Schedule / QopaTtok C: NMpanc-nuct

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY Tabnumi HWKYE HaBeACHI BUMOTH A0 MOCIYT. YUYacHWKH TEHJAEpY MOBHHHI MOJATH MPOIO3HIIi, 10
MICTSTh BiINOBIAHY iH(poOpManito Ha ¢ipMoBoMy OnaHKy abo BiAMOBiAHO IO odiuiiiHOro Qopmaty

MIPOTO3UIIi1.

The price could be presented in USD or UAH without VAT/ Yci uinu Hagani B B foapax CIIIA abo

rpuBHi 6e3 I1]IB.

Detailed budget template

Budget narrative

explanation
Ir;e Item Description/Specifications Unit Quantity ngéte ;?it:; Provide brief justification
# | Omnc/Crienmoikanii Opuanns | Kinekicte | I{ina3a on | Bcebkoro for each line item

1 | Program Staffing

2 | Equipment and material

Travel, Transportation, Per

3 Diem

3,1

4 Other Direct Costs/Program
Administration and Services

4,1

5 Benefits/Fee

6 | Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here (o enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information
on each line item in the budget and explain why these items are needed to implement the activity. THE
PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF AND EXCEL SHEET.

MNPUMITKA: YyacHuKY NOBHHHI [OJaTH BUUEPIIHUN OMKUC OIOPKETY, AKUU MICTUTH 1H()OPMAILIiIO PO
KOXKHY CTaTTIO BHUTPAT Ta IOSCHIOIOTh, YOMY Wi CTaTTi MOTpiOHI Ays 3aidcHeHHs AisuibHOCcTi. Horo
noTpiOHO Haxiciatu y Gopmari ¢aitry .pdf Ta .xls.
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Price Schedule / Ilpaiic-nuct

Payment
Milestone Description & Amount / Total
N Milestone No. / Required Documentation / BincoTox Due date / price /
B PesyabTat Omnuc Ta HeoOXxiTHA Bix cymu Hara ia
JOKYMeHTaIlist 3araJbHoOl
onJjiaTu
Initial Stage: Signing of the 20 working days after signing
Non-Disclosure Agreement the contract between the
(NDA) between OCI and the selected provider and the
selected provider / Activity / 20 po6ounx aHIB
IMouyaTkoBuii eTam: TICIIS TiATTMCAHHS JOTOBOPY
MATACaHHS YTOH TIPO MiX 0OpaHUM
HeposronomeHas (NDA) mix MMOCTaYaIbHUKOM Ta
OCI ta oOpannM mpoBaiinepom JisutbHICTIO Ur?}t' /
. Deliverable A Report: 30 working days after signing
1 II\)/L!estone #;/1 Assessment of the current OCI 35% the NDA between the OCI usb/
yJIbTAT Ne . - p JloJ1apu
cybersecurity maturity level and the selected provider / 30 CILIA
according to the NIST poboUnX AHIB micis
Cybersecurity Framework 2.0 / mianucanas NDA mix OKI
3BIT 3a pe3ynbTaTamMu Ta BUOpaHNM
3asmanasa A: Ominka nocradaibHMKOM
MOTOYHOTO PiBHSA 3piJIOCTI
kibepOesnexn OCI BiamosigHO
1o NIST Cybersecurity
Framework 2.0
Deliverable B Report: 40 working days after the
Determination of the OCI target Comp|eti0n of Deliverable A
maturity level according to / 40 poGounx AHiB micis
NIST Cybersecurity 3aBeplIeHHs 3aBnaHHA A
Framework 2.0
Recommendations for
transitioning from the current
level to the target level.
UAH/
Milestone #2 / The roadmap_) for the TpH.
5 Pesyanrar No2 implementation of the _ 40% usb/
developed recommendations JIOJLIapH
for 2 months and 3 years / CIIA
3BIT 3a pe3yJbTaTaMu
3aBmanus B: BuzHauenHs
uinsoBoro piBHs 3pinocti OCI
BignosinHo 1o NIST
Cybersecurity Framework 2.0
Pexomenpartii moao nepexory
BiJl TOTOYHOTO PiBHS JI0
LIJIBOBOTO.
== DAI PAGE 30
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JlopoxHs KapTa peaizaii
PO3pOo0IEHUX peKOMEH Il Ha
2 micsui Ta 3 poxH

Deliverable C - D Monthly
Report: The progress of
implementation of the
recommendations by the
recipient / Il{omicsunmuii 3BiT 3a
pesynbTatamu 3apnanus C - D:
X1 BUKOHAHHS PEKOMECH AN

45 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) / 45 pobouux AHIB micis
BUKOHAHHA 3aBaaHHA B (y
3BiTi Mae OyTH BioOpakeHO

OJIepIKyBaYeEM pobOTy, BUKOHAHY 3a UAH/
3apnanHaMu C ta D) TpH.
3 II\’Ae !estone #;0/3 Deliverable E Report: 25% 20 working days after the Usb/
yALTAT N Reassessment of the current completion of Deliverable C | A¢M1apHt
cybersecurity maturity level & D / Uepes 20 poGounx CIIA
according to the NIST IHIB MiCIIS 3aBEPIICHHS
Cybersecurity Framework 2.0/ 3apnams C ta D
3BIT 3a pe3yJbTaTaMu
3aBnanns E: moBTopHa orjiHka
MOTOYHOTO PiBHS 3pLIOCTI
KibepOe3meKy BiIOBIHO 10
NIST Cybersecurity
Framework 2.0
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Attachment D: Representations and Certifications of
Compliance/OopaTtok D: 3asBu Ta liaTBepAXEeHHAM Npo
BignosigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHU CHHCOK BHKIIOYEHHX o0ci0 — OOpaHHWil y4acHHK
TEHJIepa Hapa3i He € BIJICTOPOHEHUM, TUMYACOBO BiJICTOPOHCHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYy/b-SIKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apo0iTHOT mIaTh kepiBHuLTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAID» K TreHepaIbHOTO MiAPSIHAKA
3a KoHTpakTtamu (enepanbHoro ypsimy CIIA 3BityBaTH mpo piBHI
3apoOiTHOI IUIATH M'STH KEepiBHHKIB CyONiApSOHUKA 3 HaWBHIUM
piBHeM 3apoOiTHOi matm B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CcyOmiapsITy BiAIOBIHO 1O 3aKOHY IPO IMII3BITHICTE 3a (eepatbHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenra CIIA npo 3a6opoHy GhiHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
¢izngHIME 0cOOaMU Ta OpraHi3alisiMu, OB’ I3aHUMH 3 TEPOPHU3MOM, a

TAaKOXX HagaBaTH IM  pecypcH Ta MATpUMKY. IOpuanany
BIANOBIiTANBHICT, 32 3a0e3NedYeHHs JOTPUMaHHA LUX yKasiB
IIpesuneHTa Ta  3aKOHOAABCTBa Hece BuKoHaBelb/PerumieHT.

PenumieHTy HE MO3BOJIAETHCS TpAIfOBaTH 3 (i3MYHUMH OCOOaMH Ta
OpraHi3allisiMi, MOB’3aHUMH 3 TECPOPU3MOM, & TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmKky. JKomHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM ab0 IOPUAMYHHM 0CO00aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, SAKUH
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKJIFOYAETHCS JI0 BCIX JOTOBOPIB CyOmiapsiy /
pillieHb PO HaJaHHA CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Toprieng gronpMu — BuKoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1MCHIOBATH TOPTIBIIO JIOJBMH (SIK BU3HAYCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIIOJIBMH, OCOOJMBO JKIHKaM¥ Ta JITBMH, SIKMH J0MoBHIOE KOHBEHIIi0
OOH om0 npoTuil TpaHCHAIIOHATIBEHOT OPraHi30BaHOl 3JI0YHMHHOCTI ),
OIUIauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY IpAIIO.

5. IMixTBepKeHHS Ta PO3KPUTTS iH(GOPMAIIi OO0 MIATEXIB 3 METOI0
BIUIMBY Ha JesKi QeaepanbHi TrocmoJapcbki omepamii — YdacHHK
TeH/iepa MiATBEPIKYE, 10 JOTPUMYETHCS 3apa3 Ta JOTPUMYBATUMEThCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTS
iHdopmarii momo mIaTexiB 3 METOI BIUIMBY Ha JesKi QeaepaybHi
rOCIIOAAPChKI oneparii».

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYaCHHUK TEHAEPY
HiITBEPDKYE, IO HOMY He BiOMO Mpo Oyab-siKy iH(opMmaliio, ska
CTOCY€ThCS iICHYBaHHS Oy/Ib-SKOTO MOTEHIIIITHOTO KOH(IIIKTY iHTEepeciB
oprauizarii. Y9acHUK TEHIEpY TaKoX MiATBEPIKYeE, IO SKII0 HOMy
CTaHe BIIOMO Mpo iH(OpMAIilo, SIKa Ma€ BiTHOMIEHHS 1O MOXKJIMBOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(IIIKTY, YYacCHUK TEHIEePY HEBIOKIIATHO
Hajae kommnaHii « DAl» 3BiT, 1e po3KpHuBaeThes Taka iHpopMaILis.
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

7. 3abopoHa cerperamnii MicIlb CHIIbHOIO KOPHUCTYBAaHHA — YYacCHUK
TeHJepa MiATBEepIKYe, Mo noTpuMyeThest FAR 52.222-21 «3abopoHa
cerperamii MiCIlb CITITEHOTO KOPHCTYBAaHHSD).

8. PiBHI MOXIMBOCTI — YYacHHK TEHAEPY IMIATBEPIIKYE, IO HE
3IIMCHIOE TUCKPUMIHAIIIIO TPOTH OY/b-SIKOTO MpaIliBHUKA a00 3asiBHUKA
3a BIKOM, CTaTTIO, PEJri€lo, iHBAIITHICTIO, pacolo, MEPeKOHAHHSIMM,
KOJIbOPOM IIKipH a00 HalliOHAIBHICTIO.

9. TpynoBe 3aKOHONABCTBO — YYacHHK TEHIEPY IiATBEPIKYE, IIO
JIOTPUMYETBCS BCiX BUMOT TPYAOBOTO 3aKOHOJIABCTBA.

10. Honoxenns npo denepanbhi 3akynieai (FAR) — YyacHuk TeHaepa
MATBEPIUKYE, IO o3Haifomnenuid 3 IlomokeHHsAM Tpo (enepaibHi
sakymiBii (FAR) 1 He mopyiiye 3>KOIHOTO MiITBEPDKCHHS, IO
BHMAraeThCsl 3TiIHO 3 BiAnoBigHuMH HopMaMu FAR, y Tomy uucii, ane
He 00MEXYIOUHUCH MiATBEP/HKCHHSIMU CTOCOBHO JIOOiFOBaHHS, XabapiB,
MOJKJIUBOCT1 piBHOTO MpaleBIalTyBaHHS, KOMIIEHCaIliifHOT
JUCKpUMIHANii, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (enepaibHi
rOCIIOJapchKi omepartii.

11. JloTpuMaHHs BHMOT MPAIliBHUKAMHU — YYaCHUK TCHAEPY TapaHrye,

110 BUMaraTHMe BiJl YCiX IpaliBHUKIB, FOPHINYHUX Ta Gi3UIHHX OCi0 —
HaJaBayiB MOCIYT y 3B’s3Ky 3 BHKOHaHHSIM J[OroBOpy Ha 3aKyHiBIIIO
kommadii «DAl» 1oTpuMyBaTHCh BUMOT BigmoOBigHOTO J[OTOBODY.

IMojaroun MPONO3MILII, YYaCHUKH TEHACPY UMM IOTODKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
BOMY JOKYMEHTi, a TaKOX IpH yKJaJeHHi JOTOBOPY INOBHHHI OyTH
TOTOBI IIAMCATH 11 3as1BY Ta MiATBEPKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees / [lopaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKKU, CyONiapAAHUKNA Ta rPaHTOOTPUMYBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAI will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM)
to DAI

I SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive
first-tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an
Unique Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this
requirement if the gross income received from all sources in the previous tax year was under $300,000.
Please see the self-certification form attached.

Il MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NN QA IRCANTRACTR/PNe (R2N NNN + ahmia) nr MONIEFTARY (AR ANTQWIL 1 RE QICNED RV

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucamii oryisig morouynux Bumor ypsiny CIHA — ynikanbHuii inenTudikarop ropunauanoi ocoon (SAM)
[lounnatoun 3 4 xBitHA 2022 poKy, IOPUAWYHI OCOOHW, SKi BEAYTh [isUIBHICTE i3 (QelepallbHUM YypsAaoM,
BUKOPUCTOBYBAaTUMYTh YHiKanbHUil ineHTH(]iKaTOop ropuaudHoi ocodu (SAM), mo cTBoproeTbest Ha caiiti SAM.gov.
VuikanpHuil igeHTudikatop ropumuuHoi ocodbu (SAM) — 1e 12-3HauHuMil  andaBiTHO-IU(PPOBUI KO, SIKHI
KOHTPOJIIOETHCS Ta IIPHCBOIOETHCS YPSAAOM 1 HAISXKUTH ypsiay. BiH gonomarae ypsity cipocTUTH npoliec igeHTudikarii
Ta TEPEeBIPKH IOPUIUYHUX OCI0, MONETHIYIOYM W PoOJsYM MEHII OOTSHKIMBUM JUIS IOPUAWYHUX OCi0 BeaeHHS
JUSIBHOCTI 3 eiepaibHUM YPSIIOM.

InenTudikarop HagaeTHCS IPUANIHUM 0cO0aM IIiJ yac peecTpalii, abo >k HOro Mo)kHa OTpUMAaTH Ha caiiti SAM.gov
0e3 peectpartii. ITociyru 3 migrBeppkeHHs inentrdikatopa mis ypsay CIIA wagae xommanis Ernst and Young.
Iadopmariis, HeoOXiHA AT OTPUMAHHS YHIKaIBHOTO iJIeHTUdIKaTopa ropuandHoi ocoou (SAM) 6e3 peecrparii, —
MiHiMabHa. [nenTrdikaTop miATBEpIIKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi oprasizauii. Lle miaTeepmxeHHs
TOTO, 1[0 Ballla OpraHi3auis € TUM, 3a KOro ce0e BUIaE.

VYHikaneHui ineHTudikarop ropuandnoi ocoou (SAM) HagaeTbes 6€3CTPOKOBO.
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Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucauii orasa kojauurHix Bumor ypsaay CHIA — DUNS

VHiBepcanpHa cuctema Hymepauii ganux (DUNS) — e cuctema, po3po0OiieHa i KOHTpoJibOBaHa kKommaniero Dun and
Bradstreet, sika mprcBoo€ Cy0’€KTy rOCIOIAPIOBAHHS YHIKAIbHUHN JIeB’ ATH3HAYHUI nU(poBuii inenTudikarop. Taka
CHUCTeMa € CBITOBUM CTaHJApTOM 1 paHime BUKOpucTOoByBamachk ypsaoMm CIIIA mis mprcBOEHHS YHIKaTbHHX
inmeHTudikaropis opuandHIM ocobam. 4 kBiTHs 2022 poky ypsa CLIA nmpunuHUB BUKOPHCTAHHS IIi€i CHCTEMH i
3aMiHMB ii Ha yHIKaIbHUH ineHTH(iKaTOp PopuandHoi ocodn (SAM). [licns 4 keiTas 2022 poky denepanbHA ypsiI He
BuMaratume Homep DUNS.

Sxuio ropuauuHy ocoly Oyno 3apeectpoBaHo Ha caiTi SAM.QOV (3 akTHBHOIO a00 HEAKTHBHOKO PEECTPALIIEI0),
yHIKanpHHAN ifeHTr(iKaTop 0puandHoi ocoou (SAM) OyB pHUCBOEHMIA 1 JOCTYITHUH IS TIEPETIISILY B OOIIKOBOMY
3amuci opraHizanii Ha caiti SAM.goOV me Jo0 mepexopay, skuid BimOyBcs 4 kBiTHA 2022 poky. YHiKalbHUH
ineHTudikarop ropuauuHoi ocoou (SAM) MokHa 3HAWTH, YBIMINOBIIM J0 cUcTeMH Ha caiiti SAM.QoOV i BuOpasmu
Bi/uKeT «YTipaBiiHHs opraHizauieto / Entity Management» y cBoemy po6o4omMy rnpoctopi abo yBIfIIOBIIN 10 CHCTEMH
1 BUKOHABIIIX MOMTYK iH(pOpMAaIii po I0pHIuIHY 0C00y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxg8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Information about OCI/ QoaaTtok ®: IHchopmauisa npo OKI
The table below provides basic information about the OCI and its scope.

Y Tabnumi HIK4Ye HaBeneHo 6a30By iHpopMartito mpo OKI Ta #oro macmTa0.

Name of OCI / Hazsa OKI Odessa RSA / Ongecbka OJIA
Official Website / Odiriiinuii Be6-caiiT http//oda.od.gov.ua
Number of employees / KinbkicTs mpariBHUKIB 800
Number of main divisions (departments) / Kinbkicth 15
OCHOBHUX CTPYKTYpPHHUX MiAPO3IiNIiB (IeTapTaMeHTiB)
Number of regional offices / KinbkicTs perioHanbHuX 0
IIPEICTaBHUIITB
The number of informational systems, administrated
or managed by OKIs / KinbkicTs iH(hopMaIiiftHux 2 offices
CHCTEM, aJMiHICTpaTOpaMu ad0 pO3NOPSITHAKAMU 16 systems
akux € OKI
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Attachment G: Past Performance/ QogaTtok G: [locBig po6oTu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past
three years will be considered.

HpOCI/IMO BKJIIOYHUTH 3aMOBJICHHA, SIK1 HaﬁKpame iJ'IIOCTp}/IOTI: Baln HOCBiH p06OTI/I, aKTyaJ’IBHI/Iﬁ 1 ObOTO 3aHI/ITy, INOYMHAK4YM 3 OCTAaHHBLOI'O

3aMOBJIEHHS. bepyThcs 10 yBaru nociyru 34iiCHeH] NPOTsAroM MUHYJINX TPOX POKIB.

Ne | Project | Description Client name/ Price in Period of works | Completed in Transfer and Type of agreement,
Title/ of phone number, UAH/ (Start-End time (yes/no)/ acceptance act subcontract, grant, order
Hassa | Activities/ e-mail/ Bapricts y Dates)/ atu 3aBepIieHo y signed (yes/no)?/ (fixed price, with
MPOEKT Ormuc Hasga kiienra/ IPH. MOYATKY 1 crpok (Tax/Hi) | Yu miamucano aktu | reimbursement of expenses)/
y JUSTBHOCTI HOMEp 3aBEPIICHHA MpUAMaHHS- Tun yroau, 10roBopy
tenedony, e- pooiT nepenavi pooit? cyOminpsmy, TpaHTy,
mail (Tax/Hi) JIOTOBOPY Ha 3aKyMiBIIO (3
(hikcoBaHOIO LIHOIO, 3
Bi/IIIKOIYBaHHSM BHUTPAT)
1
2
3
4
)
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Attachment H: Proposal Checklist/
Hopatok H: Yek-nuct npono3unuii

Offeror: Have

you?

D Submitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)
|:| Price Proposal (submitted in PDF and Excel format)

D Technical Proposal

[

|:| Documents used to determine Responsibility (As required in section “Responsibility
Determination”):

Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment G)

Past Performance (use the template in Attachment G).

=
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