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BudaHo: DAI Global, LLC
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Lama: 16 eepecHs 2024 p.

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCl_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NONEPEOXEHHA: MoTeHuinHi Y4YacHuKku TeHAepy, AKi OTPMM N LEen OOKYMEHT 3 J)Kepena iHLWoro,
HbX koMmnaHia «DAI», noBuHHI HeranHo 3BepHyTUca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta afpecy CBOEI KOMMaHii, Wob NpsAMO Ha Lo agpecy iM MoXxHa 6yno HagcmunaTu 3MiHM o Lboro
3anuty abo iHWi nosigomneHHs. byab-aknin NOTEHUINHUI YYacHUK TeHaepy, SKUA TakKMM YMHOM He
BUSBUTb CBOM 3aljikaBreHiCTb, 6epe Ha cebe noBHy BIiANOBIAANbHICTL Yy pasi HEOTPUMAHHSA
noBigOMIIEHb [0 KiHLEBOro TepMiHy MoAdaHHa nponos3uuii. byab-aki 3miHM o uboro 3anuty
HaZCMNaTUMYTUCSH €NTEKTPOHHOKO MOLUTOH.
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornag 3anuTy Ha HagaHHA npono3uuii (3anuT)

1. RFP No. REQ-KY1-24-0191
2. Issue date: September 16, 2024

3.Title

Procurement and delivery of equipment and licenses
for the State Service of Special Communications and
Information Protection of Ukraine

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCl_Proposals@dai.com.

5.Deadline for Receipt of Questions

September 23, 2024 Kyiv, 14.00 Ukraine Time to the
e-mail address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
guestions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

September 30, 2024 16.00 Kyiv, Ukraine Time to the
e-mail address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact

UkraineCCIl Procurement@dai.com

8. Anticipated Award Type

A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price, for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the
fixed price amount. Offerors are expected to include all

1. 3anut Ne REQ-KY1-24-0191

2. lata naganus 3anuty: 16 cepnus 2024 p.

3. HazBa

3akymiBisg Ta JOCTaBKa OOJIAHAHHA Ta JHIEH3IH Ui
HepxaBHOi Ciy’)kOM CHELianbHOTO 3B'A3KY Ta 3aXHCTY
iHpopmartii Ykpainu

4. EnexTpoHHa ajgpeca JAJs NOJaHHS MPONO3UIIii

Hp0n031/1ui'1' MAarTh IMOIaBAaTHUCHh Ha
UkraineCCI Proposals@dai.com

azpecy:

5. KinueBuii TepMiH OTpUMAHHS 3aNUTAHD

14.00 3a micrieBM KHiBCHKHM 9acoM B YKpaiHi 23 BepecHs
2024 poxy, Ha aapecy: UkraineCCl_Procurement@dai.com

[MuTanHs Ta 3amUTH Ha PO3'ICHEHHS - 1 BIAMOBiAI Ha HUX
OyIyTh HalaHi B MUCEMOBIM (OpMi IIJIs BCIX OJepKyBadiB
3amuTy Ha  HagaHHS ~ [PONO3WIii, SKI  BKa3amu
3aIliKaBJICHICTh y BIAMOBIAI HA HBOTO. [IMTaHHS 1 BiAIOBI I
OynyTh mommupeHi, 0e3 ineHTudikarii 3anutysada (iB), A
BCIX MOTEHHIWHUX Tpomo3umid. KpiM Toro, muranHs Ta
BimoBiAi OyayTe po3MileHi myOnmiuHO Ha Till ke
rtatopMi, e PO3MIILCHHUI 3auT Ha HaJJaHHsI ITOTIO3HIIIH.

6. KinneBuii TepMiH 0TPUMaHHS MPOMO3U il

16.00 3a micueBuM KuiBchbkuM dacoM B Ykpaini 30 BepecHs
2024 poky Ha aapecy: UkraineCCl_Proposals@dai.com

3BEPHITh VBAI'Y, 1O AJIPECA EJEKTPOHOI
[NOIITH JJIA OTPUMAHHA 3AIIMTAHD TA AJIPECA
EJIEKTPOHOI [NomTnu JJIA OTPMMAHHA
[IPOITO3ULIIHN BIAPI3HAKOTHCS

7. Anpeca 1Jisl 3anUTiB

UkraineCCI Procurement@dai.com

8. OuikyBaHMii BUJ KOHTPAKTY

Kontpakr i3 ¢ikcoBaHow 1miHOW — 1€ OuUiKyBaHa
BHHAropoja 3a 3arajibHy (ikcoBaHy LiHY, 3a HaJaHHS
KOHKPETHHX IIOCTYT, TOBapiB YW pe3yJbTaTiB, sKa HE
KOPUTYETBCS, KO (HaKTUUHI BUTPATH BUILI a00 HMXKY1 3a
¢ikcoBany wiHy. OUIKyeTbCS, IO YYAaCHHKH TEHAEPY
BKJIFOYATUMYTh YCI IIPSIMi Ta HEMIPSIMi BUTPATH JI0 3aralibHOi
3aMpoNOHOBAHO] IiHH.
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PAGE ii


mailto:UkraineCCI_Proposals@dai.com
mailto:UkraineCCI_Proposals@dai.com
mailto:UkraineCCI_Procurement@dai.com
mailto:UkraineCCI_Procurement@dai.com
mailto:UkraineCCI_Proposals@dai.com
mailto:UkraineCCI_Proposals@dai.com
mailto:UkraineCCI_Procurement@dai.com
mailto:UkraineCCI_Procurement@dai.com

REQ-KYI-24-0191

costs, direct and indirect, into their total proposed
price.

Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors
will not be reimbursed for any costs associated with the
preparation of their bid.

9. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements  for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Hanannas mporo 3amuTy B KOIHOMY pasi He 3000B’s3ye
komnanito «DAI» ykmamatu moroBip Ha 3aKymiBIIO, i
YyacHuKaM TeHIepy HE BIAIIKOJOBYIOTBCS OyIb-sIKi
BHUTPATH, TIOB’sI3aHi 3 MiATOTOBKOIO ITPOTIO3UIIII.

9. IlixcTaBa 1 yKJIaJAeHHS KOHTPAKTY

Pimenns npo yknagaHHs KOHTpPakTy Oyne MpuUiMaTHCh Ha
ocHOBI mporiecy «TexHiuHO MpUIHATHA Mpomo3uuisi 3a
HaliHMK4Y0I0 WiHoW». KouTpakr Oyae ykiageHo 3
BiNOBiJaIbHUM Ta MPUHHATHUM YUYaCHUKOM TeHJEpY,
SIKUM TIOJAaCTh HAWBHTIAHINTY I[iHY, fKa BiAmoBimae abo
TIEPEBHUIILy€ TEXHITHI BAMOTH/ HEIIHOBI (JaKTOPH, OIHCAHI y
bOMY 3aITuTi.

DAI Bene cBOIO AisUTBHICTH BIATIOBITHO O HAHCYBOPIIINX
€TUYHUX CTAaHJApTiB, 100 3a0e3MeYuTd  YECHICTh
KOHKYPEHIIi1, MPUUHATHI LiHU Ta YCHIIIHE HaJaHHS HOCITYT
abo ITOCTaBKy SIKICHMX ToBapiB Ta oOmaaHanHa. DAI He
TEpIUTh KOpYyMIii, XabapHUITBA, 3MOBH YHM KOH]IIKTY
inTepeciB. [Ipo Oynb-ski 3amuTH Ha oruaty abo MOCIyTH
cuiBpoOiTHEKIB DAI crmif sskomora mBHIIIE MTOBIIOMISTH
Ha ethics@dai.com abo Bi/IBiIaBIIH
www.dai.ethicspoint.com. Kpim Ttoro, Oymp-ski crpobu
KOHTpaKTepa 4W  CyONigpsgHUKA  3alpOTOHYBaTH
criBpoOiTHEKaM DAI 3a0x04eHHS Ta BILTMHYTH Ha PillIeHHS
He OyAyTh JONYCKAaTHUCS 1 CTaHyTh IiJCTaBOIO IS
JUCKBaTi(hiKalii, TPUIHHEHHS Ta MOKIIMBOTO OJIOKYBaHHSI.
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General Instructions to Offeror
3aranbHi iHCTPYKLUil

11. General Instructions to Bidders

11. 3arausbHi iHcTpyKUil

The USAID Cybersecurity for Critical Infrastructure in
Ukraine (USAID Cybersecurity) is issuing this RFP to
procure and deliver equipment and licenses for the State
Service of Special Communications and Information
Protection of Ukraine

e For more information on the required goods and
services, please refer to Attachments B and C of this
RFP.

o Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Each Bidder is responsible for reading
very carefully and understanding fully the terms and
conditions of this RFP. All communications regarding
this solicitation are to be made solely through the
Issuing Office and must be submitted via e-mail no
later than the date specified above. All questions
received will be compiled and answered in writing and
distributed to all interested Bidders.

e |Issuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible or liable for these costs.

o Proposals are due no later than September 30, 2024,
16.00 Kyiv, Ukraine Time, submitted to
UkraineCCI_Proposals@dai.com.

e Please note that Offerors shall submit complete
proposals in electronic form only.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the
right not to evaluate a non-responsive or incomplete
proposal.

e [Ipoext USAID «KibepOe3neka KpUTHIHO BasKIUBOL
iHppacTpyktypn B YKkpaiHi» (mami «USAID
Kibep6esneka» abo «I[Ipoekt») oromomrye 3amut moa0
3aKyMiBIIi Ta JOCTaBKW OONaJHAHHS Ta JIICH3IH s
JepxaBHOi CITy>KOM CHEIiabHOTO 3B'A3KY Ta 3aXHUCTY
iHpopmartii Ykpainu

e Jlnms oTpuMaHHA JOMATKOBOI iHGOpMaIii mpo
HEeOOXiJHI TOBapHu Ta MOCIYTH, OyAb JlacKa, 3BEpHITHCS
mo HomatkiB B ta C mporo 3amuTy Ha HamaHHA
MIPOITO3UIIIH.

e YYacHHKH TEHAEPY, sKi O2)KarOTh BIIOBICTH HA TIeH
3anmuT Ha HaJaHHS MPOIO3MIIM, MOBHHHI IMOJaBaTH
MIPOTIO3UIIil AHIJIIICHKOK MOBOIO BIIIMOBIAHO 10
IHCTPYKLIH, BKa3aHMX Y I[bOMY JOKYMEHTi. Yci
OOrOBOpEHHS  IOJ0  UBOTO  3alUTy  MAaloTh
3MIACHIOBATUCS BUKIIOYHO dYepe3 odic, MO BHIAB
JIOKYMEHT 4Yepe3 eIeKTPOHHY afapecy, He Mi3Hille JaTH,
3a3HadyeHoi BuIne. Bignoigi Ha yci  oTpuMaHi
3amuTaHHA OyIyTh PO3iciaHi y MUCHMOBIH (opMi ycim
3aIliKaBJICHUM y4acHUKaM TEHJEPY.

e OnpwitOfAHEHHS LpOro 3amuTy Ha  HAJAHHSI
MIPOMO3HUIIIH JKOJIHUM YHUHOM HE 3000B'S3y€ KOMIIAHIIO
«DAI» yxmamatm cyOkoHTpakT abo IOToBip Ha
3aKyMiBIIIO.  Y4YacHUKaM  TEHIepy He  OyayTh
BIJIIIKOIOBYBATHCS Oynb-sIKi BHUTpAaTH, MOB'A3aHi 3
ITiITOTOBKOIO 200 MOJIaHHAM X TpOmNo3uiIii. 3a ®KOTHUX
o0craBuH, komiadia «DAID» He Hece BiANOBIIAIBHOCTI
3a 11l BUTPATH.

e [Iponosunii maroth Oytu moxani mo 16.00 3a
MiCLIeBUM KHiBCBKMM 4acoM B Ykpaini 30 BepecHst
2024 POKYy Ha ajpecy:
UkraineCCIl_Proposals@dai.com

e 3BepHITH yBary, L0 IOBHI MPOIO3UIT MarOTh
10/IaBATHUCS JIUIIC B €JIeKTPOHHOMY BHIJISII.

e [Ipono3unii, monani mizHie, OyayTh BiIXWJIEHI, 3a
BUHSTKOM BHUNAJIKIB HAJ3BUYAHUX OOCTAaBUH Ha
po3cyn kommasii «DADy.

e [lomanusa mponosunii kommnanii «DAI» y Binnmosins
Ha Led 3anuT Ha HaJaHHSA MPOIO3UIN Oyae SBIATH
cO0OI0 TPOMO3UINID Ta CBUIYUTAME TMPO  3TOAY
YyacHuKa TeHAEPY 3 MOJOXKCHHSIMH Ta YMOBaMH, SKi
MICTATBCS Y IbOMY 3aIliTi Ha HaJlaHHS MPOIIO3UILH Ta
Oynb-skux jonxatkax o Hbhoro. Kommanis «DAI»

=DAlI
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e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand that their offer
must be valid for 60 calendar days and be stated in the
cover letter.

o Offerors shall complete and submit Attachment B:
Price Schedule and indicate its date. Offerors should
indicate the total and all-inclusive price of the required
goods/services in Ukrainian Hryvnia or US Dollars.

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAT’s bank exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in the
Price Schedule.

These services are eligible for VAT exemption based on
the USAID Contract Ne72012120C00002 registered
with the Cabinet of Ministers of Ukraine under
Registration Card Ne4464-24 of August 12, 2024.

e Each Offeror and any of its subsidiaries shall only
submit one proposal.

3aJHIIae 3a co0010 MPaBo HE OL[IHIOBATH HEBIAMOBITHY
a00 HETIOBHY MPOTIO3UILIIO.

e VYV TeMmi TOBIIOMIICHHS €JIEKTPOHHOIO IIOIITOIO
MaroTh OyTH 3a3Ha4YCHI HOMEp 3aluTy Ta Ha3Ba.

e YYacHUK TEHAEPY MOBHHEH MOBHICTIO PO3YyMITH, LIO
[iHA 3a3HadeHli B iXHIH mnpomo3wmii MarTh OyTH
YHHHUMH TpoTsrom 60 kajneHmapHux JHIB i me
MOBUHHO 0yTH BKa3aHO B CYNPOBiIHOMY JIMCTI.

e YyacHHKHM TeHIepy 3alOBHIOIOTH Ta HAJalOTh
Hopartok B: Ipaiic-1ucT Ta 3a3Ha4a0Th HOro AaTy.
VY4YacHUKHM TeHJEpy MOBHHHI BKa3aTH 3arajbHy LiHY
oOjamHAaHHSA Ta CepBiciB B HAI[iOHANBHIN BaJIOTI
Ykpainu ado gonapax CIIA.

YyacHuKH TeHIepy MOBUHI OyTH mpoindopMoBaHi, 1m0
yCi IaTexi 3MiHCHIOBATUMYTHCS B MicleBili BaJIoTi
3riJTHO 3 3aKOHO/IaBCTBOM YKpainu. Skio morosip Oye
mianmucano B gomapax CIIIA, 1 paxyHOK-¢hakTypy
HagaHo B gonapax CIIA, mnporpama CIUIaTUTh
MOCTa4YadbHUKY B MicleBiid BagioTi (rpUBHAX) 3a
0aHKiBcbKkUM Kypcom OaHky IIpoexkty Ha neHb
nepekasy.

e llogarox Ha momany Bapticth (II/IB) He mae OyTm
3a3HAa4YeHUH y Mpanc-IuCTi.

e [li mocmyrM  WiANATalOTh  3BUIBHEHHIO  Bij
omogarkyBanHs IIJIB BimmoBigHO 10 OCHOBHOTO
KOHTpPaKTy KOMITaHii «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanum y KaGineri
MinictpiB Ykpainu, peectpauiiiHa kapTka Ned464-24
Bin 12 cepnast 2024 poky.

e KoxeHn YuacHuk TeHAepy Ta Oyab-siki Horo no4ipHi
KOMITaHi1, MOKe MOJIATH JIMIIE OTHY MPOIO3HIIIIO.

12. Questions Regarding the RFP

12. 3anMTaHHs CTOCOBHO 3anuTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

Koxen YdacHuk TeHIepy € BiJIOBIIATbHUM 32 Ty)Ke
YBa)KHE MPOYUTAHHS 11bOT0 3aIUTY Ta IOBHE PO3YMIHHS
Horo ymMoB. Yce CIIJIKyBaHHS CTOCOBHO IIbOTO 3aluTy
Ma€ HaJICUJIATHACh EJIEKTPOHHOIO MOIITOK Ha ajpecy:
UkraineCCI_Procurement@dai.com He mi3Hime marw,
3a3HavyeHoi BUIe. Bci orpumani 3anuraHHs OynyTh
3i0pani, 1 BIgNOBINI Ha HHUX OYIyTh HaJicIaHi
€JICKTPOHHOIO MOMITOI YCIM 3aIliKaBJICHUM Y YaCHUKAM
TeHaepy. Bynp-sika ycHa iHpopMallis OTpUMaHa BiJ
CHIBpOOITHHKIB TPOEKTY YU IHIIOI YCTAHOBH HE Mae
po3rasaaTuck sK odilifiHa BiaNOBiNE Ha Oyab-sKe 3
MMTaHb BOTO 3aIuTy.

13. Technical Specifications and requirements for 13. Omnuc podiT Ta BHMOrHM [0 TEXHiYHOL
Technical Acceptability NPUIAHATHOCTI
— DAI PAGE 2
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DAI Global LLC is seeking a qualified vendor to procure
and deliver equipment for State Service of Special
Communications and Information Protection of Ukraine

To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in this RFP. If the proposal fails to
meet one or more of the requirements, it will be deemed
technically unacceptable. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that cannot be corrected without a major
rewrite or revision of the original proposal.

The Offerors must ensure the required goods/services are
provided to the program beneficiaries in Kyiv (details of
the exact address to be provided to the selected vendor).
Prices must include all costs, logistics, and final delivery
to the recipients.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the
requested goods/services as per the specification
included in Attachment B.

The proposed offer must include all costs, logistics, and
the final delivery to the recipients.

2. The Offerors must confirm in writing that the supply
and delivery period shall be no longer than 60 days from
the contract signing date; however, more rapid delivery
time is welcome.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or
exceed the essential non-cost related specifications fully:

a) The Offeror shall be a duly registered entity in
Ukraine and demonstrate this with valid
documentation for operation in Ukraine.

b) Consent is required in writing to receive payment
for services solely by bank transferrin line with the
terms stipulated in the signed Contract.

c) 5The Offerors must provide relevant
experience in providing the same or similar services
over the last 3 years. Please see Attachment F and
provide the required information.

Kommnanist DAI Global LLC mykae [Tocrayanpauka mis
3aKyMiBI Ta JOCTaBKHA OONMamHaHHSA i JlepykaBHOL
CITy’KOM CIIeliaIbHOTO 3B'A3KYy Ta 3aXHCTy iH(opmarii
Ykpainu

[[lo6 mpomo3uIis yJYacHWKa BBa)Kanacs TEXHITHO
[IPUHHATHOO, BiH TIOBUHEH 3a3HAYUTH, SKUM YHMHOM BiH
3abe3neuyBaTUME BUKOHAaHHS a00 MEpeBHIICHHS YCiX
TEXHIYHUX BUMOT 3rigHO 1BOro 3amuty. Skmmio
MIPOTO3UIiSl yJacHWKA HE BIANOBIiTaTUME OXHIN UH
Oimpme  BuMoraMm, 1i  BB@XaTUMYTb  TEXHIYHO
HenpuitHATHOW. [lpomosuiii, MmO MICTITh CYyTTEBI
HEIOJIIKY Ta MOPYILICHHS, SIKI HEMOXKJIMBO CKOPUTYBaTH
0e3 ICTOTHOTO TepepoOJieHHs a00 3MiHH IOYaTKOBOI
MIPOMO3HUIIiil, BBAXKAIOTHCS TEXHIYHO HENPUIHHATHUMH.

[TocTayanpbHUK TOBMHEH  3a0E3MEYUTH  JTOCTABKY
oOnamHaHHs/cepBiciB B M. KuiB (TouHa anmpeca Oyjue
HaJlaHa BUKOHABIFO ICJS IiJIMUCAHHS KOHTPAKTY).
LliHn MarOTh BKITIOYATH BCi BUTPATH 1 BKIFOYATH OYIb-
SIKY JIOTICTHKY Ta KiHIIEBY TOCTaBKYy HaOyBayam.

OB ITPONO3ULIA BBAYKAJIACSI TEXHIMHO
INPUUHATHOIO

1. YyacHWKHM TOBWHHI YITKO 3a3HAYATH 1 HAJaTH y
Jonatky B mepenik TpONOHOBaHWX CEpBICIB Ta
NPOJYKTIB 3TiIHO 3aITUTY.

LliHn MarOTh BKIIOYATH BCi BUTPATH 1 BKIFOYATH OYIb-
SIKY JIOTICTHKY Ta KiHIIEBY JJOCTaBKY HaOyBayam.

2. TlocTayanpbHUK Ma€ MIATBEPAUTH y MHUCBMOBOMY
BUTLJIS, o0 KIHIEBUH TEpPMiH TIOCTaBKH Ta
HaJAITyBaHHs He Oyje nepesuinyBaTu 60 Onie 3 natu
mianucanHs KOHTpakTy, BTIM JOCTPOKOBI TOCTaBKH
BITAIOThCA.

OxpiM BUKOHAHHS BHMOT, 3a3HAYCHUX BHIIE, BIJ
Y4acHUKIB TEHAEPY BHMaraeThCs MIOBHICTIO
3aI0BOJIbHSTH BaKJIMBHM BHMOI'aM, HE IIOB’SI3aHUM 3
I[IHOYO, sIK1 3a3HAYCHI HIKYE, 200 MEPEBUIIYBATH IX:

a) YuacHUK TeHJIepy IMOBHHEH OyTH 3ape€cTPOBAHMM
B_YKpaiHi i 11c HOBUHHO OYTH IPOJEMOHCTPOBAHO
JTIIOYMMH JOKYMEHTaMHM JUIs1 poOOTH B YKpaiHi.

b) MucbmoBa 3roma yyacHMKa Ha OIUIATY HOCIYT
BUKIIIOYHO Yy O0e3roTiBkoBidi (opmi Ha yMmoBax,
nepenbaveHux B mianucanomy Jlorosopi.

¢) JocBing podotu y cdepi 3a0e3meueHHs BiAMOBI THUMH
TOBapaMu/ToCITyraMiu He MeHIIe 3 (TpboX) POKiB

(napaiite 3amoBHeny (opmy, Hagany y Jlogatky F:
JocBin poboTh).
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d) The Offerors must have adequate financial and
material resources to perform the work within the
required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery
and acceptance by DAI as stated above. Written
confirmation or a bank statement must be

provided.

e) Availability of official authorizations from all
manufacturers (Cisco, Samsung, APC, Microsoft,
HP)is mandatory and must be provided.

f) These are VAT-exempted goods/services, and
DAI/CCI expects the offerors to read and
understand this requirement.

d) YuacHuk TeHAepy TOBMHEH MaTH  HAJICKHI
(hiHaHCOBI1 pecypcH ISl BAKOHAHHS poOiT/ HaAaHHS
MOCYT y Mekax HeoOXimHoro rpagika MOCTaBKH,
PO 10 CBiTYUTh TPUUHATTS YMOB OIUIATH
kommaHii «DAID» (micms HamaHHS TOCIHyr Ta iX
NpUAHATTA KoMmmaHiero «DAI»), sgK 3a3Ha4eHO

BHUIIIC. Heo0xinHno HAJIATH IHCHEMOBE
MiATBEPKEeHHS.
e) HasBHicTh odimiiinoi aBTOPM3AIii Bifg

Bupo6OHukiB (Cisco, Samsung, APC, Microsoft, HP)
€ 000B’s13K0Ba 1 Mae OyTH Ha/aHa.

f) JocBin HagaHHs TOBapiB/MOCIYT i3 3BUIBHEHHSM BiJ
criatu [1/IB (6axano).

14. Prohibited Technology

14. 3ad6oponeni TexuoJiorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology
Company, or any subsidiary or affiliate thereof, in
compliance with FAR 52.204-25.

YyacHuKE TOPriB HE TMOBWHHI HaJaBaTH OyIb-sKi
TOBapH Ta/ab0 MOCTYTH, SIKi BAKOPUCTOBYIOTH MMPOYKTH
TEJICKOMYHIKAIIl Ta BiJICOCIIOCTEPEIKEHHS BiJ] TaKHX
kommaHiii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, a6o Oyap -ska ix Qimis
BianoBigHo 10 FAR 52.204-25.

15. Determination of Responsibility

15. BusunauyeHus BianosigaabHocTi

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.

2. Evidence of a Unique Entity ID (explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below).

4. Proof of adequate financial resources to procure and
deliver the required goods/services or the ability to
obtain financial resources.

5. Relevant experience in similar or the same services
over the past 3 years

6. Qualifications and permit to perform related works
under acting legislation.

Kommnanis «DAID» He ykiamaTUMe KOJIHUX JOTOBOPIB 3
Y4acHUKOM TeHJAEPY MEpIl HiK HE NMEPEKOHAETHCS Y
oro BIIITOBITAJIBHOCTI. [Tpu OLIIHIOBAHHI
BIIMTOBiAaNbHOCTI Y4YacHUWKa TeHAepy OepyThcs 0
yBaru HacCTyIHi (haKTopH:

1. HapmanHs Komid HEOOXiNHUX JOKYMEHTIB
3MiHCHEHHS isUTHHOCTI B YKpaiHi.

Ha

2. HasBricts HOMepy Unique Entity ID (nosicHro€eThCst
HIDKYE).

3. Ilxepeno, TIOXO/KEHHSI Ta  IOPUCIUKIIIMHA
NPUHAJISKHICTh TOBAapiB Ta TOCIYT HE i3 TMEpemiKy
3aboponenux Kpain (osicHEeHHS HafaHi HIXKYE).

4. HasBHICTh AOCTaTHIX (DIHAHCOBUX PECYPCIB IS
BUKOHaHHS TIPOEKTYy ab00 MOXIUBICTh OTPUMATH
(hiHaHCOBI pecypcHu.

5. HasBHiCTh 3aJOBUILHOTO JOCBIYy BHKOHAHHS
MoiOHKX POOIT MPOTATOM OCTaHIX 3-X POKiB.

6. HasBHuicTh kBamidikamii Ta mpaBa JUiss BHKOHAHHS
poOiT 32 BiANOBITHIM 3aKOHO/IaBCTBOM.

16. Geographic Code

16. I'eorpadiunuii kon
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Under the authorized geographic code for its contract,
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former Soviet
Union, or a developing country but excluding any
country that is a prohibited source.

Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and developing
countries other than advanced developing countries, but
excluding any country that is a prohibited source.

o DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive sanctions
include: Cuba, Iran, North Korea, Sudan, and Syria. DAI
is prohibited from facilitating any transaction by a third
party if that transaction would be prohibited if performed
by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions for
prohibited countries.

BiamoBigHo m03BOJIGHOTO TeorpadivyHOro KOy JUis
yKJIamaHHs JoroBopiB  kommaHis  «DAID»  moxe
3aKyNOBYBAaTH TOBapH Ta TOCIYTH JIMIIE i3 HACTYIHUX
KpaiH.

l'eorpadiuamit xom 110: ToBapm Ta mocayrm 3i
Crioirygenunx [raTis, He3aJeKHUX JiepKaB
konmumHboro PansHcbkoro Corozy abo kpaiH, IO
PO3BHBAIOTHCS, ajie 3a BHHSATKOM 3a00pPOHEHUX KpaiH
MTOXOKEHHSL.

leorpadiunmii kox 935: ToBapu Ta mocayru 3i
Crnonyyenux IlltaTiB, KpaiH-mapTHEpiB Ta KpaiH, LIO
PO3BHUBAIOTBCS,  KpiM  IEPEeNOBHX  KpaiH, IO
PO3BHBAIOTBECS, 33 BHHATKOM 3a0OpPOHEHUX KpaiH
MTOXOKEHHSL.

e Kommnanizs «DAI»  3000B’s3aHa  mepeBipUTH
JOKEpeNo, IOPUCAMKINIO Ta IOXO/KEHHS TOBapiB Ta
mocmyr Ta (y MakCHMalbHO MOXIHWBIA — Mipi)
NEePEKOHATHCH, 10 YKOJHI MOCIYTH HE 3aKYMOBYIOTHCS
i3 3a00poHEHHMX KpaiH, SIKi 3HaXOAATHCS Y CITUCKY
YrpaBimiHHS KOHTPOJIIO 32 1HO3EMHHMH AaKTHBAMH
(OFAC) sik xpainu, Ha sIKi pO3IIOBCIO/KYIOTHCS CaHKIIII.
Ho NOTOYHOTO  CIHUCKY  KpaiH, HA  AKi
PO3MOBCIOJIKYIOTECS ~ BCEOCSIKHI  CaHKIi, BXOHSTH
HactymHi kpaian: Ky0a, Ipan, Ilisaiuna Kopes, Cyxan
ta Cupis. Kommanii «DAI» 3a00poHS€TBCS CIPUATH
OyIb-sIKili yTroai TPeThOi CTOPOHH, SAKIIO Taka yrojaa
Oyra 6 3ab6opoHeHo10, AKIOo O i1 BUKOHYBaIa KOMITaHis
«DAI».

e llogaroum mMpoNo3WIIii0 y BiAMNOBIAL HA Ie¥ 3amur,
VY4acHUKM TeHAepYy MiATBEP/KYIOTh, IO BOHH HE
NopyIIyoTh BUMOr 110 Jlxepena ta KOpucaukuii, 1 mo
nociayrd  BiamosimaioTh [eorpadiuynomy Komay Ta
BUHSTKAM I1I0JI0 3a00POHEHUX KpaiH.

17. Unique Entity ID (SAM)

17. Yuikanbnuii inenrudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number before signing the agreement.

For those required to obtain a SAM ID number, you may
see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta 1HO3€MHI Oprasizamii, sKi
OTPHUMYIOTH ~ MpsiMi  CYOKOHTPakTH/IOTOBOpU  Ha
3aKymiBIIO Ha cymy B ekBiBasieHTi 30 000 monapis CLLHA
1 BUIIlEe, MOBMHHI OTPUMATH YHIKAIBHUM iIeHTH(IKATOD
oprasizamii (SAM) 1o miNuCcaHHs YTOTH.

Hdns THX, KOMYy TOTpiOHO OTpPHMAaTH YHIKalIbHHUI
ineHTudikarop opranizauii (SAM), 3BepHiTBCS 10
IacTpykuii JUIst OTPUMaHHS YHIKaJIEHOTO
inenTudikaropy opranizamii (SAM) (JJusuce Jlonatok
E) abo 3BepHiThes 10 Biminy 3akymiBens [IpoekTy.

18. Compliance with Terms and Conditions

18. 3ropa YuacHuKa TeHaepy 3 BUMOTaMH

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder
shall comply with all Representations and Certifications
of Compliance listed in Attachment D.

YyacHuk TeHnepy mae OyTH B Kypci 3araJlbHUX yMOB
IUTS YKJIaJaHHS KOHTPAaKTy 3a pe3ysbTaTaMH JIaHOTO
3anuTy Ha HagaHHA npomno3uiii. OOpaHuil y4acCHUK Ma€e
BiamoBigatu yciMm 3asBaM Ta IliATBEpIKEHHSIM MPO
BIJINIOBIJIHICTB, 3a3HaueHuM y Jlomatky D.
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19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. IMoniTuka moao 0OpPoTHOM 3 KOPYHNI€ID Ta
O0opoTh0010 3 XxabapHunTBOM Ta BigmomizanabHoi
3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of quality
goods and equipment. DAl does not tolerate the
following acts of corruption:

e Any requests for a bribe, kickback, facilitation

payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business
or personal relationship with a principal or owner of
the Offeror or subcontractor that may appear to
unfairly favor the Offeror or subcontractor.
Subcontractors must also avoid collusion or conflicts
of interest in their procurements from vendors. Any
such relationship must be disclosed immediately to
DAI management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including termination
of the award and possible suspension and debarment
by the U.S. Government, excluding the Offeror or
subcontractor from participating in future U.S.
Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or
DAI staff to:

Toll-free Ethics and Compliance Anonymous Hotline
at (U.S.) +1-503-597-4328

Hotline website — www.DAl.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline at
hotline@usaid.gov.

DAI Bene cBOW0 [JisUIBHICTD 3a HaHCYBOPIIIUMH

eTHYHUMH CTaHIapTaMH, MO0 3a0e3MEeYUTH UYECHICTh

KOHKYpEHIIii, MPUHHATHI I[IHK Ta YCIHIIHE HaJIaHHS

IOCITyT a00 JIOCTABKY SIKICHUX TOBapiB Ta 00aTHAHHS.

DAI He TepnuTh TaknuX KOPYNUiHHUX Tiii:

e Bynp -ski 3amuTH Ha OTpUMaHHs Xabapa, Bigmadi,
COpUSHHA YW BWIUIATH Yy BHUIVIAAl BHIUIATH,
momapyHka — abo  CHeliaabHOI  KOMIIGHCAII1
chiBpoOiTHuKy DAL YPAIOBLIO g ix
IpPEICTaBHUKAM BIUIMBAIOTh HA PIMICHHA IPO
HaropopKEHHS a00 CXBaJICHHS

e byns -sKa mpomo3utlis xabapa, BiIKaTy, CIIPUSHHS 91
BUIUIATH Yy BUDJSLII IJIaTeXy, NOAapyHKa abo
crieriaibHOI  BHHAaropomud  Big  odepeHTta  um
cyOmiapsaHUKa [ BIUIMBY Ha pIMIEHHS TIPO
MPUCYPKEHHS YK CXBaJICHHSI.

e bynp-iKe MAaXpaiCTBO, Take SK HENpPaBUIIbHE
BUKJIaJaHHA a00 TNpUXOBYBaHHS iHQoOpMamii Ha
KOPHCTH opepeHTa uu CyOImipsTHUKA.

e bynp -saki 3MoBH a00 KOH(IIKTH iHTEPECIB, ¥ SKHUX
MpaliBHUK, KOHCYJIbTaHT abo mpeactaBHUK DAI mae
IIiJIOBI 200 0COOMCTI CTOCYHKH 3 MPUHIMIIATIOM abo
BIIACHUKOM OQepeHTa UM CyOmiApsaHuKa, SKi
MOXYTh BUSIBUTHCSI HECIIPABEIJIUBUMH y KOPHCTH
odeperrta um cyomiapsaHuka. CyOmiapsIHUKA
TaKOX TIIOBUHHI YHHKaTH 3MOB YH KOH(QIIIKTY
iHTEepeciB y CBOIX 3aKyMiBIAX Y MOCTaYyaIbHUKIB.
Bynp -siki Taki BiJTHOCHMHM NOBWHHI OyTH HeraiHo
po3kputi kepiBHUITBY DAI s mepermsmy Ta
MPUAHATTS ~ BIAMOBIAHUX  3aXOJiB, BKJIFOYAIOYH
MOJKJIMBE BUKIIIOYEHHS 3 BHHATOPOJTH.

e Ili kopynmiiiHi mii HE JOMYCKAIOTHCS 1 MOXKYTh
NPU3BECTH A0 CEPHO3HHMX HACIIAKIB, BKIIOYAIOUU
NPUIUHEHHS IPU3HAYCHHS! BAHATOPOAN Ta MOKJINBE
npu3ynuHeHHs Ta  BigMoBy  ypsgy  CIIA,
BUKJIOYalOun odepeHTa 4w CyOmiapsiIHUKA Bil
ydacTi y Maii0yTHix 0i3Hecax ypsay CILA.

e bynp-saxa crnpoba yu (axTHUHA KOPYIIIis TMOBHHHA
OyTH HeTanHo MOBIIOMJICHA oepeHToM,
cyOmiapsiHuKoM abo criBpodiTHrkamMu DAL

e be3komroBHa aHOHIMHA rapsiia JiHist 3 TUTaHb ETHKU
Ta JOTpUMaHHA BUMOT 3a agpecoto (CILIA) +1-503-
597-4328

e Be0 -caiiT rapstuoi stinii - www.DA.ethicspoint.com,
abo HajicIaTH eNeKTPOHHWH JIMCT Ha ajpecy
Ethics@DAI.com

e Odic rapsuoi oinii ['eHepanbHOro iHCHEKTOpPA
USAID 3a agpecoro hotline@usaid.gov.

o [limmucyrouun 110 MIPOTO3HUIIiIO, odepeHT
MiATBEP/DKYE JOTPUMAaHHS IbOTO CTaHAApTy Ta
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e By signing this proposal, the Offeror confirms

adherence to this standard and ensures that no attempts
shall be made to influence DAI or Government staff
through Dbribes, gratuities, facilitation payments,
kickbacks, or fraud. The Offeror also acknowledges
that violation of this policy may result in termination,
repayment of funds disallowed by the corrupt actions,
and possible suspension and debarment by the U.S.
Government.

rapasrye, oo He Oy 1y Th 3po0JieHi cripoOu BIIMHYTH
Ha DAI abo ypsmoBmii mepcoHan 3a OIIOMOTOFO
xabapiB, 4YallOBHX, BUIIAT 32 CIPUSHHS, BiAKATY 41
nraxpaiictBa. Y4YacHHK TOPTiB TaKOXX BU3HAE, IO
MOPYIIEHHS 1€l MOJITUKH MOXe TPU3BECTH [0
MPUIUHEHHS, TTOBEPHEHHS KOIINTIB, 3a00pOHEHUX
KOPYMUIHHIUMH JisIMH, Ta MOKIIMBOTO IPU3YTTHHEHHS
Ta 3a0oponu ypsay CILIA.
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Attachment A: Proposal Cover Letter /
Hopatok A: CynpoBigHun nucTt

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KYI-24-0191 dated
September 16, 2024. Our attached proposal is for the total
price of (figure and in words).

We certify a validity period of 60 (sixty) calendar days for
the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance of
DAI payment terms, which is payment upon delivery and
acceptance of the provided services.

We cetify the supply and delivery period shall be no
longer than 60 calendar days from the contract signing
date.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:

Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 MiATHCANKCS HIDKYE, HATAaEMO TIPOIO3HUITIIO 13
3arajJpHOI0  LIHOIO (BKaXxiTh
HiHy U pPaMy i IPOIHCOM), sIKa TOJAETHCA, BiAIOBITHO
1o 3anuty Ha HajganHs npomno3unii REQ-KY1-24-0191
Bix 16 BepecHs 2024 poky.

Mu 3acBimgayemo, o HiHu 3a3Ha4edi y [Ipaiic-mucrti, mo
JOJa€ThCsl, AicHI mpotsaroMm mepiogy 60 (mmicTaecsr)
KaJICHIApHUX JIHIB.

Mu 3acBimayemo Hamry (iHAaHCOBY BiAIIOBIHANBHICTH 1
npuiiMmaemo ymoBH oriaté kommnadii «DAID», ski €
OIUTATOI0 TICIS JOCTaBKM Ta TPHHHATTS HaZaHUX
TIOCITYT.

Mu 3acBiguyeMo, 110 KIiHIIEBUH TEPMIiH IMOCTaBKH Ta
HaJamTyBaHHA He  Oynme  mepeBumyBata 60
KaJICHIaPHUX JIHIB 3 JaTh mianucanHs KoHTpakTy
Hama mnpono3umis € 00OB’SI3KOBOIO MJIsi Hac 3
ypaxyBaHHSM 3MiH B  pe3yibTari  OyAb-SKHX
00TrOBOPEHB.

Mu posymiemo, mo kommasis «DAID» He 3000B’s13aHa
npuiiMaty Oyib-sIKi MPOMO3UIIii, IKi BOHA OTPUMYE.
[Tigmic ynoBHOBaXkeHO1 0coOu:

IM’st Ta mocaia yIoBHOBaXEHOI OCOOH:

Has3ga opranizaii:

Anpeca:

Tenedon:

E-mail:

ITeuarka KoMmaHii:
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Attachment B: Price Schedule (separate document)
Hopatok B: Npanc-nucT (okpemMun JOKYMEHT)

The offerors are required to submit two copies of the price list:
1) PDF signed and stamped &
2) Excel soft copy

YyacHuKM TeHOepy NOBMHHI HagaTu OBi Konil npanc-nucra:
1) PDF i3 nign1com i neyaTkoto Ta

2) enekTpoHHY konito Excel
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Attachment C: Scope of Work
Hopatok C: TexHiYHe 3aBOaHHA

1. Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine Activity is a program funded by USAID and
implemented by DALI. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in Cl and to transform Ukraine from a compromised, reactive cybersecurity actor to a
proactive cybersecurity leader.

Over the five-year period of performance, the Activity will increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against CI in Ukraine. The Activity will accomplish this goal through
the pursuit of three strategic objectives (SOs):

e SOLl: Create a safe and trusted environment to accelerate the development of people, processes,
and technology in support of cybersecurity across CI sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation built on a secure, protected, and dynamic economy,
supported by a talented pool of human capital.

e SOa3: Stimulate demand for and supply of Ukrainian cybersecurity solutions and service providers
to empower, equip, and finance cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity tasks are highly interdependent and mutually
reinforcing.

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting
cybersecurity institutions. This component will also build the technical capacity of key sectors through
increased access to cybersecurity technology and equipment.

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new
cybersecurity talent and build the capacity of existing talent. These interventions will address the entire
workforce pipeline, the quality of education received by cybersecurity specialists, and industry training
programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity.
This component will seek to build trust and collaboration between the public and private sector to develop
innovative solutions for future cybersecurity challenges; spur investment and growth in the broader
cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity
companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms
for Ukrainian firms to connect with industry partners to enable better access to innovations and business
opportunities.

2. Context

Since 2022, Ukrainian government agencies and critical infrastructure have been under constant
cyberattacks from Russian hacker groups. While the central government and large Critical Information
Infrastructures (ClIs) generally possess the human and technological resources to ensure their
cybersecurity, these capabilities are significantly lacking at the regional level. Additionally, the State
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Service of Special Communications and Information Protection (SSSCIP) has limited capacity to assist
regional stakeholders with their cybersecurity needs due to the absence of a regional network.

This network should provide a permanent presence of cybersecurity specialists at the regional level, who
can offer a range of services to local authorities and Critical Infrastructure Objects (C10s). It would also
facilitate the UA3O0 initiative in obtaining information about the regional cybersecurity landscape and
enable a rapid response to significant cyber incidents affecting regional stakeholders. Establishing such a
network requires a permanent office equipped with the necessary tools and cyber incident response
capabilities, the ability to develop regional cybersecurity measures, and the capacity to train and assess new
cybersecurity personnel.

3. Objectives

The Activity aims to procure, deliver and set up equipment at the first regional center of the SSSCIP
required for its full functioning, including the following areas:

a) collection of incident information;
b) incident response
c) training of new cybersecurity specialists.

4. Tasks
DAI/CCI is looking for a qualified Vendor to deliver the equipment and licenses as follows on the
technical specification in the Attachment B.

After signing the contract, the selected vendor will be provided with more information regarding the
location of the delivery
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Attachment D: Representations and Certifications of Compliance / lopaTok
D: 3asaBwu Ta lligTBepaxXeHHAM npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently
is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

1. denepanbHUil CIUCOK BUKITIOYCHUX 0¢i0 — OOpaHuii yYacHUK TEHAEpa
Hapa3si He € BiJICTOPOHCHWM, TUMYACOBO BiJICTOPOHCHHM a00 BH3HAHHM
TaKuM, [0 HE Ma€ MpaBa YKJIaJaTh KOHTPAKT 3 OyIb-SKUM (eaeparbHIM
OpraHOM.

2. IligTBepmxeHHs 3apobiTHOi miatu kepiBHunTBa — [lonoxenHs FAR
52.204-10 Bumarae Bix kommanii «DAID» sk reHepaabHOTO MiAPSIAHAKA 32
KoHTpakTaMu (enepanbHoro ypsaay CILA 3BiTyBaTH mpo piBHI 3apo0iTHOT
IUTATH IT'ATH KEPiBHUKIB CyOmiapsAIHMKA 3 HAWBUIIUM piBHEM 3apOOiTHOL
wiati B CHCTeMy 3BITHOCTI 32 JOTOBOpaMH CYOMiAPsAy BiIMOBITHO JIO
3aKoHy IIpO MiI3BITHICTH 3a (epepabHUM (iHAHCYBAHHSIM Ta IPO30PICTh
(FSRS).

3. Yxka3 Ilpesunenta CIIIA npo 3a6opoHy (iHAHCYBaHHS TEPOPHU3MY -
BukoHaBilo Haragyerbes, mo ykasu [Ipesugenra CHIA Ta
3akoHoaBcTBO CIIA 3a00pOHSAIOTH 3MIHCHIOBATH onepallii 3 Gpi3uIHIMHU
ocobamMM Ta OpraHi3alisMH, TOB’SI3aHUMH 3 TEPOPU3MOM, a TaKOXK
HaJaBaTd iM pecypcd Ta MIATPUMKY. IOpuandHy BigIOBiZanbHICTH 3a
3abe3neyeHHs] JOTPUMaHHs IUX ykasiB IIpe3uieHTa Ta 3aKOHOIABCTBA
Hece BukonaBens/PennmienT. PenumieHTy He IO3BOJSETHCS NPALIOBATH 3
¢i3nuHEME oco0aMu Ta OpraHi3alisMH, OB’ SI3aHHMH 3 TEPOPH3MOM, a
TaKOX HajaBaTH iM pecypcd Ta miaTpuMmky. JKomna momomora abo
pecypcH He MOXKYTh HaJaBaTHCh (Di3HUHUM a00 IOPHIUIHUM 0C00aM, SKi
3HaxX0AThCS Y CIMCKY TPOMaIsiH OCOOIMBUX KaTEropii Ta 3a00pOHEHUX
ocib, skuii Beme Kasmaueiicteo CIIHA (muB. www.SAM.gov), abo y
Crucky 0COOIHMBUX KaTeropiit OOH (nuB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).  Ile
MOJIOXKEHHS 000B’3KOBO BKJIFOYAETHCS JIO0 BCIX JIOTOBOPIB CyOmiapsimy /
pillleHs TPO HamaHHS CyOIiApsAmy, SKi BUKOHYIOTHECS B paMKax I[bOTO
JIOTOBODY.

4, Topriist Ji0abMHU — BHUKOHABIIIO 3a00pOHSIETHCS MTPOTATOM CTPOKY il
OBOTO KOHTPAKTy 3IIMCHIOBATH TOPTIBIIO JIOABMH (SIK BHU3HAYCHO Y
[IpoTokomi moxo 3anobiranHs, MPOTHAIT Ta HOKApaHHS TOPTiBII JIFOABMH,
0COOIUBO KIHKaMH Ta AiThMU, skuii nomoBHioe Kousenmiro OOH momo
MPOTHIII TPAaHCHAIIOHAJIBHOI OPraHi30BaHOI 3JII0YMHHOCTI), OIUIaYyBaTH
KOMEpI[iifHI CeKcyanbHi TOCIYI'H Ta BHKOPUCTOBYBAaTH IPUMYCOBY
Tparo.

5. IligTBepOKEHHS Ta PO3KPUTTS iH(OpMAIli 100 IIATEXIB 3 METOIO
BILIMBY Ha JiesiKi (efiepabHi rocnoaapchKi onepaitii — Y4acHUK TeHIepa
MiATBEPKYE, MO IOTPUMYETHCS 3apa3 Ta AOTPUMYBATHMETHCS ¥ Hamaui
BuMor FAR 52.203-11 «IliaTBepmKkeHHs Ta pO3KPHUTTS iH(OpMaIii 010
TUTATEXKiB 3 METOIO BIUTMBY Ha AesKi eiepalibHi TOCTIOapChKi oneparii.

6. OpranizamidHuii KOHQIIKT iHTepeciB — YYacCHHK TEHIEPY
MiATBEP/DKY€E, M0 HOMYy He BiIoMO MNpo Oyab-sKy iH(pOpMAIliio, sKa
CTOCY€ThCSl iICHYBaHHs OyJb-IKOTO MOTEHI[IMHOTO KOHQIIKTY iHTepeciB
opraizarii. Y4acHHK TeHAEpY TaKOX MiATBEPIKYE, 110 SKIIO HOMY CTaHe
BiZIOMO TIPO iH(POPMAIIiF0, SIKa Ma€ BiTHOMIEHHS 10 MOKJIMBOCTI iCHYBaHHS
MOTEHIIIHHOTO KOHQIIKTYy, YYacHMK TEHIEpy HEBIOKIATHO HaJjae
komraHii «DAI» 3BiT, e po3kpuBa€eTbes Taka iHGOpMAIis.

7. 3abopoHa cerperarii MiCIlb CHiJIHOTO KOPHCTYBAHHS — Y4YacCHHUK
TeHJepa MiATBEPIKYE, MO AOTpuMyeThcs FAR 52.222-21 «3abopona
cerperatlii Micllb CIIiJIBHOTO KOPUCTYBaHHS.

8. PiBHI MOXJIMBOCTi — YYacHHK TeHAEPY MiATBEPIIKYE, IO HE 3IHCHIOE
JUCKPUMIHAIIIO MPOTH OYAb-SKOTO TpaliBHAKa a0 3asBHUKA 32 BIKOM,
CTAaTTIO, PEIIri€r0, 1HBANIIHICTIO, Pacolo, MEPEeKOHAHHAMH, KOJIbOPOM
HIKipH 200 HAIlIOHATBHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacCHHK TEHAEPY MIiATBEPIKYE, IO
JIOTPUMYETHCS BCIX BUMOT TPYZOBOTO 3aKOHO/IABCTBA.
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10. Federal Acquisition Reqgulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. [osoxenns npo denepanbHi 3akymiBm (FAR) — YyacHuk TeHaepa
HiATBEepKYe, Mo o3HaiomieHnit 3 IlomoxeHHAM mpo (enepaibHi
sakymiBmi  (FAR) 1 He mnopymye >OZHOTO MiITBEPKCHHS, IO
BHMAaraeThCs 3TiHO 3 BiANoBiAHUMHE HopMamu FAR, y ToMy vwucii, ane He

OOMEXYIOUHCh MIATBEPKCHHAMH CTOCOBHO JIOOiIOBaHHA, Xabapis,
MOKJIMBOCTI PpiBHOTO MpaleBaIlTy BAHHS, KOMITEHCAIIHHOT
IUCKpUMIHAINI, Ta IUIaTeXiB 3 METOI BIUIMBY Ha QeaepaibHi

TOCIOJIAPCHKI orepartii.

11. 2!OT”I/IMaHH${ BUMOT H[!a!!iBHI/IKaMI/I — YyacHuK TEHACPY rapaHTye, 1o

BUMaraTuMe BiJl yCiX IpaIiBHUKIB, IOPUIMYHUX Ta (i3WIHHX 0CiO —
HaJaBadviB IOCIYT Yy 3B’SI3Ky 3 BHKOHAHHAM JloroBOpy Ha 3aKyIIiBIIO
kommaHii « DAI» moTpumMyBaTHCh BUMOT BiIOBigHOTO [JoroBopy.

ITomaiouM TNPONO3UILII0, YYaCHUKM TEHAEPY LHM IOTODKYIOThCS
MOBHICTIO BUKOHYBAaTH YMOBH Ta IIOJIO’KEHHS BUILE3IaIaHOTO Ta BCHOTO
BiAmoBinHOTO (enepansHoro 3akonomasctBa CIIIA, mo 3a3HadeHe y
bOMY JOKYMEHTI, a TakoX HpH YKJIaJeHHI JOTOBOpY IOBHHHI OyTn
TOTOBI MiIMKCATH i 3asIBU Ta i ITBEPIXKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for
DAI’'s Vendors, Subcontractors & Grantees

Hopatok E: IHCTPYKLUIT WoA0 OTPMMaHHS YHiKanbHOro ineHTudikatopy
opraHisauii (SAM) — nocTavYanbHUKK, CyOoniapsaaHUKK Ta rPaHTOOTPMMYBaui
komnaHii «DAIl»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to
register. Ernst and Young provides the validation services for the U.S. Government. The information required for
getting an Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal
business name and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3araabHa indopmanis:

Crucanii orsisig norouynux Bumor ypsiny CILA — ynikanbHuii inenTudikarop opuauanoi ocoon (SAM)
[Mouynnatoun 3 4 kBiTHA 2022 poOKy, IOPUIWYHI OCOOM, SIKI BeOyTh MAISUIBHICTH 13 (eAepalbHUM YpSIOM,
BUKOPHCTOBYBATUMYTh VHIKaIbHHUN ifeHTH]IKaTOp FopuaudHoi ocobu (SAM), mo CTBOPIOETHCS Ha CauTi
SAM.gov. VuikanpHuii ineHTudikarop ropumudHoi ocoou (SAM) — ne 12-3Haunuii andaBiTHO-IUPPOBHI KO,
SKHH KOHTPOJIOETHCS Ta TMPHCBOIOETHCS YPSAOM 1 HANCKUTh ypsiny. BiH nomomarae ypsiny COpOCTUTH TpOIec
inmeHTH(dIKaIii Ta TepeBipKU IOPUIUIHUX OCI0, TOJETIIYIOUH i POOISTYH MEHII OOTSHKIIMBUAM JIJISl FOPUUIHUX OCi0
BEJICHHS JIISUTBHOCTI 3 e/lepaTbHIM YPSIOM.

IneHTH(IKaTOp HATAETHCSA IOPUAMYHUM 0CO0aM IIiJl Yac peecTpallii, abo X HOro MOXKHa OTPUMATH Ha CaWTI
SAM.gov 6e3 peectparii. [locnyru 3 miarBeppkeHHs ineHtudikaropa st ypsay CIIA nanae kommnanist Ernst and
Young. Indopmaris, HeoOXifHa JUII OTPUMAaHHS YHIKalIbHOro igeHTudikaTopa opuaudHoi ocodbu (SAM) Ges
peectpariii, — MiHiManbHa. [nenTrdikaTop miATBEPKYE JIHIIE IOPUIUYHY HA3By Ta aJipecy Bamioi opranizamii. Lle
i ATBEPKEHHS TOTO, 1[0 Ballla OpPraHi3allis € TUM, 3a KOTo ce0e BHUJIaE.

VYHikaneHU ieHTH(IKaTOp IopuarnYHOT 0coon (SAM) HamaeThest 6€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the US Government to assign unique entity identifiers. This system was retired by the US Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government
will have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization
begin on the next page.

Crucauii orasg koumHix Bumor ypsixy CIIA — DUNS
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VYHiBepcanpHa cuctema Hymepaiii qanux (DUNS) — 1ie cucrema, po3pobieHa i KOHTpoIr0BaHa KoMmaniero Dun
and Bradstreet, ska mnpucBOI0OE Cy0’€KTy TOCHOAAPIOBAHHS YHIKAJIbHUHA JIeB’ATH 3HAYHUE 1HpOBHI
inentudikarop. Taka cucremMa € CBITOBHM CTaHAApTOM 1 paHille BHKOpUCTOBYBanach ypsimoM CHIA mms
TIPUCBOEHHS YHIKAJIBHUX 1IeHTH(IKaTOpiB opuandHuM ocobam. 4 kBiTHS 2022 poky ypsn CHIA mpunmHUB
BUKOPHCTAHHS IIi€i CHCTEMH 1 3aMiHUB 11 Ha YHIKaIpHUN inenTrudikarop opunndaoi ocoou (SAM). Ilicns 4 xBiTHS
2022 poky ¢enepanbhuii ypsa He Bumaratume Homep DUNS.

Sxmo ropuanuHy 0co0y Oyio 3apeecTpoBaHO Ha caiti SAM.gov (3 akTHBHOIO a00 HEaKTHBHOIO PEECTPAIIIET0),
VHIKabHHUN 11eHTHdiKaTOp IopuandHoi ocodbu (SAM) OyB NpHCBOEHUH i OCTYITHHUMN IS IEPETIISAY B O0JIIKOBOMY
3amuci opraHizamii Ha caiiti SAM.gov me mo nepexony, skuil BinOyscs 4 kBiTHA 2022 poxy. YHiKanbHUMA
inerTudikarop puanIHOI ocodr (SAM) MOXKHA 3HANTH, YBIWIIIOBIITH IO CUCTEMH Ha caiiTi SAM.gov 1 BuOpaBmn
BiJuKeT «YmpaBiiHHs opraHizaiiero / Entity Management» y cBoemy poOouomy mpoctopi abo yBIHIIOBIIH 10
CUCTEMH 1 BUKOHABIIIY MOIIYK iH(pOpMaIii Mpo 1puaudny 0cooy.

For more information on obtaining the Unique Entity [ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a
UE ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ JoaaTok F: [locBig po6oTu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past three years

will be considered.

[IpocuMo BKIIFOUMTH 3aMOBJICHHS, SIKi HAMKpallle UTIOCTPYIOTh Balll IOCBiJl pOOOTH, aKTyallbHUN IS IbOTO 3Ty, IOYMHAIOYH 3 OCTAHHBOTO 3aMOBJICHHS. bepyThes
JI0 YBar# MOCJIYTHU 3/A1lCHEHI TPOTATOM MUHYJIHX TPHOX POKiB.

Ne | Project Description | Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ of Activities/ | phone number, e- | UAH/ (Start-End Dates)/ | time (yes/no)/ acceptance act signed | grant, order (fixed price, with
Hassa Ormwc mail/ Bapricts y | [latu mouaTky i 3aBepIeHo y (yes/no)?/ reimbursement of expenses)/
MPOEKTy | AISUTBHOCTI HasBa kimienTa/ TpH. 3aBepIICHHS ctpok (Tax/Hi) | Um mignucaHo akTa Tun yroau, noroBopy

HOMeEp pooiT npuiiMaHHs-TIepeaadi | cyOomiapsay, TpaHTy, JOTOBOPY
tenedony, e-mail po6it? (Tax/Hi) Ha 3aKyIBITO (3 (hiKCOBAHOIO
IIHO¥O, 3 BiIIITKOTyBaHHIM
BUTPAT)
1
2
3
4
5
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Attachment G: Proposal Checklist /
Hopatok G: Yek-nnucTt npono3uuil

Offeror:
Have you?

|:ISubmitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in
General Instructions above?
Does your proposal include the following?

Signed Cover Letter (use template in Attachment A)
Price Proposal (submitted in PDF and Excel format)
Past Performance (use template in Attachment F).
DOfficiaI authorizations from all manufacturers (Cisco, Samsung, APC, Microsoft, HP)
|:IWritten confirmation of delivery and installation period (60 days from the contract signing date)

Documents use to determine Responsibility (As required in section “Responsibility

Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment F).

e WwN
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