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WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCIl_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeranHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBO€I KoMnaHil, Wob NpsiMo Ha uto agpecy iM MoxHa Byrno HagcunaT 3miHu 40 Lboro
3annty abo iHWi noBigoMneHHs. byab-aKun NOTEHUINHUIA Y4YaCHUK TEHOEPY, KA TakUM YMHOM He
BUABUTb CBOK 3alikaBreHicTb, Gepe Ha cebe nNOBHY Bi4MOBIAANbHICTL Yy pasi HeOTPUMAaHHS

noBigOMNEeHb [0 KiHUEBOro TepMiHy MofaHHA npono3uuii. byab-aki 3miHM 0o uboro 3anuty
HAOCIMOATIAMA/TIACA ANAKTNNAHHNK MNNITHITAKN

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)/
Ctucnum ornapg 3anuTy Ha HagaHHA npono3uuii (3anuT)

1.RFP No. REQ-KY1-24-0255

2.1ssue date: November 21, 2024

3.Title
Provision of services for Critical Infrastructure
Cybersecurity Incident Preparedness Assessment

(CICIPA) for the Object of critical infrastructure (next
— Object of critical infrastructure, OCI) - JSC
“Ukrainian railways”, Regional Branch "Lviv
Railway", Regional Branch "Donetsk Railway",
Regional Branch "Odesa Railway", Regional Branch
"Southern Railway", Regional Branch "South-Western
Railway", Regional Branch "Dnieper Railway" and
Branch "Main Information and Computing center” - 8
separate OCIs — 8 separate reports for each stage in
accordance with the requirements of the NIST
Cybersecurity  Framework 2.0 and provide
recommendations for improving the state of cyber
readiness under USAID Cybersecurity Activity.

4.E-mail address for submission of Proposals

Proposals should be
UkraineCCIl_Proposals@dai.com.

submitted to

5. Deadline for Receipt of Questions

November 28, 2024, Kyiv, 2 p.m. Ukraine Time to the
e-mail address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publicly on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

December 05, 2024, 4 p.m., Kyiv, Ukraine Time to the
e-mail address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3anut Ne REQ-KY1-24-0255
2. laTa nananng 3anuty: 21 aucronana 2024
3. Ha3Ba

3aKkymiBisg TOCIYr JiarHOCTYBaHHS TIOTOYHOTO PIBHA
kibepbesmekn s OO6’ekTa KPUTHYHOI 1HGPACTPYKTYpH
(mami — O6’ext xputnunoi iH(pacTpyktypu, OKI) - AT
“Ykpzamizaung”,  Perionampna  ¢imis  “JIpBiBChKa
samizaumyl”’, PerioHampHa ¢imis “JloHempka 3ai3HHIL,
PerionansHa ¢imis “Opecbka 3amizHuns”’, PerioHanmbHa

¢imis  “TliBmenna  3amizHunsg”, PerioHampHa — Qinmist
“IliBnenno-3aximHa 3amizHuI’, PerioHampHa  (imis
“IlpupninpoBcbka  3amizauus”,  @imis  “IonmoBHuit

iHpopMaliiiHO-00uncTIoOBaEHIIH HEeHTP - 8 okpemux OKI
— 8 okpemMux 3BiTiB 32 KOKeH eTam, BiAMOBITHO J0 BUMOT
NIST Cybersecurity Framework 2.0 Ta HamaHHs
peKOMEHIAIlii JJii TIOKPAIICHHS Ta TOCWICHHS piBHS
3aXUCTy  Big  kibepatak B paMKaX  IPOEKTY
USAID/Ki6ep6esrexa.

4. EnexTpoHHa ajgpeca Jjs NOJaHHS MPONO3UIIii

[Ipomo3urii MaroTh MO0JaBaTUCH Ha
UkraineCCI Proposals@dai.com

azapecy:

5. KinneBnii TepMiH OTpUMAaHHS 3aNIUTAHb

14.00 3a wmicueBMM KHIBCBKMM YacoM B YKkpaini 28
JucTonaaa 2024 POKY, Ha azpecy:
UkraineCCIl_Procurement@dai.com

[MuTaHHs Ta 3aMUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI HAa HUX
OyIyTh HasaHi B MUCHEMOBIN (OpMi TS BCIX OJIepXKyBadiB
3amuTy Ha  HaJaHHS ~ OPONO3WIil, SKI  BKazau
3aIliKaBJICHICTh y BIAMOBIAI HA HBOTO. [TUTaHHS 1 BiIOBI I
OynyTh mommpeHi, 0e3 ineHTudikarii 3anuryBaya (iB), A5
BCiX TOTEHIIHNX npono3unid. Kpim Toro, muranus Ta
BIAMOBIAI OyayTh pPO3MIlIeHI myONMiyHO HA TIiH IKe
wiatdopmi, e po3MileHUH 3anuT Ha HaJaHHS TTOTIO3HIIIi

6. KinueBuii TepmMin oTpMMaHHs MPONO3ULIiii

16.00 3a micuieBUM KHIBCHKMM YacoM B YKpaiHi 5 rpyans,
2024 poxky Ha anpecy: UkraineCCl_Proposals@dai.com

3BEPHITL VYBAI'Y, L0 AJIPECA EJEKTPOHOI
[OoTH 11 OTPUMAHHSA 3ATIMTAHD TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EHEKTPOHO:I; TTOHITH JUJL OTPUMAHHA
ARE DIFFERENT ITPOITO3UILIIM BIAPIBHAKTHCA
— DAI PAGE ii
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7. Point of contact

UkraineCCIl Procurement@dai.com
8. Anticipated Award Type

Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAl conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

7. Anpeca 1uis 3anuTiB

UkraineCCIl Procurement@dai.com

8. OuikyBaHMii BUJ KOHTPAKTY

Jorosip Ha 3aKymiBITO i3 (hiKCOBaHOIO IIHOIO

9. ITixcTaBa JIsl yKJIaJeHHSI KOHTPAKTY

Pimenns mpo ykimamaHHS KOHTPAKTy OyzAe MpUiMAaTHCh Ha
OCHOBI MeTO1y MOPiBHAIbLHOTO aHami3y. KoHTpakT Oyne
YKJIaJICHO 3 BIAMOBIJAILHUM Ta MPUHHITHUM YYaCHHKOM
TeHAEpy, KWW MmomacTs Halkpamry mporo3uriito DAI ta
KIII€EHTY KOMIIaHii, BAKOPUCTOBYIOUH TIO€THAHHS TEXHITHUX
Ta I[IHOBUX/BapTICHUX MOKA3HUKIB.

Hns toro, o0 NPUHHATH y4dacTh y TEHOAEpi, Y4aCHHKH
TEHAEpy IMOBWHHI BIINOBIJaTH BHUMOTaM, BH3HAUYEHUM Y
Po3znim «Bu3HadyeHHs BIAMOBIAAILHOCTIY.

DAI Bene cBOIO AisUTBHICTH BIATOBITHO O HAHCYBOPIMIUX
€TUYHUX CTaHJapTiB, MO0 3a0e3MeYnTH  YECHICTh
KOHKYPEHLIii, IPUAHATHI WiHU Ta yCIilIHE HaJaHHS MOCITYT
abo ITocTaBKy SKICHUX ToBapiB Ta oOmaaHanHa. DAI He
TEPIUTh KOPYIIli, XabapHHUIITBA, 3MOBH UYMW KOHQIIIKTY
inTepeciB. [Ipo Oynp-sKi 3amuTH Ha oruaTy abo MOCIyTH
cniBpoOiTHuKIB DAI ciif sskoMora IIBUIIIE TOBLIOMISTH
Ha ethics@dai.com abo Bi/IBiIaBIIH
www.dai.ethicspoint.com. Kpim Ttoro, Oymas-ski crpobu
KOHTpaKTepa 4Yd  CyONiApsIHUKA  3alpOINOHYBAaTH
ciiBpoOiTHHKaM DAI 3a0x0ueHHS Ta BIUTMHYTH Ha PillIeHHS
He OyAyTh JONMYyCKAaTHUCS 1 CTaHyTh IIiJICTABOIO IS
JTMCKBaITi(iKalii, IPUIHMHEHHS Ta MOKJIMBOTO OJIOKYBaHHS.

=DAlI
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Introduction and Purpose/ Bctyn ta MeTta

Purpose

Meta

The purpose of this RFP is to obtain proposals from
suppliers that can provide services to USAID
Cybersecurity Activity (the Activity) DAI Global
LLC to carry out diagnostics for JSC “Ukrainian

MeTol [BOTO 3amUTy € OTPUMaHHS MPOTO3WINNA Bif
NOCTAYaIbHUKIB, SKI 3MOXYTh HaJaTH MOCIYTH JUIS
npoexty «USAID Kibep6esneka» (nami — [IpoexT), sikuii
Bukonyetrbcsi DAI Global LLC, 3 piarHOCTyBaHHS

railways”, Regional Branch '"Lviv_Railway', | norounoro pisus kibepoe3nexku AT “Ykp3ajaizauus”,
Regional Branch "Donetsk Railway', Regional | Perionaabna  dimis  “JIpBiBcbka  3anizHuus”,
Branch '"Odesa Railway", Regional Branch | Perionaabna  dimis  “/lomenbka  3anizHunsa”,
"Southern Railway'’, Regional Branch ''South- | Perionaanna biist “OnpecbKa 3aJi3HuIsa”,
Western _Railway'', Regional Branch "'Dnieper | Perionaanna _ dimis __ “IliBnenna _ 3agizummsa’,

Railway' and Branch ""Main Information and

Perionanbna ¢inig “IliBnenno-3axigna 3anizHuus”,

Computing center' - 8 separate OCIs — 8 separate

Perionanabna ¢igia  “IlpuaninpoBcbka 3aji3Huus”,

reports for each stage as per the requirements
included in the Scope of Work of this RFP.

Dijig “I'osoBHuil _iHpopManiiiHo-009HCII0BAILHII
meHTp” - 8 okpemux OKI — 8 okpeMux 3BiTiB 32 KOKEH
eram_ 3rigHo BUMoOr, 3a3HadyeHuX B TexHiuHOMY
3aB/IaHHI /10 ILOT0 3anuTy.

Issuing Office

Odic, 110 BUIAE 3a0MT HA HAJAHHS NIPONO3UILiH

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anmuT HA HAJAHHS TPOIO3UINH, Ta
KonTakTHa ocoba, 3a3HaueHa y CTUCIIOMY OTJISIII BHIIE, €
€JIMHOI0 KOHTaKTHOI 0c000r0 B kommaHii «DAI» mis
iJei IbOoTo 3anuTy Ha HaJlaHHS MPONO3HIiNd. by nb-axkuit
MOTCHIIHHUI YYacHUK TEHJIEpY, SKUH HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B IbOMY 0dici, Oepe Ha ceOe MoBHY
BiJIMIOBIAJBHICTG y BWIIAJKY, SKIIO BIiH HE Oyne
OJICP)KyBaTH TMpsAMi  TOBIJIOMJICHHS Ta  BIANOBIAHY
iHpopMallito (3MiHH, BIAMOBiJIi HA 3allUTaHHS TOIIO) IO
JIaTH 3aKPUTTS.

Type of Award Anticipated

OuikyBaHnii BUJI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTpakr i3 ¢ikcoBaHoI0 WiHOI0 — 16 BUHAaropoza 3a
3arayibHy (DIKCOBaHy I[iHY, 3a HaJaHHSA KOHKPETHHX
HOCITyT, TOBapiB YU pPe3yJbTaTiB, SKa HE KOPHIYETHCS,
AKII0 (aKTUYHI BUTPATH BUII a00 HIDKYI 32 (ikcoBaHY
1iny. O4iKy€eThCsl, M0 YYaCHUKH TEH/IEPY BKIIOYATUMYTh
yci mpsMi Ta HenpsMi BUTpaTH 0  3arajbHOI
3aIpOIIOHOBAHOI IiHU.

HananHs 1poro 3amurty B JKOJHOMY pasi He 3000B’s3ye
kommanito «DAID» yknmagaTu JOroBip Ha 3aKyHiBIIIO, i
YyacHUKaM TeHJAepy He BIINIKOJOBYIOTECS OyIb-sKi
BUTPATH, TIOB’s[3aHi 3 MiATOTOBKOIO MPOIO3HIIi.

=DAlI

PAGE 5




REQ-KYI-24-0255

General Instructions to Offeror/ 3aranbHi iHCTpPyKUil

General Instructions

3araabHi iHCTpYKIii

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals in_English_in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

¢ Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than December 5, 2024, 4
p.m., Kyiv, Ukraine Time.

e Please note that Offerors shall submit complete
proposals in___ electronic _form _ only to
UkraineCCIl_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the

e «YuacHUK TeHAepy» Ta/abo «CyOmigpsaHuK» O3Hayae
¢bipMy, sIKa TPOTIOHYE€ BHKOHATH POOOTH B paMKax IbOTO
3anuty Ha HamaHHA nponosuilid. «I[Ipomo3mmis» o3Havae
MakeT JOKYMEHTIB, sKi (hipMa mojae, mo0 3anporoHyBaTH
BUKOHAHHS POOIT.

e VY4YacHUKH TEHHEpY, fKi Oa)xaroThb BIAMOBICTH Ha el
3anuT Ha HAamaHHA TIPOIIO3WINM, ITOBHHHI ITOZaBaTH
MPOMO3UII AHIIIHCHLKOKW BIAMOBIAHO 0 I1HCTPYKIIii,
BKa3aHMX y L[bOMY JOKYMEHTi. YYacHUKH TEHAEPY
3000B's13aHI TMEPETJIAHYTH BCl 1HCTPYKIii Ta TeXHIYHI
XapaKTEePUCTUKH, III0 MICTATHCS B IbOMY 3alnTi Ha HaTaHHS
MPOMO3UIIii. Pu3uku He3MIHCHEHHS IIbOTO Hece YYaCHUK
TeHAepy. SIKIIo 3anpoIneHHs 10 HalaHHS MPOTOo3HIii Oy/ie
3MIiHEHO, TOJAiI BCi TIOJNIOKEHHS Ta YMOBH, fKi HE Oymu
3MIHEHI, 3aHIIaTHEC HE3MIHHUMU.

e OmnpuirroHEHHS MHOTO 3aNMUTy Ha HAJAHHS MPOTO3HIIIN
JKOJIHUM YHHOM He 3000B's13ye kommaniro «DAID» ykiamaTu
cyOkoHTpakT abo [OTOBip Ha 3aKyMiBIIO. YYacHUKaM
TeHaepy He OynyTh BiIIKOIOBYBaTHCS OyIb-sKi BHTPATH,
MOB'SI3aH1 3 MiJITOTOBKOIO 200 MOJAaHHAM IX Impomo3wuiii. 3a
JKOOHHUX  oOctaBuH, Kommauit «DAI» He  Hece
BiJIMTOBITaJIbHOCTI 32 IIi BUTPATH.

o Ilpono3umii MatoTe Oyt To/aHi He mi3Hime 16:00 3a
MICIIEBUM KHIiBCHKUM 4acoM B Ykpaiti 5 rpyaus 2024 poky.
e 3BepHITH yBary, MmO MPOMNO3HUI[il MarOTh IOJaBaTHCS
JHIlle B eJIEKTPOHHOMY BHIVISUIi Ha €JIEKTPOHHY ajapecy
UkraineCCIl_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyayTh BiIXWIEHi, 3a
BUHSATKOM BHIAJIKIB HaJ3BMYaHMX OOCTaBHUH Ha PO3CY]l
xomianii «DAI».

o lloganns mpomo3urii xommanii «DAI» y BiamoBias Ha
1ed 3anmuT Ha HaJaHHS MPOIO3UIN OyJe SABISATH COOOIO
MIPOIO3UIIII0 Ta CBIAYUTUME PO 3roAy YUacHHUKa TCHACPY 3
MOJIOECHHSAMH Ta YMOBAMH, SKi MICTATHCS y 1[bOMY 3amuTi
Ha HAJIAaHHS TPOIO3UIIIN Ta OYAb-IKUX JOJATKAX 10 HBOTO.
Kommnanist «DAI» 3anuiiae 3a o000 MpaBo HE OLIIHIOBATH
HEBIJINOBITHY 200 HEMOBHY MPOIIO3UILiIO.

o Y memi nogioomnennsa eneKmponno0 noumor0 MarTh

subject line of e-mails.

o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Yci npono3uuii MOBUHHI MICTUTH CyNPOBITHHUM JIUCT, 10
Mae Jary, I Ta neyaTKy
YyacHuKa TeHAEpY. YYaCHHUK TEHJEPY INOAAE LEH JUCT y
¢dopmari .pdf.

e VYyacHukM TeHJepy 3anoBHIOOTH JdomaTok C: Ilpaiic-
JUCT. YYacHUKU TEHJAEPY TMOBHHHI BKa3aTH 3arajibHy Ta

=DAlI
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e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-
inclusive price for services, roll them up, and distribute
them across the listed deliverables in the USD or
Hryvnia (UAH).

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAI’s bank exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ne4464-25 of October 23, 2024.

e Each Offeror and any of its subsidiaries shall submit
only one proposal.

BCEOCSDKHY I[IHY Ha TIOCIYTH, 3arajlbHY LIHY Ta PO3IIOAITUTH
IiHy TI0 BKa3aHuX pe3ynbratax B gojapax CILIA abo rpusHi.

YyacHuku TeHAepy MOBUHI OyTH mpoiHdopMoBaHi, Mo yci
TIATeX1 3IMCHIOBATUMYTHCS B MiCHEeBiil BAJXIOTI 3riHO 3
3aKOHOZAaBCTBOM Y Kpainu. SKio 1oroip Oyje mianucaHo B
momapax CHIA, i paxyHOK-pakTypy HaJZaHO B Jojlapax
CHIA, mporpaMa CIUIaTUTh IMOCTAYaJbHUKY B MicLeBii
BANIOTI (TPUBHSAX) 3a 0AHKIBCBKHM KypcoM  OaHKY
IIpoekTy Ha 1eHb nepeKasy.

e Ilomatoxk Ha nomany Bapticts (IIJIB) He mae Oyt
3a3HaveHWi y mpaiic-yucri. L{i mocmyrm miamsAraroTh
3BUTBHEHHIO Bij omnomatkyBanHa [1J[B BixmoBigHOo 10
OCHOBHOTO KOHTpakTy Kommanii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBannm y Kabineri MinicTpis
VYkpainu, peecrpainiiina kaptka Ned464-25 gin 23 :koBTHSA
2024 poxky.

o KoxeH YdyacHUK TeHAEpY, Ta Oymb-sKi HOrOo AOYipHI
KOMITaHii, MOKe TTOJIaTH JIMIIE OJTHY TPOIO3HIIILO.

Proposal Cover Letter

CynpoBignuii JJUCT 10 NPONno3uuii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Ipomo3uriss Mae BKJIIOYATH CYNPOBITHWHA JIHCT Ha
¢ipMoBOMy OnaHkKy VY4acHUKa TEHAEPY, CKpiIUICHHN
MIiJAMACOM HAJIC)KHUM YHMHOM YIOBHOBAXXEHOI 0OCOOM Ta
HITAMIIOM/TICYaTKOK KOMITaHiil 3 BUKOpHUCTaHHAM JlogaTky
B B skocti mabmonHoro ¢opmary. CynpoBiiHUH JIHCT
MTOBHHEH MICTUTH TaKi TyHKTH:

e VY4YyacHHK TeHJepy TIOBUHEH WiATBEpAUTh Iepioj
YUHHOCTI 3alPOIIOHOBAHUX ITiH HPOTIroM 60 KajgeHaapHUX
HiB.

o [linTBEep/HKEHHS OTPUMAaHHS TEHACPHHX IPABOK, SIKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHs CTOCOBHO 3aNUTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCI_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

Koxen YyacHUK TEHIEPY € BIANOBIJAIBHUM 33 JyXKe
YBa)XHE TPOYMUTAHHS LOTO0 3alUTy Ta MOBHE PO3YyMIiHHSI
Horo yMoB. Yce CHIKYBaHHSI CTOCOBHO IIhOTO 3alUTy Mae
HAJCHJIATHCh  CIIEKTPOHHOIO  IMOMITOK  Ha  ajpecy:
UkraineCCIl_Procurement@dai.com wme mi3mime pary,
3a3Ha4yeHoi Buule. Bci otpumani 3anutanas OyayTh 3i0paHi,
1 BiATIOBi HA HUX OyXyTh HaliCJIaHi €JIEKTPOHHOIO TIOIITOO
yCIM 3aI[iKaBJICHUM YYacCHUKaM TCHJIEPY.

3anutanuss HE MAIOTDb mnopaBatucs 3a aapecoro
UkraineCCI_Proposals@dai.com

Bignosigi Ha Oyap-siki 3amuTaHHA HE OyAyTh HagaHi IO
teaedony. bynp-sika BepOanbpHa iHPOpMAaIIisi, OTpUMaHa BiJ
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No questions will be answered by phone. Any verbal
information received from a DAI or
USAID/Cybersecurity employee, or other entity shall
not be considered an official response to any question
regarding this RFP.

MpariBHAKa KOMITaHii «DAI», abo MIPOEKTY
USAID/Ki6epbe3mneka 9u iHImo1 opraHizarii, He BBaKaA€ThCS
oQimiiiHOIO BIANOBIIAI0 Ha OyAb-IKE 3alHMTaHHS I0JI0
LOT0 3aNUTy Ha HAJAHHS IPOMO3UIIIM.

Instructions for the Preparation of Technical
Proposals

IncTpykuii 11070 MiArOTOBKH TeXHIYHUX NPONO3ULii

Technical proposals shall be sent in a separate
attachment from cost/price proposals and clearly labeled
as “VOLUME I: TECHNICAL PROPOSAL”.

Technical
contents:

proposals shall include the following

1. A document in MS Word of approximately maximum
3-5 pages that responds to the evaluation sub-criteria
“Technical Approach”. Description of the proposed
services which meet or exceed the stated technical
specifications or scope of work. The proposal must
show how the Offeror plans to complete the work
(specific steps that will be taken to produce the outputs
listed in Attachments A and C) and describe an approach
that demonstrates the achievement of timely and
acceptable Performance of the work. In this section, the
Offeror must also show an understanding of the services
desired and how they intend to design a product that will
satisfy their client.

2. Management approach — Description of the
Offeror’s staff who will be assigned to the project and
their roles and responsibilities. The proposal should
describe how the proposed team members have the
necessary experience and capabilities to carry out the
Technical Approach. This section should also include
the Offeror’s Approach to communicating with DAI as
well as a timeline for delivering the required services.
CVs and Certificates for each team member are
mandatory to be provided.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of
the organization. See Attachment G.

4. Experience in addressing the needs stipulated
under “Additional task to task C at the request of the
OCI”. Offerors to provide information related to the

TexHiuHI Mpono3uIii MOBUHHI OyTH HaJlICIaHI B OKPEMOMY
JTIOJIaTKy OKPEMO BiJ IIIHOBOI IPOTIO3HIIii 1 MAIOTH Oy TH YiTKO
mapkoBaHi sk «TOM I: TEXHIYHA MTPONO3UILISA».

TexHivHI MPOTO3UITiT HOBUHHI MICTHUTH TaKi TOJIOKCHHS:

1. Hokymentr y MS Word, ob'emom mnpubmmuzuo 3-5
CTOpDIHOK, SKHHA  BIANOBiZa€ TMIAKPUTEPIAM  OLIHKH
«Texniuynmii _miaxin». Y mpomo3uriii mnoBHHHO OyTH
MOKAa3aHo, K YYacHHUK TeHAEPY IUIaHy€E 3aBEPIIUTH POOOTY
(KOHKpeTHI KpOKH, sIKi OyAyTh BXHTI AN OTPUMAaHHS
pe3ynbraTiB, nmepenidernx y Jogarkax A ta C), Ta onmcaHo
MiAX11, SIKKA IEMOHCTPYBaTUME 3a0€3IeYeHHS] CBOEYACHOTO
Ta TNPUHAHATHOTO BUKOHAHHA pOOIT. Y IbOMY pPO3MIiii
Y4acHUK TeHIEpY NOBUHEH MPOJEMOHCTPYBAaTH PO3YMIiHHS
Oa’kaHMX TMOCIYT Ta TOTO, SIK BOHU MalOTh HaMip CTBOPUTHU
MPOAYKT, SIKAH 3aI0BOJILHUTH iX KITIEHTA.

2. YnpaBaincbkuii miaxig — Onuc nepcoHanry YdyacHuKa
TEHJIEpY, KUK OyJie 3aKpilIeHO 3a MPOEKTOM, sika Oyze iX
POIb Ta BIAMOBINAIBHICTh. Y MPOIIO3UIIT CIIiJl OTIHCATH, IO
3aMpOINOHOBAHI YWICHW KOMaHJIA MAaKOTh HEOOXITHUI TOCBI
Ta MOXJIMBOCTI Ui BUKOHaHHs TexHiuHoro mimxoxay. Lleit
pO3MiT TOBMHEH BKIIOYATH MiAXiJg Y4YacHUKa MO0
komyHikarii 3 DAI, a Takox rpadik HamaHHS HEOOXiTHUX
nmociyr. OOOB’A3KOBO MOTPIOHO Hajatu Pesiome s
KOXHOTo wieHa koMaHau ta Ceprudikary.

3. JocBin_po6Gorn — Hapaiite crmcok 1moHaiimeHmie 3
(TppOX) OCTaHHIX KOHTPAaKTiB AaHAJIOTIYHOTO O0OCsTY Ta
TpuBanocti. [Hpopmamis nmogaeTbes y BUTIAAI TaOmUI 1
BOHA TIOBUHHA MICTHTH IOPHIUYHY Ha3By Ta aJpecy
opraizariii, AKiii HaJaBajIKCs IOCIYT'H, OINKUC BHUKOHAHUX
po0iT, TpuBaIiCTh POOOTH Ta BapTiCTh KOHTPAKTY, OIKC
Oyapb-fKuX MpoOjeM, 10 BUHHUKAIM, 1 SK BOHM Oyin
BHUPpIIIIEH], a TAKOX MIHCHUM KOHTAaKTHUH HOMeEp TenedoHy
BIJIIOBIIaJIbHOTO T4  KOMIIETEHTHOTO  NpEJCTaBHUKA
opranizarii. lusucs [lomatok G.

4. Nocein ansi 3a710BOJIEHHS NOTped, BU3HAYEHHMX Y
po3aiai «/logatkoBe 3aBaanHs 10 3aBaaHHs C Ha 3anuT
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specific experience the company and its employees
have and the tasks completed.

OCl». YyacHUKH HaaawTh iH(popMalil0 CTOCOBHO
AOCBiAy, cBOIX cIiBpOOITHMKIB i 3aBeplIeHUX 3aBIaHb.

Services Specified

BuzHauyeHHs MOCJHyr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’a3Ky 3 muM 3anuTtoM Ha HagaHHS mnpomosuiid DAI
moTpeOye MOCHyT, siKi onmcani B JlomaTky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI oliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mpomo3uiliss Oyne OIIHIOBAaTHCS BIIIOBIIHO JO
KpUTEpIiB OIIHKK Ta CYOKpHUTEpiiB OLIHKH, SKi BKa3zaHi B
Tabuii Hwk4de. 1liHOBM Tpomo3uIlii HE OIIHIOIOTHCS 3a
OaJIbHOI0 CHCTEMOIO, OJHAK I LJIEH 3arajbHOI OLIIHKHU
OTO 3anuTy HA HAJaHHS MPOMO3UIiH, (HaKTOPH TEXHITHOT
OITIHKM, BapTOCTI/IIHM, TPH IiX ITOEIMHAHHI BBAKAIOTHCS
3HAYHO OLBII BaYKIIMBUMH, HiXK (paKTOpU BapTOCTI/LIiHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

HPUMITKA: Ilpono3wumiro Oynie OMiHEHO B MEPIITy Yepry
3a TeXHIYHI acmekTH. Jlumie IiHOBI MPOMO3HUIli THUX
VYyacHMKIB, sKi TiJi Yac TEXHIYHOI OI[IHKK HaOpasu
MiHIManpHUN KBadidikamiitauii 6am y 70 6amniB, mepeyTh
o eTary OIiHKM BapTocTi. Ilpomo3wmii, siki He HaOpamn
IBOro KBamidikaiiiiHoro ©Oajlly B TEXHIUHIA OIiHIII,
BBa)KaTUMYThCSI HEKOHKYPEHTOCTIPOMOYKHUMU Ta HE OYIyTh
OLIIHIOBATHUCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task B at the request of the OCI
(20 points)

TexHiyHa KOMIIETEHTHICTh, TpEACTaBIeHa B TeXHIYHIN
mporno3utii, i3 100 MOXIUBUMHU 3araJbHUMH Oanamu
(opMy€eTbCS HACTYITHAM YHHOM:
TexHiYHA KOMIETEHTHICTh — MPEJCTaBICHA B TEXHIYHIN
nporno3utii (3aramom 100 GaiB)

Texniunmii mixxin (30 Gasis)
Yupasiincekmii miaxin (25 0anis)
JHocin pooorTu (25 6aiis)

JlonaTkoBe 3aBaaHHs A0 3aBaaHus B Ha 3anut OCI
(20 GautiB)
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise YuacHuKH TeHepy MTOBHHHI HaJaTH YiTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crtuciny TexHidHY TPOMO3HINIO, SKa OXOIUIIOE SIK
practical approaches and addresses the following in the xonnenrtyanpHuii, Tak 1 TNPaKTUYHHNA TIIXOOH Ta

order specified below:

CTOCYETbCA HACTYIHOIO Yy HOPSIKY, 3a3HA4€HOMY
HUXKYeE:

Evaluation Criteria/ Kpurepii oninku

Technical Approach /
TexHIYHUN Miaxig

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

e a detailed methodological approach to the development of
recommendations, high-level design (HLD) and operational model

o clarity and comprehensibility of the procedure for determining the
duration of work.

¢ a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical
infrastructure, 30points /

30 OaniB

o confirmed experience of work in the field of critical infrastructure
cybersecurity for the same or similar activities.

[Ipono3utlii OWiHIOKTECS, BUXOASYH 13 BIAMOBIIHOCTI 3aIPOIIOHOBAHUX
pillieHb Ha OCHOBI BUMOT BUKJIAJICHUX Y 3alUTi, BKIIOYAIOUH:

® JeTaNbHUA METOMOJOTIYHHN MiIXi JO TMPOBEICHHS MiarHOCTHKH, a
TaKO’X OIIHIOBAHHS MTOTOYHOI'O Ta LITHOBOTO PiBHS KiOepOE3MeKH 3riTHO
NIST Cybersecurity Framework 2.0;

e JeTAIbHUHA METOJOJOTIYHUI MiJXiJA 10 PO3pOOKHM peKOMEeHAallii,
BUCOKOpiBHeBOro nu3aiiny (HLD) ta onepauiitnoi moaeni

® YITKICTh Ta 3pPO3yMITICTh MPOLENYPH BU3HAYCHHS TPHUBAJIOCTI
BUKOHaHHS po0iT;

® METOJOJIOTiE PO3pOOKM pEeKOMEHJalid, JJOpOXKHBOI KapTH IX
BIPOBa/KEHHSI Ta KOHCYJIbTATUBHOT MIATPUMKH PELEi€HTA;

® IATBEpIKEHHUHA IOCBIN POOOTH B cdepi KibepOe3meKu KPUTUIHOT
iHPPACTPYKTYPH.

Approach/  KiieHTchkuii
VYrpaBmiHCEKHUH iK1

Client and Management

Ta

e List of qualified technical specialists assigned to support the Activity
and respond to immediate requests. )
e Confirmed experience of the proposed personnel (qualifications, | 22 Points/
resume) in the field of conducting cyber security diagnostics of critical 25 Ganis
infrastructure objects with an indication of the projects in which the
personnel participated (a list of relevant projects of each proposed
specialist)
Qualifications of team members must be confirmed by internationally
recognized certificates, namely:

e 5 points for meeting the minimum requirements
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(qualifications of at least 6 employees must be confirmed by
internationally recognized certificates, such as: CISA, 1SO 27001
Lead Auditor, 1ISO 27001 Lead Implementer, including at least
one employee with the Certified NIST Cybersecurity Framework
Lead Implementer certificate

e additionally, 4 points for certified specialists with certificates:
CISM, CISSP, Certified NIST Cybersecurity Framework Lead
Auditor, CGEIT, CRISC.

o Ilepenmik kBami(DiKOBAaHMX TEXHIYHHMX CICIHANICTIB HANaHUX Ha
miaTpuMKy [IpoekTy Ta st BiIOBIIi HA TEPMIHOBI 3aITUTH;
e [linTBepmKeHUIT TOCBi/ 3aIPONIOHOBAHOTO MEpCOHATY (KBamidikaris,
pestoMe) y cdepl TpoOBeNCHHS MiarHOCTHK KibepOe3meku 00’ €KTiB
KPUTHYHOT 1H(QPACTPYKTypu 3 BKa3aHHSIM IPOCTKIB, ¢ IMeCpoHal
mpuitMaB  ydacTh  (TEpeNik  BIAMOBIMHUX  TPOEKTIB  KOXKHOTO
3allpONIOHOBAHOTO CIEMiajicTa)
Kgamigikarmii 4ieniB koMaHAu Mae OyTH MIATBEpPIKCHA MIXHAPOIHO
BU3HAHUMH cepTudikaramu, a came:
e 5 OamiB 3a BUKOHAHHS MiHIMAJIbHUX BUMOT
(kBamiikamis npuHaiiMHi 6 ekcriepTiB Mae OyTH MiATBEpKECHA
MDKHapOIHO BU3HAHUMU cepTudikaTamu, Takumu gk: CISA, ISO
27001 Lead Auditor, ISO 27001 Lead Implementer, y Tomy uncii
HE MEHIe OJHOro criBpoOiTHuka 3 ceprudikatom Certified
NIST Cybersecurity Framework Lead Implementer)
. JIOZIATKOBO 10 4 Oaji 3a HasBHICTh Y KOMaH/i CHEUIaliCTiB, 3
ceprudikatamu: CISM, CISSP, Certified NIST Cybersecurity
Framework Lead Auditor, CGEIT, CRISC.

Past Performance / Jocsin
poboTu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

e Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure” criteria or are
officially included in the list of critical infrastructure facilities)

e [ligTBEepmKEHHS TOTO, IO KOMIIAHIS Ma€ JOCBIJ HagaHHS TOCIHYT,
momiOHuUX 10 TuX, mo ommcaHi B OOcs3i pobiT 3 mpoekramu abo
nporpamMaMu TeXHi4HOT fjornomord, o ¢inancyrorses USAID B YkpaiHi?

o [lixTBepmKEHHS TOTO, O KOMIIaHisI Ma€ TOCBiT y cdepi KibepOesneku
KPUTUYHOT 1HQPACTPYKTYpH, PO3pOOKM MOJITHK 1 MpOUenyp, HagaHHI
KOHCYJIBTAIl, TPOBEJCHHS OIIHOK HA BIANOBIIHICTh MIKHAPOJTHHUM i

25 points /
25 OaniB
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HalliOHAIFHUM CTaHAapTaM KiOepOe3nekH Ta BH3HAUCHHS MOTOYHOIO Ta
uinsoBoro piBHs 3pinocti IT-nponecis 1 nporecis kidepoe3nexu?

e [linTBepMKCHHSA TOTO, MO KOMIIAHIS Ta ii CHIBPOOITHUKH MarTh
JIOCBiJ HE MeHIIe TproX (3) momiOHUX MpoekTiB y chepi iHdopmarmiitHol
0E3MeKH MPOTATOM OCTaHHIX TPHOX POKIB?

e IlinTBepmKeHHS, M0 KOMIIAHIA Ma€ JOCBIA TPOBENCHHS OLIHKU
iHpopMmamiiHoi Oe3mekn Ha 00’€KTaX KPHUTHYHOI IHPPACTPYKTYpH
(TaxuMu 00’ €KTaMU € M AMPUEMCTBA, SKi BIIMOBITAIOTH KPUTEPiAM 3aKOHY
VYxpaiau «IIpo kputnaHy iHGpacTpyKTypy» a0b0 odimifHO BKIIOUEHi 110
nepesniky 00’ €KTiB KpUTHUHOI iHQPACTPYKTYpH)

Experience to address the needs
stipulated under “Additional
task to task B at the request of

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task? If so, a list and
confirmation is provided
e How many similar tasks was implemented by the company at critical
infrastructure facilities?
o The methodology and description of the approach to the task are

13 - -
the OC1 provided. 20 points /
/ JocBim g 3a40BOJICHHS 20 Ganis
MOTPEO, BU3HAYCHHX Y PO3MIN | o Yy mae xommamis Ta ii criBpoGiTHUKY crenudiuHuii 10CBin Ta
«JlonatkoBe  3aB/AHHA 710 CTpaTeriyHi KOMIETEHIi B BUKOHAHHI I0aTKOBOIO 3aBAaHHA? Ko Tak,
3apanus B na samur OCI» HaJaHO MepesliK Ta HiATBepXKEHHS.
e Ckiibku mNONIOHUX 3aBJaHb OyJIO peati30BaHO KOMIIAHIE Ha
00bEKTaX KPUTHYHOT iHPpacTpyKTypu?
e HajaHo METOONOTIO Ta OMKC MiAXOAY A0 BUKOHAHHS 3aBJAHHS
. . . 100 points/
Total Points / 3aranbpHa KinbkicTs 6aJiB 100 ganiB
— DAI PAGE 12
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Instructions for the Preparation of the Cost Proposal/ IHcTpykuii
LWoAo NiAroToBKM LiHOBUX Npono3uudin

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1I: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-25 dated October 23, 2024.

LinoBi mpomo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II: IIHOBA
HOPONO3UILIA».

Y Hoparky C nHamano mabmnon [Ipaiic-nmucta mocmyr.
VYdYacHUKM TOpPTiB 3aMOBHIOIOTH INAOJIOH Ta BKa3yIOTh
sSKOMOra  Oimple  geTaneil  mist  OOTpYHTYBaHHSA
3ampOINIOHOBAHOI ITiHH.

Li mocityry mijyisraroTh 3BUILHEHHIO BiJl OTIOAATKYBaHHS
[IIB BiAMOBIZHO IO OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-25 Bin 23 sxoBTHS 2024 poky.

Basis for award

IincTaBu A yKIaJeHHS KOHTPAKTY

Best Value Determination

BusnavenHsi kpamoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAl may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanaiisye yci nporo3uiii Ta nmpuiiMe
pilIEHHS PO YKIIJEHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OIIIHKM Ta BapTICHAX KPUTEPIiB OILIHKH,
3a3Ha4YeHUX BUIIE, Ta Bigdepe YdUacHHWKa TEHIEPY, SKUH
3po0MB HaWKpally Mpono3uiiro kommaHii  «DADy.
Kommaniss «DAID» Takox MOXe BiIMOBHTH Yy DPO3TIIIL
MPOMO3UIii, SKIIO BOHAa BCTAaHOBHUThb, IO YYaCHUK
TEHJEPY «HE € BIIMOBIJAILHUMY, TOOTO, 110 BiH HE Mae
YOPaBIIHCBKUX  Ta  (IHAHCOBMX  MOXKIIMBOCTEH,
HEOOX1THUX JUTsi BAKOHAHHS Bi/TTOBITHUX POOIT.

Banu omiHkM He HapaxOBYIOTbCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€01IBIIIONO HA MIPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEeHHS TPO YKJIAAEHHS KOHTPAaKTy 3 YYaCHUKOM
TEHIIEpY, SKUH TIPONOHYE BHUILY IiHY, SKIIO OyJne
MIPUHHATO PIlIEHHS PO Te, MI0 OLIBII BUCOKA TEXHIYHA
OLIHKA TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» w™oxe TpuUHAHATH pilleHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa MPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigaanLHoCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

Komnawniss «DAI» He ykiagatuMme >KOJHUX JIOTOBOPIB 3
VY4acHUKOM TEHIEepY MEepII HiXkK He MePEKOHAEThCS y HOro
BimmoBigansHOCTi. [lpM oOIiHIOBaHHI BiAMOBIAATBLHOCTI
YyacHuka TeHmepy OepyThCs IO yBarm HACTYITHI
(hakropu:
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1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements.

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

1. Hapmanus Komid HEOOXigHMX OKYMEHTIB Ha
3MIACHEHHS [ISUTBHOCTI B YKpaiHi (JOKyMEHTH TIpO
peeECTpallirto KOMIIaHii, BKJIFOYAOYH JOKYMEHT BiJ
[IOIaTKOBOTO opraHy npo cratyc [1/1B).

2. HasBHicTh HOMEpY
(TIOSICHIOETHCSI HUKYE).

Unique Entity ID (SAM)

3. Jlxepeno,  TOXOMKEHHA  Ta  IOPHCAMKIIKHHA
MPUHAIEKHICT TOCHYr HE 3 mepeliky 3abopoHeHHX
Kpain (rmosicHeHHS HagaHi HIDKYE).

4, KopoTkuid OTJIsAI KOMITaHii, BKIFOYAr0IH MMpodeciiiti
JOCSITHEHHSL.

5. HasBHICTh yCHINTHOTO IOCBiMYy BUKOHAHHS pPOOIT B
aHAJIOTIYHUX MpoekTax y munynomy (Joxatok G).

Anticipated post-award Deliverables

QuikyBaHi pe3yJbTaTH MicJIsl YKIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns ykmageHHS KOHTPaKTy, pe3yJabTaTd poOIiT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, IETAJILHO OMMCaHI B TAOJIUII
HWK4e, OyayTh monmani kommadii «DAID». VYyachHux
TEHJEpy MOBHHEH MAETAJbHO OIUCATH 3alPOIOHOBAHY
BapTiCTh KOKHOTO pe3ynbTaTy poOiT B [Ipaiic-nmucTi. Yci
pe3ysibTaTd poOIT MaroTh OyTH IOJaHI Ta CXBaJICHI
kommaHiero «DAI» mepem tum, sik Oynme odopmieHa
oriara.

Husutuce [Momatoxk C: Ilpaiic-Jluct miast oTrpumanHs
J0JIaTKOBOI 1H(OpMallii Mpo OdiKyBaHi pe3yabTaTH Micis
YKJIQZICHHS] KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NnpuiiHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit MeHemkep mpoekty kommanii  «DAI»
MEPIOINYHO NePeBIpATUME MOCIYTH, SIKi HaJAlOThCs, Ha
MPEeIMET TOTO0, YU AisIbHICTh BUKOHYETHCS 3aI0BIJIBHO Ta
4y yce oOyiagHaHHS a00 TMOCTaBKH € MPUUHSATHUMH 32
SIKICTIO Ta CTaHIapPTaMHu.

OO0panwuii mocTayaabHUK HECE BiMOBIANBHICTE 32 OYyIb-
SIKI KOHTp3axoau abo KOpUTYBAIIbHI Jii B MeXax IBOT0
3anuTy Ha HaJaHHS NPOIO3ULIH, SKi MOXKYTh BUMAaraTuch
KepiBaukom npoexty xomnanii «DAI» 3a pesynbratamu
TaKoi MepeBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

in  Ukraine as

1. Offeror must be registered

BinnosBigHicTh BUMoOram

JlogaTkoBO 0 BiAMOBIAHOCTI BUII[E3a3HAYEHUM BUMOI'aM,
VyacHUKA TIOBHHHI I[OBHICTIO  Bifmosimathd  ado
[IEPEBUIIYBATH HEI[IHOBUM BUMOTaM crienugikarii:

1. YyacHUK HOBMHEH OyTH 3apeecTpOBaHMid B Y KpaiHi, 110

demonstrated by valid documents for operation in H;HTBemeiyeT]’c”y q?HingH HOKiva?HTaMH UL
Ukraine (company registration documents, including JUATIBHOCTL B Kpatl  (peeCTpauiul — JIOKyMCHTH
document from the tax authority about VAT status).
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2. Consent is required in_writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DALl as stated in the cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. IMucbmoBa 3roga ydyacHMKa Ha OIUIATy IOCIYT
BHKIIIOYHO y  0Oe3roriBkoBii ¢opmi Ha yMOBax,
nepenbadeHux B mianmucanomy Jlorosopi.

3. YyacHMK NOBMHEH MaTu He MeHme Tphox (3) pokiB
BIJIMOBITHOTO JOCBIAY HafgaHHA MOAIOHWUX mocayT (OyIos
nacka, 3anoBHiTh Jlogarok G: [lonepenniit nocin).

4. BaxxaHo, 11100 Y4yacHUK MaB JOCBiJ HaJaHHSI IOXIOHUX
MOCITYT YKPailHCHKUM HEKOMEPIIMHUM Oprasizaiism abo
MIXKHApOJAHUM HEYPSIOBUM OpTaHi3allisiM.

5. HocBim HamawHs mociyr i3 3BimpHeHHsAM Bin I1/IB
(6axaHno).

6. Y4acHUK MMOBMHEH MaTH JOCTaTHI (piHAHCOBI pecypcu
JUTSE BUKOHAHHS poO0iT B Mexkax HeoOXimHoTo rpadiky, 1o
MiATBEPIUKYETHCS NPUUHATTAM yMoB orutatd DAI micns
moctaBku Ta mnpuiHATTI DAL, sk 3a3HaueHo B
CYTIPOBiTHOMY JIUCTI.

General Terms and Conditions

3arajbHi YMOBH Ta MOJIOKEHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Mae OyTH B Kypci 3arajlbHAX YMOB JJIs
YKJIaJJaHHs KOHTPAKTY 3a pe3ylbTaTaMH JAaHOTO 3aruTy
Ha HajaHHd mnpono3uiii. OOpaHUN ydYaCHHUK Mae
BiamoBizatu ycimM 3asBam Ta IliATBEpKEHHSIM TIPO
BIJIMTOBiIHICTH, 3a3HaYeHUM y Jlomarky D.

Prohibited Technology

3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VY4acHUKY TOPTriB HE MOBUHHI HAJaBaTH OyJb -sKi TOBapH
Ta/abo0 TOCIyrW, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJIEKOMYHIKAI[il Ta BIiJEOCIIOCTEPEIKEHHS BiJ TaKUX
kommaniid: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, a6o Oyap -ska ix ditis
BiamosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmnii ko

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

BignoBigHo no3BosieHOro reorpadidHOro KOmy A
yKJIaJaHHs ~ JoroBopiB  kommaHiss  «DAI»  Moxke
3aKyNOBYBAaTH TOBapH Ta TOCIYTH JIAIIE i3 HACTYITHHX
KpaiH.

l'eorpadiuamii xox 110: ToBapu Ta mnociayru 3i
Crniony4enux llITatiB, He3aIeKHUX JEPIKAB KOJIUITHBOTO
Pagsuceroro Coro3y abo KpaiH, 110 pO3BUBAIOTHCS, ajle 3a
BUHSTKOM 3a00pOHEHUX KpPaiH MOXOKEHHS.
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Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

o DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiunmit koxm 935: ToBapm Ta mocmyrum 3i
Cromyuennx IllTariB, kpaiH-mapTHepiB Ta KpaiH, MIO

pPO3BHBAIOTHCS,  KpiM  MepedoBUX  KpaiH, 110
PO3BHUBAIOTECS,, 3a BHUHATKOM 3a00pOHEHMX KpaiH
MTOXO/IKEHHS.

e Kowmmanis «DAI» 3000B’s13aHa IEPEBIPUTH HKEPEIIO,
IOPUCIOUKIIIO Ta TIOXO/KEHHSI TOBapiB Ta mociyr ta (y
MaKCUMaJIbHO MOYJIMBIH Mipi) MEepeKOHATUCh, IO JKOIHI
MOCITYTH HE 3aKYyIOBYIOTHCS i3 3a00pOHEHWX KpaiH, SKi
3HAXOAATHCS Yy CIHCKY YNPaBIiHHSA KOHTPOIIO 3a
inozeMuumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3MOBCIO/UKYIOTECSL  caHKMii. [0 MOTOYHOro CHHCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCEOCSIKHI CaHKIIIi,
BXOAATh HacTymHi kpainu: Ky0a, Ipan, [liBHiuna Kopes,
Cymarn Tta Cupis. Kommanii «DAI» 3a00poHSE€TBCS
CIpuATH OyAb-AKiil yrofi TpeThOi CTOPOHH, SKIIO Taka
yroma Oyna O 3a0opoHeHOr0, sikiio O i1 BHKOHyBasa
kommadist «KDAD».

e llogarounm mpOMO3UIiI0 y BIAMOBIAE Ha Iei 3amuT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyrd  BignoBimaroTe ['eorpadiuHomMy Koy Ta
BUHATKAM I110/10 3200pOHEHHUX KpaiH.

Unique Entity 1D (SAM)

YHikaabHuii ineHTudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTH  TIpsSMi  CyOKOHTPaKTH/IOTOBOPH  Ha
3aKymiBIIO Ha cymy B ekBiBasienTi 30 000 nonapis CILA i
BHIIle, MOBHUHHI OTPUMAaTH YHIKaJbHUH 11eHTH(IKATOP
opranizamii (SAM) 1o minucaHHs Yoy,

Hdns  Thx, KOMYy MOTpiOHO OTpPHMAaTH YHIKaJIbHHN
inentudikarop opranizauii (SAM), 3BepHiTBCA 110
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKATOPY
oprauizanii (SAM) (dusuce donatok E) abo 3BepHiThCs
1o Bigniny 3akymisens Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MoniTnka momo 60poTL0HU 3 KOPYNUi€E Ta 60POTHO0I0
3 xa0apHunTBoM Ta BinnmosinaasHoi 3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment.

DAl does not tolerate the following acts of

corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,

DAI Bene cBOIO JisIbHICTD 3@ HAHCYBOPIIIUMHU €TUYHUMH
cTaHmapTamu, mo0 3a0e3MeYnTH YECHICTh KOHKYPEHIIl,
OpPUHHATHI WIHM Ta YCHIIIHE HaJaHHA MOCIyr ado
JIOCTaBKY SIKICHUX TOBapiB Ta 00JiaHAHHSI.

DAI He TepnuTh HACTYITHMX KOPYNMIIHHUX [Tiii:

e bynp -aki 3amuTH Ha OTpuMaHHs Xxabapa, Bimmaui,
CTIPUSTHHS UM BUIUIATH Y BUTIISI BUILIATH, MTOJIAPyHKA
abo crerianbHOT KoMMeHcalii chiBpoOiTHEKY DAL,
YPAOOBLIO YM iX MpeAcTaBHUKAM BIUIMBAIOTH Ha
PiIIEHHS TPO HATOPOJUKEHHS a00 CXBAJICHHSI.
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Government official, or their representatives, to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as misstating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor, or DAI staff to:

Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

e DBynp -axa npono3uiis xadapa, BiAKaTy, CIPUSAHHS YU

BUIUIATH Yy BHUIJBIAI IUIATEXy, NOAapyHKa abo
CrieIliaibHOI ~ BUHAroOpoaud  Bill  odepeHTa  uu
cyOmigpsmHuKa [UIsi BIDIMBY Ha pIMIEHHS IIPO
HPUCYDKEHHS UM CXBaJICHHSI.

Bynp-sike maxpaiicTBo, Take SK HENpaBHIbHE
BUKJaJaHHA a0o TIpUXOBYBaHHsA iHGopMalii Ha
KOpHUCTH OpepeHTa 4 cyOmiApsiiHUKA.

Bynp -ski 3M0BM a00 KOH(JIIKTH iHTEpECiB, y SKUX
MpaliBHUK, KOHCYJIbTaHT abo0 mpenctaBHUK DAI mae
IijoBi 200 OCOOMCTI CTOCYHKH 3 TPUHIMITAIOM a0o
BJIACHUKOM O(epeHTa Y CyOmiIpsaJHHUKA, SKI MOXKYTb
BUSIBUTHCS HECTIPABEAJIUBIMHU Y KOPUCTH OhepeHTa UM
cyomigpsaauka. CyOmigpsIHUKHA TakoX IOBHHHI
VHHKAaTH 3MOB 4YHM KOHQUIIKTYy iHTEpeciB y CBOiX
3aKyMBIAX Y TIOCTadalbHHUKIB. bymp -aki Taki
BiTHOCHHM TIOBWHHI OyTH HErailHO  PO3KpPHTI
kepiBHUUTBY DAl 1yis mepernsany Ta TOpUAHATTS
BIATOBITHUX  3aXOIiB, BKIIIOYAIOYH  MOJKIIMBE
BUKJIFOUEHHSI 3 BUHATOPOIH.

i xopymmiiiHi [ii HE MOMYyCKalOTBCA 1 MOXKYTh
MPU3BECTH JO CEPHO3HUX HACHIJKIB, BKIOYAIOUH
NPUIUHEHHS TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
Mpu3yNUHEHHS Ta BiAMOBY ypsaay CLUIA, puxirtogatoun
odepeHTa YU CyOiIpsIAHMKA BiJ y4acTi y MaOyTHIX
oiznecax ypsaay CILIA.

Bynp-sika cnpoba un (QakTuuHa KOpYMIlis MOBHHHA
Oytun HETaifHO MOBiIOMJIEHA odepeHTOM,
cyOmiapsmauKoM abo criiBpobitHrkamu DAL
be3kommroBHa aHOHIMHA Trapsiya JIiHis 3 TUTaHb €THKH
Ta JOTpUMaHHs BUMOT 3a aiupecoro (CLIA) +1-503-
597-4328

Be0 -caiit rapsuoi minii - www.DAI.ethicspoint.com,
ab0 HajiclmaTH eNeKTPOHHUM JIMCT Ha ampecy
Ethics@DAI.com

Odic rapsuoi ninii I'enepansroro incnekropa USAID
3a azgpecoro hotline@usaid.gov.

[Mignucyroyn 110 NpoNo3ullito, opepeHT miATBepIKYE
JOTPUMaHHA IBOTO CTAHAAPTy Ta rapaHTye, IO HE
OynyTb 3polisieHi crnpobu BrumHyTH Ha DAI abo
YPSLIOBHIL TTEPCOHAI 3a JOTIOMOI00 Xa0apiB, 4alOBHX,
BUIUIAT 3a CHOPUSHHS, BiJKaTy 4YM NIaxpaicrsa.
VYdYacHMK TOPTiB TaKOXX BU3HA€E, 110 MOPYLICHHS Li€l
MONITHKH MO  TPU3BECTH JIO  IPHUITUHEHHS,
MOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYHIIIHHUMHU
JisIMHM, Ta MOXJIMBOTO TPHU3YNHHEHHsS Ta 3a00pOHU
ypsny CHIA.
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Offeror’s Agreement with Terms and Conditions

3roga YuacHuka TeHepy 3 BUMOTraMu

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanus ycix BuMOr 3amuTy BIANOBITHO 110
IHCTPYKIIiH, 3a3HAYCHUX B HhOMY, Ta MTOIaHHS MTPOIO3UIIiT
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3aCBITIyBaTUME 3TOJY
YyacHuKa TEHAEpPY 3 BUMOTaMH IbOTO 3alUTy Ta yCix
JIOJIATKIB 10 HhOT0. HanaHHs 1boro 3amuTy B JKOJIHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBath mOTOBip
Ha 3aKyIIiBIIIO a00 BiIIKOJOBYBaTH Y YaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, ITOB’s3aHi 3 I IFOTOBKOIO Ta MOTAHHIM
TIPOTIO3HIIII.

Attachments

See the list of official RFP attachments below.

JlopaTku

JAuButHCch nepedik ogiunilinux aogaTkiB A0 UBLOrO
JOKYMEHTY HUIKYe.

=DAlI

PAGE 18




REQ-KYI-24-0255

Attachment A: SCOPE OF WORK/TERMS OF REFERENCE/ [loaaTok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUKYE HABeACH] TEXHIYHI BUMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOTO3HIIii,
0 MICTATH BiJIOBIHY iH(pOpMaIlio Ha pipMoBOMY DJIaHKY a00 BinnmoBinHo 10 odiuiiiHoro popmary

MPOMO3HUILii.
Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity (hereinafter — the Activity) began in
May 2020. USAID Cybersecurity for Critical
Infrastructure in Ukraine Activity is a program funded by
USAID and implemented by DAI. The overall goal of the
Activity is to reduce and potentially eliminate
cybersecurity vulnerabilities in Cl and to transform
Ukraine from a compromised, reactive cybersecurity
actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

SO1: Create a safe and trusted environment to accelerate
the development of people, processes, and technology in
support of cybersecurity across Cl sectors and assets in
Ukraine.

SO2: Strengthen Ukraine as a sovereign nation built on a
secure, protected, and dynamic economy, supported by a
talented pool of human capital.

SO3: Stimulate demand for and supply of Ukrainian
cybersecurity solutions and service providers to
empower, equip, and finance cybersecurity entrepreneurs
and businesses.

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI
- within the meaning of the Law of Ukraine "On Critical
Infrastructure™ or officially included in the list of critical
infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in

IlepenymoBu

Ipoexr USAID «Kibepbe3nmeka KpUTHIHO BaKIHBOI
iHppacTpykTypu Yikpainm» (mami — IIpoekt) po3mouas
cBor0 nmisutbHICTH B TpaBHI 2020 poky. IIpoext USAID
«KibepOe3neka KpUTHYHO BaxIMBOI iH(pacTpyKTypH
VYxkpaiam» ¢inancyerscss USAID Ta peamizyerbes DAL
Kinnesa mera IIpoekty — 3MeHIIEHHS Ta MOTEHLiiHE
YCYHEHHsI BPa3jIMBOCTeH KibepOe3neku Ta MepeTBOPEHHS
VYkpaiHu Ha IpOaKTHBHOTO Jiiziepa KibepOe3neku.

Brponosik 1’situ pokiB IIpoekT 3MillHIOBaTUME CTIHKICTB 1
PO3BHBaTHME CIPOMOXHICTh 3amo0iratd, BHABIATH U
OopoTrcss 3 KibepaTakamu, HAIlUICHUMH Ha KPUTHYHY
inppactpykrypy (mani — KI) Ykpaian. [JisnpHICTS TOCATHE
i€l METH OUIIXOM JOCSTHEHHS TPhOX CTPATEriqHUX Liiei

(CL):

CII 1: CtBOpeHHs Oe3MeuHOro Ta HaIIiHOTO CEepeIOBHUIIA
JUIL  TIPUCKOPEHHS PpO3BHUTKY JIIOAEH, TIpoIEciB Ta
TEXHOJIOTIM Ha MIATPUMKY KiOepOe3reku y cexTopax Ta
aKTUBax B YKpaiHi.

CII 2: 3wminHeHHs YKpaiHd sSK CYBEPEHHOI [epXKaBH,
moOyoBaHii Ha OE3MeYHi, 3aXUIIeHI Ta TUHAMIYHIH
€KOHOMIIIi, TMATPUMaHIi TAJJAHOBUTHM ITYJIOM IJTFOJICBKOTO
KaITiTany.

CI 3: CTuMyITrFOBaHHS MOMUTY Ta IMIPOMO3HIIT YKPaiHCHKUX
pillleHs Ta MOCTAaYaNBHUKIB TOCIYT 3 KibepOesmeku uis
PO3IIUPEHHS MOXIIUBOCTEH, OCHAIICHHS Ta (hiHAHCYBaHHS
TiANPHUEMITB Ta Oi3HeCy 3 KibepOesneKu.

IIpO€EKT CKIaMAETHCSA 13 TPHOX KOMIIOHEHTIB. 3aBIaHHS
IIpoeKTy B3a€MO3aJICKHI 1 B3aEMHO ITiICHJICHI.

Konrtekxcr

[Ipoekr Hamae  gomomory  o0’eKTaM  KPUTHYHOI
iHQpacTPyKTypy B €HEPreTHYHOMY Ta IHIIMX CEKTOpax
(mam — OKI — y posyminni 3akoHy Ykpainm «IIpo
KPUTHYHY IHQpacTpyKTypy», abo odiuiiHO BKIIOYEHI 10
nepeniky O00’€KTIB  KPUTHYHOI  iH(pacTpyKTypH) Yy
MOCHJIEHH] X CTIHKOCTI 10 iHIIUJEHTIB KiOepOe3meK.

Ha 3amur OKI Ilpoekr miaHye  TpOBEICHHS
niarHocTyBaHHS KiOepOesmeku ix cucreMm. Pesympratom
JiarHOCTyBaHHS OyZe OIliHKa ITOTOYHOTO PiBHA 3pLIOCTI
OKI. [liarHOCTyBaHHS 3MIMCHIOETHCS Y BiJMIOBIAHOCTI 10
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accordance with the NIST Cybersecurity Framework 2.0,

NIST Cybersecurity Framework2.0 , a 3a pe3ympraTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OynyTh pO3po0JeHi peKoMeHAalii IoJ0 MiJBHUIIEHHS
kibepcrilikocTi  opranizamii  BigmosimHo g0 NIST
Cybersecurity Framework 2.0.

Framework 2.0.

The results of the diagnostic will also establish a basis for
measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of
the cybersecurity system of OCI to assess the level of
cyber maturity in accordance with the requirements of the
NIST Cybersecurity Framework 2.0 and provide
recommendations for improving the state of cyber
readiness.

Tasks

Carrying out diagnostic of the
JSC “Ukrainian railways”, Regional Branch "Lviv
Railway"”, Regional Branch "Donetsk Railway",
Regional Branch "Odesa Railway", Regional Branch
"Southern Railway", Regional Branch "South-Western
Railway”, Regional Branch "Dnieper Railway" and
Branch "Main Information and Computing center" - 8
separate OCls — 8 separate reports for each stage (see
Attachment F) (next — Object of critical infrastructure,
OCI) cybersecurity systems, which will include the
following steps performed in accordance with the NIST
Cybersecurity Framework 2.0:

a. Assessment of the current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and
resources.

b. Defining OCI target maturity levels according to

the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.
Recommendations should contain a list of
necessary policies and processes of information
(cyber) security, calculation of essential
resources, definition of personnel competencies,
and organizational structure. Based on the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of
cyber security and an operational cyber security
model should also be formed. HLD and operating
model requirements:

PesynpTaT AiarHOCTYBaHHS TAaKOXX BCTAHOBIISATH OCHOBY
JUIL BAMIPIOBaHHS IIPOTPECY MOCHIICHHS KiOepCTiHKOCTi
OKI micis BOpoBafKeHHS pPEKOMEHIAIi, HaTaHUX 3a
pe3yJbTaTaMH iarHOCTYBaHHS.

i

3aranpHa MeTa 3aBJaHHS TIONATa€E B MPOBEACHHI
JiarHocTyBaHHs cucteMu kibepOesneku OKI st omiHku
piBHsa Kibep3pimocti BiamoBimHo g0 BuMmor NIST
Cybersecurity Framework 2.0 Ta HagaHHi peKOMeHaIliii
11010 MOKPALIEHHsI CTaHy KiOeproTOBHOCTI.

3agaui

[IpoBeneHHs miarHOCTYyBaHs cuctemu KibepOesmexu AT
“Vxp3amizHutst”, Perionansua ¢imis “JIpBIBCBKA
3amizHuns’, PerionampHa ¢imis “JloHenbka 3ami3HHAIS,
PerionansHa ¢inis “Opecbka 3amiszuuis”, PerioHambHa
¢imis  “IliBgenna 3ami3Huis”, PerioHansHa  dimis
“IliBnenHo-3axinHa 3ami3Huns”, PerioHampHa  ¢imis
“IIpuAHIIPOBChKA  3aTi3HHLS ®inis “T'onoBHUM
iHpopManiiiHO-00uYHCIIOBaANBEHIH LEeHTp” - (8 oKpeMHX
OKI - 8 oxpemux 3BiTiB 3a KoxeH eran), (auB. logaTok
F), mo Oyzxe BKiIrOodaTH B ceOe HACTYIHI KPOKH, BUKOHAHI
sigmosigao no NIST Cybersecurity Framework 2.0:

a. OuiHlOBaHHS MOTOYHOTO piBHS 3pinocTi
kibepoesnekun  OKI  BigmosigHo g0  NIST
Cybersecurity Framework 2.0. 3BiT 3 OIliHKH
NOBUHEH MICTHTH IIEpeliK Ta ONHC KIIOYOBUX
iHpOopMaLifHUX cHCTEM Ta pecypci PerumieHTa.

b. Bwushadennss uineoBoro piBas 3pimocti  OKI
BignosigHo g0 NIST Cybersecurity Framework 2.0
Po3poOka pekoMeHpamiii IMOMO TEPEeXomy BiA
MTOTOYHOTO PIBHS JI0 IJILOBOTO PiBHS 3PiJIOCTI.
PexoMeHa11ii TOBHHHI MiCTUTH TIEPETiK HEOOXiTHUX
MOJNITUK Ta TporeciB iHdopmariitHoi  (kibep)
Oe3mekw, MiIPaxXyHOK  HEOOXiTHHX  pecypcis,
BH3HAYEHHS KOMIIETEHIII ITepCcoHalTy, OpraHi3amiiHy
CTpyKTypy. Ha 0OCHOBI pekoMeH1aIlili TOBHHHI TaKOX
Oyt chopmoBaHi BucOKopiBHeBuil mpoekt (High-
Level Design, HLD) Texniynoi apXiTeKkTypu
KibepOe3eKu Ta onepariitHol Mojieni KibepOe3neKu.
Bumoru no HLD Ta onepariitaoi mozaeni:
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1) The HLD document is based on technical

controls (software and hardware solutions) and

requwements for it:

A minimum of 2 manufacturers for each
technical solution;

Contain prices in the Global Price List of
manufacturers and without VAT.

The list of products must be submitted as
a full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

i. A list of projects for the
implementation of technical controls of
cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

ii. General description and issues of the
Project(s) of item 2(i)

iii. Basic technical requirements for
defined  design  solutions  with
quantitative and qualitative
requirements.

iv. High-level  technological  design
(visualization of system components,
relationships between them, and other
data that help the reader get a reliable
idea of the project).

V. The composition of the technical
solution (at least two specifications in
the form of a Bill of Material).

vi.  Comparison table of technical
solutions.

vii. Implementation requirements
(components and resource
assessment).

3) Operatmg model and requirements for it:

The operational model consists of policies,
processes, organizational structure, key
performance indicators (KPI), personnel,
corporate governance structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)

The cost of implementing the operational
model, namely - policies, processes,
organizational structure, KPI, personnel,
and corporate governance structure.

1) [JokymeHT

HLD omnupaerbcss Ha TexXHIYHI

KOHTpOJIi (TporpaMHi Ha amapaTHi PILICHHS) Ta
“BUMOTH JI0 HbOTO:

MiniMy™m 2 BUpOOHHKa Ha KOXKHE TEXHIUHE

pilliCHHS;
Mictutn wimn B Global Price List
BHpOoOHWMKIB Ta 6e3 I1/]B.

[Nepenix mMpoAyKTiB MOBMHEH OyTH MOTaHUN
y Burisiai mosHominHoro Bill of Material
(posroprayta crienudikaiis i3 3a3HaYCHHAM
YCIX CKJIaJJOBUX PIIICHHS).

2) CprKTypa HLD:

Vi.
Vii.

[lepenik MpoeKTiB BIIPOBaPKEHHS TEXHIYHUX
KOHTpOJIIB  KibepOe3mekn Ta  CYIyTHIX

mrdpoBux iHPACTPYKTYP (SIKILIO € moTpeda)
Ta MeTa KOXKHOTo i3 Hux. Mera Mae OyTu

KOHKPETHOI0, 9IiTKOI0 Ta  BIAMOBiZaTH
pearsHOMY TEXHOJIOTIYHOMY 3MicTy
TIPOEKTY.

3arampHUWIA  OomUC Ta  mpoOieMaTHKa

[poekry(-iB) myHKTY 2.1

Ba3oBi TexHiYHI BHUMOIM [0 BU3HAYEHHUX
NPOEKTHUX pIlIEHh 3 KUIBKICHUMU Ta
SIKICHUMH BUMOTaMH.

BucokopiBHEBHI TEXHOJOTIUHHMEA AM3aliH
(Bi3yauizaris KOMITOHEHTIB CUCTEMH,
B3a€MO3B’SI3KIB MK HUMHM, IHIII [aHi, IO
JIONIOMArarTh YATady OTPUMATH JOCTOBIpHE
YSIBICHHSI TIPO MPOEKT).

Ckiag TeXHIYHOTO pimreHHS (MIiHIMYM IBi
cnenundikanii y Burisai Bill of Material).
[NopiBHsUTEHA TaOIUIT TEXHIYHUX PIIICHb.
BumMoru 10 BOpoBa/KeHHs (CKIagOBI Ta
pecypcHa OILliHKa).

3) OnepaulnHa MOJIEJTb T BUMOTH JIO HET:

Omnepariifina  Mojaedb  CKJIATA€ThCA  3:
MOJIITHK, MPOIIECIB, opraHizamiiHo1
CTPYKTYDY, KIJIFOUOBUX IIOKA3HHUKIB

epextuHOCTI (KIIE) mepconany, ctpykrypu
KOPHOPAaTHBHOTO YIPABJIiHHS.

Omeparnifina Mozenb TOBHHHA MICTHTH
TEXHIYHMI MEPCOHAJl Ta OPIEHTOBHUH OIHUC
oro (QyHKIIOHATFHUX OOOB’s3KiB  Ta
BIAMOBiAAILHOCTEH (6axxaHo i3
ypaxyBaHHSM MPOIOHOBAHMX MPOEKTHHX
TEXHIYHHX PIIICHB).

Bapricte  BnpoBamkeHHS — omnepaniiHol
MOJeNi, a camMe - TIOJNITHK, HPOIIECIB,
oprasizamiitoi CTPYKTYDY, KIIE,
NIepCOHally, CTPYKTYPH KOPIIOPaTUBHOTO
VIpaBITiHHS.

=DAlI

PAGE 21



REQ-KYI-24-0255

Additional task to task B at the request of the OCIl:  JogarkoBe 3aBaaHHs a0 3aBnannsg B 3a sanurom OKI:

drafts of 10 information security policies: npoekty 10 mosniTHk iHpopMauiiHOT Ge3neKu:

1. Access control policy

Application software acquisition, development

and support policy

Policy of thorough screening of personnel

IS incident management policy

IS policy in relations with suppliers

Media security policy

Information sharing policy

Policy on granting access to information assets

to third parties

9. Policy of physical security and protection
against natural threats

10. Clean Table and Screen Policy

N

N AW

Development of a roadmap for the implementation of the
developed recommendations for 2 months and 3 years.

The roadmap must contain a list of actions that OCI
should provide to achieve the target maturity level with a
detailed description of each action and required resources
(material, time, human).

c. Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation
and verification of procedures and policies and
equipment settings.

d. Development of a report on the implementation
progress of the recommendations provided by the
OCl.

e. Evaluation of the maturity level of OCI's
cybersecurity systems according to NIST
Cybersecurity Framework 2.0 after 2 months from
the date of receipt of recommendations by OCI.

Deliverables schedule (assessment works are carried out
within the framework of one project but separately for
each of the critical infrastructure objects)

20 working days
Initial Stage: Signing of the Non- after signing the

Disclosure Agreement (NDA) Contract  between
between OCI and the Contractor the Activity and the
provider

1. TlomiTHKa KOHTPOJIIO JOCTYILY

2. Tlomitmka mpupmbaHHSA, pO3POOKH Ta MiATPHMKH

npukiagaoro 13

[NomiTHKa peTenpHOI MepeBipKH IepCOHATY

[omniTika 3 ynpasmiaas iHnugeatramu 1b

[omnituka Ib y BiqHOCHHAX 3 MOCTa4aIbHAKAMHU

[MomiTika 6e3nexu HOCI{B iH(OpMAaTTii

[NoniTrka 0OMiHy iH(OpMAIIi€0

[NoniTuka HagaHHS AOCTYIy TPETIM CTOPOHAM JIO

iHpopManiHHUX aKTHBIB

9. Ilomituka ¢izuyHoi Oe3meKH Ta 3axXUCTy Bif
TIPUPOJTHHX 3arPO3

10. TlomiTHKa YHCTOTO CTOJIY Ta CKPaHy

NSO~ W

Po3pobxka mopokHBOT KapTH peatizamii po3po0iIeHIx
pexoMeHaaniit Ha 2 MicsIi Ta 3 poKu.

JopoXHS KapTa MOBHHHA MICTUTH CITHCOK 3aXO[iB Ta
ix mpiopirte3aii, mo mMae BxxuTa OKI 1715t mocsrHeHAS
OUTBOBOTO PIBHA 3pUTOCTI 3 JETaJbHUM OIHUCOM
KOKHOTO 3 HHMX Ta BH3HAYEHUMH TS IX
BIIPOBA/IKCHHSA HEOOX1THIX pecypciB
(MaTepiaJbHUX, YACOBHX, JIIOACHKUX).

HanmanHust fecaTd JHIB KOHCYJIBTATUBHOL MiATPUMKH
OKI B mnpomeci BmpoBamkenns OKI HamaHux
pexoMeHanii, mo Oyae BKIOuUaTH B cebe, ane He
OOMEXXYIOUMCh: KOHCYJBTaIlii IO ajamramii Ta
Bepudikamii mporeayp Ta MOJITHK Ta HAJAIITYBaHb
oO0JIaTHAHHA.

Po3po0ka 3BiTY mpo XiJg BUKOHAHHS pEeKOMEHIAMIN
"Hamanux OKI.

OuiHIOBaHHS PIiBHS 3pLIOCTI cUcTeM KibepOesrneku
OKI siamosiguo 10 NIST Cybersecurity Framework
2.0 uepe3 2 wicaui 3 pgaru orpumanHs OKI
PEeKOMEeH I,

I'padix  Hagannss  pesyabtatiB  (podotm 3
OlIiHlOBaHHﬁ NPOBOAATHCH B PpaMKax OIJHOIO
NMPOEKTY, ajie JJIs KOKHOI0 3 00' €KTIiB KPMTHYHOI
iHppacTpyKTypH 0OKpemMo)

20 working days
Initial Stage: Signing of the Non- = after signing the
Disclosure Agreement (NDA) Contract between
between OCI and the Contractor  the Activity and

the provider
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Task A Report: Assessment of the
current OCI cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity
Framework 2.0

Recommendations for transitioning
from the current to the target level.
The roadmap for the implementation
of the developed recommendations
for a period of 2 months and 3 years

Task C - D Report: The progress
of each month of implementation of
the recommendations by the
recipient

Task E Report: Reassessment of the
current cybersecurity maturity level
according to the NIST Cybersecurity
Framework 2.0

30 working days
after signing the
NDA

40 working days
after the completion
of Task A

45 working days
after completion of
Task B (the report
shall capture the
work completed
under task C and D)

20 working days
after the completion
of Task D

Minimum qualifications, skills, and experience

Task A Report: Assessment of
the current OCI cybersecurity
maturity level according to the
NIST Cybersecurity Framework
2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity
Framework 2.0
Recommendations for
transitioning from the current to
the target level.

The roadmap for the
implementation of the developed
recommendations for a period of 2
months and 3 years

Task C - D Report: The progress
of each month of implementation
of the recommendations by the
recipient

Task E Report: Reassessment of
the current cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

30 working days
after signing the
NDA

40 working days
after the
completion of
Task A

45 working days
after completion
of Task B (the
report shall
capture the work
completed under
task C and D)

20 working days
after the
completion of
Task D

MinimasbHa kBajidikanisi, HABUYKH Ta J0CBij

1. The provider must be registered and provide

auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the
last 3 years.

Employees of the provider must have experience
in conducting at least 3 similar information
security diagnostic projects during the last 3
years.

The qualifications of at least 6 team experts
must be confirmed by internationally recognized
certificates, such as: CISA, 1SO 27001 Lead
Auditor, 1SO 27001 Lead Implementer,
including at least one employee with the
Certified NIST Cybersecurity Framework Lead
Implementer certificate.

Confirmed experience of the proposed personnel
(qualifications, resume) in the field of
conducting cyber security diagnostics of critical

1. TlocrauanbHUK Ma€ OyTH 3apeecTpOBHU Ta

HaJaBaTH IIOCIYI'M 3 aylIuTy, OL[IHIOBAHHS Ta
KOHCYJIbTYBaHHA B cdepi KkibepOesmexkn B
VYkpaiHi IpOTSITroM OCTaHHIX 3 POKIB.
CriBpoOITHHKM TOCTadalbHUKAa MOBHHHI MaTd
JOCBIJl y TIPOBEICHHI HEe MeHIIe 3 TOoIiOHMX
MPOEKTIB  MIarHOCTYBaHHA  iH(pOpMamiiHOL
0e3IeKH MPOTArOM OCTaHHIX 3 POKIB.
Kpanidikaris npunaiiMui 6 excrieptiB Mae OyTH
miATBEpKEeHA MIXKHAPOIHO BU3HAHUMU
ceprudikatamu, takumu sk: CISA, ISO 27001
Lead Auditor, ISO 27001 Lead Implementer, y
TOMY YHCIJIi HE MEHIIE OJHOTO CIiBpOOITHHKA 3
ceprudikatom Certified NIST Cybersecurity
Framework Lead Implementer.

[linTBepmKeHU  JOCBiA  3ampOIIOHOBAHOTO
mepcoHany (kBamidikamis, pestome) y cdepi
TPOBENICHHS JTIarHOCTHK KibepOe3nekn 00’ €KTiB

infrastructure objects with an indication of the KpUTHYHOI  iHQpPACTPyKTypu 3  BKa3aHHIM
projects in which the personnel participated (a MPOEKTIB, Ji¢ TMEepCOHal IMpHUHAMaB yd4acTh
list of relevant projects of each proposed (mepemik  BiJMOBIAHMX  TPOEKTIB  KOXHOTO
specialist). 3aIPOIIOHOBAHOTO CIIELIANICTa).
DIAGNOSTIC STRATEGY CTPATEI'TA JJATHOCTYBAHHSA
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Before starting the first stage of work, the provider
must provide the Activity and OCI with a diagnostic
strategy, which should include:
e  Communication protocols with the OCI and
the Activity
e Format for transferring and receiving
documents between supplier, OCI, and the

Activity.
e Project manager on the part of the supplier
was defined
REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction.

2. Goals and tasks performed at the described stage
of work.

3. Description of mechanisms and approaches used
in the report.

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the
NIST Cybersecurity Framework 2.0. The report
should describe the approach used to determine
the current and target maturity level according to
the NIST Cybersecurity Framework 2.0.

5. Results of the stage.

PROCEDURE FOR DIAGNOSTICS  AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient's current
cybersecurity maturity level

Step 1.1 Determination of means and methods of
communication (letter, e-mail, telephone, or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers.

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and will
be included in the scope of the project - information can
be obtained including, but not limited to, from the HR
department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders.

Step 1.4 - Collection of information on the current state of
cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -

Iepen moyaTkoM poOIT MOCTaYaIHbHUK TOBUHCH HAIATH
Ipoexty Ta OKI crpareriro miarHOCTYBaHHs, sKa
MMOBHUHHA BKJIIOYATH:
e [Iporoxomm 3B'13Ky 3 OKI i [IpoekTom.
e dopmar mepemadi T4  OTPUMYBAHHS
JOKYMEHTIB Mk moctadambHukoM, OKI ta

IIpoexToMm.
e Bmsnauenmii KepiBHHUK TpoekTy 3 OOKy
NocTavaabHAKA
CTPYKTYPA 3BITY
KoyxeH 3BIT ITOBHHEH CKJIAIaTHCS 3 II'ITH YaCTHH:
1. Berym
2. Iimi Ta 3aBmaHHSA, IO BHUKOHYIOTHCA Ha

OIKUCaHOMY eTari poboTH.

3. Onwuc MexaHi3MIB 1 MiJX0/iB, BUKOPUCTAHHUX Y
3BITI.

4. OCHOBHI  CIIOCTEPEKCHHS - Crpykrypa
KIIIOYOBUX CIIOCTEPEIKCHb MMOBHHHA BiMOBIIATH
CTPYKTYPi GYHKIIIOHATBHUX O0JIACTEH 1 JOMEHIB,
omucanux y NIST Cybersecurity Framework 2.0.
VY 3BiTi MOBUHEH OyTH ONMWCAHWN MiAXiN, KA
BHKOPHCTOBYBABCS AJISI BU3HAYCHHS ITOTOYHOTO
Ta HUTBOBOTO PiBHS 3piNocTi BixmosiaHo 10 the
NIST Cybersecurity Framework 2.0

5. TIlimcymku erarry.

HOPAJOK IPOBEJEHHA POBIT 3
JIATHOCTUKHA TA HNOKPAIIEHHA PIBHA
3PUIOCTI KIBEPBE3IEKM 3I'IJHO NIST

CYBERSECURITY FRAMEWORK 2.0

Eran 1 -3aBpannsa A. BusHayeHHS MOTOYHOTO PiBHSA
3pisocti kidepOe3nexku Penunienra

Kpok 1.1 — BusHaueHHs 3aC00iB Ta METO/IiB KOMYHiKaIlii
(JTucTyBaHHS, ACKTPOHHA MOIITA, TeIe(HOHOM UM IHITUMHE
criocobamu) Ta BIANOBIZANBHUX OCIO 31 CTOPOHHM
Penumienra ta [Tigpsinauka — Menepkepis [IpoexTy.
Kpok 1.2 — BwusHaueHHs Tepeliky  BiJIUIiB,
JIeTIapTaMeHTIB Ta IHIIMX CTPYKTYpHHUX OJMHUIb, IO
OyayTh 3aiTydeHi IO MPOEKTy 3i CTOpoHH PenmmieHTa Ta
BBIMIYyTh B CKOYIl TPOEKTYy — iHpOpMaIis MOXe OyTH
OTpHMaHa y TOMY YHCII, alie He 00MEXKYIOUHCH - 3 BIIUILTY
KaJpiB, CIICIiaNi30BaHUX I1HQOPMALIAHUX CHCTEM Ta
noBigHuKIB PernmienTa, Ta iHIIeE.

Kpok 1.3 — Bu3HadyeHHS CTpaTeTiyHUX IiJIeH Ta 3amad
opranizarii B obmacti IT Ta Kibepbesnekn. - inpopmaris
MOXe OyTH OTpUMaHa y TOMY YHCIII, ajie He 00MEeXYIUnCh
— 3 IPUIHATHX CTPATETriyHUX JOKYMEHTIB PennmienTa, mo
BU3HAUAIOTh 1IN Ta 3ajadi oOpradizaiii, iHTEpB’I0 3i
cTeiikxomnaepamu PenumienTa.

Kpok 1.4 — 306ip indopmamnii npo NOTOYHHMH CTaH
KiOepOe3neKu BiIOBITHO 10 JOMEHIB Ta CyOJZOMCHIB
NIST Cybersecurity Framework 2.0 — inpopmarist Moxe

information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,

OyTH OTpHMaHa y TOMY YHCII, ajle He 0OMEXYIUnCh — 3
MIPOBEICHHS IHTEPB 10 3 3aL[IKABICHUMH MPE/ICTABHUKAMU
Perumienta, 30ip  AOKyMEHTAJIPHUX  JOKa3iB  —
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procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots).

Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should include
a description of the procedure for checking compliance
with the requirements of each subdomain and providing
evidence (artifacts) used.

Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.
The maturity level is defined as follows - each subcategory
is evaluated on a scale from 0 to 4 points (0 level - 0 points,
1 level - 1 points, 2 level - 2 points, 3 level - 3 points, 4
level - 4 points, the point is assigned in that case - if the
sub-domain fully meets the requirements of the maturity
level), after which if 0 to 107 points are scored - it is 0
level for the organization as a whole, from 105 to 211 - 1
level, from 212 to 317 - 2 level, from 317 to 423 — 3 level,
424 — 4 level). All points are included when filling (tab
Diagnostics ~ ([liarmoctuka)) to the  spreadsheet
(Forma_Diagnostyky OKIl.xIsm file) provided by the
Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results of
stage 1, which includes a completed spreadsheet based on
the results of step 1.6.

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting).

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target level
of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives,
interviews with the recipient's stakeholders.

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can be
obtained, including, but not limited to, from existing

«apredakTiB» (aKTiB, IpOLENyp, MONITHK, BUBAHTAKECHb
HaJlalITyBaHb MPOTPAMHOrO 3a0e3NeueHHs, JIOTOBOPIB,
HOPMAaTHBHUX JIOKYMEHTIB, 3HIMKIB €KpaHiB).

Kpox 1.5 — Anami3 3i0panoi Ha kpokax 1.2-1.4 indopmarii
Ha BiONOBITHICTE BHMOTaM JOMEHIB Ta CyOJZOMCHIB
kibepOesmekn NIST Cybersecurity Framework 2.0—
aHalli3 TOBHHEH BKIIOYATH B ceO€ OIMUC MPOIEAYypH
MepeBipki  Ha  BIANOBITHICTE BHUMOTaM  KOYKHOTO
cyOmoMeHa Ta HaBEACHHSIM BUKOPHUCTAHUX JIOKa3iB
(apredaxTis).

Kpok 1.6 — Ha ocHoBi npoaHnainizoBaHoi Ha kpomi 1.5
iHpopmanii BHU3HAYEHHS TOTOYHOTO pIBHS 3pLIOCTI
kibepbesnekn y BigmosimHocti 3 NIST Cybersecurity
Framework 2.0. BusHaueHHs piBHS 3piJ0CTi BiIOyBa€ThCs
HaCTYITHUM YHHOM — KOJKHa CyOKaTeropist OliHIOETHCS MO
mkaii Big 0 mo 4 GamiB (0 piBers — 0 Oam, 1 piBens — 1
Oamm, 2 piBeHb — 2 6anm, 3 piBeHs - 3 6amwm, 4 piBeHb — 4
Oanm, Oanm TPHUCBOIOETHCS B TOMY BHIIQJKYy — SIKIIO
CyOIOMCH ITOBHICTIO BiJIITOBiTa€ BUMOTaM PiBHS 3piIOCTi),
micIs yoro Akmio Hadbpano Bix 0 mo 105 6axis — e 0 piBeHb
JUIst oprasizanii B uisiomy, Big 106 1o 211 — 1 piBeHs, Bix
212 no 317 — 2 piBenb, Big 318 no 423 — 3 piBeHs, 424 — 4
piBeHb). Bci Oamm  BKIIOYAIOTHCS NPU  3allOBHEHHI
(Bxmagka Diagnostics (JliarHocTuka) 10 €IeKTPOHHOT
tabmui  (daiin  Forma_Diagnostyky OKI.xIsm), 1o
HaJiae 3aMOBHHK Ta 3anoBHIOE [TipsaHuK.

Kpoxk 1.7 — [Miaroroska 3BiTy 3a pe3ynpratamu Etamy 1,
IO BKJIOYAa€ B ceOe 3aMOBHEHY ENEKTPOHHY TaONHUINIO 3a
pe3yabratamu Kpoky 1.6.

Kpoxk 1.8 — IToromkenns 3 PerumieHTOM Ta 3aMOBHUKOM
3BiTy 3a pesynbratamu Etamy 1 (B pamkax (izm4yHOl 4m
OHJIAWH 3yCTpidi).

Etan 2 — 3aBnanns B. BusHaueHHs1 HiJIbOBOTrO piBH#A
3pinocti  ki0epdesnmexkn  Penumnienta.  Po3po0ka
Pexomennauiii 1yt HaGyTTS HIJILOBOrO PiBHS 3pisocTi
ki0epOesnexn  Penumienta  BiamosinHo NIST
Cybersecurity Framework 2.0. Po3pooka loposkHoi
Kaprun BnpoBamxkennss Pexomenpauiii s Ha0yTTs
HiIbOBOro piBHS 3pijocTi KidepOe3nexkn Peuumienta
pinmosigHo o NIST Cybersecurity Framework 2.0

Kpok 2.1 — IlpoBe/eHHs iIHTEPB’'I0 3 KEPIBHULTBOM Ta
KITFOYOBUMH CTEHKXOJIEpaMH Il BU3HAYCHHS KITFIOYOBUX
HaIpsIMKIiB TIOKpaleHHs KibepOe3nmeku 3 TOUYKH 30Dy
nited Ta 3amad opraizamii - iH(opMmaris Moxe OyTH
OTpHMaHa y TOMY YHCIi, ajie He OOMEeXYIYHCh — 3
MPUHHATHX CTpAaTeriyHUX MOKyMEHTIB PemmrienTa, 1o
BH3HAYAKOTh LTI Ta 3aJadvi opraxizamii, iHTEpB’t0 3i
creiikxoiiepamu PenmmienTa.

Kpok 2.2 — Bu3HayeHHs HassBHUX pecypciB PennmienTa B
cdepi kibepOesnekn - iHdopmaris Moxe OyTH oTpUMaHa

regulatory and legal documents, a description of the y Tomy umcni, ane He OOMEXKYHUHCh — 3 HAsBHHX

organizational structure, a description of projects, HopMaTHBHO-IPaBOBHX JIOKYMEHTIB, ornucy
oprasizariiaoi CTPYKTYDH, onucy MIPOEKTIB,
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inventory documents, interviews with stakeholders of the
recipient.

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according
to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.

Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available and
minimum required resources and the results of steps 2.1-
2.3 and stage 1. The target level of maturity should be at
least one higher than the existing one.

Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps.

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions).

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5 and
the documents developed in step 2.6 (including, but not
limited to, time, personnel, and equipment).

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side.

Step 2.9 — Developing a report based on the results of
Stage 2 and filling in the Recommendation Plan tab (Ilnan
BIOPOBa/DKeHHsT pekomenaiiit) of the spreadsheet
(Forma_Daignostyky OKI.xIsm file) and spreadsheet of
specifications (Form HLD Recommendation.xlsx file)
provided by the Activity and completed by the Contractor.
The completed spreadsheet tab must be included in the
Stage report.

Step 2.10 — Preparation of the report based on the results
of stage 2.

Step 2.11 — Agreeing with the recipient and the Activity of
the report based on the results of stage 2 (within a physical
or online meeting).

Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of implementation
of the Road Map Recommendations

Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2.
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the results
of Stage 2.

Step 3.3 — Submission of a monthly report within 2 months
of the implementation of the recommendations provided

IHBEHTapH3aLiHIX JIOKYMEHTIB,
CTeHkxoaepaMu PerumieHTa.

Kpok 2.3 — AHani3 Ta BU3HA4€HHs NEepIIOYEeProBuX, JUIs
MTOKpAIIeHHs, KaTeropii ta cyokareropiii kibepOesmexn
srigHo NIST Cybersecurity Framework 2.0 na ocHOBi, ane
He 00MEKyIOUNCh, pe3ynbTariB Etamy | Ta kpokis 2.1, 2.2.
Kpox 2.4 — BwusHadeHHA MLiTBOBOTO pPIiBHA 3pLIOCTI
KibepOe3nekn BHUXOIMYM 3 IIIeH, 3a1ad, HasBHUX Ta
MiHIMaIFHUX HEOOXiTHHX pECcypciB Ta pPe3yNbTaTiB
Kpokis 2.1-2.3 ta Erany 1. LlinboBuii piBeHb 3pisiocTi Mae
OyTH HE MCHIIIC Hi’K Ha OJIMH OLTBIINI 32 HAsIBHUU.

Kpok 2.5 — Po3poOka PekomeHnariii amst miJBUICHHS
piBHS 3pimocTi OOpaHMX JIOMEHIB Ta CyO0JIOMEHIB
kibepoesmeku NIST Cybersecurity Framework 2.0, Ha
OCHOBI pe3yJIbTaTiB OTPUMAaHHUX Ha MONEPEIHIX KPOKax.
Kpok 2.6 — Po3poOka mpoeKkTiB HEOOXiTHUX TOKYMCHTIB
(BKITFOUArOUH, Ta HE OOMEKYIOUHCH - TIONITHK, POy,
IHCTPYKIIIH).

Kpok 2.7 — BwusHaueHHS pecypciB HEOOXITHUX I
BIIPOBaKeHHA PexoMenaariit po3pobiennx Ha Kpori 2.5
Ta JIOKyMEHTIB, PO3pOOJICHUX Ha IMOMEpeAHiX Kpoii 2.6
(BIrOYaroun, ajge He OOMEXYIUYHCh - Yac, IHEepCOHa,
o0JiaIHaHHS).

Kpok 2.8 — Po3pobka 2-micsiuHoi Ta 3-piunoi JopoxHboi
Kaptu BnpoBamkeHHs po3poOneHux Pexomenpaniii, Ha
OCHOBI pE3yJIbTaTiB IMOIEpeJHIX KpPOKIB Ta, ale He
0OMEXYIOUNCh, IHTEpPB'I0 Ta OOTOBOpPEHHAMHU  3i
cTeHKXxoJiepamMu 3i croponu PerernienTa.

Kpoxk 2.9 — Po3podka 3BiTy 3a pesymsratamu Etamy 2 Ta
3amoBHeHHs BKiIagku Recommendation Plan  (ITman
BIIPOBA/KCHHST PEKOMCH[AIi) eNEeKTPOHHOI TaOIuIIi
(daitn Forma Daignostyky OKI.xlsm) Ta enxekTpoHHY
TaOIHII0 crierudikariit (aiin Form HLD
Recommendation.xIsx), o Hasae 3aMOBHHUK Ta 3a[IOBHIOE
[igpsiaauk. 3amoBHEHA BKJIAJKa CJICKTPOHHOI TAOJHII
NnoBUHHA OYTH BKJIFOUEHa JI0 3BiTy 3a ETar.

Kpok 2.10 — I[TixrotoBka 3Bity 3a pe3yibraramu Etamy 2
Kpok 2.11 — IToropkenns 3 PenunieHToM T2 3aMOBHUKOM
3BiTy 3a pesynbratamu Etamy 2 (B pamkax (i3mdHOI 4H
OHJIAWH 3yCTpidi).

IHTEpB 10 3i

Eran 3 - 3aBpanna C-D. KoncyabraTtuBHO-
MeTrogoJ0riyHa miaTpumMka PeunumienTa Ha erami

BINpOBa/keHHs1  Pexomenpaniii 3a  /lopokHBOIO
Kaproro

Kpox 3.1 — Hanmanus mioMicsyHOi KOHCYJIBTATHBHOI
M ITPUMKH Peuumienta IlimpsyHukoM Ha — erarri
BIIPOBAJKEHHS Pexomennartiii OTPUMAaHUX 3a

pesyabratamu Etamy 2.

Kpok 3.2 — BincnigkoByBanus [liapsiiaukom mporpecy
BIIPOBa/DKeHHS  Pexomenmaniii  Penumientom — Ha
LIOMICSYHIH OCHOBI B paMKkax Tpadiky BH3HAYEHOTO
Hopoxubsoro Kaproro 3a pesynsratamu Etamny 4.

Kpok 3.3 — HanmanHs miomicsgHOTO 3BITY HpOTSATOM 2
MICAIIIB BIPOBA/DKCHHS PexoMeHpmamiii HamaHux 3a
pesyabratamu Etamy 2 ta opoxuoi Kaptu 3 ommcom
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as a result of Stage 2 and the Road Map, describing the
recipient's progress and identified problems and backlogs
(if any).

Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or online
meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient’'s achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity

mporpecy PenumieHta Ta BHSABICHHX MpoOJIeM Ta
BIJICTaBaHb (32 HAsIBHOCTI).

Kpok 3.4 — IloromxeHHss 3 3aMOBHHUKOM IIOMICSYHUX
3BiTiB 3a pe3ympTaTamMu BukoHaHHSA ETamy 3 (B pamkax
(i3u9IHOT UM OHIIANH 3yCTpidi).

Etan 4 — 3aBaanns E. IloBTopHa giarHocTHkKa AJA
NiATBep/I:KeHHs TocsArHeHHs PenumienTom niioBoro
piBHsi  3pinoctri  kiGepOe3mexu  3rimmo  NIST
Cybersecurity Framework 2.0

Framework 2.0
Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0

Kpok 4.1 — 306ip indopmanii npo mOTOYHHH CTaH
kibepOesnekn  nomeHiB  Ta  cyOmomeHniB  NIST
Cybersecurity Framework 2.0, mo Oyiu Bu3HaYeHi Ha

domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested  recipient representatives, collection of
documentary evidence - "artifacts" (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots).

Step 4.2 — Analysis of the information collected in step 4.1
for compliance with the requirements of the cyber security
domains and subdomains of the NIST Cybersecurity
Framework 2.0— the analysis should include a description
of the procedure for checking compliance with the
requirements of each subdomain and providing evidence
(artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the analysis
should include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3 level
- 3 points, 4 level - 4 points, the point is assigned in that
case - if the sub-domain fully meets the requirements of
the maturity level), after which if 0 to 107 points are scored
- it is O level for the organization as a whole, from 105 to
211 -1 level, from 212 to 317 - 2 level, from 317 to 423 —
3 level, 424 — 4 level). All points are included when filling
(Re-diagnostics tab) into the spreadsheet
(Forma_Diagnostyky OKI.xIsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3.

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a physical
or online meeting).

Etani 2, sx mnepmoueproBi s [lokpamenus —
iHpopMaris Moxe OyTH OTpUMaHa y TOMY YHCII, ajie He
O0OMEXylunch — 3  TIPOBEICHHSA  IHTEPB’'I0 3
3aliKaBICHUMHU TpeJCTaBHUKAaMHU PemmmieHTta, 30ip
JOKYMCHTAJIbHUX JOKa3iB — «aptedakriB» (akTiB,
mpoueayp,  IMOJITHK, BHBAaHTAXXEHb  HaJAIITyBaHb
MIPOTPaMHOTO 3a0e3MEeUYeHHS, JOTOBOPIB, HOPMATHBHHUX
JIOKYMEHTIB, 3HIMKIB €KPaHiB).

Kpoxk 4.2 — Anani3 3i0panoi Ha Kpoi 4.1 indopmariii Ha
BIJIMIOBIZIHICT, BAMOraM JIOMCHIB Ta CyOJOMCHIB
kibepbesnekn NIST Cybersecurity Framework 2.0 —
aHali3 TOBMHEH BKJIIOYATH B ceOe OMUC Mpounenypu
NEepeBIpKM  HAa  BIANOBIIHICT, BHMOTraM  KOXXHOTO
CyOllOMEHa Ta HaBEJCHHAM BHUKOPHCTAHUX JOKa3iB
(apTedaxris).

Kpok 4.3 — Ha ocnoBi mpoanamizoBanoi Ha Kpomi 4.2
iHpopMmamii BW3HAYCHHS IIITBEPIKCHHS JIOCSITHCHHS
PerumieHTOM HiTBOBOTO PiBHA 3PUIOCTI KibepOe3meku y
BixnosigHocti 3 NIST Cybersecurity Framework 2.0 —
aHali3 TOBMHEH BKJIIOYATH B ceOe ONUC Mpouenypu
NEepeBIpKM  HAa  BIANOBIIHICTL BHMOTraM  KOXHOTO
CcyOlloOMEHa Ta HaBeJICHHSM BUKOPHCTAHUX JOKa3iB
(apredakriB). BusHaueHHs piBHs 3piIOCTI BiIOyBa€eThCs
HACTYITHUM YHHOM — KO>KHa CyOKaTeropis OLiHIOETHCS MO
mikan Big 0 go 4 Gainis (0 piBenb — 0 Oau, 1 piBens — 1
Oamu, 2 piBeHb — 2 6anm, 3 piBeHs - 3 6anw, 4 piBeHb — 4
Oanm, 0anm TPHUCBOIOETHCS B TOMY BHIIQJKYy — SKIIO
CyOIOMEH IMOBHICTIO BiJIIIOBi/Ta€ BUMOTaM PiBHS 3p1iIOCTi),
micIs goro ko Hadbpano Bix 0 mo 105 6axis — e 0 piBeHb
JUTSL opraHizamii B oMy, Big 106 mo 211 — 1 piBens, Bif
212 no 317 — 2 piBenb, Big 318 g0 423 — 3 piBeHsb, 424 — 4
piBeHp). Bci 06amm BKIIOYAIOTBCS TPH  3aTOBHEHHI
(Bxmagka Re-diagnostics (IToBTopHa miarHOCTHKA) [0
€JIeKTPOHHOT Ta0IHII (daiin
Forma_Diagnostyky OKI.xlsm),, mo Hamae 3aMOBHUK Ta
3anoBHIo€ [TiapsiTHUK.

Kpok 4.4 — TligroroBka 3BiTy 3a pesyibraramu Etamy 4,
1110 BKJIIOYAE B ceOe 3alI0BHEHY TaOJIMIIIO 32 pe3yJibTaTaMu
Kpoky 4.3.

Kpok 4.5 — Tloromkenns 3 PerumienToM Ta 3aMOBHUKOM
3BiTy 3a pesynpraramu Etamy 4 (B pamkax ¢iznunoi 4m
OHJIAIH 3ycTpidi).
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Attachment B: Proposal Cover Letter/
Hopatok B CynposBigHun nucr

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY-24-0255

dated 21 November, 2024. Our attached proposal is
for the total price of
(figure and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, Mo TigIUCATHCS HIDKYE, HATAeMO IPOMO3HINI0 13
3araJbHOI0 IIHOFO

(BkaxiTh miHYy IUdpaMud 1 MPOMUCOM), SKa HOHAETHCH,
BimmoBiAHO 1m0 3anuTy Ha HamaHHA mpomos3uiii RFP No
REQ-KY1-24-0255 Bin 21 nucronana 2024 poky.

Mu 3acBiggyemo, o miHM 3a3HaveHi y [Ipaiic-mucri, mo
JOJTAEThCS, MIMCHI mpoTsaroM mnepiogy 60 (mictaecsiT)
KaJICHIapHUX JIHIB.

Mu 3acBiguyemo Hamny ¢iHAHCOBY BiAITOBiAANBHICTD 1
npuiMaeMo yMOBH oruiaTé Kommanii « DAy, siki € omatoro
IICIISL TOCTAaBKYU Ta MPUHHATTS HaJAHUX TTOCIYT.

Hamma npono3uitist € 000B’I3K0BOIO JIs1 HAC 3 YpaXyBaHHIM
3MiH B pe3yJbTati OyIb-sIKMX OOrOBOPEHb.

Mu posymiemo, mo kommaHisi «DAI» He 3000B’s3aHa
npuiimMaty Oyab-sKi MPOIO3HLLii, sIKi BOHa OTPHMYE.
[Mlignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocazia yHoBHOBa)KEHOT 0COOH:

Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka KoMmIaHii:
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Attachment C: Price Schedule/ QloaaTok C: lNpauc-nucT

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY tabnuii HIDKYe HaBEACHI BUMOTH IO MOCTYT. YYAaCHUKH TEHIEPY MOBWHHI MOJATH MPOIIO3UIIii, IO
MICTSTh BiINOBiAHY iHpoOpMamilo Ha ¢ipMoBoMy OnaHkKy abo BiAMOBiAHO o odiuiiiHOro Qopmaty
TIPOTIO3HIII1.

The price could be presented in USD or UAH without VAT/ Vi uinu Hagani B 8 gonapax CIIA a6o rpusHi

oe3 I1JIB.

Detailed budget template

Budget narrative explanation

Item | Item Description/Specifications Unit Quantity Unit Price Total Price | Provide brief justification for
# Onwuc/Crenmgikarrii OnuHUIS Kinekictsb Iina 3a ox Bceroro each line item
Program Staffing
11
Equipment and material
2,1
3 Travel, Transportation, Per Diem
3,1
4 Other Direct Costs/Program
Administration and Services
41
5 Benefits/Fee
6 Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here to enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information on
each line item in the budget and explain why these items are needed to implement the activity, including
hourly rates for presented team members and any indirect costs which may occur during the completion of
the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF (on a company’s letterhead,
signed and stamped) AND EXCEL SHEET.

MNPUMITKA: YyacHuKY NOBHHHI [OJaTH BUUEPITHUN OMKUC OIOPKETY, AKUU MICTUTH 1H()OPMAIIiIO PO
KOXHY CTaTTIO BUTpaT Ta IMOSCHIOIOTh, YOMY IIi CTAaTTi MOTPIOHI s 3MiMICHEHHS MisUTBHOCTI,
BKJIIOYAIOYH LiHY poOOY0i TOAWHM CHeuialicTiB Ta Oyb-sIKi HEPAMi BUTPATH, 10 MOKYTh BUHUKHYTH B
nporieci npoeeHHs ouinku. Moro notpiGHo Hagicnaty y popmari daitny .pdf (sa odimiiinomy Granky
KOMIIaHi1, 3 MiJIHUCOM Ta Ie4aTKor) Ta .XIs.
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Payment
Milestone  Description & | Amount/ Total
N Milestone No./ | Required Documentation / BixcoTok Due date / price /
) PesyabTart Onuc Ta HeoOxigHa | Bix cymm | [ara ina
AOKYMEHTallsA 3arajibHol
oIJiIaTu
Initial Stage: Signing of the 20 working days after signing
Non-Disclosure Agreement the contract between the
(NDA) between OCI and the selected provider and the
selected provider / Activity / 20 poGounx mHiB
TlouaTkoBuii eran. MICIIS TIAMUCAHHSA JOTOBOPY
i ATACaHHAS yronu po MiX oOpaHuM
HeposromomeHas (NDA) wix II0CTaYaJIbHUKOM Ta | UAH /
OCI ta oOpannM mpoBaiinepom JIiSUTBHICTIO IpH.
1 Milestone #1 /| Deliverable A Report: | aco, 30 working days after signing | USD ~ /
Pesyabrar Nel | Assessment of the current OCI the NDA between the OCI | momapu
cybersecurity maturity  level and the selected provider / 30 | CLIA
according to the NIST pobounx JIHIB micis
Cybersecurity Framework 2.0 / mianucanas NDA mix OKI ta
3BiT 3a pe3yJbTaTaMu 3aBJaHHs; BHOPaHHM I10CTa4aIbHHKOM
A: OmiHKka TOTOYHOTO piBHSA
3pinocti  kibepoesmeku OCI
BIIITOBITHO bi (o) NIST
Cybersecurity Framework 2.0
Deliverable B Report: 40 working days after the
Determination of the OCI target Comp|eti0n of Deliverable A/
maturity level according to 40 poGounx jHiB  micis
NIST Cybersecurity Framework 3aBepILIeHHs 3aBaaHHs A
2.0
Recommendations for
transitioning from the current
level to the target level.
The roadmap  for  the
implementation of the UAH /
_ developed recommendations for IpH.
Milestone #2 /| 2 months and 3 years / USD |
2 Pesyabrar Ne2 3BiT 3a pesyapratramu 3aBpanss | 40%
B: BH3HaYCHHS HIJTHOBOTO PiBHSA lclciﬁaim
spimocti OCl BigmoBigHO 1O
NIST Cybersecurity Framework
2.0
Pexomenpanii momo mepexoay
Bil TOTOYHOTO PiBHA JO
LIJIBOBOTO.
JopoxHst  kapra  peanizamii
PO3pO0IEHUX peKOMEHAAMIN Ha
2 micsi Ta 3 poku
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Deliverable C - D Monthly
Report:  The progress of
implementation of the
recommendations by  the
recipient / ll{omicstunuii 3BiT 3a
pesynbratamu 3aaanns C - D:
XiJi BUKOHAHHS PEKOMCHIAIIN

45 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) / 45 poGouux AHIB micis
BUKOHaHHA 3aBmaHHs B (y
3BiTI Mae OyTu BimoOpaxxeHO

UAH /
oJIepIKyBadeM poborty, BHUKOHAHY 3a rpH.
Milestone #3 / i 2506 sapnammimn C 1a D) usb /
Pesyanrar Ne3 | Deliverable E Report: 0 20 working days after the | momapu
Reassessment of the current completion of Deliverable C | CIIIA
cybersecurity maturity level & D/ Yepes 20 pobounx aHiB
according to the NIST micns 3aBepinenns 3aBganb C
Cybersecurity Framework 2.0 / ta D
3BIT 3a pe3ysibTaTaMu 3aBAaHHs
E: noBTOpHa OI[iHKA MOTOYHOTO
piBHA 3pimocti KibepOesmekn
BIIITOBITHO bi (o) NIST
Cybersecurity Framework 2.0
— DAI PAGE 31
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Attachment D: Representations and Certifications of Compliance/
Hopatok D: 3aaBu Ta lNiaTBepaXeHHA npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHUN CHHCOK BHKIIOYEHHWX o0ci0 — OOpaHHWil y4acHHK
TeHJiepa Hapa3i He € BIJICTOPOHEHWM, TUMYACOBO BiJICTOPOHCHHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYyb-SKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apobiTHOT mIaTh kepiBHULTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAID» sk TeHepaIbHOTO MiAPSIHAKA
3a KoHTpakTamu (enepanpHoro ypsay CIIIA 3BiTyBatd mpo piBHI
3apo0iTHOI TIaTH M'ITH KEpiBHHUKIB CyOMigpsIHUKA 3 HaAWBUIIAM
piBHeM 3apoOiTHOi math B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CyOmiapsITy BIAIOBIHO 1O 3aKOHY IPO MI/3BITHICTE 3a (eepatbHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenta CIIA npo 3a0opoHy (iHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
(hi3MuHUMHE 0c00aMu Ta OpraHi3alisiMy, OB’ I3aHUMH 3 TEPOPU3MOM, a
TaKOXX HagaBaTH IM pecypcH Ta MATpUMKY. Opuanuny
BIJIMIOBIANBHICTh 32 3a0€3MCUcHHsA JOTPUMAaHHS IUX  YKa3iB
IIpesuneHTa Ta  3aKOHOJABCTBa Hece BukoHaBelb/PerumieHT.
PenumieHnTy He MO3BOJIAETHCS TpAIfOBaTH 3 (I3MYHUMH OCOOaMH Ta
OpraHi3allisiMi, MOB’I3aHUMH 3 TECPOPU3MOM, & TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmKy. JKoaHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM ab0 IOPUAMYHHM 0CO0aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, SAKUH
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKIIFOYAETHCS JIO BCIX JOTOBOPIB CyOmiapsy /
pillieHb PO HaJaHHs CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Toprieng gronpMu — BukoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1MCHIOBATH TOPTIBIIIO JIOJBMH (SIK BU3HAYCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIFOIBMH, OCOOJIMBO >KIHKAMHU Ta TITbMH, KU JONOBHIOE€ KOHBEHIIIO
OOH om0 npoTuil TpaHCHAIIOHATIBEHOT OPraHi30BaHOI 3JI0YMHHOCTI ),
OIUTauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY IpAIIO.

5. [igTBepIKEHHS Ta PO3KPUTT iH(bOpPMALIii 010 [IATEXIB 3 METOIO
BIUIMBY Ha JesKi (emepaibHi TrOCIOAApChKi omepaili — YYacHHK
TeHIepa MiATBEPKYE, IO TOTPHUMYETHCS 3apa3 Ta TOTPUMYBATUMETHCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTS
iHpOpMaIi MOox0 TIaTeXiB 3 METOI BIUIMBY Ha HeAKi (enepaibHi
rOCIIOJapChKi omepartiin.

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYacCHHUK TEHAEPY
MiATBEP/KYE, 10 HWOMY HE BiZoMO Mpo Oyap-saKky iHdopmaiito, sika
CTOCY€EThCS iICHYBaHHS Oy/b-5IKOTO MOTEHI[IHHOTO KOH(IIIKTY iHTepeciB
opranizarii. Y4acHUK TeHIEpY TaKoX MiJTBEPIKY€E, IO SKII0 HOoMy
CTaHe BIIOMO Mpo iH(OpMAIiIo, SKa Ma€ BiTHOMIEHHS 1O MOXKJIMBOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(IIIKTY, YYacCHUK TEHIEePY HEBIIKIIATHO
Hazae kommadii « DAl 3BiT, e po3KpUBa€ETHCS Taka iHPpOpMAIIis.

7. 3abopoHa cerperamii MicIlb CHIIbHOTO KOPHCTYBaHHS — YYacCHUK
TeHJepa MiATBEepIKYE, Mo ToTpuMyeThest FAR 52.222-21 «3abopoHa
cerperatii MiCIb CIIIIbHOTO KOPUCTYBAaHHSD).

8. PiBHI MOXJIHMBOCTI — VY4YacHHUK TEHJAepy MiATBEPKYE, IO HE
3MIIHCHIOE IUCKPUMIHAILIIO TPOTH OY/Ih-SKOTO TpalliBHUKa a00 3asBHUKA
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

3a BIKOM, CTATTIO, PEIITi€l0, 1HBaNiJHICTIO, Pacolo, MEPEKOHAHHIMH,
KOJILOPOM IIKipH a00 HAI[lOHAIBHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacHHK TEHAEPY MiATBEPIUKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYAOBOTO 3aKOHOJABCTBA.

10. Honoxenus npo denepanbhi 3akymiemai (FAR) — YyacHuk TeHaepa
MiATBEPDKYE, 10 o3HaHomuieHui 3 IlonoxeHHaM mpo QenepaibHi
sakymiBni (FAR) 1 He mopymrye >OZHOTO MiATBEpIKEHHS, LIO
BHUMAraeThCs 3riHO 3 BiamoBigaumu HopMamu FAR, y Tomy guci, ane
He 00MEeXyIOUHCh MiATBEPUKEHHIME CTOCOBHO JIOOITOBaHHS, Xabapis,
MOXKITHBOCTI piBHOTO IpareBIalTyBaHHS, KOMIIEHCAIIHHOT
JUCKpUMiHAMii, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (enepaibHi
rOCHOAAPCHKI omepartii.

11. JoTpuMaHHS BUMOT NpAalliBHUKAMHU — YYaCHHUK TEHACPY TapaHTye,

1[0 BUMaraTuMe BiJl yCiX MpaIliBHUKIB, IOPUIUYHUX Ta GI3UIHHX OCI0 —
Ha/IaBayiB MOCIYT Yy 3B’S3Ky 3 BUKOHAHHSAM /JlOroBOpy Ha 3aKyHiBIIIO
kommaHii «DAl» 1oTpuMyBaTHCh BUMOT BiANOBiAHOTO J[OrOBOpY.

[omaroun mpomo3uLilo, YYacHHKH TEHIEPY LUM IOTOUKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
bOMY JOKYMEHTI, a TaKoX IMpH YKJIaJeHHI JOTOBOPY MOBHHHI OyTH
TOTOBI MiAMMCATH I1i 3asIBH Ta MiATBEPIKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees/ logaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKU, CyONiapAAHUKN Ta rPaHTOOTPUMYBaYi KoMmnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAI will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

I SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

Il MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY

NATW/NITUNIIT DDIND DEACIDT NME AN TINIINIIE CNITITV IN/CARMN

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucauii orusix mnorounux Bumor ypsiny CIHIA — ynikanbHuii ineHTudikarop opuanasoi ocoon (SAM)
[ounnatoun 3 4 xBitHA 2022 poKy, OpUAMYHI OCOOHM, fAKI BEOYTh MAISUIBHICTH 13 (enepanbHuM YpsSaoM,
BUKOPUCTOBYBAaTHUMYTh YHIKaNbHUI ieHTH]iKaTop ropuauaHoi ocoou (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VuikanpHui igeHTH(iKaTOp fopummuHOi ocodbu (SAM) — me 12-3HauHuMid  andaBiTHO-UM(PPOBUIT KoM, SIKHA
KOHTPOJIIOETHCS Ta IIPHCBOIOETHCS YPSAAOM 1 HAISXKUTH ypsiay. BiH gonomarae ypsity cipocTUTH nporiec igeHTudikarii
Ta TEPEBIPKH IOPUIUYHUX OCI0, TMOJETIIYIOYH W POOJSYM MEHII OOTSHKIMBUM JUIS FOPUAWYHUX OCi0 BeJeHHS
JUSIBHOCTI 3 PeiepaibHUM YPSIIOM.

InenTudikaTtop HagaeTHC PUANIHAM 0cO0aM ITijl yac peecTparlii, abo ) Horo Mo)KHa OTpuMartH Ha caiiti SAM.gov
0e3 peectpartii. ITociyru 3 migrBeppkeHHs inentudikatopa mis ypsay CIIA wanae xommanis Ernst and Young.
Iadopmaris, HeoOXiaHa AT OTPUMAHHS YHIKaIbHOTO ifleHTU(]iKaTopa opuanyHoi ocodn (SAM) 6e3 peectpanii, —
MiHiMabHa. [nenTrdikaTop miATBEpIIKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi oprasizauii. Lle miaTeepmxeHHs
TOTO, 1110 Ballla OpraHi3ailis € TUM, 3a Koro cebe BHIAE.
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VHikanpHU# iaeHTH(IKATOP PopuarndHoi ocoou (SAM) HagaeThecst 0€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucaunii orysg kosmmHix Bumor ypsixy CIIHA — DUNS

VHiBepcanbHa cucrema Hymepaiii ganux (DUNS) — e cucrema, po3po06iieHa i KOHTpoJibOBaHa Kommaniero Dun and
Bradstreet, sika mprcBoO€ Cy0’€KTy rOCIOIAPIOBAHHS YHIKAIbHUHN B’ ATH3HAYHUI nU(poBuii inenTudikatop. Taka
CHCTEMa € CBITOBHM CTaHAapTOM 1 paHime BHKOpUcTOByBajachk ypsimom CLIA st mpuCBOEHHS yHIKaJIbHHX
ineaTudikaropiB wopuandHUM ocodam. 4 kBiTHA 2022 poky ypsa CLIA npunmuHWB BHKOPUCTAHHA ITi€] CUCTEMH i
3aMiHMB ii Ha yHIKaIIbHUH ineHTH(iKaTOp PopuandHoi ocodu (SAM). [licns 4 keiTas 2022 poky denepanbHA ypsiI He
BuMaratume Homep DUNS.

Sxmo ropunmaHy ocoly Oyio 3apeecTpoBaHo Ha caiTi SAM.QOV (3 akTUBHOK ab0 HEAKTUBHOK PEECTPAILIEIO),
VHIKapHUN ienTrdikarop ropuandaoi ocoou (SAM) OyB NpUCBOEHHI 1 TOCTYITHUIA JJIS IEPETIISAY B OOIIKOBOMY
3amuci opraHizamii Ha caiiti SAM.QOV e g0 mepexoay, skud BigOyBcs 4 kBiTHsS 2022 poky. YHIKaIbHUIA
ineHTudikarop opuandHOi ocodou (SAM) MOoKXHA 3HAWTH, YBIHIIIOBIIN 10 CHUCTEeMH Ha caiiti SAM.QoV i BuOpasmun
Bi/uKeT «YTipaBiiHHs opraHizauieto / Entity Management» y cBoemy po6o4omMy rnpoctopi abo yBIfIIOBIIN 10 CHCTEMH
1 BUKOHABIIIX MOMYK 1H(GOpMALii Tpo I0pUIUIHY 0C00Y.

For more information on obtaining the Unique Entity [ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Information about OCI/ JoaaTtok F: IHdbopmauisa npo OKI

The table below provides basic information about the OClIs and its scope.
VY Ttabnuni HUK4e HaBeneHo 0a3oBy iHpopmanito npo OKI Ta fioro macmrad.

Name of OCI / Hazsa OKI

Joint Stock Company «Ukrainian Railway» /
AT «YKkp3aniaHuusa»

Official Website / Odirtitinuit Be6-caiiT

WWW.UZ.gov.ua

Number of employees / KinbkicTsb mpariiBHUKIB

184 000

Number of main divisions (departments) / Kinskicts
OCHOBHHUX CTPYKTYPHHUX MiIPO3/IiIiB (JemapTaMeHTiB)

44 departments, 38 branches

Number of regional offices / KinbkicTs perionambHux
IIPEICTaBHUIITB

6 Regional branches (railways), 135 300 employees

The number of informational systems, administrated
or managed by OKIs / KinbkicTs iHopMaIifHux
CHCTEM, aJMiHICTpaTOpaMu ad0 pO3NOPSITHAKAMU
axux € OKI

Near 50 big/complex IS
More than 300 local 1S managed and used by branches
and regional branches

Name of OCI / Hazsa OKI

«Main Information and Computing Center» Branch/
®Dinis «["onoBuuii ingopmaniiino-004nCII0BAILHIT
HEeHTP»

Official Website / Odiniitanii Be6-cait

gioc.uz.gov.ua

Number of employees / KinbkicTs npaitiBHUKIB

2118

Number of production divisions / KinbkicTs
BUPOOHUYMUX ITiIPO3IILITIB

6 production divisions

Number of regional offices / KinbkicTs perioHaabHUX
NPEICTABHUIITB

16 Regional Information and Computing Centers

The number of informational systems, administrated
or managed by OKI / KinbkicTs iHOpMaIiitHuX
cucTeM, aJIMiHICTpaTopaMu ab0 PO3MOPSIIAHUKAMHA
skux € OKI

Near 50 big/complex IS

Name of OCI / Hazsa OKI

Regional branch «Lviv railway»/
PerionaabHa ¢iiist «/IbBiBCbKa 3aTI3HALID)

CTPYKTYPHHUX HiAPO3ALIiB

Official Website / Odiuirinuii Be6-caiit Iv.uz.gov.ua
Number of employees / KinbkicTs npaiiiBHUKIB 24 673
Number of structural divisions / KinbkicTh OCHOBHHX 69
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Number of regional offices / KinpkicTb perioHaabHuX
npeaACTaBHULITB

The number of informational systems, administrated
or managed by OKI / KinekicTs indopMariiHmx
cHucTeM, aIMiHiCTpaTopaMu ab0 pO3MOPAIHUKAMHU
sikux € OKI

Near 50 local IS

Name of OCI / Hazsa OKI

Regional branch «Southwest railway»/
Perionannna ¢inis «IliBnenno-3axigna 3aaizsHuus»

Official Website / Odiriitamit Be6-caiit

swrailway.gov.ua

MPEICTAaBHUIITB

Number of employees / KinbkicTb npaiiiBHUKIB 26 922
Number of structural divisions / KinbkicTh OCHOBHHX 78
CTPYKTYPHHUX HiAPO3MALTiB

Number of regional offices / KinbkicTs perioHaabHUX 1

The number of informational systems, administrated
or managed by OKI / KinbkicTs iHOpMaIiitHuX
CHUCTEM, aJIMiHICTpaTopaMu ab0 pO3NOPSTHUKAMHA
sikux € OKI

Near 80 local IS

Name of OCI / Hazsa OKI

Regional branch «South railway»/
Perionanbna dinis «IliBreHHa 3ajai3HuLsD)

Official Website / Odiniiinnii Be6-caiit pz.gov.ua
Number of employees / KinbkicTb npaiiiBHHKIB 22 788
Number of structural divisions / KiiibkicTs 0CHOBHHX 77
CTPYKTYPHUX MIAPO3ALIIB

Number of regional offices / KinbkicTs perionanbHux 1

MPEJICTAaBHULITB

The number of informational systems, administrated or
managed by OKI / KinbkicTs iHpopMaiiiHuX CHCTEM,
asMiHicTpaTopamu abo posnopsiaaukaMu sikux € OKI

Near 50 local IS

Name of OCI / Hassa OKI Beglonal brfar]ch «Odesa rallvv.ay»/
Perionannna ¢inia «Onecbka 3aJi3HUIsD)
Official Website / Odiriiinuii Be6-caiit odz.gov.ua
Number of employees / KinpkicTb npamiBHHKIB 25 458
Number of structural divisions / KijibkicTh 0CHOBHHX 83
CTPYKTYPHHUX MIAPO3ALIIB

==DAlI

PAGE 37




REQ-KY1-24-0255

Number of regional offices / KinpkicTh perionansaux
IIPEACTaBHULITB

The number of informational systems, administrated or
managed by OKI / Kinbkicts iHGOpMAIIfHIX CHCTEM,
aaMiHicTpaTopamu abo posnopsaaukaMu sikux € OKI

Near 35 local IS

Name of OCI / Hazsa OKI

Regional branch «Prydniprovska railway»/
Perionaanna ¢inisa «IIpuaninposcbKka 3ai3HULD)

Official Website / Odimitinuii Be6-caiir dp.gov.ua
Number of employees / KinbkicTs mpamiBHUKIB 22 472
Number of structural divisions / KifapkicTh 0CHOBHHX 73
CTPYKTYPHHUX HiAPO3MAiTiB

Number of regional offices / KinbkicTs perioHaabHUX 1

MPECTaBHULITB

The number of informational systems, administrated or
managed by OKI / Kinekictb iHdopMaliiiiHux cucrem,
aaMiHicTparopamu abo posnopsizHukamu skux € OKI

Near 40 local IS

Name of OCI / Hazsa OKI

Regional branch «Donetsk railway»/
Perionaabna inis «/loHenbka 3aai3HULS»

Official Website / Odiniitanii Be6-caiit

Number of employees / KinbkicTs mpariiBHUKIB

12 987

Number of structural divisions / KiiibkicTs 0CHOBHHX
CTPYKTYpPHUX TiAPO3ALTIB

125 (51 without TOT of Ukraine)

Number of regional offices / KinbkicTs perioHanbHuX
TIPEICTABHHUIITB

The number of informational systems, administrated or
managed by OKI / KinbkicTs iHpopMaiitHuX cHCTEM,
aaMiHicTpaTopamu abo posnopsaaukaMu sikux € OKI

Near 30 local IS
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Attachment G: Past Performance/ JogaTtok G: [locBig po6oTtu

Please indicate orders that best illustrate your company work experience relevant to this Request starting from the most recent. The services performed
over the past three years will be considered.

[IpocrMo BKITIOUNTH 3aMOBIIEHHS, SIKI HAMKpAIIIE LTIOCTPYIOTh TOCBiA poOOTH Balioi KOMMIaHil, akTyallbHUH TS IIHOTO 3aIUTY, TOYHHAIOYN 3 OCTAHHBOTO
3aMOBJICHHS. BepyThes 10 yBaru mociyru 37iHCHEHI IPOTIrOM MUHYJIUX TPhOX POKIB.

Ne | Project | Description | Client name/ Price in | Period of works | Completed in | Transfer and | Type of agreement,
Title/ of phone number, | UAH/ (Start-End time (yes/no)/ | acceptance act | subcontract, grant, order
Haszsa | Activities/ | e-mail/ Bapricte y | Dates)/  Jlatu | 3aBepmeno y | signed (yes/no)?/ (fixed price, with
npoekt | Ommc Hasea kiienta/ | TpH. MOYaTKY i | ctpok (Tak/Hi) | Uu miamucano aktu | reimbursement of expenses)/
y HismpHOCTI | HOMED 3aBEPILECHHA NpUAMaHHS- Tun yroau, JIIOrOBOPY

tenedony,  e- pooiT nepepadi  pobit? | cyOmiapsay, TpaHry,

mail (Tax/Hi) JOTOBOPY Ha 3aKkymiBiio (3
(hikcoBaHOIO IiHO¥O, 3
BiJIIIKO/IYBaHHSIM BHUTPAT)

1

2

3

4

5

=DAlI

PAGE 39




REQ-KYI-24-0255

Attachment H: Proposal Checklist/
Hopatok H: Yek-nuct npono3unuii

Offeror: Have

you?

D Submitted your proposal to DAl electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above)?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)

|:| Price Proposal (submitted in PDF and Excel format)
D Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment G).

|:| Documents used to determine Responsibility (As required in section “Responsibility Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment G).
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