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WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCI_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
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NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeranHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBOEI KoMnaHil, o6 NpsiMo Ha Lo agpecy IM MoxHa Oyno HagcunaT 3MiHM 4O LbOoro
3annty abo iHWi noBigoMneHHs. byab-aKun NOTEHUINHUIA Y4YaCHUK TEHOEPY, KA TakUM YMHOM He
BUABUTb CBOK 3alikaBneHicTb, Gepe Ha cebe NOBHy BigMOBIAANbHICTE Y pasi HeOTPUMaHHS
noBigOMNEeHb [0 KiHUEBOro TepMmiHy MogdaHHA npono3uuii. byab-aki 3miHM 0O uboro 3anuty

HANCIAANATIAMVITIACGA AMNAKTNNHHNIKN ANITIITOAKN

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)/
Ctucnum ornapg 3anuTy Ha HagaHHA npono3uuii (3anuT)

1.RFP No. REQ-KY1-24-0267

2.1ssue date: December 12, 2024

3.Title
Provision of services for Critical Infrastructure
Cybersecurity Incident Preparedness Assessment

(CICIPA) for the Object of critical infrastructure (next
— Object of critical infrastructure, OCI) - the
Dnipro City Council, Municipal Enterprise “Digital
Transformation and Automation of Information
Processes of the City “eDnipro” of Dnipro City
Council and Municipal Enterprise “INFO-RADA-
DNIPRO” of Dnipro City Council - 3 separate OCIs
— 3 separate reports for each stage in accordance
with the requirements of the NIST Cybersecurity
Framework 2.0 and provide recommendations for
improving the state of cyber readiness under USAID
Cybersecurity Activity.

4.E-mail address for submission of Proposals

Proposals should be
UkraineCCIl_Proposals@dai.com.

submitted to

5. Deadline for Receipt of Questions

December 19, 2024, Kyiv, 2 p.m. Ukraine Time to the
e-mail address UkraineCCIl_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
guestions and answers will be posted publicly on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

December 26, 2024, 4 p.m., Kyiv, Ukraine Time to the
e-mail address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3anut Ne REQ-KY1-24-0267
2. laTa nanauus 3anuty: 12 rpyans 2024
3. Ha3Ba

3aKkymiBisg TOCIYT JIarHOCTYBaHHS IOTOYHOTO PiBHA
kibepbesmekn must O6’ekTa KPUTHYHOI iHOPACTPYKTYpH
(mami — OO’ext kputmyHoi iHdpacTpykrypu, OKI) -
Juinposcekoi Michkoi panu, KoMmyHamsHOTO MignpreMcTBa
“Hudpora TpaHchopMaItis Ta aBTOMAaTH3AITiS
iHpopMaLiiHuX TpoueciB Mmicta “e/[Hinpo” JHIIPOBCHKOT
Micekoi pamu ta KomyHnanpHoro mignpuemctBa “IH®O-
PAJJA-THIITPO” [ainpoBchKoi Michkoi paan - 3 oKpemi
OKI - 3 oxpemi 3BiTH 32 KOXKeH eTam, BIIIOBIITHO 0
Bumor NIST Cybersecurity Framework 2.0 ta HaganHs
peKoMeHmaIii AN TOKpAaIleHHA Ta TOCWICHHS pIiBHS
3aXUCTy  Big  kibepaTak B pamMKax  IPOEKTY
USAID/Kibep6e3meka.

4. EnexTpoHHa aapeca /sl MOJAHHS NPONO3uLiii

[Ipomno3wuriii MaroTh 0JaBaTUCh Ha
UkraineCCl_Proposals@dai.com

azapecy:

5. KinneBuii TepmMiH 0OTpUMAaHHS 3aNIUTAHD

14.00 3a micueBuM KHIBCHKMM 4acoM B YKpaini 19 rpyaus
2024 poxy, Ha aapecy: UkraineCCl_Procurement@dai.com
[MuTanHs Ta 3amUTH Ha PO3'ICHEHHS - 1 BIAMOBiAI Ha HUX
OyIyTh HasaHi B MUCHEMOBIH (OpMi IUTsl BCIX OJIepXKyBadiB
3amuTy Ha  HajaHHS ~ OPONO3WIil, SKI  BKazaiu
3aIliKaBJICHICTh y BIAMOBIAI HA HBOTO. [TUTaHHS 1 BiIOBI I
OynyTh mommpeHi, 0e3 ineHTudikarii 3anuryBada (iB), A5
BCiX MOTEHIIHHUX mnpomo3umii. KpiM Toro, muTaHHs Ta
BiANOBiAl OymyTh po3MilieHi myONiYHO Ha TIiH ke
wiatdopmi, e po3MilleHUH 3anuT Ha HaJaHHS ITOTIO3MIIIH

6. KinueBuii TepmMin oTpuMaHHs MPoONO3ULiii

16.00 3a mMiciieBMM KMIBCHKMM 4acoM B YKpaiHi 26 rpyans,
2024 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHITL VYBATI'Y, IO AJIPECA EJIEKTPOHOI
[NOoTH 11 OTPUMAHHSA 3ATIMTAHD TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EHEKTPOHOI T[TOUITHU JUIS OTPUMAHHA
ARE DIFFERENT ITPOITO3ULIN BIAPIZHAKOTHCS
— DAI PAGE ii
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7. Point of contact

UkraineCCI Procurement@dai.com
8. Anticipated Award Type

Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for the award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility.”

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion, or conflicts of interest.
Any requests for payment or favors by DAI employees
should be reported to ethics@dai.com or by visiting
www.dai.ethicspoint.com as soon as possible. Further,
any attempts by an offeror or subcontractor to offer
inducements to a DAI employee to influence a decision
will not be tolerated and will be grounds for
disqualification, termination and possible debarment.

7. Anpeca 1uis 3anuTiB

UkraineCCI Procurement@dai.com

8. OuikyBaHMii B KOHTPAKTYy

Jorosip Ha 3aKymiBITO i3 (hiKCOBaHOIO IIHOIO

9. ITiacraBa ISl yKJIaJieHHSI KOHTPAKTy

Pimenns mpo ykimamaHHS KOHTPAKTy Oyle MpUMAaTHCh Ha
OCHOBI MeTO1y MOPiBHAIbHOTO aHami3y. KoHTpakr Oyne
YKIIQJICHO 3 BiANOBIJATbHAM Ta HMPUHAHATHAM Y YaCHHUKOM
TeHAepy, KWW MomacTs HaWkpamry mporo3uiiito DAI ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYFOUH TOETHAHHS TEXHIYHUX
Ta I[IHOBUX/BApTICHUX MOKA3HUKIB.

Jug Toro, mo0 NpWHHATH y4acTh y TEHAEpi, YUYacCHUKH
TEHAEpy MOBWHHI BIINOBIJaTH BUMOTaM, BH3HAUYECHUM Y
Po3znim «Bu3HadyeHHs BIAMOBIIAILHOCTIY.

DAI Bene cBOIO AisUTBHICTH BIATOBITHO O HAHCYBOPIMIUX
€TUYHUX  CTAaHJApTiB, W00 3a0e3MeYuTH  YECHICTh
KOHKYPEHLIii, IPUAHATHI WiHU Ta yCIilIHE HaJaHHS MOCITYT
abo ITocTaBKy SKICHUX ToBapiB Ta oOmagHanHa. DAI He
TEpIUTh KOpyMIii, XabapHUITBA, 3MOBH YHM KOH(PIIKTY
inTepeciB. [Ipo Oynp-sKi 3amuTH Ha oruaTy abo MOCIyTH
cuiBpoOiTHEKIB DAI cmif sikoMora mBHIIIE TOBLIOMISTH
Ha ethics@dai.com abo Bi/IBiIaBIIH
www.dai.ethicspoint.com. Kpim Ttoro, Oyms-ski crnpobu
KOHTpakTepa 4M  CyOmiAps/IHMKAa  3alpOINOHYBaTH
ciBpoOiTHHKaM DAI 3a0x0ueHHs Ta BIUTMHYTH Ha PillIeHHS
He OyayThb JIONYCKAaTHUCA 1 CTaHyTh IiJCTaBOIO IS
JTUCKBaTi(iKalii, IPUIHUHEHHS Ta MOKJIMBOTO OJIOKYBaHHSI.

=DAlI
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Introduction and Purpose/ Bctyn Ta MeTa

Purpose

Meta

The purpose of this RFP is to obtain proposals from
suppliers that can provide services to USAID
Cybersecurity Activity (the Activity) DAI Global
LLC to carry out diagnostics for the
Dnipro City Council, Municipal Enterprise
“Digital Transformation and Automation of
Information Processes of the City “eDnipro” of
Dnipro City Council and Municipal Enterprise
“INFO-RADA-DNIPRO” of Dnipro City Council.

- 3 separate OCls — 3 separate reports for each
stage as per the requirements included in the Scope
of Work of this RFP.

MeToro mHOTO 3alUTy € OTPUMAHHA MPOMO3MUINH Bixg
MOCTAYaNIbHUKIB, SKi 3MOXYTh HAQJaTH TOCIYTH s
npoexty «USAID Kibep6esneka» (nami — [IpoexT), sikuii
Bukonyetrbcsi DAI Global LLC, 3 piarHOCTyBaHHS
ITOTOYHOTO pPiBHA KiOepbOe3neku JIHinpoBchKOi
Micbkoi  paau, KoMyHaJbHOr0  mianmpueMcTBa
“IludpoBa _Tpanchopmanis Ta aBroMaTH3alis
indopmauiiiHux npoueciB MicTa “elainpo”
JninpoBcbkoi  Mmicbkoi  paau Ta KoMYHaJBLHOIQ
MiINPUEMCTBA “IH®O-PAJJA-JHIINPO”

JHIinpoBCcLKOI MicbKOI paau-

3 oxkpemi OKI — 3 okpeMi 3BiTH 32 KOKEH eraln 3riTHo
BHMOT, 3a3HaYeHuX B TexHiyHOMY 3aBJIAaHHI 10 IILOT0
3anuTy.

Issuing Office

Odic, 110 BUIAE 3a0MT HA HAJAHHS NIPONO3UILiH

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anmuT HA HAJAHHS TPOIO3UINH, Ta
KonTakTHa ocoba, 3a3HaueHa y CTUCIIOMY OTJISIII BHIIE, €
€IMHOI0 KOHTAKTHOIO 0c000i0 B kKommadii «DAID» mms
iJei IboTo 3anuTy Ha HaJlaHHS MPOTO3ULlid. by nb-saxuit
MOTCHIIHHUI YYacHUK TEHJIEpY, SKUH HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B IbOMY 0dici, Oepe Ha ceOe MoBHY
BiJIMIOBIAJBHICTG y BWIIAJKY, SKIIO BIiH HE Oyne
OJICP)KyBaTH TMpsAMi  TOBIJIOMJICHHS Ta  BIANOBIAHY
iHpopMallito (3MiHH, BIAMOBiJIi HA 3alUTaHHS TOIIO) JO
JIaTH 3aKPUTTS.

Type of Award Anticipated

OuikyBaHnii BUJI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTpakr i3 ¢ikcoBaHoI0 WiHOI0 — 16 BUHAaropoza 3a
3arayibHy (DIKCOBaHy I[iHY, 3a HaJaHHSA KOHKPETHHX
HOCITyT, TOBapiB YU pPe3yJbTaTiB, SKa HE KOPHIYETHCS,
AKII0 (aKTUYHI BUTPATH BUII a00 HIDKYI 32 (ikcoBaHY
1iny. O4iKy€eThCsl, M0 YYaCHUKH TEH/IEPY BKIIOYATUMYTh
yci mpsMi Ta HenmpsMi BUTpPAaTH JO 3arajibHOi
3aIpOIIOHOBAHOI IiHU.

Hananus nporo 3amuty B *KOIHOMY pa3i HE 3000B’s3y€
kommanito «DAID» yknmagaTu JOroBip Ha 3aKyHiBIIIO, i
YyacHUKaM TeHJAepy He BIINIKOJOBYIOTECS OyIb-sKi
BUTPATH, TIOB’s[3aHi 3 MiATOTOBKOIO MPOIO3HIIi.

=DAlI
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General Instructions to Offeror/ 3aranbHi iHCTpPyKUil

General Instructions

3araabHi iIHCTpYKIii

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

e Offerors wishing to respond to this RFP must submit
proposals in_English _in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions not
modified in the amendment shall remain unchanged.

e Issuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the preparation
or submission of their proposal. DAI shall in no case be
responsible for liable for these costs.

¢ Proposals are due no later than December 26, 2024, 4
p.m., Kyiv, Ukraine Time.

¢ Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCIl_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to this
RFP will constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. DAI reserves the right not to
evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the
subject line of e-mails.

o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

® «YyacHUK TeHIepy» Ta/ab0 «CyOmiapsaagHuK» O3HaYae
(hipMmy, sfKa MPOMOHYE BUKOHATH POOOTH B paMKax I[bOTO
3anuty Ha HamaHHA nporo3uliil. «I[Ipomo3uris» o3Hauae
MakeT JIOKYMEHTIB, sKi (ipMa 1mojaae, oo 3armpornoHyBaTH
BHKOHAHHS POOIT.

e VY4YacHHKHM TEHJEpPY, AKi Oa)KaroTh BiANOBICTH Ha LeH
3anuT Ha HAmaHHA TPOIO3WINHM, ITIOBHHHI ITOZaBaTH
MPOMO3UIlil AHIJIIHCHKOKW BiJMIOBIIHO 10 I1HCTPYKIIiH,
BKa3aHWX Yy [bOMY JOKYMEHTi. YUYacCHHKH TEHIEPY
3000B's3aHI TEPETNIAHYTH BCi IHCTPYKIIi Ta TEXHIYHI
XapaKTePUCTUKH, IO MICTATECA B IHOMY 3amuTi Ha
HaJaHHS MPOMO3MIiH. Pu3nku He3ifiCHEHHS I[bOr0 Hece
YyacHuk TeHAepy. SKIIO 3ampolleHHS A0 HagaHHS
MIPOTO3UIIiil Oy/1e 3MiHEHO, TO/Ii BCi IMOJIOKEHHS Ta YMOBH,
sIKi He OyJTM 3MiHEHI, 3aJIMIIaTHCSl HE3MiHHUMU.

e OmnpuTroIHEHHS HOTO 3aNUTy Ha HA/TaHHS MPOTIO3ULIIH
YKOJTHUM YHHOM He 3000B's13ye kommnaHito «DAI» ykmagaTu
CyOKOHTpakT a0o0 JOTrOBip Ha 3aKyMiBIIO. YYacHUKaM
TeHJepy He OyayTh BiJIIKOIOBYBaTHCS OYyIb-sKi BUTPATH,
MOB'SI3aHi 3 IMiJITOTOBKOX 200 MOJAaHHAM iX IMPOMO3HIlii. 3a
J)KOOHMX  oOcraBuH, KommaHia «DAI» He Hece
BiJIMTOBIaIbHOCTI 32 Il BUTPATH.

e [Ipomo3utii MatoTe OyTu monani He mi3Hime 16:00 3a
MICLIEBUM KHiBCBKMM 4acoM B YkpaiHi 26 rpymns 2024
POKY.

e 3BepHITH yBary, mo IPOMO3UIil MaroTh IOJIABATHCS
Juile B eJeKTPOHHOMY BUIJISAAI HA €JIEKTPOHHY ajpecy
UkraineCCl_Proposals@dai.com.

e [Iponosunii, mogani mi3Hime, OyAyTh BigXwieHi, 3a
BHHSATKOM BUNAJKIB Ha/I3BHYAHMX OOCTaBUH Ha PO3CY]
koMmmaHii «DAI».

o [logannsa npomo3utii kommanii «DAID» y BinmoBiap Ha
ned 3anuT Ha HaJaHHS NPOTO3WIINA Oyjae SBJISATH COOO0
MIPOITO3UIIiIO Ta CBIIYUTHME IIPO 3roly Y YacHHKA TEHAEPY
3 TIOJNIO)KEHHSIMH Ta YMOBAaMH, SIKi MICTSTBCA Y IIbOMY
3anuTi Ha HaJaHHS IPOIO3UILIIH Ta OYIb-SIKUX J0AaTKaX JI0
Hboro. Kommanis «DAI» 3anumae 3a coboro mpaBo He
OIIIHFOBATH HEBIJIOBITHY a00 HETIOBHY IPOITO3UILiIO.

o V memi_ nogidomaenusa _eaeKmpoHHOW HOUWIMOI0
MaroTh OyTH 3a3Ha4eHi HOMep 3aluTy Ta Ha3BY.

e VYci npono3ulii TOBUHHI MICTUTH CYNpPOBIAHUHN JIHUCT,
10 Mae JaTy, TiImc Ta MevYaTKy
YyacHuKka TeHJepy. YUYacHUK TEHIepy Mofa€ Iel JHCT y
dhopmarti .pdf.

=DAlI
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e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-
inclusive service price, roll them up, and distribute them

across the listed deliverables in the USD or Hryvnia

(UAH).

Offerors shall be informed that all payments will be made
in local currency per the cooperating country's
regulations. If the contract is signed in dollars and the
invoice is submitted in dollars, the program will pay the

vendor in local currency (hryvnias) using DAI’s bank

exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in the
Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract

Ne72012120C00002 registered with the Cabinet of

Ministers of Ukraine, having the registration card

Ned464-27 of December 06, 2024.

e Each Offeror and any of its subsidiaries shall submit

only one proposal.

Yyacauku TeHzaepy 3amoBHOIOTH Jomatoxk C: Ilpaiic-
JUCT. YYaCHWKH TEHIepy MOBWHHI BKa3aTH 3arajibHy Ta
BCEOCSHKHY I[iHY Ha TIOCIYTd, 3arajibHy MiHy Ta
PO3MOIUIMTH IiHY 1O BKa3aHWX pe3yJbTaTax B JoJlapax
CIIA abo rpuBHI.YUaCHUKH TEHIEpy TIOBUHI OyTH
poiH(OpMOBaHi, 110 yCi IUIATEXKI 3MIMCHIOBATUMYTHCS B
MicieBili BamIOTI 3riHO 3 3aKOHOJABCTBOM YKpaiHHU.
Sxmo pgoroBip Oyae mignmcano B momapax CIHA, i
paxyHok-(aktypy Hagano B gomapax CLIA, mporpama
CIUIaTUTh NTOCTAYAJILHUKY B MicleBili BaJdIOTi (TpMBHAX)
3a 0aHKIBCbKMM KypcoM Oanky lIpoexTty Ha aeHb
nepexasy.

e IlonaTtoxk Ha nopany Bapticts (II/IB) He mae OyTm
3a3HaveHuil y mpaiic-imeti. Ui mocmyrm mimiATaroTh
3BUTBHEHHIO Bif omnojartkyBaHHsa [1JIB BimmoBimHO 1m0
OCHOBHOro KoHTpakTy kommanii «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanmM y  KaGineri
MinictpiB YkpaiHu, peectpariiiHa kaptka Ned464-27 Bin
06 rpynns 2024 poky.

e KoxxeH YdacHUK TeHAEpy, Ta OyIb-sKi HOTO JOYipHI
KOMIIaHii, MO>K€ TI0O/IaTH JIUIIE OIHY MPOTO3UIIIIO.

Proposal Cover Letter

CynpoBignuii JUCT 10 NPONo3uuii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall include

the following items:

e The Offeror will certify a validity period of 60

calendar days for the prices provided.

o Acknowledge the solicitation amendments received, if

applicable.

[Ipomo3uriisi Mae BKIIOYATH CYMPOBITHUM JHCT Ha
¢ipMoBOMy OnaHKy YdYacHHKa TEHIAEpPY, CKpIiIUICHHUH
MIiZMACOM HAICKHAM YHHOM YIOBHOBaXKCHOI 0COOH Ta
MITAMIIOM/TIEYaTKOK KOMITaHii 3 BUKopuctaHusm Jlonarky
B B sxocti mabnonHoro ¢opmary. CymnpoBigHHE JIUCT
ITOBUHEH MICTUTH TaKi ITyHKTH:

e VY4YacHWK TeHJAEpPY IMOBHUHEH MiATBEPAUTH IMEPiox
YUHHOCTI ~ 3alpOIIOHOBAaHUX  IiH  mporsrom 60
KaJeHIApPHUX THIB.

e [lixTBep/KEHHSI OTPUMAHHS TEHACPHHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHs CTOCOBHO 3anuTy

Each Offeror is responsible for very carefully reading and
fully understanding the terms and conditions of this RFP.
All communications regarding this solicitation must be

submitted via e-mail to

UkraineCCIl_Procurement@dai.com no later than the

date specified above. All questions received will be
compiled and answered in writing and distributed to all

interested Offerors.

Questions SHOULD NOT be
UkraineCCI_Proposals@dai.com.

submitted

to

Koxen YwyacHMK TeHAEpPY € BIJNOBIJAJIBHUM 33 IyXKe
YBa)KHE MPOYMUTAHHS IHOTO 3alKUTy Ta MOBHE PO3yMIHHS
Horo YMOB. Yce CIUIKYBaHHS CTOCOBHO IIHOTO 3aITUTy Ma€e
HAJCHJIATUCh  CJIEKTPOHHOIO  TIOMITOKD  HAa  ajpecy:
UkraineCCIl_Procurement@dai.com we mismime parw,
3a3HavyeHoi Bume. Bci orpumani 3anmutaHHS OymyThb
3i0paHi, 1 BiANOBiAI Ha HUX OyayTh HaJjicIaHi
CJICKTPOHHOIO IMOIITOI YCIM 3alliKaBJICHUM YYacHUKaM
TEHIEPY.

3anutanns HE MAIOTDb mnoagaBatucsi 3a aapecoro
UkraineCCI_Proposals@dai.com

Bignosini Ha Oyxap-ski 3anuTaHHa He OyOyTh HaJaHi 1O
tenedony. Byab-ska BepOanbHa iHGOpMallis, oTpuMaHa BiJ

=DAlI
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No questions will be answered by phone. Any verbal
information received from a DAI, USAID/Cybersecurity
employee, or other entity shall not be considered an
official response to any question regarding this RFP.

TIpaIiBHAKA KOMITaHii «DAI», abo MIPOEKTY
USAID/Kibepbe3rieka 4m  iHINOI  Opradizaiii, He
BBXKAEThCSI  OPIIIIHHOI  BIAMOBIAMIO Ha  OyOb-iKe

3allMTaHHA 1040 IbOI'0 3aHI/ITy Ha HaJgaHHA HpOHOSHHifI.

Instructions for the Preparation of Technical
Proposals

IncTpyKuii 010 MiATOTOBKH TEXHIYHUX MPONO3UILiA

Technical proposals shall be sent in a separate attachment
from cost/price proposals and clearly labeled as
“YOLUME I: TECHNICAL PROPOSAL.”

Technical proposals shall include the following contents:

1. A document in MS Word of approximately 3-5 pages
that responds to the evaluation sub-criteria “Technical
Approach.” Description of the proposed services which
meet or exceed the stated technical specifications or
scope of work. The proposal must show how the Offeror
plans to complete the work (specific steps that will be
taken to produce the outputs listed in Attachments A and
C) and describe an approach that demonstrates the
achievement of timely and acceptable Performance of the
work. In this section, the Offeror must also show an
understanding of the services desired and how they intend
to design a product that will satisfy their client.

2. Management approach — Description of the Offeror’s
staff who will be assigned to the project and their roles
and responsibilities. The proposal should describe how
the proposed team members have the necessary
experience and capabilities to carry out the Technical
Approach. This section should also include the Offeror’s
Approach to communicating with DAI as well as a
timeline for delivering the required services. CVs and
Certificates for each team member are mandatory to be
provided.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of the
organization. See Attachment G.

4. Experience in addressing the needs stipulated under
“Additional task to task B at the request of the OCI”.
Offerors to provide information related to the specific

TexHiuHi Mpono3uii MoBUHHI OyTH HaJiCIaHi B OKpEMOMY
OJTATKy OKPEMO BiJ IIHOBOI Mpomo3wmii i MaroTh OyTH
gitko MapkoBaHi gk «TOM 1I: TEXHIYHA
HPONO3UILIA».

TexHivHI MPOMO3UIIiT MTOBHHHI MICTHUTH TaKi TOJIOKCHHS:

1. Jokyment y MS Word, o6'emom mnpubmuzno 3-5
CTOpDIHOK, SKHH BIANOBINA€E MIAKPUTEPISIM  OLIHKA
«Texniynuii _migxin». Y mnpomo3unii MOBHHHO OyTH
MOKAa3aHo, sIK Y YaCHUK TEHJIEPY TIAHY€E 3aBEPIIUTH POOOTY
(KOHKpeTHI KpOKH, sIKi OyIyTh BXKHTI OIS OTPUMAaHHS
pe3ynbTartiB, nepenidenux y Jomatkax A ta C), Ta omucano
MAXII, SIKUH JIEMOHCTpPYBaTUME 3a0€e3IeUYeHHs
CBO€YACHOTO Ta MPUIHATHOTO BUKOHAHHS POOIT. Y IbOMY
po3nimi YYacHHK TEHAEpY NOBHHEH HPOJEMOHCTPYBATH
PO3yMiHHS OakaHUX MMOCIYT Ta TOTO, SIK BOHU MalOTh HAMIp
CTBOPUTH MPOAYKT, SIKUH 3aI0BOJBHUTH iX KITIEHTA.

2. YnpaBaincbkuii miaxing — Onwuc nepconany YdyacHHKa
TEHJIEpY, KU Oy/ie 3aKpIIJICHO 32 MPOEKTOM, sika OyJie iX
POJIb Ta BiAMIOBIAANBHICTS. Y TPOTO3HIIIi CITif OTIMCATH, 110
3aMpoNOHOBaHI YWICHH KOMaHX MatOTh HEOOXITHUI JOCBI
Ta MOXJIMBOCTI JUIsS BUKOHaHHs TexHiuHoro migxomay. Llei
pO3ALN TOBHMHEH BKIIOYATH WiAXiJ YYacHHKA IIOAO0
koMmyHikarii 3 DAIL, a takox rpadik HagaHHSI HEOOXiTHUX
nociyr. OOOB’S3KOBO MMOTPIOHO Hajgath Pestome s
KOXHOTO wieHa komaunau ta Ceprudikary.

3. JocBin_po6oru — Hapaiite cnmcok moHaiimeHme 3
(TppOX) OCTaHHIX KOHTPAKTIiB aHAJIOTIYHOrO o0csATY Ta
TpuBasiocTi. [HpOpMaIis momaeTbes y BUISIAL TAOMMII i
BOHA IIOBMHHA MICTUTH IOPHJUYHY Ha3By Ta aJipecy
opraizariii, sSIKiii HaJlaBaJUCs TMOCITYTH, OMUC BUKOHAHUX
poOiT, TpuBamicTh poOOTH Ta BapTICTh KOHTPAKTY, OIHC
Oyapb-ikux mpoOsieM, [0 BUHHUKAIW, 1 SIK BOHU Oynn
BHPIIIICHI, & TAKOX MIHCHHUI KOHTAKTHUI HOMEp TeaedoHy
BIJIMOBIAaTbHOTO Ta  KOMIIETEHTHOTO  TPEJCTaBHHUKA
opranizamii. luBuce donarok G.

4. JlocBim nJsi 3a10BOJIEHHSI MOTpPed, BU3HAYEHHX Y
po3xiii «/lonaTkoBe 3aBganHs 10 3aBaaHHs B Ha 3anurt

=DAlI

PAGE 8




REQ-KYI-24-0267

experience the company and its employees have and
the tasks completed.

OCl». YyacHHKM HaaalTh iHJoOpMAaLlil0 CTOCOBHO
J0CBiny, cBOIX ciBPOOIiTHUKIB i 3aBeplIeHNX 3aB1aHb.

Services Specified

BusHaueHHs mocayr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’sa3ky 3 1M 3amuTOM Ha HamaHHS mporo3utiii DA
rmoTpeOye MmocayT, siki onucadi B JlogaTky A.

Technical Evaluation Criteria

KpwuTepii TexHiuHOI OiHKHT

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxxna mpomnosuwisi Oyne OIiHIOBaTUCS BigNOBIAHO 10
KpUTEPIiiB OLIHKH Ta CYOKpHUTEpiiB OIIHKH, SIKI BKa3aHi B
Tabnumi Hrokde. LliHOBI mpomo3uilii He OIIHIOIOTHCS 3a
0aJIbHOI CHCTEMOIO, OJHAK IUIS LeH 3arajbHOI OLIHKHA
HOTO 3aMUTy Ha HaJJaHHS MPOTIO3UILIiH, (haKTOpH TEXHITHOL
OITIHKH, BapTOCTI/IIHA, TPU IX TOETHAHHI BBaXKAIOTHCS
3HAYHO OiNBII BXKITUBUMH, Hi’K PaKTOPH BapTOCTI/IiHU.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

MNPUMITKA: [Ipomo3wuttiro Oyze OIiHEHO B MEPIITy Yepry
3a TexHiYHI acmekTd. Jluime IMiHOBI MPOMO3MINI THX
Y4yacHUKIB, sKI TMiJ Yac TEXHIYHOI OI[IHKU HaOpaiu
MiHIMaTbHHHA KBati(ikamiiauit 6an y 70 6amniB, mepeinyTh
0 eTamy OLiHKKA BaprtocTi. [lpomno3wmmii, siki HE HaOpamm
IBOTO KBajidikaiiiHoro Oajly B TEXHIYHIM OIlHII,
BBOXATUMYThCSI HEKOHKYPEHTOCIIPDOMOX)KHUMH ~Ta  HE
OyIyTb OLIIHIOBATHCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up as
follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task B at the request of the OCI
(20 points)

TexHiYHa KOMIIETEHTHICTh, TpeJcTaBlieHa B TexHiuHIN
mpomo3utlii, i3 100 MOXIMBUMHU 3aralbHUMH OajaMu
(hopMy€eThCSI HACTYITHUM YHHOM:
TexHiYHa KOMIIETEHTHICTh — TPEJCTaBlieHAa B TEXHIUHIN
niporto3utlii (3araom 100 6aniB)

Texuiunuii mixxin (30 6anis)
YupaBaincskmii miaxin (25 6ais)
Hocsin poooru (25 6aiis)

JlonaTkoBe 3aBaanHsi 10 3aBaaHHs B Ha 3anut OCI
(20 GamniB)
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise YuacHukH TeHIepy MOBUHHI HAJIATH YiTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crtuciny TexHidHY TPOMO3HINIO, SKa OXOIUIIOE SIK
practical approaches and addresses the following in the xonnenrtyanpHuii, Tak 1 TNPaKTUYHHNA TIIXOOH Ta

order specified below:

CTOCYETbCA HACTYIHOIO Yy HOPSIKY, 3a3HA4€HOMY
HUXKYeE:

Evaluation Criteria/ Kpurepii oninku

Technical Approach /
TexHIYHUN Miaxig

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

e a detailed methodological approach to the development of
recommendations, high-level design (HLD) and operational model

o clarity and comprehensibility of the procedure for determining the
duration of work.

¢ a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical
infrastructure, 30points /

30 OaniB

o confirmed experience of work in the field of critical infrastructure
cybersecurity for the same or similar activities.

[Ipono3utlii OWiHIOKTECS, BUXOASYH 13 BIAMOBIIHOCTI 3aIPOIIOHOBAHUX
pillieHb Ha OCHOBI BUMOT BUKJIAJICHUX Y 3alUTi, BKIIOYAIOUH:

® JeTaNbHUA METOMOJOTIYHHN MiIXi JO TMPOBEICHHS MiarHOCTHKH, a
TaKOX OIIIHIOBAHHS MOTOYHOTO Ta [UIBOBOTO PiBHS KiOepOe3mmeku 3riTHO
NIST Cybersecurity Framework 2.0;

e JeTAIbHUHA METOJOJOTIYHUI MiJXiJA 10 PO3pOOKHM peKOMEeHAallii,
BUCOKOpiBHeBOro nu3aiiny (HLD) ta onepauiitnoi moaeni

® YITKICTh Ta 3pPO3yMUTICTh MPOLENYPH BU3HAYCHHS TPHUBAJIOCTI
BUKOHaHHS po0iT;

® METOJOJIOTiE PO3pOOKM pEeKOMEHJalid, JJOpOXKHBOI KapTH IX
BIIPOBA/KCHHS Ta KOHCYJIbTATHBHOT MiATPUMKH PEICiE€HTA;

® IATBEpIKEHHUHA IOCBIN POOOTH B cdepi KibepOe3meKu KPUTUIHOT

iHPPACTPYKTYPH.

Approach/  KiieHTchkuii
VYrpaBmiHCEKHUH iK1

Client and Management

Ta

e List of qualified technical specialists assigned to support the Activity
and respond to immediate requests. )
e Confirmed experience of the proposed personnel (qualifications, | 22 Points/
resume) in the field of conducting cyber security diagnostics of critical 25 Ganis
infrastructure objects with an indication of the projects in which the
personnel participated (a list of relevant projects of each proposed
specialist)
Qualifications of team members must be confirmed by internationally
recognized certificates, namely:

e 5 points for meeting the minimum requirements
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(qualifications of at least 4 employees must be confirmed by
internationally recognized certificates, such as: CISA, 1SO 27001
Lead Auditor, 1ISO 27001 Lead Implementer, including at least
one employee with the Certified NIST Cybersecurity Framework
Lead Implementer certificate

e additionally, 4 points for certified specialists with certificates:
CISM, CISSP, Certified NIST Cybersecurity Framework Lead
Auditor, CGEIT, CRISC.

o Ilepenmik kBami(DiKOBAaHMX TEXHIYHHMX CICIHANICTIB HANaHUX Ha
miaTpuMKy [IpoekTy Ta st BiIOBIIi HA TEPMIHOBI 3aITUTH;
e [linTBepmKeHUIT TOCBi/ 3aIPONIOHOBAHOTO MEpCOHATY (KBamidikaris,
pestoMe) y cdepl TpoOBeNCHHS MiarHOCTHK KibepOe3meku 00’ €KTiB
KPUTHYHOT 1H(PACTPYKTypu 3 BKa3aHHSAM MPOCKTIB, Ji¢ IEPCOHA
mpuitMaB  ydacTh  (TEpeNik  BIAMOBIMHUX  TPOEKTIB  KOXKHOTO
3allpONIOHOBAHOTO CIEMiajicTa)
Kgamigikarmii 4ieniB koMaHAu Mae OyTH MIATBEpPIKCHA MIXHAPOIHO
BU3HAHUMH cepTudikaramu, a came:
e 5 OamiB 3a BUKOHAHHS MiHIMAJIbHUX BUMOT
(kBamiikamis npuHaiimMHi 4 ekcriepTiB Mae OyTU MiATBEpKEHA
MDKHapOIHO BU3HAHUMU cepTudikaTamu, Takumu gk: CISA, ISO
27001 Lead Auditor, ISO 27001 Lead Implementer, y Tomy uncii
HE MEHIe OJHOro criBpoOiTHuka 3 ceprudikatom Certified
NIST Cybersecurity Framework Lead Implementer)
. JIOZIATKOBO 10 4 Oaiii 3a HAsBHICTh Y KOMaH/i CHEUIaliCTiB, 3
ceprudikatamu: CISM, CISSP, Certified NIST Cybersecurity
Framework Lead Auditor, CGEIT, CRISC.

Past Performance / Jocsin
poboTu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

e Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure” criteria or are
officially included in the list of critical infrastructure facilities)

e [lixTBEepMKEHHS TOTO, IO KOMIIAHIS Ma€ JOCBIJ HaJaHHS TOCIHYT,
momiOHuUX 10 TuX, mo ommcaHi B OOcs3i pobiT 3 mpoekramu abo
nporpamMaMu TeXHi4HOT fjornomord, o ¢inancyrorses USAID B YkpaiHi?

o [lixTBepmKEHHS TOTO, O KOMIIaHisI Ma€ TOCBiT y cdepi KibepOesneku
KPUTHYHOI iHQPACTPyKTypH, pO3poOKM MOJITHUK 1 MPOLERyp, HaJaHHSI
KOHCYJIBTAIl, TPOBEJCHHS OIIHOK HA BIANOBIIHICTh MIKHAPOJTHHUM i

25 points /
25 OaniB
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HalliOHAIFHUM CTaHAapTaM KiOepOe3nekH Ta BH3HAUCHHS MOTOYHOIO Ta
uinsoBoro piBHs 3pinocti IT-nponecis 1 nporecis kidepoe3nexu?

e [linTBepMKEHHS TOTO, MO0 KOMIIAHIS Ta ii CHIBPOOITHUKH MalOTh
JIOCBiJ HE MeHIIe TproX (3) momiOHUX MpoekTiB y chepi iHdopmarmiitHol
0E3MeKH MPOTATOM OCTaHHIX TPHOX POKIB?

e IlinTBepmKeHHS, M0 KOMIIAHIA Ma€ JOCBIA TPOBENCHHS OLIHKU
iHpopMmamiiHoi Oe3mekn Ha 00’€KTaX KPHUTHYHOI IHPPACTPYKTYpH
(TaxuMu 00’ €KTaMU € M AMIPUEMCTBA, SKi BiIMTOBITAIOTH KPUTEPisM 3aKOHY
VYxpaiau «IIpo kputnaHy iHGpacTpyKTypy» a0b0 odimifHO BKIIOUEHi 110
nepesniky 00’ €KTiB KpUTHUHOI iHQPACTPYKTYPH)

Experience to address the needs
stipulated under “Additional
task to task B at the request of

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task? If so, a list and
confirmation is provided
e How many similar tasks was implemented by the company at critical
infrastructure facilities?
o The methodology and description of the approach to the task are

13 - -
the OC1 provided. 20 points /
/ JocBim g 3a40BOJICHHS 20 Ganis
MOTPEO, BU3HAYCHHX Y PO3MIN | o Yy mae xommamis Ta ii criBpoGiTHUKY crenudiuHuii 10CBin Ta
«JlonatkoBe  3aB/AHHA 710 CTpaTeriyHi KOMIETEHIi B BUKOHAHHI I0aTKOBOIO 3aBAaHHA? Ko Tak,
3apanus B na samur OCI» HaJaHO MepesliK Ta HiATBepXKEHHS.
e Ckiibku mNONIOHUX 3aBJaHb OyJIO peati30BaHO KOMIIAHIE Ha
00bEKTaX KPUTHYHOT iHPpacTpyKTypu?
e HajaHo METOJOMIOTIIO T2 OMKC MiAXOAY A0 BUKOHAHHS 3aBJAHHS
. . . 100 points/
Total Points / 3aranbpHa KinbkicTs 6aJiB 100 ganiB
— DAI PAGE 12
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Instructions for the Preparation of the Cost Proposal/ IHcTpykuii
LWoAo NiAroToBKM LiHOBUX Npono3unudin

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1I: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-27 dated December 06, 2024.

LinoBi mpomo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II: IIHOBA
HOPONO3UILIA».

Y Hoparky C nHamano mabmnon [Ipaiic-nmucta mocmyr.
VYdYacHUKM TOpPTiB 3aMOBHIOIOTH INAOJIOH Ta BKa3yIOTh
sSKOMOra  Oimple  geTaneil  mist  OOTpYHTYBaHHSA
3ampOINIOHOBAHOI ITiHH.

Li mocityry mijyisraroTh 3BUILHEHHIO BiJl OTIOAATKYBaHHS
[IIB BiAMOBIZHO IO OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-27 sin 06 rpyans 2024 poky.

Basis for award

IlincTaBu A8 yKJIageHHS KOHTPAKTY

Best Value Determination

BusnavenHsi kpamoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanaiisye yci nporo3uiii Ta nmpuiiMe
pilIEHHS PO YKIIJEHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OIMIHKK Ta BapTICHUX KPUTEPIiB OIIHKH,
3a3Ha4YeHUX BUIIE, Ta Bigdepe YdUacHHWKa TEHIEPY, SKUH
3po0MB HaWKpally Mpono3uiiro kommaHii  «DADy.
Kommaniss «DAID» Takox MOXe BiIMOBHTH Y PO3TIIIL
MPOMO3UIii, SKIIO BOHAa BCTAaHOBHUThb, IO YYaCHUK
TEHJEPY «HE € BIIMOBIJAILHUMY, TOOTO, 110 BiH HE Mae
YOPaBIIHCHKUX ~ Ta  (IHAHCOBMX  MOXKIIMBOCTEH,
HEOOX1THUX JUTsi BAKOHAHHS Bi/TTOBITHUX POOIT.

Banu omiHkM He HapaxOBYIOTbCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€01IBIIIONO HA MIPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEeHHS TNPO YKJIAAEHHS KOHTPAaKTy 3 YYaCHUKOM
TEHIIEpY, SKUH TIPONOHYE BHUILY IiHY, SKIIO OyJne
MIPUHHATO PIlIEHHS PO Te, MI0 OLIBII BUCOKA TEXHIYHA
OLIHKA TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» w™oxe TpuUHAHATH pilleHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacCHMKOM TeHuepy 0e3
00roBopeHHs. TOMy IOYaTKOBa MPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigaanLHoCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

Komnawniss «DAI» He ykiagatuMme >KOJHUX JIOTOBOPIB 3
VY4acHUKOM TEHIEepY MEepII HiXkK He MePEKOHAEThCS y HOro
BimmoBigansHOCTi. [lpM oOIiHIOBaHHI BiAMOBIAATBLHOCTI
YyacHuka TeHmepy OepyThCs IO yBarm HACTYITHI
(hakropu:
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1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements.

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

1. Hapmanus Komid HEOOXigHMX OKYMEHTIB Ha
3MIACHEHHS [ISUTBHOCTI B YKpaiHi (JOKyMEHTH TIpO
peeECTpallirto KOMIIaHii, BKJIFOYAOYH JOKYMEHT BiJ
[IOIaTKOBOTO opraHy npo cratyc [1/1B).

2. HasBHicTh HOMEpY
(TIOSICHIOETHCSI HUKYE).

Unique Entity ID (SAM)

3. Jlxepeno,  TOXOMKEHHA  Ta  IOPHCAMKIIKHHA
MPUHAIEKHICT TOCHYr HE 3 mepeliky 3abopoHeHHX
Kpain (rmosicHeHHS HagaHi HIDKYE).

4, KopoTkuid OTJIsAI KOMITaHii, BKIFOYAr0IH MMpodeciiiti
JOCSITHEHHSL.

5. HasBHICTh yCHINTHOTO IOCBiMYy BUKOHAHHS pPOOIT B
aHAJIOTIYHUX MpoekTax y munynomy (Jomxatok G).

Anticipated post-award Deliverables

QuikyBaHi pe3yJbTaTH MicJIsl YKIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns ykmageHHS KOHTPaKTy, pe3yJabTaTd poOIiT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, IETAJILHO OMMCaHI B TAOJIUII
HWK4e, OyayTh monmani kommadii «DAID». VYyachHux
TEHJEpy MOBHHEH MAETAJbHO OIUCATH 3alPOIOHOBAHY
BapTiCTh KOKHOTO pe3ynbTaTy poOiT B [Ipaiic-nmucTi. Yci
pe3ysibTaTd poOIT MaroTh OyTH IOJaHI Ta CXBaJICHI
kommaHiero «DAI» mepem tum, sik Oynme odopmieHa
oriara.

Husutuce [Momatoxk C: Ilpaiic-Jluct miast oTrpumanHs
J0JIaTKOBOI 1H(OpMallii Mpo OdiKyBaHi pe3yabTaTH Micis
YKJIQZICHHS] KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NnpuiiHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit MeHemkep mpoekty kommanii  «DAI»
MEPIOINYHO NePeBIpATUME MOCIYTH, SIKi HaJAlOThCs, Ha
MPEeIMET TOTO0, YU AisIbHICTh BUKOHYETHCS 3aI0BIJIBHO Ta
4y yce oOyiagHaHHS a00 TMOCTaBKH € MPUUHSATHUMH 32
SIKICTIO Ta CTaHIapPTaMHu.

OO0panwuii mocTayaabHUK HECE BiMOBIANBHICTE 32 OYyIb-
SIKI KOHTp3axoIu abo KOPUTYBJIbHI Jil B MeXax ILbOT0
3anuTy Ha HaJaHHS NPOIO3ULIH, SKi MOXKYTh BUMAaraTuch
KepiBaukom npoexty xomnanii «DAI» 3a pesynbratamu
TaKoi MepeBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

in  Ukraine as

1. Offeror must be registered

BinnosBigHicTh BUMoOram

JlogaTkoBO 0 BiAMOBIAHOCTI BUII[E3a3HAYEHUM BUMOI'aM,
VyacHUKA TIOBHHHI I[OBHICTIO  Bifmosimathd  ado
[IEPEBUIIYBATH HEI[IHOBUM BUMOTaM crienugikarii:

1. YyacHUK HOBMHEH OyTH 3apeecTpOBaHMid B Y KpaiHi, 110

demonstrated by valid documents for operation in H;HTBemeiyeT]’c”y q?HingH HOKiva?HTaMH oL
Ukraine (company registration documents, including JUATIBHOCTL B Kpatl  (peecTpauiinl — 0KyMeHTH
document from the tax authority about VAT status).
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2. Consent is required in_writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DALl as stated in the cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. IMucbmoBa 3roga ydyacHMKa Ha OIUIATy IOCIYT
BHKIIIOYHO y  0Oe3roriBkoBii ¢opmi Ha yMOBax,
nepenbadeHux B mianmucanomy Jlorosopi.

3. YyacHMK NOBMHEH MaTu HE MeHIe Tphox (3) poKiB
BIJIMOBITHOTO JOCBIAY HafgaHHA MOAIOHWUX mocayT (OyIos
nacka, 3anoBHiTh Jlogarok G: [lonepenniit nocin).

4. BaxxaHo, 11100 Y4yacHUK MaB JOCBiJ HaJaHHSI IOXIOHUX
MOCITYT YKPailHCHKUM HEKOMEPIIMHUM Oprasizaiism abo
MIXKHApOJAHUM HEYPSIOBUM OPTaHi3allisiM.

5. HocBim HamanHs mociyr i3 3BinmpHeHHsSM Bin [1/IB
(6axaHno).

6. Y4acHUK MMOBMHEH MaTH JOCTaTHI (piHAHCOBI pecypcu
JUTSE BUKOHAHHS poO0iT B Mexkax HeoOXimHoTo rpadiky, 1o
MiATBEPIUKYETHCS NPUUHATTAM yMoB orutatd DAI micns
moctaBku Ta mnpuiHATTI DAL, sk 3a3HaueHo B
CYTIPOBiTHOMY JIHCTIi.

General Terms and Conditions

3arajbHi YMOBH Ta MOJIOKEHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Mae OyTH B Kypci 3arajlbHAX YMOB JJIs
YKJIaJJaHHs KOHTPAKTY 3a pe3ylbTaTaMH JAaHOTO 3aruTy
Ha HajaHHd mnpono3uiii. OOpaHUN ydYaCHHUK Mae
BiamoBizatu ycim 3asBam Ta I[linTBepmKEeHHSIM TIPO
BIJIMTOBiIHICTH, 3a3HaYeHUM y Jlomarky D.

Prohibited Technology

3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VY4acHUKM TOPTiB HE MOBUHHI HAIaBaTH OYJb -sKi TOBapH
Ta/abo0 TOCIyrW, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJIEKOMYHIKAI[il Ta BIiJEOCIIOCTEPEIKEHHS BiJ TaKUX
kommaniid: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, a6o Oyap -ska ix ditis
BiamosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmnii ko

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

BignoBigHo no3BosieHOro reorpadidHOro KOmy A
yKJIaJaHHs ~ JoroBopiB  kommaHiss  «DAI»  Moxke
3aKyNOBYBAaTH TOBapH Ta TOCIYTH JIAIIE i3 HACTYITHHX
KpaiH.

l'eorpadiuamii xox 110: ToBapu Ta mnociayru 3i
Crniony4enux llITatiB, He3aIeKHUX JEPIKAB KOJIUITHBOTO
Pansuacproro Coro3y abo kpaiH, o PO3BUBAIOTHCS, aJle 3a
BUHSTKOM 3a00pOHEHUX KpPaiH MOXOKEHHS.
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Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

o DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiunmit koxm 935: ToBapm Ta mocmyrum 3i
Cromyuennx IllTariB, kpaiH-mapTHepiB Ta KpaiH, MIO

pPO3BHBAIOTHCS,  KpiM  MepedoBUX  KpaiH, 110
PO3BHUBAIOTECS,, 3a BHUHATKOM 3a00pOHEHMX KpaiH
MTOXO/IKEHHS.

e Kowmmanis «DAI» 3000B’s13aHa IEPEBIPUTH HKEPEIIO,
IOPUCIOUKIIIO Ta TIOXO/KEHHSI TOBapiB Ta mociyr ta (y
MaKCUMaJIbHO MOYJIMBIH Mipi) MEepeKOHATUCh, IO JKOIHI
MOCITYTH HE 3aKYyIOBYIOTHCS i3 3a00pOHEHWX KpaiH, SKi
3HAXOAATHCS Yy CIHCKY YNPaBIiHHSA KOHTPOIIO 3a
inozeMuumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3MOBCIO/UKYIOTECSL  caHKMii. [0 MOTOYHOro CHHCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCEOCSIKHI CaHKIIIi,
BXOAATh HacTymHi kpainu: Ky0a, Ipan, [liBHiuna Kopes,
Cymarn Tta Cupis. Kommanii «DAI» 3a00poHSE€TBCS
CIpuATH OyAb-AKiil yrofi TpeThOoi CTOPOHH, SIKIIO TaKa
yroma Oyna O 3a0opoHeHOr0, sikiio O i1 BHKOHyBasa
kommadist «KDAD».

e llogarounm mpOMO3UIiI0 y BIAMOBIAE Ha Iei 3amuT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyTH  BignmoBimaroTe ['eorpadiunomy Komgy Ta
BUHATKAM I110/10 3200pOHEHHUX KpaiH.

Unique Entity 1D (SAM)

YHikaabHuii ineHTudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTH  TIpsSMi  CyOKOHTPaKTH/IOTOBOPH  Ha
3aKymiBIIO Ha cymy B ekBiBasienTi 30 000 nonapis CILA i
BHIIle, MOBHUHHI OTPUMAaTH YHIKaJbHUH 11eHTH(IKATOP
opranizamii (SAM) 1o minucaHHs Yoy,

Hdns  Thx, KOMYy MOTpiOHO OTpPHMAaTH YHIKaJIbHHN
inentudikarop opranizauii (SAM), 3BepHiTBCA 110
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKATOPY
oprauizanii (SAM) (dusuce donatok E) abo 3BepHiThCs
1o Bigniny 3akymisens Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MoniTnka momo 60poTL0HU 3 KOPYNUi€E Ta 60POTHO0I0
3 xa0apHunTBoM Ta BinnmosinaasHoi 3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment.

DAl does not tolerate the following acts of

corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,

DAI Bene cBOIO JisIbHICTD 3@ HAHCYBOPIIIUMHU €TUYHUMH
cTaHmapTamu, mo0 3a0e3MeYnTH YECHICTh KOHKYPEHIIl,
OpPUHHATHI WIHM Ta YCHIIIHE HaJaHHA MOCIyr ado
JIOCTaBKY SIKICHUX TOBapiB Ta 00JiaHAHHSI.

DAI He TepnuTh HACTYITHMX KOPYNMIIHHUX [Tiii:

e bynp -aki 3amuTH Ha OTpuMaHHs Xxabapa, Bimmaui,
CTIPUSTHHS UM BUIUIATH Y BUTIISI BUILIATH, MTOJIAPyHKA
abo crerianbHOT KoMMeHcalii chiBpoOiTHEKY DAL,
YPAOOBLIO YM iX MpeAcTaBHUKAM BIUIMBAIOTH Ha
PiIIEHHS TPO HATOPOJUKEHHS a00 CXBAJICHHSI.
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Government official, or their representatives, to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as misstating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor, or DAI staff to:

Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

e DBynp -axa npono3unis xadapa, BiAKaTy, CIPUSAHHS YU

BUIUIATH Yy BHUIJBIAI IUIATEXy, NOAapyHKa abo
CrieIliaibHOI ~ BUHAroOpoaud  Bill  odepeHTa  uu
cyOmigpsmHuKa [UIsi BIDIMBY Ha pIMIEHHS IIPO
HPUCYDKEHHS UM CXBaJICHHSI.

Bynp-sike maxpaiicTBo, Take SK HENpaBHIbHE
BUKJaJaHHA a0o TIpUXOBYBaHHsA iHGopMalii Ha
KOpHUCTH OpepeHTa 4 cyOmiApsiiHUKA.

Bynp -ski 3M0BM a00 KOH(JIIKTH iHTEpECiB, y SKUX
MpaliBHUK, KOHCYJIbTaHT abo0 mpenctaBHUK DAI mae
IijoBi 200 OCOOMCTI CTOCYHKH 3 TPUHIMITAIOM a0o
BJIACHUKOM O(epeHTa Y CyOmiIpsaJHHUKA, SKI MOXKYTb
BUSIBUTHCS HECTIPABEAJIUBIMHU Y KOPUCTH OhepeHTa UM
cyomigpsaauka. CyOmigpsIHUKHA TakoX IOBHHHI
VHHKAaTH 3MOB 4YHM KOHQUIIKTYy iHTEpeciB y CBOiX
3aKyMBIAX Y TIOCTadalbHHUKIB. bymp -aki Taki
BiTHOCHHM TIOBWHHI OyTH HErailHO  PO3KpPHTI
kepiBHUUTBY DAl 1yis mepernsany Ta TOpUAHATTS
BIATOBITHUX  3aXOIiB, BKIIIOYAIOYH  MOJKIIMBE
BUKJIFOUEHHSI 3 BUHATOPOIH.

i xopymmiiiHi [ii HE MOMYyCKalOTBCA 1 MOXKYTh
MPU3BECTH JO CEPHO3HUX HACHIJKIB, BKIOYAIOUH
NPUIUHEHHS TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
Mpu3yNUHEHHS Ta BiAMOBY ypsaay CLUIA, puxirtogatoun
odepeHTa YU CyOiIpsAHNKA BiJl y4acTi y MalOyTHIX
oiznecax ypsaay CILIA.

Bynp-sika cnpoba un (QakTuuHa KOpYMIlis MOBHHHA
Oytun HETaifHO MOBiIOMJIEHA odepeHTOM,
cyOmiapsmauKoM abo criiBpobitHrkamu DAL
be3kommroBHa aHOHIMHA Trapsiya JIiHis 3 TUTaHb €THKH
Ta JOTPUMaHHS BUMOT 3a azapecoro (CIITA) +1-503-
597-4328

Be0 -caiit rapsuoi minii - www.DAI.ethicspoint.com,
ab0 HajiclmaTH eNeKTPOHHUM JIMCT Ha ampecy
Ethics@DAI.com

Odic rapsuoi ninii I'enepansroro incnekropa USAID
3a azgpecoro hotline@usaid.gov.

[Mignucyroyn 110 NpoNo3ullito, opepeHT miATBepIKYE
JOTPUMaHHA IBOTO CTAHAAPTy Ta rapaHTye, IO HE
OynyTb 3polisieHi crnpobu BrumHyTH Ha DAI abo
YPSLIOBHIL ITIEPCOHAI 3a JOTIOMOI0I0 XadapiB, 4alHoBHX,
BUIUIAT 3a CHOPUSHHS, BiJKaTy 4YM NIaxpaicrsa.
VY4YacHMK TOPTriB TaKOXX BU3HA€E, IO MOPYILEHHS Iii€i
MONITHKH MO  TPU3BECTH JIO  IPHUITUHEHHS,
MOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYHIIIHHUMHU
JisIMHM, Ta MOXJIMBOTO TPHU3YNHHEHHsS Ta 3a00pOHU
ypsny CHIA.
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Offeror’s Agreement with Terms and Conditions

3roga YuacHuka TeHepy 3 BUMOTraMu

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanus ycix BuMOr 3amuTy BIANOBITHO 110
IHCTPYKIIiH, 3a3HAYCHUX B HhOMY, Ta MTOIaHHS MTPOIO3UIIiT
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3aCBITIyBaTUME 3TOJY
YyacHuKa TEHAEpPY 3 BUMOTaMH IbOTO 3alUTy Ta yCix
JIOJIATKIB 10 HhOT0. HanaHHs 1boro 3amuTy B JKOJIHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBath mOTOBip
Ha 3aKyIIiBIIIO a00 BiIIKOJOBYBaTH Y YaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, [TOB’sI3aHi 3 M IFOTOBKOIO Ta MOAHHIM
TIPOTIO3HIIII.

Attachments

See the list of official RFP attachments below.

JlopaTku

JAuButHCch nepedik ogiunilinux aogaTkiB A0 UBLOrO
JOKYMEHTY HUIKYe.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE/ [loaaTok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUKYE HABeACH] TEXHIYHI BUMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOTO3HIIii,
0 MICTATH BiJIOBIHY iH(pOpMaIlio Ha pipMoBOMY DJIaHKY a00 BinnmoBinHo 10 odiuiiiHoro popmary

MPOMO3HUILii.
Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity (hereinafter — the Activity) began in
May 2020. USAID Cybersecurity for Critical
Infrastructure in Ukraine Activity is a program funded by
USAID and implemented by DAI. The overall goal of the
Activity is to reduce and potentially eliminate
cybersecurity vulnerabilities in Cl and to transform
Ukraine from a compromised, reactive cybersecurity
actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

SO1: Create a safe and trusted environment to accelerate
the development of people, processes, and technology in
support of cybersecurity across Cl sectors and assets in
Ukraine.

SO2: Strengthen Ukraine as a sovereign nation built on a
secure, protected, and dynamic economy, supported by a
talented pool of human capital.

SO3: Stimulate demand for and supply of Ukrainian
cybersecurity solutions and service providers to
empower, equip, and finance cybersecurity entrepreneurs
and businesses.

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI
- within the meaning of the Law of Ukraine "On Critical
Infrastructure™ or officially included in the list of critical
infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in

IlepenymoBu

Ipoexr USAID «Kibepbe3nmeka KpUTHIHO BaKIHBOI
iHppacTpykTypu Yikpainm» (mami — IIpoekt) po3mouas
cBor0 nmisutbHICTH B TpaBHI 2020 poky. IIpoext USAID
«KibepOe3neka KpUTHYHO BaxIMBOI iH(pacTpyKTypH
VYxkpaiam» ¢inancyerscss USAID Ta peamizyerbes DAL
Kinnesa mera IIpoekty — 3MeHIIEHHS Ta MOTEHLiiHE
YCYHEHHsI BPa3jIMBOCTeH KibepOe3neku Ta MepeTBOPEHHS
YkpaiHu Ha IPOaKTHBHOTO JiiZiepa KibepOe3neKH.

Brponosik 1’situ pokiB IIpoekT 3MillHIOBaTUME CTIHKICTB 1
PO3BHBaTHME CIPOMOXHICTh 3amo0iratd, BHABIATH U
OopoTrcss 3 KibepaTakamu, HAIlUICHUMH Ha KPUTHYHY
inppactpykrypy (mani — KI) Ykpaian. [JisnpHICTS TOCATHE
i€l METH OUIIXOM JOCSTHEHHS TPhOX CTPATEriYHUX ILijiel

(CL):

CII 1: CtBOpeHHs Oe3MeuHOro Ta HaIIiHOTO CEepeIOBHUIIA
JUIL  TIPUCKOPEHHS PpO3BHUTKY JIIOAEH, TIpoIEciB Ta
TEXHOJIOTIM Ha MIATPUMKY KiOepOe3reku y cexTopax Ta
aKTUBax B YKpaiHi.

CII 2: 3wminHeHHs YKpaiHd sSK CYBEPEHHOI [epXKaBH,
moOyoBaHii Ha OE3MeYHi, 3aXUIIeHI Ta TUHAMIYHIH
€KOHOMIIIi, TMATPUMaHIi TAJJAHOBUTHM ITYJIOM IJTFOJICBKOTO
KaITiTany.

CI 3: CTuMyITrFOBaHHS MOMUTY Ta IMIPOMO3HIIT YKPaiHCHKUX
pillleHs Ta MOCTAaYaNBHUKIB TOCIYT 3 KibepOesmeku uis
PO3IIUPEHHS MOXIIUBOCTEH, OCHAIICHHS Ta (hiHAHCYBaHHS
HiANPHUEMITB Ta Oi3HeCy 3 KibepOe3neKu.

IIpO€EKT CKIaMAETHCSA 13 TPHOX KOMIIOHEHTIB. 3aBIaHHS
IIpoeKTy B3a€MO3aJICKHI 1 B3aEMHO ITiICHJICHI.

Konrtekxcr

[Ipoekr Hamae  gomomory  o0’eKTaM  KPUTHYHOI
iHQpacTPyKTypy B €HEPreTHYHOMY Ta IHIIMX CEKTOpax
(mam — OKI — y posyminni 3akoHy Ykpainm «IIpo
KPUTHYHY IHQPacTpyKTypy», abo odiuiiHO BKIIOYEHI 10
nepeniky O00’€KTIB  KPUTHYHOI  iH(pacTpyKTypH) Yy
MOCHJIEHH] X CTIHKOCTI 10 iHIIUJEHTIB KiOepOe3meK.

Ha 3amur OKI Ilpoekr miaHye  TpOBEICHHS
niarHocTyBaHHS KiOepOesmeku ix cucreMm. Pesympratom
JiarHOCTyBaHHS OyZe OIiHKa ITOTOYHOTO DPiBHA 3piJIOCTI
OKI. [liarHOCTyBaHHS 3MIMCHIOETHCS Y BiJMIOBIAHOCTI 10
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accordance with the NIST Cybersecurity Framework 2.0,

NIST Cybersecurity Framework2.0 , a 3a pe3ympraTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OynyTh pO3po0JeHi peKoMeHAalii IoJ0 MiJBHUIIEHHS
kibepcrilikocTi  opranizamii  BigmosimHo g0 NIST
Cybersecurity Framework 2.0.

Framework 2.0.

The results of the diagnostic will also establish a basis for
measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of
the cybersecurity system of OCI to assess the level of
cyber maturity in accordance with the requirements of the
NIST Cybersecurity Framework 2.0 and provide
recommendations for improving the state of cyber
readiness.

Tasks

Carrying out diagnostic of the
Dnipro City Council, Municipal Enterprise “Digital
Transformation and Automation of Information
Processes of the City “eDnipro” of Dnipro City
Council and Municipal Enterprise “INFO-RADA-
DNIPRO” of Dnipro City Council (see Appendix H)
(next — Object of critical infrastructure, OCI)
cybersecurity systems, which will include the
following steps performed in accordance with the
NIST Cybersecurity Framework 2.0 (3 separate OCls
— 3 separate reports for each stage):

a. Assessment of the current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and
resources.

b. Defining OCI target maturity levels according to
the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.

Recommendations should contain a list of
necessary policies and processes of information
(cyber)  security, calculation of essential
resources, definition of personnel competencies,
and organizational structure. Based on the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of
cyber security and an operational cyber security

PesynpTaTH AiarHOCTYBaHHS TaKOXX BCTAHOBJIATH OCHOBY
JUIL BAMIPIOBaHHS IIPOTPECY MOCHIICHHS KiOepCTiHKOCTi
OKI micis BOpoBafKeHHS pPEKOMEHIAIi, HaTaHUX 3a
pe3yJbTaTaMH iarHOCTYBaHHS.

i

3aranpHa MeTa 3aBJaHHS TIONATa€E B MPOBEACHHI
JiarHocTyBaHHs cucteMu kibepOesneku OKI st omiHku
piBHsa Kibep3pimocti BiamoBimHo g0 BuMmor NIST
Cybersecurity Framework 2.0 Ta HagaHHi peKOMeHaIliii
11010 MOKPALIEHHsI CTaHy KiOeproTOBHOCTI.

3agaui

[IpoBeneHHsT MiaTHOCTYBaHHS CHUCTEMH KiOepOe3mekn

JHIpoBCHKOT MicBKO{ panu, KomyHasbHOTO
M ATPHEMCTBA “Ludposa TpaHchopMaris Ta
aBTOMaTrHu3alis  iHQopMmauifiHMX  mpoleciB  MicTa

“e/lninpo” [IninpoBchkoi Mickkoi pany Ta KomyHansHOTO
mignpuemctBa “THD®O-PAJIA-/THITIPO” [IHinpoBchKOl
Micekol paau (muB. Jlomatok H) (mami — OKI), mro Oynae
BKJIIOUaTH B ce0e HACTYIHI KPOKM BHKOHAHI BiJIOBIIHO
1o NIST Cybersecurity Framework 2.0 (3 okpemux OKI —
3 OKpeMuX 3BiTiB 3a KOXKEH €Tal);

a. OuiHOBaHHA MOTOYHOTO piBHS 3piiocTi
kibepbesmexkn  OKI  BimmoBimHO 10 NIST
Cybersecurity Framework 2.0. 3Bir 3 OIiHKH

NOBHHEH MICTHTH IEpeNiKk Ta OIHC KIHYOBHX
iHpOpMaLifHIX cCHCTEM Ta pecypci PerumieHTa.

b. BusHauenwns mineoBoro piBHs 3pimocti  OKI
BinnosinHo 1o NIST Cybersecurity Framework 2.0

Po3pobka pexoMeHjamiii 100 Mepexony BiA

MOTOYHOT'O PiBHS JI0 MIJIHOBOTO PiBHS 3PIIOCTI.

PexoMeHa1ii MOBUHHI MICTUTH MEPENTiK HEOOX1THUX
MOJITUK Ta TpoueciB iHopmaniiiHoi  (Kibep)
Oesrexky, MiApaxyHOK  HEOOXiHMX  pecypcis,
BU3HAYCHHS KOMIIETEHIIIH IepCoHay, OpraHizaiiny
CTpYKTYpy. Ha 0CHOBI pekoMeHaIliif TOBUHHI TAKOXK
Oytu cdopmoBaHi BHCOKOpiBHeBHiI mpoekt (High-
Level Design, HLD) rexuiunoi apxiTeKkTypu
KibepbOe3nexu Ta omnepariiHol MoJenm KibepOe3neKHn.
Bumoru no HLD Ta onepariitHoi Mmoaeni:
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model should also be formed. HLD and operating

model requirements:

1) The HLD document is based on technical
controls (software and hardware solutions) and
reqmrements for it:

A minimum of 2 manufacturers for each
technical solution;

Contain prices in the Global Price List of
manufacturers and without VAT.

The list of products must be submitted as
a full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

Vi.

Vii.

A list of projects for the
implementation of technical controls
of cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

General description and issues of the
Project(s) of item 2(i)

Basic technical requirements for
defined design solutions with
quantitative and qualitative
requirements.

High-level technological design
(visualization of system components,
relationships between them, and other
data that help the reader get a reliable
idea of the project).

The composition of the technical
solution (at least two specifications in
the form of a Bill of Material).
Comparison table of technical
solutions.

Implementation requirements
(components and resource
assessment).

3) Operatmg model and requirements for it:

The operational model consists of
policies, processes, organizational
structure, key performance indicators
(KPI), personnel, corporate governance
structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)
The cost of implementing the operational
model, namely - policies, processes,

1) Hoxyment HLD omupaetbest Ha TexHiuHi
KOHTpOJIi (IIpOrpaMHi Ha anapaTHi pillIeHHs) Ta
“BUMOTH JI0 HbOTO:

MinimMyM 2 BUpOOHHKA HA KOKHE TEXHITHE
pimIeHHs;

Mictuu winu B8 Global Price List
BHpOoOHWMKIB Ta 6e3 I1/]B.

[Nepenix MPoOAYKTiB HOBUHEH OYTH ITOIaHMHA
y Bunsiai moBHorinHOoTO Bill 0f Material
(po3ropHyTa crierudikaris i3 3a3HaYCHHIM
YCIX CKJIaJJOBUX PIIICHHS).

2) CprKTypa HLD:

V.

Vi.
Vii.

[lepenix npoeKTiB BIIPOBaPKEHHS
TEeXHIYHUX KOHTPOJIIB KibepOe3neku Ta
CYIYTHIX IU(PpOBUX iHpacTpyKTyp (AKIIO
€ moTpeda) Ta MeTa KOXKHOTO i3 HuX. MeTta
Mae OyTH KOHKPETHOIO, YITKOIO Ta
BIJIIOBIiJaTH pPEeaTbHOMY TEXHOJIOTITHOMY
3MICTy MIPOCKTY.

3aranpHUIA ONUC Ta MpobIeMaTHKa
[Mpoekty(-iB) myHKTY 2.1

Ba3o0Bi TeXHIYHI BUMOTH 10 BUSHAYEHUX
NPOEKTHHX PillIeHb 3 KIJIbKICHUMH Ta
SIKICHUMHU BUMOTaMHU.

BuricokopiBHEBHIA TEXHOJIOTTUHUH TU3aH
(Bi3yauizallist KOMIIOHEHTIB CHUCTEMH,
B3a€MO3B’13KiB MK HUMH, 1HIII JaHi, 10
JOIIOMAraroTh YATa4y OTPUMATH JOCTOBIpHE
YSBJICHHS MPO NPOCKT).

CkJaj TeXHIYHOTO pilieHHS (MIHIMYM JBi
crenudikarnii y surnsiai Bill of Material).
[NopiBHsUTEHA TaOIUIT TEXHIYHUX PIIICHb.
Bumoru 10 BpoBajpKeHHs (CKIIaI0B1 Ta
pecypcHa OILliHKa).

3) OnepaulnHa MOJIEJb T BUMOTH JIO HeT:

OmnepariiiHa MOJIENIb CKIIaJa€ThCS 3:
HOJIITHK, NPOLIECIB, OpraHizaiiitHol
CTPYKTYPY, KJIFOUOBUX IOKa3HHUKIB
epextuHOCTi (KIIE) mepconairy,
CTPYKTYPH KOPIIOPAaTUBHOTO YIPaBIiHHS.
OmnepariiiiHa MOJIeJIb TOBUHHA MICTUTH
TEXHIYHUH TIEPCOHAII Ta OPIEHTOBHHUI OIIHC
Horo (hyHKIIOHATFHUX 000B’SI3KiB Ta
BIIIIOBIAaIbHOCTEH (DakaHo 13
ypaxyBaHHSM MPONOHOBAaHUX MPOEKTHHUX
TEXHIYHHX PIIICHB).

BapricTs BpoBaKeHHS OTiepaliiHol
MOJIeIli, a caMe - TIOJITHK, MTPOLIECIB,
opranizariitaoi ctpykrypy, KIIE,
MIepCOHAIY, CTPYKTYPH KOPIIOPATHBHOTO
VIpaBITiHHS.

JdonaTkoBe 3aj1ava 10 3aBiaHHs B 3a 3amuTom

OKI: rpoextn 10 nostiTuk iHpopMariiiHoi Oe3nexku
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organizational structure, KPI, personnel,

and corporate governance structure.
Additional task to task B at the request of the
OCI: drafts of 10 information security policies

Development of a roadmap for the
implementation of the developed
recommendations for 2 months and 3 years.

The roadmap must contain a list of actions that
OCI should provide to achieve the target maturity
level with a detailed description of each action and
required resources (material, time, human).

c. Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation
and verification of procedures and policies and

Po3poOka 1opokHBOT KapTH peatizawii po3po0ieHnx
pexoMeHalii Ha 2 Micsi Ta 3 poKu.

Jlopo>kHst KapTa HOBUHHA MICTUTH CIIUCOK 3aXO/IiB Ta
ix mnpiopurmsanii, mo Mae Bxurn OKI misa
JOCSATHEHHS IUTHOBOTO PIBHS 3PiJIOCTI 3 IETaIbHUM
OIIMCOM KOXKHOTO 3 HHMX Ta BH3HAYCHMMH I iX
BIIPOBAKCHHS HEOOXiTHIX pecypciB
(MaTepiadbHHX, YACOBHX, JIFOACHKHX).

Hanauss necsTu IHIB KOHCYJNBTaTUBHOI HiATPUMKH
OKI B mnpomeci BmpoBamkenns OKI HamaHumx
pexoMeHzanii, mo Oyne BKIouatu B cebe, ane He
O0OMEXYyIOUnCh: KOHCYJIbTallii Mo ajanramii Ta
Bepudikauii mpoueayp Ta MOJITHK Ta HANAIITYBaHb
o0IaHaHHS.

Po3pobka 3BiTY Hpo XiJ BUKOHAHHS PEKOMEHIAIIN
Hagaaux OKI.

equipment settings.

d. Development of a report on the implementation
progress of the recommendations provided by the

OCl.

e. Evaluation of the maturity
according to

cybersecurity  systems

of OCI's
NIST

level

Cybersecurity Framework 2.0 after 2 months from the
date of receipt of recommendations by OCI.

Deliverables schedule (assessment works are carried out
within the framework of one project but separately for
each of the critical infrastructure objects)

Initial Stage: Signing of the Non-
Disclosure Agreement (NDA)
between OCI and the Contractor

Task A Report: Assessment of the
current OCI cybersecurity maturity
level according to the NIST
Cybersecurity Framework 2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity
Framework 2.0

Recommendations for transitioning

20 working days
after signing the
Contract  between
the Activity and the
provider

30 working days
after signing the
NDA

40 working days
after the completion

e. OuiHroBaHHS PiBHA 3pLIOCTiI cHUCTEM KibepOesmekn
OKI Bimnosigro mo NIST Cybersecurity Framework 2.0

yepes 2 Micsmi 3 gatu orpuManas OKI pexomeHmamiii.

I'padix  HagaHHa

pe3yabTaTiB

(podoTtu 3

OLIHIOBAHHS TPOBOAATHCH B PaMKax OTHOIO
NMPOEKTY, ajie Ui KOKHOIO 3 00' €KTIiB KPUTUYHOI

iH(ppacTpyKTypH OKpeMo)

IlinroroBumii eram: Ilignmucanus
JIOTOBOPY TIPO HEPO3TOJIOMICHHS
(HAOA) mix OKI Ta [Tinpsaaukom

3BiT npo 3aBaanusi A: OuiHka
piBus 3pinocti OKI BianoBigHo 10
NIST Cybersecurity Framework
2.0

3BiT npo 3aBaanus B:
BuznaueHHs 1iabOBOTO PiBHA
3pinocti OKI BignoBiznHO 10
NIST Cybersecurity Framework
2.0

20 pobounx OHIB 3

MOMEHTY
MMAIMCaHHS
Horosopy MiX
IIpoextom Ta
[iapsaHUKOM

30 poboumx IHIB 3
MOMEHTY
mignucanas HIA

40 poboumx mHIB
miciisi BHUKOHAHHS

from the current to the target level. of Task A PeKoMEHIALIT MO0 IEhexo 3aBHaHHS A
The roadmap for the implementation 5 HOTO‘){IHgFomi]fHH g’ Y
of the developed recommendations iﬁbomm iBHE[) 5 ini ori
for a period of 2 months and 3 years 1 P P ‘
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20 working days
after completion of
Task B (the report
shall capture the
work completed
under task C and D)

Task C - D Report: The progress
of implementation of the
recommendations by the recipient

Task E Report: Reassessment of the
current cybersecurity maturity level
according to the NIST Cybersecurity
Framework 2.0

20 working days
after the completion
of Task D

Minimum qualifications, skills, and experience

1. The provider must be registered and provide
auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the
last 3 years.

2. Employees of the provider must have experience
in conducting at least 3 similar information
security diagnostic projects during the last 3
years.

3. The qualifications of at least 4 team experts
must be confirmed by internationally recognized
certificates, such as: CISA, 1SO 27001 Lead
Auditor, 1SO 27001 Lead Implementer,
including at least one employee with the
Certified NIST Cybersecurity Framework Lead
Implementer certificate.

4. Confirmed experience of the proposed personnel
(qualifications, resume) in the field of
conducting cyber security diagnostics of critical
infrastructure objects with an indication of the
projects in which the personnel participated (a
list of relevant projects of each proposed
specialist).

DIAGNOSTIC STRATEGY
Before starting the first stage of work, the provider
must provide the Activity and OCI with a diagnostic
strategy, which should include:
e  Communication protocols with the OCI and
the Activity
e Format for transferring and receiving
documents between supplier, OCI, and the

Activity.
e Project manager on the part of the supplier
was defined
REPORT STRUCTURE

JlopokHS KapTa BIPOBAJKEHHS
pO3pOOICHUX peKOMeH Al Ha 2
Micsini Ta 3 poKH

3Bit mo 3aBaanu C ta D: Xin
BHUKOHAHHSI pexoMeHaamin
pennIieaToM

20 pobGoumx mHIB
mciIsl BUKOHAHHS
3apmanast B (y
3BiTI Mae OyTH
BiOOpakeHo
poOoTy, BUKOHAaHY
3a 3aBgaHasmu C
ta D)

3BiT mpo 3aBaaHHs E: moBTOpHA

OLIHKa

piBHA 3pinocti | 20 pobouux AHIB

KiOepOe3neKu  BIAMOBIAHO 70 TICHs BUKOHAHHS
NIST Cybersecurity Framework @ 3asganns D

2.0

MinimasibHa kBaJidikanisi, HABUYKHU Ta J0CBIJ

1.

[MocTayanbHUK Mae OyTH 3apeecTpoBHH Ta
HaJaBaTH IIOCIYT'M 3 aylIuTy, OLIHIOBAHHS Ta
KOHCYJIbTYBaHHA B cgepi KkibepOe3mexkn B
YKpaiHi NpOTAroM OCTaHHIX 3 POKIB.
CriBpoOITHHKM TOCTadalbHUKAa MOBHHHI MaTh
JOCBIZl y TIPOBEINCHHI HE MeHIIe 3 MOIiOHMX
MPOEKTIB  MIarHOCTYBaHHA  iH(pOpMamiiHOL
0e3MeKu MPOTITrOM OCTaHHIX 3 POKIB.
Kpanidikamis npunaiiMHi 4 excrieptiB Mae OyTH
miATBEpKEeHA MIXKHAPOTHO BHU3HAHUMU
ceprudikatamu, takumu sk: CISA, ISO 27001
Lead Auditor, ISO 27001 Lead Implementer, y
TOMY YHCJIi HE MEHIIE OJHOIO CIiBpOOITHUKA 3
ceprudikatom Certified NIST Cybersecurity
Framework Lead Implementer.

[MinTBep/KeHNd  OCBiN  3alpPONOHOBAHOTO
mepcoHany (kBamidikamis, pe3tome) y cdepi
MPOBEICHHS JiarHOCTHK KibepOesneku 00’ €KTiB
KPUTHYHOT  iHQPACTPYKTYypH 3  BKa3aHHAIM
NPOEKTIB, € MepcoHajd MpuiiMaB yd4acTb
(mepenik  BIAMOBIAHUX  IPOEKTIB  KOXKHOIO
3aIpOIIOHOBAHOTO CIIELiaNiCTa).

CTPATEI'ISI JIATHOCTYBAHHSI
[epen moyaTkoM poOiT NOCTaYaIbHUK TOBUHEH HAAATH
[Mpoekty Ta OKI crpaTerito amiarHOCTYBaHHS, sKa
TTOBUHHA BKJIIOYATH:

e [Iporoxomm 3B'13Ky 3 OKI i [IpoexkTom.
e dopmar mepemadi Ta  OTPUMYBAHHSA
JIOKYMEHTIB Mix moctadaibaukoM, OKI Ta

IIpoexToM.
e Bmsnauenmii KepiBHUK TpoekTy 3 OOKy
rnocravyaibHUKa
CTPYKTYPA 3BITY
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Each report should consist of five parts:

1. Introduction.

2. Goals and tasks performed at the described stage
of work.

3. Description of mechanisms and approaches used
in the report.

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the
NIST Cybersecurity Framework 2.0. The report
should describe the approach used to determine
the current and target maturity level according to
the NIST Cybersecurity Framework 2.0.

5. Results of the stage.

PROCEDURE FOR DIAGNOSTICS  AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient's
current cybersecurity maturity level

Step 1.1 — Determination of the means and methods step
1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and
will be included in the scope of the project - information
can be obtained including, but not limited to, from the
HR department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders

Step 1.4 - Collection of information on the current state
of cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -
information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots)

Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used

KoskeH 3BiT OBUHEH CKIAJIATHCS 3 T'SITU YACTHH:

1. Berym

2. Iimi Ta 3aBmaHHA, IO
OIHCaHOMY eTari poOoTH.

3. Onmc MexaHIi3MIB 1 MiJXO/iB, BUKOPUCTAHHUX Y
3BITI.

4. OcHoBHi  cmocrepexenHs -  CTpykrypa
KITIOYOBUX CIIOCTEPEKEHb MMOBHHHA BiINOBITaTH
CTPYKTYpi GYHKIIOHATHHAX O0IACTEH 1 JOMEHIB,
omucanux y NIST Cybersecurity Framework 2.0.
VY 3BiTi MOBUHEH OyTH ONWCAHWN MiIXiN, KA
BUKOPHCTOBYBABCS JJIsl BU3HAYCHHSI IOTOYHOTO
Ta IIBOBOTO PiBHS 3pimocTi Bimmosimxo mo the
NIST Cybersecurity Framework 2.0

5. Iixcymku eramy.

BUKOHYIOTBCS Ha

HOPAJOK IPOBEJEHHA POBIT 3
JIATHOCTUKHA TA HNOKPAIIEHHA PIBHA
3PUIOCTI KIBEPBE3IEKM 3I'IJHO NIST

CYBERSECURITY FRAMEWORK 2.0

Eran 1 —3aBnanns A. Bu3sHaueHHsI IOTOYHOIO PiBHS
3pijocTi kidepOe3nexu Penunienra

Kpoxk 1.1 — BusHaueHHs 3ac00iB Ta METO/IiB KOMYHIKaIIi1
(JrucTyBaHHS, €JIEKTPOHHA IOIITA, TEICOHOM UK
IHIIMMU crioco0aMu) Ta BiANOBIJAILHUX 0Ci0 31 CTOPOHU
PerumienTa Ta [linpsaanka — Menemxepis [Ipoexty
Kpoxk 1.2 — BuzHaueHHS mepemiKy BiIIifiB,
JITIapTaMEHTIB Ta IHIINX CTPYKTYPHHUX OJUHUIIb, 110
OyIyTh 3allydeHi 0 IPOEKTY 31 cTopoHU PermmieHTa Ta
BBIMyTh B CKOYII IPOCKTY — iHPOPMAIIisT MOXKE OyTH
OTpUMaHa y TOMY YHCIIi, ajle He OOMEXYIOUHCh - 3
BILTUTY Ka/IpiB, Creliali30BaHUX iHPOPMAIIHHUX CUCTEM
Ta JIOBIIHUKIB PenumienTa, Ta iHIIE.

Kpok 1.3 — BusnadeHHst cTpareriqyHux Iijiei Ta 3a1a4
oprasuizauii B oonacti IT ta Kibep6esneku. - inpopmartis
MOXe OyTH OTpHMaHa y TOMY YHCJIi, alie He
00MEXYIOUNCH — 3 IPUUHSITHX CTPATEriYHUX JOKYMEHTIB
PerumieHTa, 110 BU3HAYAIOTH IUTI Ta 3a]1a4i OpraHi3alii,
iHTEpB 10 31 cTeiikxomaepamu PerumieHTa

Kpoxk 1.4 — 36ip inpopmarii mpo MOTOYHU cTaH
KiOepOe3meKu BiIMOBITHO 10 IOMEHIB Ta Cy0IOMCHIB
NIST Cybersecurity Framework 2.0 — indopmariist Mmosxe
OyTH OTpUMaHa y TOMY YHCIIi, ajie He 0OMEXYIOUHCH — 3
NPOBEICHHSI IHTEPB 10 3 3aI[IKABJICHUMHU
MpeacTaBHUKaMu PennmienTa, 30ip JOKyMEHTAIbHUX
JIOKa3iB — «apTedakTiBy (aKTiB, MPOIETYp, MOTITHK,
BHBaHTa)XEHb HAJIAIITYBaHb MIPOrPAMHOTO 3a0e3eYeHHs,
JIOTOBOPiB, HOPMAaTHBHUX JTOKYMEHTIB, 3HIMKIB €KpaHiB)
Kpok 1.5 — Anaunis 3i6panoi Ha kpokax 1.2-1.4
iHpopMarii Ha BiIMOBITHICTE BUMOTaM JJOMEHIB Ta
cyonomeniB kibepoesnexku NIST Cybersecurity
Framework 2.0— aHai3 HOBHHEH BKJIFOYATH B ceOe Omuc
MIPOLIEYPH MIEPEBIPKU Ha BIIMOBIAHICTH BUMOTaM
KOXKHOT'O Cy0/IoMeHa Ta HaBeJICHHSIM BUKOPHCTAHUX
JI0Ka3iB (apTedaxTiB)
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Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.
The maturity level is defined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (tab Diagnostics (/liarnoctrka)) to the
spreadsheet (Forma_Diagnostyky OKI.xlIsm file)
provided by the Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results
of stage 1, which includes a completed spreadsheet based
on the results of step 1.6

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting)

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target
level of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives ,
interviews with the recipient's stakeholders

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can
be obtained, including, but not limited to, from existing
regulatory and legal documents, a description of the
organizational structure, a description of projects,
inventory documents, interviews with stakeholders of the
recipient

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according
to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.
Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available
and minimum required resources and the results of steps
2.1-2.3 and stage 1. The target level of maturity should be
at least one higher than the existing one.

Kpok 1.6 — Ha ocHoBI nnpoanasizoBanoi Ha kpoui 1.5
iH(opMmarii BU3HaYEHHs OTOYHOTO PiBHS 3pLIOCTI
kibepbesmnexu y BiamosigHocti 3 NIST Cybersecurity
Framework 2.0. BuzHaueHHs! piBHs 3pijocTi
BiIOyBa€THCSA HACTYITHUM YHHOM — KOJKHA CyOKaTeropis
omiHIOETheA 1o Kani Bix 0 mo 4 6amis (0 piBers — 0 6a,
1 piBens — | Gamm, 2 piBeHb — 2 6anu, 3 piBeHs - 3 Gany,
4 piBeHb — 4 6anm, Oa MPUCBOIOETHCS B TOMY BHITAIKY —
SIKIIIO CyOOMEH MOBHICTIO BiATIOBiTa€ BUMOTaM pPiBHS
3pLIOCTI), MicHsl YOro SKIIo HabpaHo Bix 0 mo 105 GamiB —
ue 0 piBeHs Juist oprasizanii B oMy, Bix 106 1o 211 -1
piBeHb, Big 212 o 317 — 2 piBens, Big 318 mo 423 — 3
piBeHsb, 424 — 4 piBeHs). Bei 6anu BKIIIOYAIOTHCS TIPH
3anoBHEeHHI (Bknaaka Diagnostics ([iarnocTtrka) 10
eJIEKTPOHHOT Tabui ((aiin

Forma_Diagnostyky OKI.xIsm), o Hagae 3aMOBHUK Ta
3anoBHIO€ [TipaaHuK.

Kpoxk 1.7 — ITixroroBka 3BiTy 3a pe3ynbratamu ETamy 1,
110 BKJIIOYA€E B ceOe 3aII0BHEHY SJICKTPOHHY TaOJIHIIIO 3a
pe3yabraramu Kpoky 1.6

Kpoxk 1.8 — [Torompxensst 3 PerumnieHToM Ta 3aMOBHHKOM
3BiTy 3a pesyabraramu Etany 1 (B pamkax ¢izudnoi un
OHUJIAIH 3ycTpidi).

Eran 2 — 3aBaanns B. BusHadyeHHs HinboBOro piBHs
3pinocri kidepOe3nexu Penunienra. Po3podka
Pexomenaniii 1yt Ha0yTTs HiILOBOIO PiBHSA 3pijlocTi
ki0epOe3nexn Penumienta Binmosimno NIST
Cybersecurity Framework 2.0. Po3pooka Jlopo:xHoi
Kaptu BnpoBagxenns Pexomenaauiii 1y Ha0yTTs1
HiIbOBOTO piBHSA 3piyiocTi KibepOe3nexku Penunienra
Bignmosigno g0 NIST Cybersecurity Framework 2.0

Kpok 2.1 — I[IpoBeseHHs iHTEPB 10 3 KEPIBHUIITBOM Ta
KITFOYOBUMHM CTEHKXOJIIEpaMH JJIsl BU3ZHAYCHHS
KJIFOYOBHUX HAIPSMKIB IMOKpAIEeHHs KibepOe3neku 3
TOYKH 30py IlJIeH Ta 3a/1a4 opraHizaiii - inpopmaris
MOXe OyTH OTpHMaHa y TOMY YHCJIi, alie He
00MEXYIOUNCh — 3 IPUWHATHX CTPATETiYHUX JOKYMEHTIB
PerumienTa, 110 BU3HAYAIOTH IUTi Ta 3a]1a4i OpraHi3alii,
iHTEpB 10 31 cTeiikxomaepamu PerumieHTa

Kpoxk 2.2 — BusHaueHHs HassBHUX pecypciB Pennmrmienra B
cdepi xibepodesnekn - iHhopMarrist Moke OyTH OTpHMaHa
y TOMY YHCIIi, ajle He 0OMEeXYIOUHUCh — 3 HasiBHUX
HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB, OITHCY
OpraHizariifHoi CTPYKTypH, OTIHCY MTPOEKTIB,
IHBEeHTapHU3aiHHUX JOKYMEHTIB, IHTEpPB 10 31
cTeikxomaepamu Perumienta

Kpoxk 2.3 — Anani3 Ta BU3HA4E€HHS NEPIIOYSPTOBUX, IS
MOKpaIIeHHsI, KaTeropiii Ta cyoOkaTeropiit kibepoesnexu
srigao NIST Cybersecurity Framework 2.0 na ocHOBI,
asie He 00MEKyI0UHCh, pe3ynbTatiB Etamy 1 Ta Kpokis
21,22

Kpok 2.4 — BusnadeHHs! IUIbOBOTO PiBHS 3piIOCTi
KiOepOe3neKu BUXOISYH 3 IiJIeH, 3a7a4, HASBHUX Ta
MiHIMaJIFHUX HEOOXiTHNX PecypciB Ta pe3yIbTaTiB
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Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions)

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5
and the documents developed in step 2.6 (including, but
not limited to, time, personnel, and equipment)

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side

Step 2.9 — Developing a report based on the results of
Stage 2 and filling in the Recommendation Plan tab
(ITman BripoBamKeHHs pekoMeHnaniii) of the spreadsheet
(Forma_Daignostyky OKI.xlsm file) and spreadsheet of
specifications (Form HLD Recommendation.xlsx file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 2.10 — Preparation of the report based on the results
of stage 2

Step 2.11 — Agreeing with the recipient and the Activity
of the report based on the results of stage 2 (within a
physical or online meeting)

Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map Recommendations
Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the
results of Stage 2

Step 3.3 — Submission of a monthly report within 2
months of the implementation of the recommendations
provided as a result of Stage 2 and the Road Map,
describing the recipient's progress and identified
problems and backlogs (if any)

Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or
online meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient’s achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity
Framework 2.0

Kpokis 2.1-2.3 ta Etany 1. LlinboBuii piBeHb 3pisIocTi
Mae OyTH HE MCHIIIC HiX Ha OJIMH OUTHINUH 32 HASBHUIA.
Kpoxk 2.5 — Po3poOka Pexomenaariii 1ist miIBUIICHHS
piBHS 3plIOCTi 0OpaHUX JOMEHIB Ta CyOIOMEHIB
kibepoesnexn NIST Cybersecurity Framework 2.0, xa
OCHOBI pe3yJbTaTiB OTPUMaHHIX Ha MOMEPEIHIX KPOKax.
Kpoxk 2.6 — Po3poOka poexTiB HEOOXiTHUX TOKYMEHTIB
(BKITIOUAtOUH, Ta He 0OMEKYIOUHCH - TTOJITHK, POy,
IHCTPYKIIii)

Kpok 2.7 — BusnaueHHst pecypciB HEOOXiTHUX ISt
BIIPOBaKeHHs PekoMenariit po3poosienux Ha Kporri
2.5 Ta JOKyMEHTIB, pO3pOOJICHUX Ha MOMEPEIHIX KPOI
2.6 (BKIIOYAIOYH, ajle He OOMEXKYIOUHUCH - Yac, epcoHall,
o0JaiHaHHS)

Kpok 2.8 — Po3pobka 2-micsiunoi Ta 3-piunoi Jlopoxuboi
KapTu BripoBakeHHS po3pobneHnx Pekomennaniii, Ha
OCHOBI pe3yJIbTaTIB MOMEPEAHIX KPOKIB Ta, aJic He
00MEKYIOUNCH, IHTEPB 10 Ta OOTOBOPCHHSAMH 31
CTeHKXxoJAepamu 31 ctoponu Perernienrta

Kpoxk 2.9 — Po3po0Oka 3BiTy 3a pe3ynpratamu Etamy 2 Ta
3anoBHEHHs BKIaaku Recommendation Plan (ITnau
BITPOBAPKCHHSI PEKOMCHIAIIi#) CIICKTPOHHOT TaOJIUII
(baitn Forma_Daignostyky OKI.xIsm) Ta enextpoHHy
tabnuiro cneuudikaniit (paitn Form HLD
Recommendation.xIsx), o Hamae 3aMOBHHK Ta
3anoBHtoe [TinpsaHuk. 3anoBHeHa BKIaqKa eJ1eKTPOHHOT
TabmuI MoBUHHA OyTH BKIIFOYEHA 0 3BIiTY 3a Etam.
Kpoxk 2.10 — [TingroroBka 3BiTy 3a pesynbraramu Etamy 2
Kpoxk 2.11 — [Toromxenns 3 Penumientom ta
3amoBHUKOM 3BiTy 3a pe3yibraTtamu Etamy 2 (B pamkax
(hi3U9IHOT UM OHJIAHH 3yCTpidi).

Etan 3 — 3aBganns C-D. KoncyabTaTuBHO-
MeTo/0J0riYHa niaTpumka Penunienta Ha erami
BIpoBa/ukeHHs1 Pexomennauiii 3a J{opo:kHbOIO
Kaptroro

Kpok 3.1 — HanauHst nomMicsi9HOT KOHCYJIbTaTHBHOT
miarpuMku Penumienta [TinpsiiHukoM Ha erari
BIIPOBAJKEHHsI PexoMeH a1 oTpuManmx 3a
pe3yabraramu Etamy 2

Kpoxk 3.2 — BincniakoByBanHss [1iapsgaukoM mporpecy
BIIpOBaKeHH Pekomenariii PerummienToM Ha
IIOMICSTYHIN OCHOBI B paMKaX rpadiky BU3HAYEHOTO
Hopoxuboto KapTtoro 3a pezynbratamu Erany 4

Kpok 3.3 — HajganHs 1IOMICSYHOTO 3BITY MPOTATOM 2
MIiCSIIiB BIPOBAKEHHST PekoMeHaaIiii HaJjaHux 3a
pesynbratamu Etamy 2 Ta lopoknoi Kaptu 3 onricom
nporpecy Pennmienrta Ta BUSBICHNX MPoOIeM Ta
BiJICTaBaHb (3a HASBHOCTI)

Kpox 3.4 — [ToropkeHHs 3 3aMOBHUKOM IIOMICSYHHIX
3BiTiB 3a pe3ynbTaramu BUKOHaHHS ETamy 3 (B pamkax
(i3UYHOT UM OHJIAWH 3yCTpii).

Etan 4 — 3aBnanus E. [loBTopHa giarnocTuka mis
niaATBepIKeHHs 10cArHeHHsl PenunieHToM 1ijiLboBoro
piBHs 3pisocTi kidepde3nexn 3riqno NIST
Cybersecurity Framework 2.0
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Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0
domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested recipient representatives, collection of
documentary evidence - "artifacts" (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots)

Step 4.2 — Analysis of the information collected in step
4.1 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0— the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the
analysis should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (Re-diagnostics tab) into the spreadsheet
(Forma_Diagnostyky OKI.xlsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a physical
or online meeting).

Kpok 4.1 — 36ip inpopmarii mpo notoyHuii cTan
kiOepOe3mneku moMeHiB Ta cyonomenis NIST
Cybersecurity Framework 2.0, o 6y7iu Bu3Ha4eHi Ha
Etami 2, six neprmodeprosi ms [TokpamieHHs —
iHpOpMaris MoXxke OyTH OTpHMaHa y TOMY YHCIIi, aje He
00MEXYIOUNCH — 3 TIPOBEJICHHS iHTEPB 10 3
3aIiKaBICHUMH TIpeICTAaBHUKaMHu PerumtienTa, 36ip
JOKYMEHTAIbHUX JIOKa3iB — «apTedaxTiB» (aKTiB,
IIpoueayp, MOTITHK, BUBAaHTa)KEHb HAJAIITYBAHb
MIPOTrPaMHOTr0 3a0e3NeUeHHs, JOrOBOPiB, HOPMATUBHUX
JIOKYMEHTIB, 3HIMKIB €KpaHiB)

Kpok 4.2 — Ananis 3i6panoi Ha Kpomi 4.1 indopmarii Ha
BIJIMIOBITHICTE BUMOT'aM JIOMCHIB Ta CyOIOMCHIB
kibep6esmexku NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBUHEH BKIJIIOYATH B ce0Oe OMKUC Mponeaypu
MepeBipKU Ha BiAIOBIAHICTH BUMOTaM KOYKHOTO
Cy0/IOMEHa Ta HaBEICHHSAM BUKOPUCTAHHX JJOKa3iB
(apTedaxriB)

Kpoxk 4.3 — Ha ocHoBi npoanaiizoBanoi Ha Kporti 4.2
iH(pOopMarii BU3HAYCHHS i ITBEPIKCHHS JOCSTHEHHS
PeruriieHTOM HIJTBOBOTO PiBHS 3pijIoCTi KibepOe3nekn y
BinnosinHocrti 3 NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBUHEH BKJIIOYATH B ce0E OIMUC MPOLIEAYpH
HEePEeBIPKH Ha BiJIOBIIHICTh BUMOTaM KOYKHOTO
cyOJloMeHa Ta HaBe/ICHHSIM BUKOPUCTAHHUX JIOKa3iB
(aptedakriB). BusHaueHHs piBHS 3pLIOCTI BiZOyBA€THCS
HAaCTYITHIM YNHOM — KO)KHa CyOKaTeropisi OiHIOEThCS
o mkaiti Big 0 mo 4 6amiB (0 piBers — 0 6an, 1 piers — 1
Oamm, 2 piBeHb — 2 Oanu, 3 piBeHs - 3 O6anm, 4 piBeHb — 4
6au, 6aJ MPUCBOIOETHCS B TOMY BHUIAJIKY — SIKIIO
CyO/IOMEH TIOBHICTIO BiJIITOBi/Ia€ BUMOTaM PIiBHS
3pLIOCTI), micist 4oro Ko HabpaHo Bix 0 mo 105 GamiB —
e 0 piBeHb It opraizaiiii B mijiomy, Big 106 mo 211 — 1
piBeHb, Big 212 mo 317 — 2 piBens, Big 318 mo 423 — 3
piBeHb, 424 — 4 piBeHb). Bei 0anu BKIIIOYAIOTHCS TIPH
3anoBHeHHi (Bkiaaka Re-diagnostics (IToBropra
JIarHOCTHKA) 70 CJICKTPOHHOT Tabmui ((haiin
Forma_Diagnostyky _OKI.xlsm),, mo Hagae 3aMoBHUK Ta
3anoBHIO€ [TipsaaHuK.

Kpoxk 4.4 — [TiaroroBka 3BiTy 3a pe3ynsratamu Etamy 4,
1110 BKJIIOYAE B ceOe 3aI0BHEHY TaOJIUIIIO 32
pesyabraramu Kpoky 4.3

Kpoxk 4.5 — [Toromxenns 3 PerumieHTOM Ta 3aMOBHIKOM
3BiTy 3a pesyabraramu Etany 4 (B pamkax ¢izudHoi un
OHJIAWH 3yCTpidi)
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Attachment B: Proposal Cover Letter/
Hopatok B CynpoBigHun nuct

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY-24-0267

dated 12 December, 2024. Our attached proposal is
for the total price of
(figure and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, Mo MigIUCATHCS HIDKYE, HATAeMO IPOMO3MINI0 13
3araJbHOI0 LIIHOO

(BKaxiTh WiHYy nuppaMud 1 TPOMUCOM), sIKAa IOAAETHCA,
BIIMOBIAHO 10 3anuTy Ha HajaHHg mnpomo3uilii RFP Ne
REQ-KY1-24-0267 Bin 12 rpynnas 2024 poxky.

Mu 3acBiguyemo, 110 IiHU 3a3HadeHi y [Ipaiic-nucri, mo
IOJIAEThCS, MiMCHI TpoTsaroM mepioxmy 60 (mictaecsT)
KaJleHIapHUX JIHIB.

Mu 3acBiguyemo Hamry ¢iHAHCOBY BiAIIOBiAAaNBHICTD 1
IpUitMaeMo yMOBH oruiatu kommadii « DAD», sxi € omaroro

ITICJIS IOCTABKH Ta MPUHHATTS HaJaHUX TOCIYT.

Harmra mpomo3wuttist € 000B’I3K0BOIO JUIS HAC 3 YPaxXyBaHHAM
3MiH B pe3yJbTaTi OyIb-sIKMX OOTOBOPEHb.

Mu posymiemo, mo kommadis «DAI» He 3000B’s3aHa
pUMaTH OyAb-AKi MPOTIO3UILil, sIKi BOHA OTPUMYE.
[ligmic ynoBHOBaXkeHO1 0coOu:

IM’st Ta IOCa/1a YIOBHOBaXKEHOT 0COOH:

Haspa opranizariii:

Anpeca:

Tenedon:

E-mail:

ITeuaTka KOMMaHii:
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Attachment C: Price Schedule/ QloaaTok C: lNpauc-nucT

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY tabnuii HIDKYe HaBEACHI BUMOTH IO MOCTYT. YYAaCHUKH TEHIEPY MOBWHHI MOJATH MPOIIO3UIIii, IO
MICTSTh BiINOBiAHY iHpoOpMamilo Ha ¢ipMoBoMy OnaHKy abo BiAMOBiAHO o odiuiiiHOro Qopmaty
TIPOTIO3HIII1.

The price could be presented in USD or UAH without VAT/ Vi uinu Hagani B 8 gonapax CIIA a6o rpusHi

oe3 I1JIB.

Detailed budget template

Budget narrative explanation

Item | Item Description/Specifications Unit Quantity Unit Price Total Price | Provide brief justification for
# Onwuc/Crenmgikarrii OnuHUIS Kinekictsb Iina 3a ox Bceroro each line item
Program Staffing
11
Equipment and material
2,1
3 Travel, Transportation, Per Diem
3,1
4 Other Direct Costs/Program
Administration and Services
41
5 Benefits/Fee
6 Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here to enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information on
each line item in the budget and explain why these items are needed to implement the activity, including
hourly rates for presented team members and any indirect costs which may occur during the completion of
the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF (on a company’s letterhead,
signed and stamped) AND EXCEL SHEET.

MNPUMITKA: YyacHuKY NOBHHHI [TOJATH BHUCPIIHUN OMKUC OFOPKETY, KU MICTUTH 1H()OPMAILIiIO PO
KOXHY CTaTTIO BHUTpaT Ta IMOSCHIOIOTh, YOMY Il CTarTi MOTPiOHI JuIs 3MIMCHEHHS [isUIBHOCTI,
BKJIIOYAIOYH LiHY poOOY0i TOAWHM CHeliaiicTiB Ta OyIb-sIKi HEPAMi BUTPATH, 10 MOKYTh BUHUKHYTH B
nporieci nposeeHHs omiHku. Moro notpiGHo Hagicnaty y gopmari daitny .pdf (sa odiniiinomy Granky
KOMIIaHi1, 3 MiJIHUCOM Ta Ie4aTKor) Ta .XIs.
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Payment
Milestone  Description & | Amount/ Total
N Milestone No./ | Required Documentation / BixcoTok Due date / price /
) PesyabTart Onuc Ta HeoOxigHa | Bix cymm | [ara ina
AOKYMEHTallsA 3arajibHol
oIJiIaTu
Initial Stage: Signing of the 20 working days after signing
Non-Disclosure Agreement the contract between the
(NDA) between OCI and the selected provider and the
selected provider / Activity / 20 poGounx mHiB
TlouaTkoBuii eran. MICIIS TIAMUCAHHSA JOTOBOPY
i ATACaHHAS yronu po MiX oOpaHuM
HeposromomeHas (NDA) wix II0CTaYaJIbHUKOM Ta | UAH /
OCI ta oOpannM mpoBaiinepom JIiSUTBHICTIO IpH.
1 Milestone #1 /| Deliverable A Report: | aco, 30 working days after signing | USD ~ /
Pesyabrar Nel | Assessment of the current OCI the NDA between the OCI | momapu
cybersecurity maturity  level and the selected provider / 30 | CLIA
according to the NIST pobounx JIHIB micis
Cybersecurity Framework 2.0 / mianucanas NDA mix OKI ta
3BiT 3a pe3yJbTaTaMu 3aBJaHHs; BHOPaHHM I10CTa4aIbHHKOM
A: OmiHKka TOTOYHOTO piBHSA
3pinocti  kibepoesmeku OCI
BIIITOBITHO bi (o) NIST
Cybersecurity Framework 2.0
Deliverable B Report: 40 working days after the
Determination of the OCI target Comp|eti0n of Deliverable A/
maturity level according to 40 poGounx jHiB  micis
NIST Cybersecurity Framework 3aBepILIeHHs 3aBaaHHs A
2.0
Recommendations for
transitioning from the current
level to the target level.
The roadmap  for  the
implementation of the UAH /
_ developed recommendations for IpH.
Milestone #2 /| 2 months and 3 years / USD |
2 Pesyabrar Ne2 3BiT 3a pesyapratramu 3aBpanss | 40%
B: BH3HaYCHHS HIJTHOBOTO PiBHSA lclciﬁaim
spimocti OCl BigmoBigHO 1O
NIST Cybersecurity Framework
2.0
Pexomenpanii momo mepexoay
Bil TOTOYHOTO PiBHA JO
LIJIBOBOTO.
JopoxHst  kapra  peanizamii
PO3pO0IEHUX peKOMEHAAMIN Ha
2 micsi Ta 3 poku
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Deliverable C - D Monthly
Report:  The progress of
implementation of the
recommendations by  the
recipient / ll{omicstunuii 3BiT 3a
pesynbratamu 3aaanns C - D:
XiJi BUKOHAHHS PEKOMCHIAIIN

20 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) / 20 pobGouux AHIB micis
BUKOHaHHA 3aBmaHHs B (y
3BiTI Mae OyTu BimoOpaxxeHO

UAH /
oJIepIKyBadeM poborty, BHUKOHAHY 3a rpH.
Milestone #3 / i 2506 sapnammimn C 1a D) usb /
Pesyanrar Ne3 | Deliverable E Report: 0 20 working days after the | momapu
Reassessment of the current completion of Deliverable C | CIIIA
cybersecurity maturity level & D/ Yepes 20 pobounx aHiB
according to the NIST micns 3aBepinenns 3aBganb C
Cybersecurity Framework 2.0 / ta D
3BIT 3a pe3ysibTaTaMu 3aBAaHHs
E: noBTOpHa OI[iHKA MOTOYHOTO
piBHA 3pimocti KibepOesmekn
BIIITOBITHO bi (o) NIST
Cybersecurity Framework 2.0
— DAI PAGE 31
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Attachment D: Representations and Certifications of Compliance/
Hopatok D: 3aaBwu Ta lNigTBepaXeHHA npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHUN CHHCOK BHKIIOYEHHWX o0ci0 — OOpaHHWil y4acHHK
TeHJiepa Hapa3i He € BIJICTOPOHEHWM, TUMYACOBO BiJICTOPOHCHHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYyb-SKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apobiTHOT mIaTh kepiBHULTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAI» sk reHepaIbHOTO MiAPSAHHKA
3a KoHTpakTamu (enepanpHoro ypsay CIIIA 3BiTyBatd mpo piBHI
3apo0iTHOI TIaTH M'ITH KEpiBHHUKIB CyOMigpsIHUKA 3 HaAWBUIIAM
piBHeM 3apoOiTHOi math B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CyOmiapsTy BIAIOBIZHO 1O 3aKOHY IPO IMI3BITHICTH 3a (elepaabHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenta CIIA npo 3a0opoHy (iHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
(hi3MuHUMHE 0c00aMu Ta OpraHi3alisiMu, OB’ I3aHUMH 3 TEPOPU3MOM, a

TaKOXX HagaBaTH IM pecypcH Ta MATpUMKY. Opuanuny
BIJIMIOBIMANBHICTh 32 3a0e3MCUcHHsA JOTPUMAaHHA IMX  YKasiB
IIpesuneHTa Ta  3aKOHOJABCTBa Hece BukoHaBelb/PerumieHT.

PenumieHnTy He MO3BOJIAETHCS TpAIfOBaTH 3 (I3MYHUMH OCOOaMH Ta
OpraHi3allisiMH, OB’ 3aHUMH 3 TECPOPU3MOM, a TAKOX HaJgaBaTH iM
pecypcu Ta miaTpuMmky. JKomHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM ab0 IOPUAMYHHM 0CO0aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, SAKUH
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKIIFOYAETHCS JIO BCIX JOTOBOPIB CyOmiapsy /
pillieHb PO HaJaHHs CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Topriens aroneMu — BukoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1MCHIOBATH TOPTIBIIIO JIOJBMH (SIK BU3HAYCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIFOIBMH, OCOOJIMBO >KIHKAMHU Ta TITbMH, KU JONOBHIOE€ KOHBEHIIIO
OOH m1o10 NpOTHIIT TPAHCHAIIOHATLHOT OPTraHi30BaHOT 3JIOYMHHOCTI),
OIUTauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY IpAIIO.

5. [igTBepIKEHHS Ta PO3KPUTT iH(bOpPMALIii 010 [IATEXIB 3 METOIO
BIUIMBY Ha JesKi (emepaibHi TrOCIOAApChKi omepaili — YYacHHK
TeHIepa MiATBEPIKYE, 0 TOTPHUMYETHCS 3apa3 Ta TOTPUMYBATUMEThCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTS
iHpOpMaIi MOox0 TIaTeXiB 3 METOI BIUIMBY Ha HeAKi (enepaibHi
rOCIIOJapChKi omepartiin.

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYacCHHUK TEHAEPY
MiATBEP/KYE, 10 HWOMY HE BiZoMo mpo Oyap-saKy iHdopmaiito, sika
CTOCY€EThCS iICHYBaHHS Oy/b-5IKOTO MOTEHI[IHHOTO KOH(IIIKTY iHTepeciB
opranizarii. Y4acHUK TeHIEpY TaKoX MiJTBEPIKY€E, IO SKII0 HOoMy
CTaHe BIIOMO Mpo iH(OpPMAIiIo, sIKa Ma€ BiTHOMICHHS IO MOKJIABOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(MIIKTY, YYacCHUK TEHJEepYy HEBIIKIIaIHO
Hazae kommadii « DAl 3BiT, e po3KpUBa€ETHCS Taka iHPpOpMAIIis.

7. 3abopoHa cerperamii MicIlb CHIIbHOTO KOPHCTYBaHHS — YYacCHUK
TeHJepa MiATBEepIKYE, Mo ToTpuMyeThest FAR 52.222-21 «3abopoHa
cerperatlii MiCllb CIIiIBHOTO KOPUCTYBaHHS.

8. PiBHI MOXJIHMBOCTI — VY4YacHHUK TEHJAepy MiATBEPKYE, IO HE
3MIIHCHIOE IUCKPUMIHAILIIO TPOTH OY/Ih-SKOTO TpalliBHUKa a00 3asBHUKA
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

3a BIKOM, CTATTIO, PEIITi€l0, 1HBaNiJHICTIO, Pacolo, MEPEKOHAHHIMH,
KOJILOPOM IIKipH a00 HAI[lOHAIBHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacHHK TEHAEPY MiATBEPIUKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYAOBOTO 3aKOHOJABCTBA.

10. Honoxenus npo denepanbhi 3akymiemai (FAR) — YyacHuk TeHaepa
MiATBEPDKYE, 10 o3HaHomuieHui 3 IlonoxeHHaM mpo QenepaibHi
sakyniBni (FAR) 1 He mopymnrye >OZHOTO MiATBEpIKCHHS, LIO
BHUMAraeThCs 3riHO 3 BiamoBigaumu HopMamu FAR, y Tomy guci, ane
He 00MEeXyIOUHCh MiATBEPUKEHHIME CTOCOBHO JIOOITOBaHHS, Xabapis,
MOXKITHBOCTI piBHOTO IpareBIalTyBaHHS, KOMIIEHCAIIHHOT
JUCKpUMiHAMii, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (enepaibHi
rOCHOAAPCHKI omepartii.

11. JoTpuMaHHS BUMOT NpAalliBHUKAMHU — YYaCHHUK TEHACPY TapaHTye,

1[0 BUMaraTuMe BiJl yCiX MpaIliBHUKIB, IOPUIUYHUX Ta GI3UIHHX OCI0 —
Ha/IaBayiB MOCIYT Yy 3B’S3Ky 3 BUKOHAHHSAM /JlOroBOpy Ha 3aKyHiBIIIO
kommaHii «DAl» 1oTpuMyBaTHCh BUMOT BiANOBiAHOTO J[OrOBOpY.

Iomaroun mpomo3uLilo, YYacHUKH TEHIEPY LUM IOTOUKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
bOMY JOKYMEHTI, a TaKoX IMpH YKJIaJeHHI JOTOBOPY MOBHHHI OyTH
TOTOBI MiAMMCATH I 3a5BH Ta MiATBEPIKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees/ logaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKKU, CyONiapAAHUKNA Ta rPaHTOOTPUMYBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAl will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

Il MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY
DAI WITHOUT PRIOR RECEIPT OF AN UNIQUE ENTITY ID (SAM).

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucauii orusix morounux Bumor ypsiny CHIA — ynikanbHuii ineHTugdikarop opuanasoi ocooun (SAM)
[Hounnatoun 3 4 xBitHA 2022 poky, MOpUIMYHI OCOOHM, SAKi BEOYTh MAISUIBHICTH 13 (enepanbHuM YpsIoM,
BUKOPUCTOBYBAaTHUMYTh YHIKaNbHUI ieHTH(]iKaTop ropuauaHoi ocoou (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VuikanpHui igeHTH(iKaTOp fopummuHOi ocodbu (SAM) — me 12-3HauHuMid  andaBiTHO-UM(PPOBUIT KoM, SIKHA
KOHTPOJIIOETHCS Ta IIPHCBOIOETHCS YPSAAOM 1 HAISXKUTH ypsiay. BiH gonomarae ypsity cipocTUTH nporiec igeHTudikarii
Ta TEPEBIPKH IOPUIUYHUX OCI0, MOJETIIYIOYH W PoONSYM MEHII OOTSKIMBUM JUISl FOPUAMYHUX OCiO BeICHHS
JUSIBHOCTI 3 PeiepabHUM YPSIIOM.

InenTudikaTtop HagaeTHC PUANIHAM 0cO0aM ITijl yac peecTparlii, abo ) Horo Mo)KHa OTpuMartH Ha caiiti SAM.gov
0e3 peectparrii. ITociyru 3 migrBeppkeHHs inentudikatopa mis ypsay CIIA namae xommanist Ernst and Young.
Iadopmaris, HeoOXiaHa AT OTPUMAHHS YHIKaIbHOTO ifleHTU(]iKaTopa opuanyHoi ocodn (SAM) 6e3 peectpanii, —
MiHiMabHa. [nenTrdikaTop miATBEpIIKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi oprasizauii. Lle miaTeepmxeHHs
TOTO, 1110 Ballla OpPraHi3ailis € THM, 3a KOoro cebe BHAE.
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VHikanpHU# iaeHTH(IKATOP PopuarndHoi ocoou (SAM) HagaeThecst 0€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unigue entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucaunii orysg kosmmHix Bumor ypsixy CIIHA — DUNS

VHiBepcanbHa cucrema Hymepaiii ganux (DUNS) — e cucrema, po3po06iieHa i KOHTpoJibOBaHa Kommaniero Dun and
Bradstreet, sika mprcBoO€ Cy0’€KTy rOCIOIAPIOBAHHS YHIKAIbHUHN B’ ATH3HAYHUI nU(poBuii inenTudikatop. Taka
CHCTEMa € CBITOBHM CTaHAAapTOM 1 paHime BHKOpucTOBYBajachk ypsimom CLHA st mpuUCBOEHHS YHIKaJbHHX
ineaTudikaropis opuandHIM ocobam. 4 kBiTHA 2022 poky ypsan CLIA npunuHWB BUKOPHCTAHHS IIi€l CHCTEMH i
3aMiHMB ii Ha yHIKaIIbHUH ineHTH(iKaTOp PopuandHoi ocodu (SAM). [licns 4 keiTas 2022 poky denepanbHA ypsiI He
BuMaratume Homep DUNS.

Sxmo ropunmaHy ocoly Oyio 3apeecTpoBaHo Ha caiTi SAM.QOV (3 akTUBHOK ab0 HEAKTUBHOK PEECTPAILIEIO),
VHIKapHUN ienTrdikarop ropuandaoi ocoou (SAM) OyB NpUCBOEHHI 1 TOCTYITHUIA JJIS IEPETIISAY B OOIIKOBOMY
3amuci opraHizamii Ha caiiti SAM.QOV e g0 mepexoay, skud BimOyBcs 4 kBiTHA 2022 poky. YHIKanbHUi
ineHTudikarop opuandHOi ocodou (SAM) MOoKXHA 3HAWTH, YBIHIIIOBIIN 10 CHUCTEeMH Ha caiiti SAM.QoV i BuOpasmun
Bi/uKeT «YTipaBiiHHs opraHizauieto / Entity Management» y cBoemy po6o4omMy rnpoctopi abo yBIfIIOBIIN 10 CHCTEMH
1 BUKOHABIIIX MOMYK 1H(GOpMALii Tpo I0pUIUIHY 0C00Y.

For more information on obtaining the Unique Entity [ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Information about OCI/ JoaaTtok F: IHdbopmauisa npo OKI

The table below provides basic information about the OClIs and its scope.
VY Ttabnuni HUK4e HaBeneHo 0a3oBy iHpopmanito npo OKI Ta fioro macmrad.

JuinpoBcbka Micska pana / Dnipro City

Name of OCI / Hazsa OKI Council
Official Website / Odimiitauii Be6-cait https://dniprorada.gov.ua/
Number of employees / KinbkicTh npalliBHUKIB 2400

Number of main divisions (departments) /

KinpkicTh OCHOBHUX CTPYKTYPHHUX IiAPO3ALITIB 44
(memapTaMeHTIB)
Number of regional offices / KinbkicTs 1

perioHaNBHUX MPEICTAaBHUIITB

The number of informational systems,
administrated or managed by OKIs / KinbkicTh 94
iH(opMaIifHIX cUCcTeM, aIMiHiCTpaTopaMu abo
posmnopsinaukamu skux € OKI

Name of OCI / Hazsa OKI Komynansne IlinnpuemcrBo "Indo-Pana-
Juninpo" {ninposcbkoi Micbkoi Pagu /
Municipal Enterprise “INFO-RADA-DNIPRO”
of Dnipro City Council

Official Website / Odimitinuit Be6-caitr https://dniprorada.gov.ua/uk/page/komunalne-
pidpriemstvo-info-rada-dnipro-dniprovskoi-miskoi-
radi

Number of employees / KinbpKicTh npaliiBHUKIB 39

Number of main divisions (departments) / -
KinbKicTh OCHOBHHUX CTPYKTYPHHUX MiIPO3/IiIiB
(memapTaMeHTIB)

Number of regional offices / KinbkicTb -
pETioHANIBHUX MPEICTAaBHUIITB

The number of informational systems, 4
administrated or managed by OKIs / KinbkicTh
iH(pOpMAaIIHHAX CUCTEM, aJIMiHICTpATOpPaMHu abo
posnopsinaukamu sikux € OKI
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Name of OCI / Hazsa OKI Komynanesne ninnpuemctso “Iiudposa
TpaHcdopMamisa Ta aBToOMaTH3aIlisI
indopmaniiinux npomueci micra “e/lHinpo”
JuinpoBcbkoi Mickkoi pagn / Municipal
Enterprise “Digital Transformation and
Automation of Information Processes of the City
“eDnipro” of Dnipro City Council

Official Website / Odimiiinmit Be6-caifr https://ednipro.dp.ua/

Number of employees / KinbkicTs 30
TIpaIliBHHUKIB
Number of main divisions (departments) / -
KinbkicTh OCHOBHUX CTPYKTYPHHUX
MiAPO3/iTiB (IeTapTaMeHTIB)

Number of regional offices / KinbkicTb -
pErioHANILHUX MPEICTAaBHUIITB

The number of informational systems, 3
administrated or managed by OKls /
Kinpkicts iHopMamiitHux cucrem,
aZMiHicTpaTopamu abo pO3MOPSAHUKAMHU
sikux € OKI
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Attachment G: Past Performance/ JogaTtok G: [locBig po6oTtu

Please indicate orders that best illustrate your company work experience relevant to this Request starting from the most recent. The services performed
over the past three years will be considered.

[IpocrMo BKITIOUNTH 3aMOBIIEHHS, SIKI HAWKpAIIIE LTFOCTPYIOTH TOCBiA poOOTH Bamioi KOMMNaHil, akTyallbHUH TS IIHOTO 3aIUTY, TOYHHAIOYN 3 OCTAHHBOTO
3aMOBJICHHS. BepyThes 10 yBaru mociyru 37iHCHEHI IPOTIrOM MUHYJIUX TPhOX POKIB.

Ne | Project | Description | Client name/ Price in | Period of works | Completed in | Transfer and | Type of agreement,
Title/ of phone number, | UAH/ (Start-End time (yes/no)/ | acceptance act | subcontract, grant, order
Haszsa | Activities/ | e-mail/ Bapricte y | Dates)/  Jlatu | 3aBepmeno y | signed (yes/no)?/ (fixed price, with
npoekt | Ommc Hasea kiienta/ | TpH. MOYaTKY i | ctpok (Tak/Hi) | Uu miamucano aktu | reimbursement of expenses)/
y HismpHOCTI | HOMED 3aBEPILECHHA NpUAMaHHS- Tun yroau, JIIOrOBOPY

tenedony,  e- pooiT nepepadi  pobit? | cyOmiapsay, TpaHry,

mail (Tax/Hi) JOTOBOPY Ha 3aKkymiBiio (3
(hikcoBaHOIO IiHO¥O, 3
BiJIIIKO/IYBaHHSIM BHUTPAT)

1

2

3

4

5

=DAlI

PAGE 38




REQ-KYI-24-0267

Attachment H: Proposal Checklist/
Hopatok H: Yek-nuct npono3unuii

Offeror: Have

you?

D Submitted your proposal to DAl electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above)?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)

|:| Price Proposal (submitted in PDF and Excel format)
D Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment G).

|:| Documents used to determine Responsibility (As required in section “Responsibility Determination”):

1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).

. Evidence of a Unique Entity ID (SAM) number for contracts over $30,000

. The source, origin, and nationality of the services are not from a Prohibited Country.

. A brief overview of the company, including professional achievements.

. Confirm that the offeror has enough financial resources to complete the required task.

. Successful experience with related projects of similar scope and size (see Attachment G).

U B~ WN

— DAI PAGE 39


mailto:UkraineCCI_Proposals@dai.com

