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address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
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NONEPEOXEHHA: MNMoTeHUinHi Y4acHUKn TeHaepy, ki oTpuManu Len JOKYMEHT 3 [pKepena iHLoro,
HbX koMmnaHia «DAI», noBuHHI HeranHo 3BepHyTUca 0o UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta afpecy CBOEI KOMMaHii, Wob NpsAMO Ha Lo agpecy iM MoXHa 6yno HagcunaTu 3MiHM o Lboro
3annty abo iHWi nosigoMneHHs. byab-aknin NOTEHUINHUI YYacHUK TeHOEPY, SKUA TakKMM YMHOM He
BMSIBUTb CBOK 3aljikaBleHiCTb, Gepe Ha cebe NOBHY Bi4NOBIAANBHICTE Y pa3i HEOTPUMAaHHSA
noBigOMIIEHb A0 KiHLEBOro TepMiHy nogdaHHa npono3uuii. byab-aki 3miHM o uboro 3anuty
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornapg 3anuTy Ha HagaHHA npono3uuii (3anuT)

1. RFP No. REQ-KY1-24-0283
2.Issue date: December 31, 2024
3.Title

Procurement, delivery and installation of the
cybersecurity licenses for the Kyiv City State
Administration.

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCl Proposals@dai.com.

5.Deadline for Receipt of Questions

January 09, 2025, Kyiv, 14.00 Ukraine Time to the e-
mail address UkraineCCIl_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

January 16, 2025 16.00 Kyiv, Ukraine Time to the e-
mail address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact

UkraineCCIl Procurement@dai.com
8. Anticipated Award Type

A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the
fixed price amount. Offerors are expected to include all
direct and indirect costs into their total proposed price.

Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors

1. 3amut Ne REQ-KY1-24-0283
2. lata naganus 3anuty: 31 rpynus 2024 p.
3. Ha3Ba

3akymiBisg, [OCTaBKa Ta HAIAMITYBaHHS JHIEH3IH i
KwuiBcbkoi MiChKOT IepKaBHOI aaMiHICTpaIlii.

4. EnexTpoHHa agpeca JJjs NOJaHHS MPONO3UIIii

[pomno3wuriii MarTh 0JaBaTUCh Ha
UkraineCCIl_Proposals@dai.com

azapecy:

5. KinneBuii TepmMin 0OTpuMaHHS 3alIUTAHD

14.00 3a micueBuM KUiBCbKMM 4YacoM B Ykpaini 09 ciuns
2025 poky, Ha agpecy: UkraineCCl_Procurement@dai.com

[IuTaHHs Ta 3aTUTH HA PO3'ICHEHHS - 1 BIATIOBII Ha HUX
OyayTb HajlaHi B MUCBMOBIH (hopMi [T BCiX oJiepKyBadiB
3anuTy Ha HAJaHHS MPOTO3HUIIii, STKi BKa3aln
3aIliKaBJICHICTh Y BIANOBI/I Ha HHOTO. [InTaHHd 1 BimMOBI I
OyayTh momwupeHi, 6e3 igeHTudikamii 3anurysada (iB), A
BCiX MOTEHHIHHUX npomno3uliid. Kpim Toro, nurtaHHs ta
BiMOBiAI Oy yTh pO3MilleHi ITyOIi9HO Ha Tiil ke
miatdopmi, e po3MilIeHU 3anuT Ha HaJaHHs TOTIO3HIIIH.

6. KinueBuii TepMiH oTpMaHHs MPONO3UIIiii

16.00 3a miciieBUM KHIBCHKHM 4acoM B Ykpaini 16 ciuHs
2025 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHIThL VYBAI'Y, WO AJIPECA EJEKTPOHOI
[MOIITH JJIsA OTPUMAHHS 3ATIMTAHDb TA AJIPECA
EJIEKTPOHOI [omTHu JJA OTPMMAHHA
[IPOITO3ULIIN BIAPI3HAKOTHCS

7. Axpeca 1Jisl 3aNIUTIiB

UkraineCCI_Procurement@dai.com
8. OuikyBaHMii BUJ KOHTPAKTY

Kontpakr i3 ¢ikcoBaHow miHOW — 1€ OuiKyBaHa
BHHAropoja 3a 3arajbHy (QikcoBaHy LiHY, 3a HaJaHHS
KOHKPETHHX IIOCTYT, TOBapiB YW pe3yJbTaTiB, sKa HE
KOPUTYETBCS, KO (HaKTUUHI BUTPATH BUILI a00 HMXKUi 3a
¢dikcoBany wiHy. OUWIKyeTbCS, IO YYAaCHHKH TEHAEPY
BKITIOYaTUMYTh yCI TPSIMi Ta HEMIPSIMI BUTPATH JI0 3aralibHOT
3aMporOHOBaHO] HiHH.

Hananus mporo 3amuTy B JKOIHOMY pa3i He 3000B’s3ye
komnaHito «DAI» yknamatu nOroBip Ha 3aKymiBIIO, i
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will not be reimbursed for any costs associated with the
preparation of their bid.

9. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements  for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion, or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination,
and possible debarment.

YyacHUKaM TEHICPY HE BIOIIKOAOBYIOTHCS OyIb-sKi
BHUTpPATH, TIOB’A3aHI 3 MiJATOTOBKOIO MPOIO3HIIii.

9. ITiacraBa uisl yKJIaJleHHSI KOHTPAKTy

Pimenns npo yknagaHHs KOHTpakTy Oylle NMpUHMaTHCh Ha
ocHOBI mponecy «TexHiuno mpuiHsITHA NMPOMO3MI{A 3a
HaliHmxk4ol0 uiHow». KouTpakr Oyae yximameHO 3
BIAINOBIJAIBHUM Ta IPUHHATHUM YUYaCHUKOM TEHIEpPY,
SIKHM TIOJIaCTh HAWBUTIHINTY I[iHY, sSKa BiAmoBigae abo
MEPEeBUIIY€E TEXHIYHI BAMOTH/ HEIIIHOB1 ()aKTOPH, OIHCaHI y
bOMY 3aIuTi.

DAI Bene cBOIO AiSUTBHICTh BIATOBITHO JO HAHCYBOPINIUX
eTHYHUX CTaHAApTiB, 100 3a0e3meunTH  YECHICTh
KOHKYPEHIIii, IPUAHATHI I[iHA Ta yCIilTHEe HaJaHHs TOCITyT
abo JoCTaBKy sKicHUX ToBapiB Ta oOmagHanHs. DAI He
TEpIUTh KOpPYyMIii, XaOapHUITBA, 3MOBH YH KOHQIIKTY
inTepeciB. [Ipo Oynp-ski 3anuT Ha omiaTy abo MOCTyTH
cniBpoOiTHuKiB DAI ciif sskoMora IIBUIIIE TOBLIOMISTH
Ha ethics@dai.com a6o BiJIBiZIaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oymb-siki crpoOu
KOHTpaKTepa YW  CyONigpsOHUKA  3alpOINOHYBATH
crniBpoOiTHHKaM DAI 3a0xX04eHHs Ta BIUIMHYTH Ha PillICHHS
He OyAyTh JdONMYyCKAaTHCA 1 CTaHyTh IIiJCTaBOIO IS
TUCKBaTiQiKkaii, MPUIHHEHHS Ta MOYJIHBOTO OJIOKYBaHHS.
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General Instructions to Offeror
3aranbHi iHCTPYKLUil

11. General Instructions to Bidders

11. 3arausbHi iHcTpyKUil

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity (USAID Cybersecurity Activity) is
issuing this RFP for the procurement, delivery and
implementation of the cybersecurity licenses for the
Kyiv City State Administration.

e For more information on the required goods and
services, please refer to Attachments B and C of this
RFP.

o Offerors wishing to respond to this RFP must submit
proposals in English, in accordance with the RFP
instructions. Each Bidder is responsible for reading
very carefully and understanding fully the terms and
conditions of this RFP. All communications regarding
this solicitation are to be made solely through the
Issuing Office and must be submitted via e-mail no
later than the date specified above. All questions
received will be compiled and answered in writing and
distributed to all interested Bidders.

e Issuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible or liable for these costs.

e Proposals are due no later than January 16, 2025,
16.00 Kyiv, Ukraine Time, submitted to
UkraineCCI_Proposals@dai.com.

o Please note that Offerors shall submit complete
proposals in electronic form only.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the
right not to evaluate a non-responsive or incomplete
proposal.

IIpoextr USAID «KibepbOe3neka KpUTHIHO BaKIUBOI
iHppacTpykTypu Yipainm» (mam — I[Ipoexr «USAID
Kibep6e3neka» abo «lIpoext») oroinomye 3amuT Ha
3aKyIIBIO, TIOCTABKYy Ta HAJAIITYBaHHS JIIEH31H As
KwuiBcbkoi MiChKOT IepkaBHOI aqMiHICTpaIlii.

e Jlns oTpuMaHHS J0JaTKoBOi iHGopMamii mpo
HeoOXi/THI TOBapH Ta MOCIYTH, OyAb JTacka, 3BEPHITHCS
mo HomatkiB B ta C mporo 3amuTy Ha HamaHHA
MPOTIO3UIIIH.

e YYacHHUKH TEHJEPY, SIKi Oa)KaroTh BiAMOBICTH Ha 1K
3anuT Ha HaTaHHS TMPOIO3MWIliH, TMOBHUHHI IMMOAABATH
MPOMO3UIII AHTJIIHCHKOKW MOBOK BIiIIOBIIHO JIO
IHCTPYKLIH, BKa3aHMX Y I[bOMY JOKYMEHTi. Yci
OOTrOBOpEHHS ~ MIONO  [BOro  3amuTy  MAroTh
3MIACHIOBATUCS BUKIIOYHO dYepe3 odic, MmO BHIAB
JOKYMEHT uepe3 eNIeKTPOHHY aJipecy, He Ii3Hille IaTH,
3a3HaueHoi Bwume. Bimmoeimi Ha yci oTpuMaHi
3amuTaHHSA OyIyTh PO3iciaHi y MUCHMOBIH (opMi ycim
3alliKaBJICHUM Y4aCHHKaM TeHIEPY.

e OnpwiOAHEHHS IHOTO 3amuTy Ha  HAJAaHHS
MIPOTTO3UIIiil )KOAHUM YHHOM HE 3000B'I3y€ KOMITAHIIO
«DAI» yxmagatn cyOkoHTpakT abo JOroBip Ha
3aKyMiBIIIO.  Y4YacHUKaM  TEHIepy He  OyayTh
BIJIIIIKOJTIOBYBATHCSA OyAb-Ki BHUTpaTH, TMOB'sI3aHI 3
ITiITOTOBKOIO 200 MOJIaHHAM X TpOmNo3uiIii. 3a ®KOTHUX
o6craBuH, kommaHis «DAI» He Hece BiAIOBIIATLHOCTI
3a 11l BUTPATH.

e [Iponosunii maroth Oytu moxani mo 16.00 3a
MiCIIEBUM KHIBCHKUM 4YacoM B Ykpaini 16 ciunsa 2025
poky Ha aapecy: UkraineCCl_Proposals@dai.com

e 3BepHiTH yBary, L0 IOBHI MNPONO3HLIi MalOTh
ITOABATHCS JIVIIIE B €JIEKTPOHHOMY BHIJISIII.

e [Ipono3uii, mojani mi3Hinre, OyyTh BiJIXHIIEHI, 32
BUHSTKOM BHUIAJKIB HaA3BHYaHUX OOCTAaBUH Ha
po3cyna kommanii «DAI».

o [loganns npomno3uiii kommanii «DAID» y BiamoBiab
Ha Ied 3amuT Ha HaJaHHS IPOIO3UIlii Oyae SBIATH
co0OI0 TMPONO3WINI0 Ta CBIAYHUTHME IMPO 3TOaY
YyacHuKa TeHAEPY 3 IOJOXKCHHSIMH Ta YMOBaMH, SIKI
MICTATBCS Y IbOMY 3aluTi Ha HaJaHHS MPOTMO3ULIN Ta
OyIb-sKuX momatkax jgo Hboro. Kommanis «DAI»
3aJMIIac 3a co00I0 MPaBo HE OI[IHIOBATH HEBIIMOBITHY
a00 HEeNMOBHY MPONO3HULIIO.

=DAlI
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e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand that their offer
must be valid for 60 calendar days and be stated in the
cover letter.

o Offerors shall complete and submit Attachment B:
Price Schedule and indicate its date. Offerors should
indicate the total and all-inclusive price of the required
goods/services in Ukrainian Hryvnia or US Dollars.

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAT’s bank exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in the
Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine under Registration Card Ne4464-
24 of August 12, 2024.

e Each Offeror and any of its subsidiaries shall only
submit one proposal.

e YV TeMi MNOBIAOMICHHS €IEKTPOHHOIO IOLITOIO
MaroTh OyTH 3a3Ha4eHI HOMep 3aluTy Ta Ha3Ba.

e YYacHUK TEHJepy MOBHHEH IOBHICTIO PO3YyMITH, IO
UiHM 3a3HadeHi B ixHi Mpomo3uuii MaiTh OyTH
YUHHUMA mnpoTsaroM 60 kaneHmapuux JHiB i e
MOBHHHO 0yTH BKa3aHO B CYNPOBiIHOMY JIMCTI.

e YyacHHKM TeHJepy 3alOBHIOIOTH Ta HAJAI0Th
Honartok B: Ilpaiic-1uct Ta 3a3Ha4al0Th HOro aaTy.
YyacHUKH TeHAEpY TMOBHHHI BKa3aTH 3arajbHy IIHY
oOJaJiHaHHS Ta CEpBICIB B HAI[IOHAJBHIN BaJKOTI
Yxpaian ado noaapax CHIA.

YyacHuKH TeHIepy MOBUHI OyTH mpoindopMoBaHi, 1m0
yCi IIaTexi 3MiHCHIOBATUMYThCS B MicCIeBili BaJIoTi
3TiTHO 3 3aKOHOIaBCTBOM YKpainu. SKio moroip Oyme
mignucano B jgonapax CIIIA, 1 paxyHok-akTypy
HamaHo B Jjomapax CIIA, mnporpama CIUIaTUTh
MOCTavYadbHUKY B MicleBiid BamioTi (rpUBHAX) 3a
OaHkiBcbkUM Kypcom Oanky IIpoexTry Ha [eHb
nepekasy.

e [lomatox Ha momany Bapticth (I1JIB) He mae Oytu
3a3HaueHuil y mpaiic-nmucti. i mocmyru mimisaraioTh
3BiNBHEHHIO Bif omonatkyBanHa [1/IB BigmoBigHO m0
OCHOBHOTO KOHTpakTy kommanii «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanum y KaGineri
MinictpiB Ykpainu, peectpauiiiHa kaptka Ned464-24
Big 12 cepnast 2024 poky.

e Koxxen YuacHuk TeHepy Ta Oyab-siki Horo qovipHi
KOMIIaHii, MOYKe MOAATH JIAIIE OHY IPOHO3HIIIO.

12. Questions Regarding the RFP

12. 3anMTaHHs CTOCOBHO 3anuTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the Project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

KoxeHn YdyacHUK TEHIEPY € BiJMOBIIATBHUM 3a JIy¥Ke
YBa)KHE IPOYUTAHHSI [IbOTO 3AIHTY Ta [IOBHE PO3YMIHHS
Horo yMoB. Yce CHUJIKyBaHHSI CTOCOBHO IIbOTO 3amuTy
Ma€ HaJICWIIaTHCh €IeKTPOHHOIO TOIITOK Ha ajpecy:
UkraineCCIl_Procurement@dai.com ne mi3Himnie maTw,
3a3HaueHoi BuIle. Bci oTpumani 3amurtaHHS OYyIyTh
3i0pani, 1 BIgNOBINI Ha HHUX OYIyTh HaJicIaHi
€JICKTPOHHOIO MOIITOI YCIM 3alliKaBJICHUM YYaCHUKAM
TeHnepy. bynb-ska ycHa iHdopmaiis oTrpumaHa Bix
cniBpoOiTHUKIB [Ipo€kTy uM iHIIOI yCTaHOBH HE Mae
po3risfaTuch K odilifiHa BiANOBiAb HAa OyAb-iKe 3
MUTaHb IBOTO 3aIuTy.

13. Technical Specifications and requirements for 13. Onuc poditr TAa BUMOIM [0 TeXHiYHOL
Technical Acceptability NPUIAHATHOCTI
— DAI PAGE 2
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DAl Global LLC is seeking a qualified vendor to
complete the scope of work under this RFP.

To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in this RFP. If the proposal fails to
meet one or more of the requirements, it will be deemed
technically unacceptable. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that cannot be corrected without a major
rewrite or revision of the original proposal.

The Offerors must ensure the required goods/services are
provided to the program beneficiaries in Kyiv (details of
the exact address to be provided to the selected vendor).
Prices must include all costs, logistics, and final delivery
to the recipients.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the
requested goods/services per the specification in
Attachment B.

The proposed offer must include all costs, logistics,
and the final delivery to the recipients.

2. The Offerors must confirm in writing that delivery
and implementation period shall be no longer than 40
days from the contract signing date; however, more rapid
delivery time is welcome.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or
exceed the essential non-cost related specifications fully:

a. The Offeror shall be a duly registered entity in
Ukraine and demonstrate this with valid
documentation for operation in Ukraine.

b. Consent is required in writing to receive payment
for services solely by bank transfer in line with the
terms stipulated in the signed Contract.

c. The Offerors must provide relevant experience in
providing the same or similar services over the last

Kommnaniss DAI Global LLC mykae xBaniikoBaHOTO
[OCTayaJIbHWKAa JUIA  BHKOHAaHHS  00CsATy  poOiT
BiJIOBiJTHO JI0 [FOTO 3aIUTy Ha HAJAAHHS MPOMO3ULIH.

[[lo6 mpomo3uIis yJYacHWKa BBa)Kanacs TEXHITHO
NPUHHATHOIO, BiH TIOBHHEH 3a3HAYNTH, SKUM YHHOM BiH
3abe3neuyBaTUME BUKOHAaHHS a00 MEpeBHIICHHS YCiX
TEXHIYHUX BUMOT 3rigHO 1BOro 3amuty. Skmmio
MIPOTO3UIiSl yJacHWKA HE BIANOBIiTaTUME OXHIN UH
Oimpme  BuMoraMm, 1i  BB@KAaTUMYThb  TEXHIYHO
HenpuitHATHOW. [lpomosuiii, MmO MICTITh CYyTTEBI
HEJIOTIKH Ta MOPYIICHHS, SIKi HEMOKJINBO CKOPHTIYBAaTH
0e3 ICTOTHOTO TepepoOJieHHs a00 3MiHH IOYaTKOBOI
MPOMO3HUIIii, BBAXKAIOTHCS TEXHIYHO HEMPUHHATHUMHU.

[TocTayanpbHUK TOBMHEH  3a0E3MEYUTH  JTOCTABKY
oOnanHanHs/cepBiciB B M. KuiB (TouHa aapeca Oyme
HaJlaHa BUKOHABIFO ICJS IiJIMUCAHHS KOHTPAKTY).
LliHn MarOTh BKITIOYATH BCi BUTPATH 1 BKIFOYATH OYIb-
SIKY JIOTICTHKY Ta KiHIIEBY TOCTaBKYy HaOyBayam.

OB ITPONO3ULIA BBAYKAJIACSI TEXHIMHO
INPUUHATHOIO

1. YyacHWKHM TOBWHHI YITKO 3a3HAYATH 1 HAJaTH y
Jonatky B mepenik TpONOHOBaHWX CEpBICIB Ta
NPOJYKTIB 3TiIHO 3aITUTY.

ian MaoTh BKJIYATH BCi BUTPATH i BKJIKYATH
OyAb-sIKy JIOTICTUKY Ta KIiHIEBY JOCTaBKY
Ha0yBayaM.

2. TlocTayalpHUK MA€ MiATBEPAHTH V NMHUCHLMOBOMY
BUIJISIi, 1110 KIiHIEBUH TEPMIH MOCTAaBKH Ta
HaJalTyBaHHs He Oyxae mepeBuiiyBatu 40 owuie 3
matu mignucanHs KoHTpakTy, BTIM JTOCTPOKOBI
[IOCTaBKHU BITAHOTHCH.

OxpiM BHUKOHaHHA BUMOT, 3a3HAYEHUX BHIIE, Bl
Y4yacHHKIB TEHAEPY BHUMAarac€ThCs IIOBHICTIO
3a7/0BOJILHSTH BA)KJIMBHM BHMOTaM, HE IIOB’SI3aHHMM 3
IHO¥O, SIKi 3a3HAYEHI HIKYe, a00 MEPEeBUIIYBATH iX:

a) YyacHUK TeHIepy MOBHHEH OyTH 3apeecTPOBAHUM
B_YKpaiHi i 11¢ HOBUHHO OYTH IPOJEMOHCTPOBAHO
JiI0YMMH JOKYMEHTaMH AJ1s1 poOOTH B YKpaiHi.

b) IucbmoBa 3roma y4yacHWKa Ha OIUIATY MOCIYT
BUKJIIOYHO Yy Oe3roTiBkoBid (opmi Ha yMmoOBax,
nepeabadeHnx B mignucasomy Jlorosopi.

¢) Jocsing podotu y cdhepi 3a0e3nedeHHs BiMOBI THUMH
TOBapaMu/moCIyraMu He MeHiie 3 (TpboX) POKiB
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3 years. Please see Attachment F and provide the
required information.

d. The Offerors must have adequate financial and
material resources to perform the work within the
required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery
and acceptance by DAI as stated above. Written
confirmation or a bank statement must be

provided.

e. Availability of official authorizations from the
following manufacturers is mandatory and must be
provided - Red Seal, Picus, Labyrinth, SOCRadar.

f. These are VAT-exempted services, and DAI/CCI
expects the offerors to read and understand this
requirement.

(napaiite 3anoBHeHY (opmy, HagaHy y Homatky F:
HocBig pobotn).

d) YuacHuk TeHAepy TOBMHEH MaTH  HAJICKHI
(iHaHCOBI pecypcH ISl BUKOHAHHS pOOiT/ HagaHHS
MOCITYT Yy MeXax HeoOXimHoro rpadika moCTaBKH,
PO W0 CBIAYUTh HPUMHATTS YMOB OIUIATH
komnanii «DAID» (micns HagaHHsS mochmyr Ta ix
npuiHATT KommaHielo «DAI»), sx 3a3HaueHO

BHUIIIE. Heo0xigHo HAJIATH NMHCHLMOBE
MiATBEPKEeHHS.

e) HasiBHicTh odiniiiHoi aBTOPHU3aNii Bi HACTYITHIX
BHPOOHUKIB 00OB’s3KOBa 1 Mae OyTW HamaHa B
pamkax makery mponosuiii - Red Seal, Picus,
Labyrinth, SOCRadar.

f) JlocBin HagaHHs TOBapiB i3 3BUILHEHHSM Bijl CIUIATH
[11AB (6axaHno).

14. Prohibited Technology

14. 3adoponeni Texnouorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology
Company, or any subsidiary or affiliate thereof, in
compliance with FAR 52.204-25.

VY4acHUKM TOpPriB HE TOBWHHI HaJaBaTH Oy.b-sKi
TOBapH Ta/ab0 MOCITYTH, Ki BAKOPUCTOBYIOTh TPOAYKTH
TEJEKOMYHIKAIil Ta BilEOCIIOCTEPEKEHHS BiJ] TaKMX
kommaHiii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, abo Oyns -ska ix ¢imis
BigmosigHo 10 FAR 52.204-25.

15. Determination of Responsibility

15. BusnaueHHs BignmoBigaabHocTi

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.

2. Evidence of a Unique Entity ID (explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below)

4. Proof of adequate financial resources to procure and
deliver the required goods/services or the ability to
obtain financial resources.

5. Relevant experience in similar or the same services
over the past 3 years

6. Qualifications and permit to perform related works
under acting legislation.

Kommnanis «DAID» He ykinamaTiMe KOTHAX JOTOBOPIB 3
Y4yacHUKOM TeHJAEpy Iepll HiK HE MEePEeKOHAETHCS Y
Horo BIJIIIOBIJAbHOCTI. [Tpu OLIIHIOBAHHI
BIIMTOBiAaMbHOCTI Y4YacHUWKa TeHAepy OepyThcs 0
yBaru HaCTYITHI (paKTopu:

1. HapmanHs Komid HEOOXIIHHUX JOKYMEHTIB
3MIHCHEHHS isIbHOCTI B YKpaiHi.

2. Hasricts HOMepy Unique Entity ID (mosicHiO€THCsI
HUXKYE).

3. Ilxepeno, TIOXO/KEHHSI Ta  IOPUCIUKIIIMHA
MIPUHAJIEKHICTh TOBApiB Ta TOCIYr HE i3 TEPENiKy
3aboponenux Kpain (osicHEeHHS HafaHi HIXKYE).

Ha

4. HasBHicTp nocTaTHIX (iHAHCOBHX PECYPCiB s
BUKOHAHHS TIPOEKTYy a00 MOXIUBICTb OTPUMATH
(hiHaHCOBI pecypcH.

5. HasBHICTh 3aJOBUTFHOTO JOCBiy BHKOHAHHS

MOJIIOHUX POOIT POTATOM OCTaHIX 3-X POKiB.

6. HasBHicTp kBamidikawii Ta mpaBa Ui BUKOHAHHS
poOIT 3a BIAOBITHUM 3aKOHOaBCTBOM.

16. Geographic Code

16. I'eorpadiunuii kKox
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Under the authorized geographic code for its contract,
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former Soviet
Union, or a developing country but excluding any
country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and developing
countries other than advanced developing countries, but
excluding any country that is a prohibited source.

o DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive sanctions
include: Cuba, Iran, North Korea, Sudan, and Syria. DAI
is prohibited from facilitating any transaction by a third
party if that transaction would be prohibited if performed
by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions for
prohibited countries.

BiamoBigHo m03BOJIGHOTO TeorpadivyHOro KOy JUis
yKIamaHHs goroBopiB  kommadis  «DAID»  Moxe
3aKyNOBYBAaTH TOBapH Ta TOCIYTH JIMIIE i3 HACTYIHUX
KpaiH.

l'eorpadiuamit xom 110: ToBapm Ta mocayrm 3i
Crioirygenunx [raTis, He3aJeKHUX JiepKaB
konmumHboro PansHcbkoro Corozy abo kpaiH, IO
PO3BHBAIOTHCS, ajie 3a BHHSATKOM 3a00pPOHEHUX KpaiH
MTOXOKEHHSL.

leorpadiuamii kox 937: ToBapu Ta mociayru 3i
Crnonyyenux IlltaTiB, KpaiH-mapTHEpiB Ta KpaiH, LIO
PO3BHUBAIOTBCS,  KpiM  IEPEeNOBHX  KpaiH, IO
PO3BHBAIOTBECS, 33 BHHATKOM 3a0OpPOHEHUX KpaiH
MTOXOKEHHSL.

e Kommnanizs «DAI»  3000B’s3aHa  mepeBipUTH
JOKEpeNo, FOPUCAMKINI0 Ta IOXOKEHHS TOBapiB Ta
mocmyr Ta (y MakCHMalbHO MOXIHWBIA — Mipi)
NEePEKOHATHCH, 10 YKOJHI MOCIYTH HE 3aKYMOBYIOTHCS
i3 3a00poHEHHMX KpaiH, SIKi 3HaXOAATHCS Y CITUCKY
YrupaBniHHS KOHTPONIIO 32 1HO3EMHHMH aKTHBaMHU
(OFAC) sik xpainu, Ha sIKi pO3IIOBCIO/KYIOTHCS CaHKIIII.
Ho NOTOYHOTO  CIUCKY  KpaiH, HA  AKi
PO3MOBCIOJIKYIOTECS ~ BCEOCSIKHI  CaHKIi, BXOHSTH
HactymHi kpaian: Ky0a, Ipan, Ilisaiuna Kopes, Cyxan
ta Cupis. Kommanii «DAI» 3a00poHS€TBCS CIPUATH
OyIb-sIKili yTomi TPeThOi CTOPOHH, SKIIO TaKa yroua
Oyra 6 3ab6opoHeHo10, AKIo O i1 BUKOHYBajla KOMITaHis
«DAI».

e llogaroum mMpoNo3WIIii0 y BiAMNOBIAL HA Ie¥ 3amur,
VY4acHUKM TeHAepYy MiATBEP/KYIOTh, IO BOHH HE
NopyIIyoTh BUMOr 110 Jlxepena ta KOpucaukuii, 1 mo
nociayrd  BiamosimaioTh [eorpadiuynomy Komay Ta
BUHSTKAM I1I0JI0 3a00POHEHUX KpaiH.

17. Unique Entity ID (SAM)

17. Yuikanbnuii inenrudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number before signing the agreement.

For those required to obtain a SAM ID number, you may
see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta 1HO3€MHI Oprasizamii, sKi
OTPHUMYIOTH ~ MpsiMi  CYOKOHTPakTH/IOTOBOpU  Ha
3aKymiBIIO Ha cymy B ekBiBasieHTi 30 000 monapis CLLHA
1 BUIIle, MOBMHHI OTPUMATH YHIKaTBHUM ieHTH(IKATOD
oprasizamii (SAM) 1o miNuCcaHHs YTOTH.

Hdns THX, KOMYy TOTpiOHO OTpPHMAaTH YHIKalIbHHUI
ineHTudikarop opranizauii (SAM), 3BepHiTBCS 10
IacTpykuii JUIst OTPUMaHHS YHIKaJIEHOTO
inenTudikaropy opranizamii (SAM) (JJusuce Jlonatok
E) a6o 3BepHiThes 10 Bimminy 3akymisens ITpoexTy.

18. Compliance with Terms and Conditions

18. 3ropa YuacHuKa TeHaepy 3 BUMOTaMH

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder
shall comply with all Representations and Certifications
of Compliance listed in Attachment D.

YyacHuk TeHnepy mae OyTH B Kypci 3aralbHHUX yMOB
IUTS YKJIaJaHHS KOHTPAaKTy 3a pe3ysbTaTaMH JIaHOTO
3anuTy Ha HagaHHA npomno3uiii. OOpaHuil y4acCHUK Ma€e
BiamoBigatu yciMm 3asBaM Ta IliATBEpIKEHHSIM MPO
BIJINIOBIJIHICTB, 3a3HaueHuM y Jlomatky D.
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19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. IMoniTuka moao 0OpPoTHOM 3 KOPYHNI€ID Ta
O0opoTh0010 3 XxabapHunTBOM Ta BigmomizanabHoi
3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
the following acts of corruption:

Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business
or personal relationship with a principal or owner of
the Offeror or subcontractor that may appear to
unfairly favor the Offeror or subcontractor.
Subcontractors must also avoid collusion or conflicts
of interest in their procurements from vendors. Any
such relationship must be disclosed immediately to
DAI management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including termination
of the award and possible suspension and debarment
by the U.S. Government, excluding the Offeror or
subcontractor from participating in future U.S.
Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or
DAI staff to:

Toll-free Ethics and Compliance Anonymous Hotline
at (U.S.) +1-503-597-4328

Hotline website — www.DAl.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline at
hotline@usaid.gov.

DAI Bene cBOW0 [JisUIBHICTD 3a HaHCYBOPIIIUMH

eTHYHUMH CTaHIapTaMH, MO0 3a0e3MEeYUTH UYECHICTh

KOHKYpEHIIii, MPUHHATHI I[IHK Ta YCIHIIHE HaJIaHHS

IOCITyT a00 JIOCTABKY SIKICHUX TOBapiB Ta 00aTHAHHS.

DAI He TepnuTh TaknuX KOPYNUiHHUX Tiii:

e Bynp -ski 3amuTH Ha OTpUMaHHsS xabapa, Binjadi,
COpUSHHA YW BWIUIATH Yy BHUIVIAAl BHIUIATH,
momapyHka — abo  CHeliaabHOI  KOMIIGHCAII1
chiBpoOiTHuKy DAL YPAIOBLIO g ix
IpPEICTaBHUKAM BIUIMBAIOTh HA PIMICHHA IPO
HaropopKEHHS a00 CXBaJICHHS

e byns -sKa mpomo3utlis xabapa, BiIKaTy, CIIPUSHHS 91
BUIUIATH Yy BUDJSLII IJIaTeXy, NOAapyHKa abo
crieriaibHOI  BHHAaropomud  Big  odepeHTta  um
cyOmiapsaHUKa [ BIUIMBY Ha pIMIEHHS TIPO
MPUCYPKEHHS YK CXBaJICHHSI.

e bynp-iKe MAaXpaiCTBO, Take SK HENpPaBUIIbHE
BUKJIaJaHHA a00 TNpUXOBYBaHHS iHQoOpMamii Ha
KOPHCTh opepeHTa Yu CyOITiqpsTHUKA.

e bynp -saki 3MoBH a00 KOH(IIKTH iHTEPECIB, ¥ SKHUX
MpaliBHUK, KOHCYJIbTaHT abo mpeactaBHUK DAI mae
IIiJIOBI 200 0COOMCTI CTOCYHKH 3 MPUHIMIIATIOM abo
BIIACHUKOM OQepeHTa UM CyOmiApsaHuKa, SKi
MOXYTh BUSIBUTHCSI HECIIPABEIJIUBUMH y KOPHCTH
odeperrta um cyOmiapsaHuka. CyOmiapsaHUKA
TaKOX TIIOBUHHI YHHKaTH 3MOB YH KOH(QIIIKTY
iHTEepeciB y CBOIX 3aKyMiBIAX Y MOCTaYyaIbHUKIB.
Bynp -siki Taki BiJTHOCHMHM NOBWHHI OyTH HeraiHo
po3kputi kepiBHUITBY DAI s mepermsmy Ta
MPUAHATTS ~ BIAMOBIAHUX  3aXOJiB, BKJIFOYAIOYH
MOJKJIMBE BUKIIIOYECHHS 3 BHHATOPOJIH.

e Ili kopynmiiiHi mii HE JOMYCKAIOTHCS 1 MOXKYTh
NPU3BECTH A0 CEPHO3HHMX HACIIAKIB, BKIIOYAIOUU
NPUIUHEHHS IPU3HAYCHHS! BAHATOPOAN Ta MOKJINBE
npu3ynuHeHHs Ta  BigMoBy  ypsgy  CIIA,
BUKJIOYalOun odepeHTa 4w CyOmiapsiIHUKA Bil
ydacTi y Maii0yTHix 0i3Hecax ypsay CILA.

e bynp-saxa crnpoba yu (axTHUHA KOPYIIIis TMOBHHHA
OyTH HeTanHo MOBIIOMJICHA oepeHToM,
cyOmiapsiHuKoM abo criBpodiTHrkamMu DAL

e be3komroBHa aHOHIMHA rapsiia JiHist 3 TUTaHb ETHKU
Ta JOTpUMaHHA BUMOT 3a agpecoto (CILIA) +1-503-
597-4328

e Be0 -caiiT rapstuoi stinii - www. DA .ethicspoint.com,
abo HajicIaTH eNeKTPOHHWH JIMCT Ha ajpecy
Ethics@DAI.com

e Odic rapsuoi oinii ['eHepanbHOro iHCHEKTOpPA
USAID 3a agpecoro hotline@usaid.gov.
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e By signing this proposal, the Offeror confirms

adherence to this standard and ensures that no attempts
shall be made to influence DAI or Government staff
through Dbribes, gratuities, facilitation payments,
kickbacks, or fraud. The Offeror also acknowledges
that violation of this policy may result in termination,
repayment of funds disallowed by the corrupt actions,
and possible suspension and debarment by the U.S.
Government.

o [limmucyroun 1IF0

TIPOTIO3HIIIFO, odepeHT
MiATBEPIDKYE NOOTPUMAaHHA LbOTO CTaHAAPTY Ta
rapaHTye, 1o He Oy TyTh 3po0IIeHi cipoOy BINTMHYTH
Ha DAI abo ypsmoBmii mepcoHan 3a JOMOMOTOI0
xabapiB, 4alilOBUX, BUIIAT 32 CIPHUSHHSI, BiAKATy 4n
maxpaiicTBa. YJacHHK TOPTiB TaKOX BHU3HAE, IO
MOPYIIEHHS 1€l MOJITUKA MOXe TPU3BECTH [0
NPUNUHEHHS, TMOBEPHEHHS KOIITIB, 3a00pOHEHUX
KOPYNUIHHUMH JisIMH, Ta MOXKJIMBOT'O IPU3YTIHHEHHS
Ta 3a060ponu ypsmy CIIA.

=DAlI
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Attachment A: Proposal Cover Letter /
Hopatok A: CynpoBigHun nucTt

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KYI-24-0283 dated
December 31, 2024. Our attached proposal is for the total
price of (figure and in words).

We certify a validity period of Sixty (60) calendar days
for the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance of
DAI payment terms, which is payment upon delivery and
acceptance of the provided services.

We certify our consent to receive payment for services
solely by bank transfer in line with the terms stipulated in
the signed Contract.

We certify that delivery and implementation period shall
be no longer than 40 days from the contract signing date.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 0 MiATUCANHCS HIDKYE, HATAEMO TIPOIO3HUINIIO 13
3arajJpHOI0  LIHOIO (BKaXxiTh
HiHy U pPaMy i IPOIHCOM), sIKa TOJAETHCA, BiAIOBITHO
1o 3anurty Ha HagaHHs nporosullii REQ-KY1-24-0283
Bix 31 rpynns 2024 poky.

Mu 3acBimgayemo, o HiHu 3a3Ha4edi y [Ipaiic-nucrTi, mo
JoJaeThes, AiicHI mpotsarom mepioay 60 (wictaecsr)
KaJICHIApHUX JIHIB.

Mu 3acBimayemo Hamry (iHAaHCOBY BiAIIOBIHANBHICTH 1
npuiiMmaemo ymoBH oriaté kommnadii «DAID», ski €
OIUTATOI0 TICISI JIOCTaBKM Ta TPHHHATTS HAZaHUX
TIOCITYT.

Mu 3acBiIdy€eMO 3roAy Ha OIUIATy MOCIYT BUKIIOYHO Y

0e3roTiBKOBif (Qopmi Ha yMOBaX, mepeadadeHuX B
nignucanomy Jlorosopi.

Mu 3acBiguyeMo, 10 KiHIIEBUH TEPMiH IMMOCTaBKH Ta
HaNamTyBaHHs He Oyne nepesuinyBatd 40 nHiB 3 naTh
nignucanHs KoHTpakTy.

Hama mponosuiist € o000B’SI3KOBOIO il HAac 3
ypaxyBaHHsSM 3MiH B  pe3yibTaTi  Oyab-sKUX
00TOBOPEHB.

Mu posymiemo, mo kommanis «DAD» He 3000B’g3aHa
IpUMaTH OyAb-AKi MPOTIO3UILil, sIKi BOHA OTPUMYE.

[Tigmic ynoBHOBaXkeHO1 0coOu:

IM’4 Ta mocaia ynmoBHOBa)ke€HOT 0COOU:
Haspa opranizariii:

Anpeca:

Tenedon:

E-mail:

[TeyaTrka xoMmITaHii:

==DAI
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Attachment B: Price Schedule (separate document)
HDopatok B: lNpanc-nuct (separate document)

The offerors are required to submit two copies of the price list:
1) PDF signed and stamped &
2) Excel soft copy

YyacHUKY TeHIepy MOBUHHI HAaJIaTH JIB1 KOIIIi Mpaic-JIucTa:
1) PDF i3 miamucoMm i meyaTkoro Ta

2) enextpoHHy Komito Excel

— DAI PAGE 9
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Attachment C: Scope of Work
Hopatok C: TexHiYHe 3aBOaHHA

1. Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine Activity is a program funded by USAID and
implemented by DALI. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in Cl and to transform Ukraine from a compromised, reactive cybersecurity actor to a
proactive cybersecurity leader.

Over the five-year period of performance, the Activity will increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against CI in Ukraine. The Activity will accomplish this goal through
the pursuit of three strategic objectives (SOs):

e SOLl: Create a safe and trusted environment to accelerate the development of people, processes,
and technology in support of cybersecurity across CI sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation built on a secure, protected, and dynamic economy,
supported by a talented pool of human capital.

e SOa3: Stimulate demand for and supply of Ukrainian cybersecurity solutions and service providers
to empower, equip, and finance cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity tasks are highly interdependent and mutually
reinforcing.

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting
cybersecurity institutions. This component will also build the technical capacity of key sectors through
increased access to cybersecurity technology and equipment.

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new
cybersecurity talent and build the capacity of existing talent. These interventions will address the entire
workforce pipeline, the quality of education received by cybersecurity specialists, and industry training
programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity.
This component will seek to build trust and collaboration between the public and private sector to develop
innovative solutions for future cybersecurity challenges; spur investment and growth in the broader
cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity
companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms
for Ukrainian firms to connect with industry partners to enable better access to innovations and business
opportunities.

2. Context

There is a continued and elevated need in the Government of Ukraine (GoU) to support critical
infrastructures and maintain operational functions to keep decision making process and citizens’ services
ongoing.

— DAI PAGE 10
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Since 2022, state agencies and critical infrastructures have been under constant cyber and physical attacks
which altogether requires from them creating robust resilience capabilities, many of which depend on the
presence and smart use of digital technologies.

There has been an increased demand for USAID to support the GoU to procure needed hardware and
software to manage and implement routine cybersecurity measures, support connectivity and data
infrastructures, strengthen state employees’ digital skills and capabilities.

To counter the increasing number of cyberattacks launched by the Russian Federation against the electronic
information resources of state and local authorities, as well as enterprises, institutions, and public service
providers, the Department of Information and Communication Technologies of the Kyiv City Council
(Kyiv City State Administration) (hereinafter referred to as "the Department") is upgrading the Center for
Monitoring and Cybersecurity of City Services (SOC&NOC) based on a specialized municipal entity.

The primary objective of the Center for Monitoring and Cybersecurity is to prevent cyber incidents through
proactive measures, which include implementing systems for vulnerability detection and identification,
real-time threat monitoring, detection, and analysis. The Center also focuses on responding to confirmed
cyber incidents, developing cybersecurity and monitoring systems, and enhancing employee skills and
competencies to establish a "unified security team for the city of Kyiv."

Particular attention is given to monitoring and analyzing the municipality network infrastructure, which
underpins the operations of key sectors such as educational institutions, critical entities (ME
“Kyivteploenergo”, ME “Kyiv Metro”, etc.), and healthcare facilities. Any disruption to these services
poses a direct threat to the well-being and daily life of Kyiv's residents.

In light of this and taking into account the recommendations provided by result of cyber diagnostic under
the NIST CSF 1.1 Framework, there is a need to enhance the capacity of the Center for Monitoring and
Cybersecurity to facilitate protection strategies without exposing systems to risk, providing evaluation and
improvement of existing defense mechanisms against potential cyberattacks.

3. Objectives

The Activity aims to procure, deliver and set-up software for the Kyiv City State Administration to
implement the following solutions:

Simulation of intrusion and attack
Policy management/compliance
Threat intelligence

Simulation of infrastructure systems.

Tasks:

DAI/CCI is looking for a qualified Vendor to deliver and implement licenses as follows on the technical
specification in the Attachment B.

The selected vendor will be also responsible for the basic implementation of Red Seal Network Exposure
Analytics Platform, Picus Breach and Attack Simulation and Labyrinth Deception.

After signing the contract, the selected vendor will be provided with more details regarding the location of
the solution implementation.
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Attachment D: Representations and Certifications of Compliance / lopaTok
D: 3asaBwu Ta lligTBepaxXeHHAM npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently
is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

1. denepanbHUil CIUCOK BUKITIOYCHUX 0¢i0 — OOpaHuii yYacHUK TEHAEpa
Hapa3si He € BiJICTOPOHCHWM, TUMYACOBO BiJICTOPOHCHHM a00 BH3HAHHM
TaKuM, [0 HE Ma€ MpaBa YKJIaJaTh KOHTPAKT 3 OyIb-SKUM (eaeparbHIM
OpraHOM.

2. IligTBepmxeHHs 3apobiTHOi miatu kepiBHunTBa — [lonoxenHs FAR
52.204-10 Bumarae Bix kommanii «DAID» sk reHepaabHOTO MiAPSIAHAKA 32
KoHTpakTaMu (enepanbHoro ypsaay CILA 3BiTyBaTH mpo piBHI 3apo0iTHOT
IUTATH IT'ATH KEPiBHUKIB CyOmiapsAIHMKA 3 HAWBUIIUM piBHEM 3apOOiTHOL
wiati B CHCTeMy 3BITHOCTI 32 JOTOBOpaMH CyOMiApsay BiIMOBITHO JIO
3aKoHy IIpO MiI3BITHICTH 3a (epepabHUM (iHAHCYBAHHSIM Ta IPO30PICTh
(FSRS).

3. Yxka3 Ilpesunenta CIIIA npo 3a6opoHy (iHAHCYBaHHS TEPOPHU3MY -
BukoHaBilo Haragyerbes, mo ykasu [Ipesugenra CHIA Ta
3akoH0aBcTBO CIIA 3a00pOHSIOTH 3MIHCHIOBATH Omepaiii 3 (pi3nIHUMHU
ocobamMM Ta OpraHi3alisMH, TOB’SI3aHUMH 3 TEPOPU3MOM, a TaKOXK
HaJaBaTd iM pecypcd Ta MIATPUMKY. IOpuandHy BigIOBiZanbHICTH 3a
3a0e3neyeHHs] JOTPUMaHHS LUX ykasiB Ilpe3naeHTa Ta 3aKOHOJABCTBA
Hece BukonaBens/PennmienT. PenumieHTy He JO3BOJISETHCS IPALIOBATH 3
¢i3nuHEME oco0aMu Ta OpraHi3alisMH, OB’ SI3aHHMH 3 TEPOPH3MOM, a
TaKoX HajaBaTH iM pecypcu Ta miarpuMmky. JKomma nomomora a6o
pecypcH He MOXKYTh HaJaBaTHCh (Di3HUHUM a00 IOPHIUIHUM 0C00aM, SKi
3Hax0AThCS Y CIMCKY TPOMasiH OCOOIMBHX KaTEropii Ta 3a00pOHEHUX
ocib, skuii Beme Kasmaueiicteo CIIHA (muB. www.SAM.gov), abo y
Crucky 0COOIHMBUX KaTeropiit OOH (nuB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).  Ile
MOJIOXKEHHS 000B’3KOBO BKJIFOYAETHCS JIO0 BCIX JIOTOBOPIB CyOmiapsimy /
pillleHs TPO HamaHHS CyOIiApsAmy, SKi BUKOHYIOTHECS B paMKax I[bOTO
JIOTOBODY.

4, Topriist Ji0abMHU — BHUKOHABIIIO 3a00pOHSIETHCS MTPOTATOM CTPOKY il
OBOTO KOHTPAKTy 3IMCHIOBATH TOPTIBIIO JIOABMH (SIK BHU3HAUEHO Y
[IpoTokomi moxo 3anobiranHs, MPOTHAIT Ta HOKApaHHS TOPTiBII JIFOABMH,
0COOIUBO KIHKaMH Ta AiThMU, skuii nomoBHioe Kousenmiro OOH momo
MPOTHIII TPAaHCHAIIOHATBHOI OPraHi30BaHO! 3JMI0YMHHOCTI), OIIadyBaTH
KOMEpIIiifHI CceKcyanbHi TOCIyI'M Ta BHKOPUCTOBYBAaTH IIPHMYCOBY
Tparo.

5. IligTBepOKEHHS Ta PO3KPUTTS iH(OpMAIli 100 IIATEXIB 3 METOIO
BILIMBY Ha JiesiKi (efiepabHi rocnoaapchKi onepaitii — Y4acHUK TeHIepa
MiATBEPKYE, MO IOTPUMYETHCS 3apa3 Ta AOTPUMYBATHMETHCS ¥ Hamaui
Bumor FAR 52.203-11 «IliaTBepmkeHHs Ta pO3KpUTTS iH(popMarii momo
TUTATEXKiB 3 METOIO BIUTMBY Ha AesKi eiepalibHi TOCTIOapChKi oneparii.

6. OpranizamidHuii KOHQIIKT iHTepeciB — YYacCHHK TEHIEPY
MiATBEP/DKY€E, M0 HOMYy He BiIoMO MNpo Oyab-sKy iH(pOpMAIliio, sKa
CTOCY€ThCSl iICHYBaHHs OyJb-IKOTO MOTEHI[IMHOTO KOHQIIKTY iHTepeciB
opraizarii. Y4acHHK TeHAEpY TaKOX MiATBEPIKYE, 110 SKIIO HOMY CTaHe
BiZIOMO TIPO iH(POPMAIIiF0, SIKa Ma€ BiTHOMICHHS 10 MO>KIIMBOCTI iCHYBaHHS
MOTEHIIIHHOTO KOHQIIKTYy, YYacHMK TEHIEpy HEBIOKIATHO HaJjae
kommaHii «DAI» 3BiT, e po3KpHBAETHCS Taka iHOpMaIIis.

7. 3abopoHa cerperarii MiCIlb CHiJIHOTO KOPHCTYBAHHS — Y4YacCHHUK
TeHJepa MiATBEPIKYE, MO AOTpuMyeThcs FAR 52.222-21 «3abopona
cerperatlii Micllb CIIiJIBHOTO KOPUCTYBaHHS.

8. PiBHI MOXJIMBOCTi — YYacHHK TeHAEPY MiATBEPIIKYE, IO HE 3IHCHIOE
JUCKPUMIHAINIO MPOTH OyAb-SKOTO TpaliBHAKa a0 3asBHUKA 32 BIKOM,
CTAaTTIO, PEIIri€r0, 1HBANIIHICTIO, Pacolo, MEPEeKOHAHHAMH, KOJIbOPOM
HIKipH 200 HAIlIOHATBHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacCHHK TEHAEPY MIiATBEPIKYE, IO
JIOTPUMYETHCS BCIX BUMOT TPYZOBOTO 3aKOHO/IABCTBA.
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10. Federal Acquisition Reqgulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. [omoxenns npo denepanpHi 3akymiBm (FAR) — YyacHuk TeHaepa
HiATBEepKYe, Mo o3HaiomieHnit 3 IlomoxeHHAM mpo (enepaibHi
sakymiBmi  (FAR) 1 He mnopymye >OZHOTO MiITBEPKCHHS, IO
BHMAaraeThCs 3TiHO 3 BiANoBiAHUMHE HopMamu FAR, y ToMy vwucii, ane He

OOMEXYIOUHCh MIATBEPKCHHAMH CTOCOBHO JIOOifOBaHHS, Xabapis,
MOKJIMBOCTI PpiBHOTO MpaleBaIlTy BAHHS, KOMITEHCAIIHHOT
IUCKpUMIHAINI, Ta IUIaTeXiB 3 METOI BIUIMBY Ha QeaepaibHi

TOCIOJIAPCHKI orepartii.

11. 2!OT”I/IMaHH${ BUMOT H[!a!!iBHI/IKaMI/I — YyacHuK TEHACPY rapaHTye, 1o

BUMaraTuMe BiJl yCiX IpaIiBHUKIB, IOpHIMYHMX Ta (i3m4HUX 0cib —
HaJaBadviB IOCIYT Yy 3B’SI3Ky 3 BHKOHAHHAM JloroBOpy Ha 3aKyIIiBIIO
kommaHii « DAI» moTpumMyBaTHCh BUMOT BiIOBigHOTO [JoroBopy.

ITomaiouM TNPONO3UILII0, YYaCHUKM TEHAEPY LHM IOTODKYIOThCS
MOBHICTIO BUKOHYBAaTH YMOBH Ta IIOJIO’KEHHS BUILE3IaIaHOTO Ta BCHOTO
BiAmoBinHOTO (enepansHoro 3akonomasctBa CIIIA, mo 3a3HadeHe y
bOMY JOKYMEHTI, a TakoX HpH YKJIaJeHHI JOTOBOpY IOBHHHI OyTn
TOTOBI MiIMKCATH i 3asIBU Ta i ITBEPIXKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for
DAI’'s Vendors, Subcontractors & Grantees

Hopatok E: IHCTPYKLUIT WoA0 OTPMMaHHS YHiKanbHOro ineHTudikatopy
opraHisauii (SAM) — nocTavYanbHUKK, CyOoniapsaaHUKK Ta rPaHTOOTPMMYBaui
komnaHii «DAIl»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to
register. Ernst and Young provides the validation services for the U.S. Government. The information required for
getting an Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal
business name and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranabHa iHdopmanisn:

Crucanii orsisig norouynux Bumor ypsiny CILA — ynikanbHuii inenTudikarop opuauanoi ocoon (SAM)
[Mouynnatoun 3 4 kBiTHA 2022 poOKy, IOPUIWYHI OCOOM, SIKI BeOyTh MAISUIBHICTH 13 (eAepalbHUM YpSIOM,
BUKOPHCTOBYBATUMYTh VHIKaIbHHUN ifeHTH]IKaTOp FopuaudHoi ocobu (SAM), mo CTBOPIOETHCS Ha CauTi
SAM.gov. VuikanpHuii ineHTudikarop ropumudHoi ocoou (SAM) — ne 12-3Haunuii andaBiTHO-IUPPOBHI KO,
SKHH KOHTPOJIOETHCS Ta TMPHCBOIOETHCS YPSAOM 1 HANCKUTh ypsiny. BiH nomomarae ypsiny COpOCTUTH TpOIec
imeHTH(diIKaIlii Ta IepeBipKU IOPUIUIHAX OCI0, TIOJETIIYIOUH i POOIISTIH MEHII OOTSKIIMBAM ISl FOPUIUYHUX OCi0
BEJICHHSI JIISUTPHOCTI 3 PelepaTbHUM YPSIIIOM.

IneHTH(IKaTOp HATAETHCSA IOPUAMYHUM 0CO0aM IIiJl Yac peecTpallii, abo X HOro MOXKHa OTPUMATH Ha CaWTI
SAM.gov 6e3 peectparii. [locnyru 3 miarBepmkeHHs ineHTudikatopa s ypsay CLIA namae kommnanis Ernst and
Young. Indopmaris, HeoOXifHa JUII OTPUMAaHHS YHIKalIbHOro igeHTudikaTopa opuaudHoi ocodbu (SAM) Ges
peectpariii, — MiHiManbHa. [nenTrdikaTop miATBEPKYE JIHIIE IOPUIUYHY HA3By Ta aJipecy Bamioi opranizamii. Lle
MiATBEPPKEHHS TOTO, 110 Ballla OpPraHi3allis € TUM, 32 KOoro cede BUae.

VYHikaneHU ieHTH(IKaTOp IopuarnYHOT 0coon (SAM) HamaeThest 6€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the US Government to assign unique entity identifiers. This system was retired by the US Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government
will have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization
begin on the next page.

Crucauii orasg kosmmHix Bumor ypsiny CHIA — DUNS
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VYHiBepcanpHa cuctema Hymepaiii qanux (DUNS) — 1ie cucrema, po3pobieHa i KOHTpoIr0BaHa KoMmaniero Dun
and Bradstreet, ska mnpucBOI0OE Cy0’€KTy TOCHOAAPIOBAHHS YHIKAJIbHUHA JIeB’ATH 3HAYHUE 1HpOBHI
inentudikarop. Taka cucremMa € CBITOBHM CTaHAApTOM 1 paHille BHKOpUCTOBYBanach ypsimoM CHIA mms
TIPUCBOEHHS YHIKAJIBHUX 1IeHTH(IKaTOpiB opuandHuM ocobam. 4 kBiTHS 2022 poky ypsn CHIA mpunmHUB
BUKOPHCTAHHS IIi€i CHCTEMH 1 3aMiHUB 11 Ha YHIKaIpHUN inenTrudikarop opunndaoi ocoou (SAM). Ilicns 4 xBiTHS
2022 poky ¢enepanbhuii ypsa He Bumaratume Homep DUNS.

Sxmo ropuanuHy 0co0y Oyio 3apeecTpoBaHO Ha caiti SAM.gov (3 akTHBHOIO a00 HEaKTHBHOIO PEECTPAIIIET0),
VHIKabHHUN 11eHTHdiKaTOp IopuandHoi ocoou (SAM) OyB NPHCBOEHUH 1 TOCTYIIHHM sl HEPETIISALY B OONIKOBOMY
3amuci opraHizaunii Ha caiiti SAM.gov me mo mepexoay, sikuii BinOyBcs 4 kBiTHA 2022 poky. YHiKanbHUHA
inerTudikarop puanIHOI ocodr (SAM) MOXKHA 3HANTH, YBIWIIIOBIITH IO CUCTEMH Ha caiiTi SAM.gov 1 BuOpaBmn
BiJuKeT «YmpaBiiHHs opraHizamiero / Entity Management» y cBoeMy poOodoMy mpocTopi abo yBIHIIOBIIM 0
CUCTEMH 1 BUKOHABIIIY TOIIYK iH()OpMAIlii PO IOPUIUIHY 0CO0Y.

For more information on obtaining the Unique Entity [ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a
UE ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ JoaaTok F: [locBig po6oTu

Please indicate orders that best illustrate your company work experience relevant to this Request, starting from the most recent. The services performed over the past
three years will be considered.

[IpocuMo BKJIFOUMTH 3aMOBJICHHS, SIKI HalKpalle UTIOCTPYIOTh JOCBiA poOOTH Bamioi KOMMNAHIi, akTyalbHUI AN 1BOr0 3amuTy, MOYMHAIOYH 3 OCTaHHBOTO
3aMOBJICHHA. bepyThcs 10 yBaru mociayru 341MCHEHI MPOTATOM MHHYJIUX TPHOX POKiB.

Ne | Project Description | Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ of Activities/ | phone number, e- | UAH/ (Start-End Dates)/ | time (yes/no)/ acceptance act signed | grant, order (fixed price, with
Hassa Ormwc mail/ Bapricts y | [latu mouaTky i 3aBepIeHo y (yes/no)?/ reimbursement of expenses)/
MPOEKTy | AISUTBHOCTI HasBa kimienTa/ TpH. 3aBepIICHHS ctpok (Tax/Hi) | Um mignucaHo akTa Tun yroau, noroBopy

HOMeEp pooiT npuiiMaHHs-TIepeaadi | cyOomiapsay, TpaHTy, JOTOBOPY
tenedony, e-mail po6it? (Tax/Hi) Ha 3aKyIBITO (3 (hiKCOBAHOIO
IIHO¥O, 3 BiIIITKOTyBaHHIM
BUTPAT)
1
2
3
4
5
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Attachment G: Proposal Checklist /
dopatok G: Yek-nuct nponosunuii

Offeror:
Have you?

|:ISubmitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in
General Instructions above?
Does your proposal include the following?
Signed Cover Letter (use template in Attachment A)
I:I Price Proposal (submitted in PDF and Excel format)
Past Performance (use template in Attachment F)
I:Iofficial authorizations from manufacturers (Red Seal, Picus, Labyrinth, SOCRadar)
Written confirmation of delivery and installation period (40 days from the contract signing date)

Documents use to determine Responsibility (As required in section “Responsibility

Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size during over the past 3 years (see
Attachment F).
6. Qualifications and permit to perform related works under acting legislation.

A WwN
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