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Provision of the organization and delivery of professional cybersecurity training
courses

3akyniensi nocrnye 3 opeaHizauyii ma npoeedeHHs1 nNpPogeciliHux mpeHiHzie 3
Kibepbe3neku

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: January 3, 2025
[Jama: 3 ciyHsa 2025

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCIl_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NONEPEOXEHHA: MNoTeHUinHi YyacHuKn TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepena iHLWoro,
HK koMnaHis «DAl», noBuHHI HeranHo 3BepHyTUcsa Ao UkraineCCl _Procurement@dai.com Ta BkasaTu
Ha3By Ta agpecy CBOEI KOMMaHii, Wob NpsiMo Ha Lo agpecy iM MoxHa Byno HagcunaTi 3miHu 4o Lboro
3anuty abo iHWi NoBigoMNeHHs. byab-aKun NOTEHUINHUI Y4YacHUK TeHOepy, SSKUA TakuM YMHOM He
BUSIBUTb CBOK 3alikaBreHicTb, Gepe Ha cebe noBHy Bi4MOBiIAANbHICTL Yy pasi HeOTPUMAaHHSA
noBigOMIIEHb [0 KiHLEBOro TepMiHy nogaHHs npono3uuii. byab-ski 3MiHM g0 uboro 3anuty
Ha4CUNATUMYTUCS €NTEKTPOHHOIO MOLLTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)/
CTtucnuu ornsaa 3anuUTy Ha HagaHHSA npono3uuil (3anuT)

1.RFP No. REQ-KY1-24-0278

2.1ssue date: January 3, 2025
3.Title

Provision of organization and delivery of professional
cybersecurity training courses for the two Objects of
critical infrastructure (next — Object of critical
infrastructure, OCI) JSC Ukrainian Railways and the
National Power Company "Ukrenergo".

4.E-mail address for submission of Proposals

Proposals should be
UkraineCCIl_Proposals@dai.com.

submitted to

5. Deadline for Receipt of Questions

January 10, 2025, Kyiv, 2 p.m. Ukraine Time to the
e-mail address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publicly on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

January 17, 2025, 4 p.m., Kyiv, Ukraine Time to the
e-mail address UkraineCCI_Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-
MAIL ADDRESS FOR RECEIPT OF PROPOSALS
ARE DIFFERENT

7. Point of contact

UkraineCCIl Procurement@dai.com
8. Anticipated Award Type

Firm Fixed Price Purchase Order

9. Basis for Award

1. 3anut Ne REQ-KY1-24-0278
2. laTa nanauus 3anuty: 3 ciunsa 2025
3. Ha3Ba

3akymiBisg TOCHYyT 3 Opradizamii Ta TPOBEACHHS
npodecitHuX TpeHIiHTIB 3 KibepOe3nekn 11t 1Box 006’ €KTiB
KpUTHYHOI iH(QpacTpykTypu (mami — OO’€KT KpUTHYHOI
inppactpykrypu, OKI) - AT “VYkpsamizaumsg” Ta
HEK «Yxkpenepro».

4. EnexTpoHHa ajgpeca Jjs NOJaHHS MPONO3UIIii

[Ipomo3urii MaroTh I10/1aBaTHCh
UkraineCCl_Proposals@dai.com

Ha  ajpecy:

5. KinueBuii TepMiH OTpUMAHHS 3aNIUTAHD

14.00 3a micieBUM KHIBCHKUM 4acoM B Ykpaini 10 ciuns
2025 poky, Ha aapecy: UkraineCCl_Procurement@dai.com
[MuTanHs Ta 3aMUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI Ha HUX
OyayTb HalaHi B MUCBMOBIH (opMi IUIsl BCIX OAEpKyBadiB
3anuTy HA  HAAAHHA  TOPOMNO3WIi, SAKi  BKa3aH
3aIliKaBJICHICTh y BIAMOBIAI HA HHOTO. [TUTaHHS 1 BiAIOBI I
OyayTh mommpeHi, 6e3 inenTudikamii 3anuryBaya (iB), s
BCiX TOTeHIIMHUX npono3umid. Kpim Toro, muraHHs Ta
BiMMOBiMI OyayTh po3MimieHi myOmiyHO Ha TiH Xe
wiatdopmi, e po3MilleHUH 3anuT Ha HaJTaHHS TTOTIO3HIIIi

6. KinneBuii TepMiH 0TPUMaHHS MPOMO3UIIii

16.00 3a miciieBUM KHIBCHKMM YacoM B Ykpaini 17 ciuHs,
2025 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHIThL VYBAI'Y, WO AJIPECA EJIEKTPOHOI
[omTH 11 OTPUMAHHSA 3AITMTAHD TA AJIPECA
EJIEKTPOHOI [nomTH"u JJA OTPMMAHHA
[IPOITO3ULIIM BIJIPI3HAIOTHCS

7. Axpeca 1Jisl 3aNUTIiB

UkraineCCI Procurement@dai.com

8. OuikyBaHMii BUJ KOHTPAKTY

Jorogip Ha 3aKymiBiIo i3 iKCOBaHOIO LIHOIO

9. IlixcTaBa ISl YKJIaJleHHSI KOHTPAKTY

=DAlI
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An award will be made based on the Trade-Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for an award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Pimenns mpo ykimamaHHS KOHTPAKTy OyAe MpUiMAaTHCh Ha
OCHOBI MeTO1y MOPiBHAIbHOTO aHami3y. KoHTpakr Oyne
YKJIaJICHO 3 BIAMOBIJAILHUM Ta MPUHHITHUM Y4YaCHHKOM
TeHAepy, KWW MomacTs HaWkpamry mporo3uriito DAI ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYIOUH TIOETHAHHS TEXHITHUX
Ta I[IHOBUX/BApTICHUX MOKA3HUKIB.

Jua Toro, mo0 NMpWHHATH y4acTh y TeHAEpi, YUYacCHUKH
TEHAEpy MOBWHHI BIIANOBIJaTH BUMOTaM, BH3HAUYEHUM Y
Posznim «Bu3HadyeHHs BIAMOBIAAILHOCTIY.

DAI Bene cBoIO AisUTBHICTH BIATIOBITHO O HAHCYBOPIMINX
€TUYHUX  CTAaHJApPTiB, WI00 3a0e3MeYuTH  YECHICTh
KOHKYpPEHLii, IPUHHATHI WiHU Ta yCIiIIHE HaJaHHS MOCITyT
abo ITocTaBKy SKICHUX ToBapiB Ta oOmaaHanHa. DAI He
TEPIUTh KOPYIMIi, XabapHHUIITBA, 3MOBH UM KOHQIIKTY
inTepeciB. [Ipo Oynb-sKi 3amuTH Ha oruaTy abo MOCIyTH
cniBpoOiTHuKiB DAI ciif sskoMora IIBUIIIIE TOBLIOMISTH
Ha ethics@dai.com abo Bi/IBi1aBIIH
www.dai.ethicspoint.com. Kpim Ttoro, Oyap-ski crpobu
KOHTpaKTepa 4Yd  CyONiApsIHUKA  3alpONOHYBAaTH
cuiBpoOiTHEKaM DAI 3a0X04eHHS Ta BIUTMHYTH Ha PillIeHHS
He OyAyTh JdONMyCKaTHUCS 1 CTaHyTh IIiJCTaBOIO IS
JUCKBasTi(iKalii, IPUIMHEHHS Ta MOKJIMBOTO OJIOKYBaHHS.
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Introduction and Purpose/ Bctyn ta MeTta

Purpose

Meta

The purpose of this RFP is to obtain proposals from
qualified suppliers that can provide services to USAID
Cybersecurity Activity (the Activity) DAI Global
LLC to organize and ensure the conduct of upskilling
programs on eight (8) key cybersecurity topics,
enhancing the expertise of critical infrastructure teams
specialists in the energy and transportation sectors, by
equipping them with advanced practical tools,
strategic knowledge, and skills to strengthen the
protection of critical systems and effectively respond
to cyber threats.

These programs are tailored to build the operational
capacity of critical infrastructure teams, providing
targeted upskilling and hands-on experience for robust
cyber defense. In the context of mobilization and
workforce shortages, they represent a strategic
initiative to improve risk management readiness,
bolster resilience, and safeguard critical systems
against advanced threats such as ransomware and data
breaches.

MeToro mHOTO 3alUTy € OTPUMAHHA MPOMO3MUINH Bixg
MOCTAYAIBHUKIB, SIKI 3MOXYTh HalIaTH TOCIYTH JJIst
IMpoexty «USAID KiGepbesneka» (mani — [Ipoekr), axuit
Bukonyetrbcsi DAl Global LLC 3 opranizamii  Ta
3a0e3medeHHs MPOBEeACHHS podecifHNX TPEHIHTIB 3a 8
KIIFOYOBHMH TeMaMH 3 KiOepOe3mekw Juis MiABUINCHHS
kBasi(ikamii ¢axiBIiB i3 KOMaHI 00’ €KTIB KPUTUYHOI
IHQPACTPYKTypH EHEPreTUYHOTO Ta TPAaHCHOPTHOTO
CEKTOpIB, HAJAIOUN IM Cy4YacHI MPaKTHUYHI IHCTPYMEHTH,
CTpaTeriuHi 3HaHHS Ta HABUYKU AJSl 3MILHEHHS 3aXHUCTY
KPUTUYHAX CHCTEM 1 €(QEeKTHBHOTO pearyBaHHS Ha
Kibep3arposu.

IIi xypcu crnpsiMOBaHI Ha 3MIIIHEHHS CIPOMOXKHOCTI
KoMaHJ 00’€KkTiB KpuTHuHOi iHPpacTpyktypu (OKI),
3a0e3meuyroun iX HeoOXiJHUMHY 3HaHHSMHU Ta HABHYKAMU
Ut e(heKTUBHOTO pearyBaHHs Ha Kibep3arposu. B ymoBax
MOOLTI3aIlii Ta KaapoBOro Je(dilluTy BOHH € KIFYOBUM
IHCTpYMEHTOM  JUIS  TIJBWIIEHHS TOTOBHOCTI  JIO
YOpaBIiHHSA pHU3WKaMH Ta 3a0e3MedYeHHs CTIHKOCTi
KPUTHUYHUX CUCTEM.MHU-BUMaradi Ta BUTIK JaHUX.

Issuing Office

Odic, 1o BUIA€E 3aNMT HA HAAAHHSA NPONO3ULIii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anmuT HA HAJaHHS MPOIO3UILHN, Ta
KonTakTHa 0coba, 3a3Ha4eHa y CTUCIIOMY OTJISINII BUIIIE, €
€IMHOK KOHTAKTHOK 0c000r0 B kommadil «DAI» mis
IiJIeH 1bOTO 3aNuTy Ha HaJIaHHS MPONO3ULliid. By nb-saxuii
NOTEHUIHHUN Y4YacHUK TEHHAEPY, KU He 3apeecTpyBaB
CBOIO 3aIliKaBIIEHICTh B IbOMY 0dici, Oepe Ha ceOe MOoBHY
BIJIIOBIIAJIBHICTG Yy BWIAJKY, SKIIO BIH HE Oyle
OJIEp)KyBaTH TpsSMi TOBIIOMIIEHHS Ta  BIATIOBIIHY
iHdopMarlito (3MiHH, BIAMOBIJI HA 3aIUTAaHHS TOIIO) JO
JTATH 3aKPUTTSI.

Type of Award Anticipated

OuikyBaHnii BUJ KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

Kounrtpakr i3 ¢ikcoBaHOW LiHOW — lI€ BUHAropona 3a
3aranbHy (iKCOBaHy IIiHY, 3a HaJaHHA KOHKPETHHUX
MOCIIYT, TOBAapiB 4YM pe3yJNbTATiB, KA HE KOPHUTYETHCH,
AKIO (HaKTUYHI BUTPATH BUIII a00 HMXKYI 32 (QiKCOBaHY
uiny. OuiKyeThCsl, 110 YYaCHUKH TEHAEPY BKIIOYaTUMYTh
yci  mpsMi  Ta HenpsMi BHUTpaTH A0  3arajibHoi
3aMpoIOHOBAHOT IiHH.

Hapnanns nporo 3anurty B JKOJHOMY pasi He 3000B’s3ye
kommaHito «DAID» yknmagaTa JOTOBIp Ha 3aKyIHiBIIO, i
YyacHUKaM TeHJAepy He BIINIKOJOBYIOTECS OyIb-sKi
BUTPATH, TIOB’A3aHI 3 MIATOTOBKOIO IIPOIO3HMIIIi.

=DAlI

PAGE 5




REQ-KYI1-24-0278

General Instructions to Offeror/ 3aranbHi iHCTpPyKUil

General Instructions

3araabHi iHCTpYKIiT

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals in_English_in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

¢ Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than January 17, 2025, 4
p.m., Kyiv, Ukraine Time.

e Please note that Offerors shall submit complete
proposals in___ electronic _form _ only to
UkraineCCIl_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the

e «YuacHUK TeHAepy» Ta/abo «CyOmigpsaHuK» O3Hayae
¢bipMy, sIKa TPOTIOHYE€ BHKOHATH POOOTH B paMKax IbOTO
3anuty Ha HamaHHA nponosuilid. «I[Ipomo3mmis» o3Havae
MakeT JOKYMEHTIB, sKi (hipMa mojae, mo0 3anporoHyBaTH
BUKOHAHHS POOIT.

e VY4YacHUKH TEHHEpY, fKi Oa)xaroThb BIAMOBICTH Ha el
3anuT Ha HAamaHHA TIPOIIO3WINM, ITOBHHHI ITOZaBaTH
MPOMO3UII AHIIIHCHLKOKW BIAMOBIAHO 0 I1HCTPYKIIii,
BKa3aHMX y L[bOMY JOKYMEHTi. YYacHUKH TEHAEPY
3000B's13aHI TMEPETJIAHYTH BCl 1HCTPYKIii Ta TeXHIYHI
XapaKTEePUCTUKH, III0 MICTATHCS B IbOMY 3alnTi Ha HaTaHHS
MPOMO3UIIii. Pu3uku He3MIHCHEHHS IIbOTO Hece YYaCHUK
TeHAepy. SIKIIo 3anpoIneHHs 10 HalaHHS MPOTOo3HIii Oy/ie
3MIiHEHO, TOJAiI BCi TIOJNIOKEHHS Ta YMOBH, fKi HE Oymu
3MIHEHI, 3aHIIaTHEC HE3MIHHUMU.

e OmnpuirroHEHHS MHOTO 3aNMUTy Ha HAJAHHS MPOTO3HIIIN
JKOJIHUM YHHOM He 3000B's13ye kommaniro «DAID» ykiamaTu
cyOkoHTpakT abo [OTOBip HA 3aKyMiBIIO. YYacHUKAM
TeHaepy He OynyTh BiIIKOIOBYBaTHCS OyIb-sKi BHTPATH,
MOB'SI3aH1 3 MiJITOTOBKOIO 200 MOJAaHHAM IX Impomo3wuiii. 3a
JKOOHHUX  oOctaBuH, Kommauit «DAI» He  Hece
BiJIMTOBITaJIbHOCTI 32 IIi BUTPATH.

o Ilpono3umii MatoTe Oyt To/aHi He mi3Hime 16:00 3a
MICIIEBUM KHIBChKUM yacoM B Ykpaini 17 ciunst 2025 poky.
e 3BepHITH yBary, MmO MPOMNO3HUI[il MarOTh IOJaBaTHCS
JHIlle B eJIEKTPOHHOMY BHIVISUIi Ha €JIEKTPOHHY ajapecy
UkraineCCIl_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyayTh BiIXWIEHi, 3a
BUHSATKOM BHIAJIKIB HaJ3BMYaHMX OOCTaBHUH Ha PO3CY]l
xomianii «DAI».

o lloganns mpomo3urii xommanii «DAI» y BiamoBias Ha
1ed 3anmuT Ha HaJaHHS MPOIO3UIN OyJe SABISATH COOOIO
MIPOIO3UIIII0 Ta CBIAYUTUME PO 3roAy YUacHHUKa TCHACPY 3
MOJIOECHHSAMH Ta YMOBAMH, SKi MICTATHCS y 1[bOMY 3amuTi
Ha HAJIAaHHS TPOIO3UIIIN Ta OYAb-IKUX JOJATKAX 10 HBOTO.
Kommnanist «DAI» 3anuiiae 3a o000 MpaBo HE OLIIHIOBATH
HEBIJINOBITHY 200 HEMOBHY MPOIIO3UILiIO.

o Y memi nogioomnennsa eneKmponno0 noumor0 MarTh

subject line of e-mails.

o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Yci npono3uuii MOBUHHI MICTUTH CyNPOBITHHUM JIUCT, 10
Mae Jary, I Ta neyaTKy
YyacHuKa TeHAEpY. YYaCHHUK TEHJEPY INOAAE LEH JUCT y
¢dopmari .pdf.

e VYyacHukM TeHJepy 3anoBHIOOTH JdomaTok C: Ilpaiic-
JUCT. YYacHUKU TEHJAEPY TMOBHHHI BKa3aTH 3arajibHy Ta

=DAlI
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e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-
inclusive service price, roll them up, and distribute them
across the listed deliverables in USD.

Offerors shall be informed that all payments will be
made in local currency as per the cooperating country
regulations. If the contract is signed in dollars and the
invoice is submitted in dollars, the program will pay the
vendor in local currency (hryvnias) using DAI’s bank
exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ned464-28 of December 109.

o Each Offeror and any of its subsidiaries shall submit
only one proposal.

BCEOCSDKHY I[IHY Ha TIOCIYTH, 3arajlbHY LIHY Ta PO3IIOAITUTH
IiHy 10 BKa3aHUX pe3yibTarax B qonapax CHIA.

YyacHuku TeHAepy MOBUHI OyTh mpoiHdopMoBaHi, Mo yci
TUTaTeX1 3AIMCHIOBATUMYTHCA B MicueBiil BagIOTi 3rimHO 3
3aKOHOZAaBCTBOM Y KpaiHu. SKio 1oroBip Oyje minucaHo B
nonapax CHIA, i paxyHok-(akTypy HagaHO B Jaojlapax
CIIIA, mporpama CIUIATATh TOCTAYalIbHUKY B MicueBii
BANIOTI (ITPUBHSAX) 3a 0AHKIBCBKHM KypcoM  OaHKY
IIpoexTy Ha 1eHb nepeKasy.

e Ilogarox Ha nomany Bapticth (IIIB) He mae OyTu
3a3HaveHuil y mnpaiic-qmceri. LI mocmyrm mianmsAraroTh
3BUIBHEHHIO Bia omoxatkyBanHs [1JIB BignmoBimHo 10
OCHOBHOTO KOHTpakTy Kommanii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBanum y KabineTi MiHicTpiB
VYkpainu, peectpaniiina kaprka Ned464-28 Bix 19 rpynns
2024 poky.

o KoxeH YdyacHUK TeHAEpY, Ta Oymb-sKi HOrOo AOYipHI
KOMITaHii, MOKe TOJIaTH JIMIIE OJTHY IPOIO3HIIILO.

Proposal Cover Letter

CynpoBignuii JJUCT 10 NPOno3uuii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Ipomo3uiiss Mae BKJIIOYATH CYNPOBITHWHA JIHCT Ha
¢ipMoBOMy OnaHkKy VYuacHWMKa TEHAEPY, CKpiIUICHHN
MiNICOM HAJEKXHUM YHHOM YIIOBHOBKEHOI ocobm Ta
MITAMITOM/TIEYaTKOK KOMITaHii 3 BUKOPUCTaHHAM JlogaTKy
B B skocti mabmonHoro ¢opmary. CynpoBiiHUH JHCT
MTOBHHEH MICTUTH TaKi TyHKTH:

e VY4YyacHHK TeHJepy TIOBUHEH WiATBEPAUTb Iepioj
YUHHOCTI 3alPOIIOHOBAHUX ITiH HPOTIroM 60 KajgeHaapHUX
HiB.

o [linTBEep/HKEHHS OTPUMAaHHS TEHACPHHX IPABOK, SIKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHs CTOCOBHO 3aNUTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCI_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be
UkraineCCI_Proposals@dai.com.

submitted to

No questions will be answered by phone. Any verbal
information received from a DAI or
USAID/Cybersecurity employee, or other entity shall

Koxen YyacHUK TEHIEPY € BIANOBIJAIBHUM 33 JIyKe
YBa)XHE TPOYMUTAHHS LOTO0 3alUTy Ta MOBHE PO3YyMIiHHSI
Horo yMoB. Yce CHIKYBaHHSI CTOCOBHO IIhOTO 3alUTy Mae
HAJCUJIATHCh  CIIEKTPOHHOI  TOMITOK  Ha  ajpecy:
UkraineCCIl_Procurement@dai.com He mi3mime gary,
3a3Ha4yeHoi Buule. Bci orpumani 3anutanas OyayTh 3i0paHi,
1 BiATIOBil HA HUX OyXyTh Ha/liCJIaHi €JIEKTPOHHOIO TIOIITO0
yCIM 3aI[iKaBJICHUM YYaCHUKaM TCHJIEPY.

3anutanass HE MAIOTDb mnonaBatucs 3a aapecoro
UkraineCCI_Proposals@dai.com

Bignosingi Ha Oyap-ski 3amMTaHHA HEe OyAyTh HagaHi IO
tejedony. byab-sika BepOanbHa iHPOPMAaLIist, OTpUMaHa BiJ
npaliBHUKa KOMIIaHi1 «DAI», abo MIPOEKTY
USAID/KiGep6e3neka uu iHII0i OprasizaLii, He BBaXa€ThCsI
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not be considered an official response to any question
regarding this RFP.

odimiitHOIO BIANOBIAAI0 Ha OyAb-KEe 3alHUTaHHS II0JI0
pOro 3aUTy HA HaJaHHS MPOTO3HLIIH.

Instructions for the Preparation of Technical
Proposals

IncTpykuii 010 MiATOTOBKM TeXHIiYHMX MPOMO3UIIii

Program Content:

e The training programs must include theoretical
knowledge, practical assignments, laboratory work,
and tests aimed at reinforcing key competencies.

o All training materials and sessions must be fully
available in  Ukrainian to ensure effective
comprehension of the information.

Training Format:

e Courses can be conducted in both online and offline
formats, incorporating interactive tools such as
simulations, real-case analysis, testing, and practical
exercises.

e Training sessions must include interactive activities
led by certified trainers to enhance participant
engagement and effectiveness.

Duration:

e Each course should last between 3 to 10 days,
depending on the complexity and specificity of the
topic.

e The schedule should ensure an optimal balance
between theoretical lectures and practical tasks to
maximize material retention.

Training Materials:

e Participants must have access to high-quality training
materials, including theoretical modules, practical
tasks, tests, and laboratory exercises.

¢ All materials should remain accessible to participants
for at least 6 months after the completion of the
training, enabling repeated review.

Trainers:

e Training must be delivered by certified professionals
with proven expertise in cybersecurity and teaching.
Resumes of trainers must be provided for approval,
including details of their qualifications, professional
experience, and certifications that validate their
competencies.

3MmicT mporpam:

e HapuanbpHi mporpaMu MOBHHHI OXOIUTIOBATH TEOPETHYHI
3HaHHA, MPAKTUYHI 3aBAaHHsI, JTaOopaTOpHI poOOTH Ta
TECTH, CHOPSAMOBAHI HA  3aKpIIUIEHHA  KJIFOYOBHX
KOMITETCHIIIH.

e VYci HaBYANBHI MaTepiain Ta cecii MatoTh OYTH MTOBHICTIO
JOCTYIHI YKpaiHCBKOIO MOBOIO Ui  3a0e3MedYeHHS
e(heKTUBHOTO CIIPUHHATTS iH(pOpMaIii.

@DopMaT HABYAHHSL:

e Kypcu MOXyTh TPOBOIUTHCA SK y OHJAWH-, TaK i B
odmaiiH-popMari 3 IHTErpami€er0  iHTEepaKTUBHUX
IHCTPYMEHTIB, BKJIIOYAIOUM CUMYJISIMIi, po30ip peanbHuX
KeIiCiB, TECTyBaHHS Ta IPAKTUYHI BIIPaBH.

e HapyanpHi cecii MaoThb 0OOB’A3KOBO  BKJIIOYATH
IHTepaKTHBHI 3aHATTS MiJl KEPIBHUITBOM CEPTU(IKOBAHUX
TPEHEPIB TS 1 ABUILEHHS 3aTy4eHOCTI Ta
PE3yIbTaTUBHOCTI YYaCHHKIB.

TpuBaJjicrb:

e TpuBamicTh KOXXHOTO KypCy Mae cTaHOBUTH Bif 3 mo 10
JTHIB 3aJIeKHO BiJl CKJIATHOCTI Ta CHIEIU(IKNA TEMAaTHKH.

e Po3kitan 3aHATH MOBHHEH 3a0€3MEYyBaTH ONTHMATHHHIA
OaylaHC MiX TEOPETHYHUMH JICKIISIMH Ta TPaKTUIHUMHU
3aB/IaHHSMU JIJIS MAKCUMAIILHOTO 3aCBOEHHSI MaTepiay.

HapuyanbHi MaTepiaiam:

¢ YYacHUKHU MOBUHHI OTPUMATH JOCTYII A0 BHCOKOSIKICHUX
HaBYAIBHUX MarepiamiB, SKi BKIOYAalOTh TEOPETUYHI
MOJyJ, TpPaKkTU4HI 3aBAaHH], TECTH Ta J1adOpaTOpHi
BIPaBH.

¢ Yci marepiaiay NOBUHHI OyTH TOCTYITHUMH AJIS1 YYaCHHUKIB
MPOTATOM IIOHAWMEHIe 6 MICSIB IICIS 3aBePIICHHS
HaBYaHHs, [I0 3a0e3MeYUTh MOJMIIUBICTH TTOBTOPHOTO
OTIpaIlOBaHHSI.

Tpenepu:

HaBuanHs moBWHHI HpoBOAMTH cepTudikoBaHi (axiBui 3
MiATBEPHKEHUM J0CBiIOM poOoTH y cdepi kibepOesneku Ta
BUKJIaJaHHS.

o J[ns1 3aTBepKEHHS HEOOXITHO HAJIATH PE3FOME TPEHEPIB 13
3a3HaYeHHAM KBajidikauii, mpodeciiiHoro moceimy Ta
cepTUdiKariB, IO MiATBEPHKYIOTH iX KOMIIETEHIII.
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Knowledge Assessment:

e Testing is required both before the course begins to
assess the initial level of knowledge and after its
completion to measure progress.

o Detailed reports on the assessment results for each
participant and the group as a whole must be
provided.

Certification:

¢ Participants must receive certificates upon successful
completion of the course, confirming the fulfillment
of all theoretical and practical assignments as well as
tests.

Platform Requirements:

¢ The online platform must support interactive content
delivery, including video lectures, simulations, real-
time testing, and feedback features.

e It must ensure reliable data protection and
compliance  with international  cybersecurity
standards.

Support Services:
e Technical support must be provided to participants
throughout the course.

OuiHoBaHHA 3HAHDL:

¢ [IepenbayeHo MpOBEACHHS TECTYBAaHHS IO TOYATKY KypCy
JUISL BU3HAYEHHS IT0YaTKOBOTO pIBHA 3HAaHb Ta MIiCIA
3aBEPIICHHS JUTS OLIHKH IPOTPECY.

o [ToTpiOHO 3a0e3meunTH NeTaibHi 3BiTH MPO pe3ylbTaTH
OLIIHIOBAaHHSI JIsl KOYKHOTO YYacHHKa Ta FPYNH B LIJIOMY.

Ceprudikanis:

e YYacHUKM MalOTh OTpUMAaTtu  cepTudikaTH  Micis
YCHILIHOTO 3aBEpUICHHSI Kypcy, SKi MiATBEPIKYIOTH
BUKOHAHHS BCIX TEOPETUYHMX, NMPAKTHYHUX 3aBIaHb Ta
TECTIB.

Bumoru no miarpopmu:

o OnnaiH-mmatgopma MTOBHHHA i ITPUMYBaTH
IHTEpaKTHBHAN KOHTEHT, BKIIOYAIOYH  BiJCOJEKIIi],
CHUMYJIALII, TECTYBaHHS B peaJlbHOMY 4aci Ta (YHKIIO
3BOPOTHOTO 3B A3KY.

e [lmathopma moBMHHA 3a0e3meUyBaTH HATIHHUI 3aXHUCT
JTAHUX Ta BIAMOBiIaTH MDXXHAPOIHUM CTaHAapTaM y cdepi
KibepOe3neKH.

[Mocyru miaTpuMKH:

¢ HeoOxigHO 320€3MMeYnTr yYaCHUKAM TEXHIUHY MiITPUMKY
MPOTATOM YCHOI'O KypCy HaBYaHHS.

Services Specified

BusHaveHHs1 mocayr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’a3Ky 3 muM 3anuToM Ha HagaHHS mpomosuiid DAI
nmoTpedye mocayr, siki ornucadi B Jlomatky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI olliHKHI

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mpomo3uiliss Oyjae OILIHIOBATHCS BIIIOBIIHO JO
KpUTEpIiB OI[IHKM Ta CYOKPHUTEpiiB OIIHKH, sSKi BKa3zaHi B
Tabimii Hwkde. L[iHOBM Tpomo3uIlii He OIIHIOKTHECA 3a
0aILHOI0 CHCTEMOIO, OJHAK JIJIs (e 3arajabHOl OLIHKH
OT0 3anuTy HA HAIaHHS MPOMO3UIIHA, (PaKTOPH TEXHITHOT
OIIHKHW, BapTOCTI/IIiHMU, TpPH iX TOEJHAHHI BBAXKAIOTHCA
3HAYHO OUTBII BaYKITMBUMHU, Hi’K (PaKTOPU BapTOCTI/IIiHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

HPUMITKA: Ilpono3wumiro Oynie OIiHEHO B IMEPIIy Yepry
3a TeXHiYHI acmekTH. Jlumie I[iHOBI TPOMO3HUIi THUX
VYyacHMKIB, sKI TiJi Yac TEXHIYHOI OI[IHKKW HaOpasu
MiHiManbHHUN KBaidikauiiiauit Oan y 70 GaniB, nmepeinyTsb
o eramy owiHkM BapTocti. [Ipomosumii, siki He HaOpau
Oro KBamdikaiiiiHoro ©Oajiy B TEXHIYHIA OILiHIII,
BBa)KaTUMYThCSI HEKOHKYPEHTOCIIPOMOYKHVMH Ta HE OYIyTh
OLIIHIOBATHUCH.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

TexHiuHAa KOMIIETEHTHICTh, NpeacTaBieHa B TexHiYHIN
nporno3utlii, i3 100 MOXIUBUMHU 3araJbHUMH Oanamu
(hOpMYy€EThCSl HACTYITHAM YHHOM:
TexHiYHA KOMIIETEHTHICTh — IMpPEJCTaBICHA B TEXHIYHIN
npono3uii (3arasiom 100 GaiB)
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Technical Competence — presented in the Technical Bi - . (40
Proposal (100 pOintS in tOtal) IINOBIAHICTh Ta #AKICTH HABYAJbHOI0 KOHTCHTY

OaiB)
E(;ailﬁt\;z):mce and Quality of Training Content (40 Kpasidixanis Ta 1ocsix Tpenepis (30 Gais)

Trainer Qualifications and Experience (30 points) Popmat napuanus Ta niargopma (30 Garis)

Delivery Format and Platform (30 points)

— DAI . PAGE 10
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise YuacHuKH TeHepy MTOBHHHI HaJIaTH YiTKY, KOHKPETHY Ta

technical proposal that covers both the conceptual and crtuciny TexHidHY TPOMO3HINIO, SKa OXOIUIIOE SIK

practical approaches and addresses the following in the xonnenrtyanpHuii, Tak 1 TNPaKTUYHHNA TIIXOOH Ta

order specified below: CTOCY€ThCS HACTYITHOTO Y TOPSIAKY, 3a3HAuYCHOMY
HHWXXYC:

Evaluation Criteria/ Kpurepii oninku

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e Alignment with the 8 key cybersecurity topics, the inclusion of

Relevance and Quality of theoretical knowledge, practical tasks, laboratory work, and tests, as

Training Content/ well as pre- and post-course assessments to evaluate participant | 40 points /
BigmosigHicTh Ta SKICTD progress. 40 OaiiB
HaBYaJIbHOTO KOHTEHTY e  VY3romKeHICTh 13 8§ KIIOYOBHMH TEMaTHKaMH 3 KiOepOesmeku,

BKIIFOUCHHA TCOPETUIHUX 3HaHb, TPpaKTUIHUX 3aBJaHb,
nabopaTopHUX poOIiT 1 TectTiB. IIpoBelAcHHS TNOMEPEAHBOTO Ta
MiZICYMKOBOTO ~ OI[IHIOBAaHHS 3HaHb JJIS BH3HAYCHHS IPOTpecy

YYaCHHUKIB.
30 points /
Trainer  Qualifications and | ® Trainer certifications, qualifications, and relevant experience in 30 banis
Experience/ Keanidixamis Ta | CYbErsecurity training. o
JIOCBiz TpeHepiB e HaseHicTh cepTu(ikaTiB, BiAMOBIIHOT KBaJi(iKaIlii Ta peIeBaHTHOTO
JIOCBiy B cpepi HABUAHHA 3 KiOepOe3meKH.
o Integration of interactive tools, flexibility for online/offline sessions,
) support for video lectures, simulations, real-time testing, feedback, data
Delivery Format and Platform/ | secyrity compliance, and participant progress tracking. 30 points /
dopmar HABYaHHS Ta o - ' : . points
e IHrerpamis IHTEPaKTUBHUX IHCTPYMEHTIB, THYUKICTb JUUISl OHJIAMH- Ta 30 Gaxnis
matgopma onaiiH-ceciif, miATpUMKa BifeoJNeKUidl, CUMyNAUill, TecTyBaHHS B

peampHOMY dYaci, (YHKIIOHATy 3BOPOTHOTO 3B’S3KY, BIJIOBiTHICTH
cTaHgapTaM Oe3MEeKH JaHHX i BiICTEKCHHS IPOTPecy YIaCHHKIB.

100 points/

Total Points / 3aranepHa KinekicTs 6aJiB .
100 6aiiB
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Instructions for the Preparation of the Cost Proposal/ IHcTpykuii
LWoAo NiAroToBKM LiHOBUX Npono3uudin

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “COST/PRICE PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
many supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-28 dated December 19, 2024.

LinoBi mpomo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko MapkoBaHi sk «HIHOBA MPONO3UIIIS».

Y Hoaarky C nHamano maOmnon [Ipaiic-nmucra mocmyr.
YYacHUKH TOPTiB 3alOBHIOIOTH IIMA0JIOH Ta BKAa3YIOTh
sKkoMora Oumplme  geraneid  uis  OOTPYHTYBaHHA
3ampOINIOHOBAHOI ITiHH.

Li mocityTy mijuIararoTh 3BUTLHEHHIO BiJ] OTIOIAaTKYBaHHS
[1IB BiAMOBIZHO 1O OCHOBHOI'O KOHTPAKTy KOMIIAHIl
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
Kabineri MinicTpiB VYkpaiHu, peecTpamiiiHa KapTka
Ned464-28 Bin 19 rpynns 2024 poky.

Basis for award

IlincTaBu Ans yKJIageHHS] KOHTPAKTY

Best Value Determination

BusznaueHHsi kKpauoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommanis «k DAD» npoaHaizye yci mIpomno3uilii Ta mpuiime
pilIEHHS PO YKIIJEHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OLIHKKM Ta BapTICHUX KpPUTEPIiB OIIHKH,
3a3HauEHUX BHIIE, Ta Big0Oepe YdYacHUKA TEHIEPY, SKUI
3po0MB HaWKpally Mpono3uiiro kommaHii  «DADy.
Kommaniss «DAI» Takox MoXe BIIMOBUTH Y PO3TJIISIL
MPOMO3ULii, SKIIO BOHAa BCTAaHOBHUThH, IO YYaCHUK
TEHJEPY «HE € BiANOBiJAILHUMY, TOOTO, IO BiH HE Mae
YOPaBIIHCBKUX  Ta  (IHAHCOBMX  MOXKIIMBOCTEH,
HEOOXIIHUX TSl BAKOHAHHS BiTOBITHUX POOIT.

Banmu omninkn He HapaXOBYIOTHCSA 3a BapTicTh. BapricTh
OIIHIOETHCS 3/1€01IBIION0 HA MPEAMET PEeaTiCTUYHOCTI Ta
ob0rpynToBanocti. Kommanis «DAI» Moxke HpHIHATH
pilIEeHHS TPO YKJIAAEHHS KOHTPAKTy 3 YYaCHUKOM
TEHIEPY, SKUH TPONOHYE BHUILY LiHY, SKIO Oyne
MPUAHATO PILICHHS TPO Te, MO OUIBII BUCOKA TEXHIYHA
OLIHKA TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JIOJTATKOBY BapTiCTh/IIIHY.

Kommaniss «DAI» w™oxe TpuUHAHATH pilleHHS PO
VKJIAJCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
oOroBopeHHsi. ToMy MouaTKOBa MPOMNO3ULIS TMOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuacHuka Tenaepy.

Determination of Responsibility

Busnauenns BignoBigaanLHoCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,

Kommaniss «DAID» He ykiagatume XOIHHUX JOTOBOPIB 3
Y9acHUKOM TEeHJepy MepIl HiK HE TEPEKOHAETHCS Y HOTO
BiamoBigansHOCTi. I[lpM OILIIHIOBaHHI BiANOBIAAIBLHOCTI
VYyacHuka TeHAepy OepyTbcs [0 yBark HAcTYIHI
(dakTopu:

1. HapmanHs Komii HEOOXIOHMX JOKYMEHTIB  Ha
3MIACHEHHS JisUTBHOCTI B YKpaiHi (IOKYMEHTH IIpo

=DAlI

PAGE 12




REQ-KYI1-24-0278

including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements.

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
F).

peecTpariiro KOMIIaHii, BKJIIOYAlOYM JOKYMEHT Bil

[IOIaTKOBOTO opraHy npo cratyc [1/1B).

2. Hasuicte nOMmepy Unique Entity
(TIOSICHIOETRCST HIDKYE).

ID (SAM)

3. Jlxepeno,  TOXOMKEHHA  Ta  IOPHCAMKIIKHHA
MIPUHAJIEKHICTh TOCIYT HE 3 TMepeliky 3abopoHEeHHX
Kpain (mosicHeHHs Ha/IaHI HIKYE).

4. KopoTku#l orisig KoMIaHii, BKIO4aoyn mpodeciiHi
JOCSTHEHHSL.

5. HasBHICTh yCHIIIHOTO JOCBiAy BUKOHAHHA POOIT B
aHAJIOTIYHUX MpoekTax y muHysiomy (JomaTox F).

Anticipated post-award Deliverables

QOuikyBaHi pe3yJbTaTH Mic/sl YKJIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns yknameHHs KOHTPAKTy, pe3ydbTaTH poOiT Ta
KIiHIIEBi TEpMiHU BUKOHAHHS, JIETAILHO OMMCaHI B TAOIUII
HWK4Ye, OyayTe momaHi kommanii «DAI». YuacHuk
TEHJIepy TMOBHUHEH JAETAlbHO OIHKCATH 3alpOIOHOBaHY
BapTiCTh KOKHOTO pe3ynbTaTy poOiT B [Ipaiic-nmucTi. Yci
pe3ynbraté poOiT MaroTh OyTH TMOmaHi Ta CXBaleHi
koMmmaHiero «DAI» mepen TuMm, sk Oyne odopmieHa
oriara.

Husutnce domatok C: Ilpaiic-JIuct miust orpumaHHS
JOJTATKOBOI 1H(OpMaIii mpo odiKyBaHi pe3yabTaTH IMiCIsl
YKJIaJCHHS! KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NnpuiiHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit menemkep mnpoekty kommanii «DAI»
MEPIOINYHO NePeBIpATUME MOCIYTH, SIKi HaJAlOThCs, Ha
MPeMET TOTO, YU JisUTbHICTh BUKOHYETHCS 3aJI0BUTHHO Ta
yx yce oOsiagHaHHS a00 MOCTaBKM € NPUUHATHUMH 32
SIKICTIO Ta CTaHJApTaMU.

OO0panuii nocrayaabHUK HECE BIOBIIANBHICTD 32 OYJIb-
SIKi KOHTp3axoau abo KOPHUTYBaJIBHI Jii B MeXaX IhOTO
3anuTy Ha HaJlaHHS MMPOIIO3UILi, IKi MOXKYTh BUMaraTuch
KepiBaukom npoexty xommnanii «DAI» 3a pesynpratamu
TaKol IePEBIPKU.

Compliance with Terms and Conditions

In addition, to comply with the aforementioned
requirements, the Offerors are required to fully meet

or exceed the significant not cost-related
specifications:
1. Offeror must be registered in Ukraine as

demonstrated by valid documents for operation in
Ukraine (company registration documents, including
documents from the tax authority about VAT status).

BignmoBigHicTh BUMOram

JlomaTKOBO 0 BiAMOBIAHOCTI BUIIE€3a3HAYEHUM BUMOTaM,
VyacHUKMA TIOBMHHI [IOBHICTIO  Biamosimath  ado
MIEPEBUIIYBATH HEI[IHOBUM BUMOTaM crienuikarii:

1. YyacHUK NOBWHEH OYTH 3apeecTpOBaHMiA B Y KpaiHi, 10
MiATBEPIUKYETCS ~ YMHHUMH ~ JIOKYMEHTaMH  JJIst
nisutbHOocTi B YKpaiHi  (peecTpauiiiHi  TOKYMEHTH
KOMIIaHii, y TOMY 4HCJIi JOKYMEHT BiJl TIOJaTKOBOTO
oprany npo cratyc I1/IB).

=DAlI

PAGE 13




REQ-KYI1-24-0278

2. Consent is required in writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DAl as stated in the cover letter.

2. ITucbmoBa 3roma ydyacHHKa Ha OIUIATY TOCIYT
BHKIIIOYHO y  0OesroriBkoBii ¢opmi Ha yMOBax,
nependaueHux B mianucanomy Jlorosopi.

3. VyacHHMK MOBHMHEH MaTH He MeHIe TphoX (3) pokiB
BIJIMOBITHOTO JOCBIAY HagaHHS MOAIOHUX mocayr (Oyab
nacka, 3anoBHiTh Jlogarok G: [lonepenniit mocin).

4. baxkano, o0 Y4acHHUK MaB [OCBIJ HaJaHHS MOTIOHHX
MOCTYT YKPaiHCBKUM HEKOMEPLIMHUM opraHizamisM abo
MDKHAPOJIHAM HEYPSIIOBUM OpraHi3aIlism.

5. JocBin HamanHs mociyr i3 3ButbHeHHsAM Bin I1JIB
(6axxaHo).

6. YuacHMK IOBWHEH MaTu JOCTaTHi (JiHAHCOBI pecypcH
JUTSI BUKOHAHHS poOiT B MeKax HeoOXiHOTo rpadiky, 1o
MiATBEPDKYEThCS MPUUHATTAM YMOB oruiaTi DAI micns
moctaBku Ta mnpuiHATTI DAL, sk 3a3HaueHo B
CYIIPOBITHOMY JIKICTI.

General Terms and Conditions

3arajibHi YMOBM Ta 10JI0KE€HHS

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Mae OyTH B Kypci 3arajbHAX YMOB JJIs
YKJIaJaHHsl KOHTPAKTY 3a pe3yJbTaTaMH JTaHOTO 3amuTy
Ha HajgaHHs mnponosumii. OOpaHWl ydYaCHUK Mae
BimmoBimatn ycim 3asBam Ta llinTBepmKeHHSIM TIpO
BIJINIOBIJIHICTh, 3a3HaueHuM y Jlomarky D.

Prohibited Technology

3a6oponeni TexHoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VY4acHUKM TOPriB HE MOBHHHI HafaBaTH Oyb -sIKi TOBapU
Ta/ab0 TOCIYyrW, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJICKOMYHIKAI[Il Ta BIJACOCIOCTEPEIKCHHS BIJ TaKUX
kommaniii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, a6o 6yas -ska ix ¢imis
BiamoBigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmii kox

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing

BiamoBigHo 103BOJIGHOTO reorpadiyHoro Koay IS
yKJIafaHHs ~ JoroBopiB  kommaHiss  «DAI»  Moxke
3aKylOBYBAaTH TOBApH Ta IMOCIYTH JIMILIE i3 HACTYITHUX
KpaiH.

leorpadiunmii xox 110: ToBapum Ta mnoCIHyrd 3i
Crnonydenux llITatiB, He3aleXHUX ACPHKAB KOJIUIIHHOTO
Pagsiacpkoro Coro3y abo kpaiH, 10 pO3BHBAIOTHCS, ajie 3a
BUHSTKOM 3200pOHEHUX KPaTH MOXO[KEHHSI.

l'eorpadiuamii xox 935: ToBapum Ta mociayru 3i
Crnonyyennx IllrtariB, kpaiH-mapTHepiB Ta KpaiH, IO
PO3BHBAIOTLCS,  KpIM  TEpefoBUX  KpaiH, 10
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countries, but excluding any country that is a
prohibited source.

e DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

PO3BUBAIOTHECAA, 3a
TIOXO2KCHHA.

BUHSATKOM 3a00pOHEHHX KpaiH

o Kowmmanis «DAI» 3000B’s13aHa IEPEBIPUTH HKEPEIO,
IOPUCIOUKIIIO Ta TIOXO/KEHHS TOBapiB Ta mociyr ta (y
MaKCUMAJTFHO MOJKJTUBIH Mipi) MepEeKOHATUCH, IO KOTHI
MIOCITYTH HE 3aKYyIOBYIOTHCS i3 3a00pOHEHWX KpaiH, SKi
3HAXOAATHCS Yy CHIHCKY YNPaBIiHHSA KOHTPOIIO 3a
inozeMuumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3MOBCIOIKYIOThCSI  CaHKIlii. J[0 TOTOYHOrO CIHUCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCCOCSMHI CaHKIIIT,
BXOZTh HacTymnHi kpainu: Ky0a, Ipan, [TiBniuna Kopes,
Cyman Tta Cupis. Kommanii «DAI» 3a00poHSETBCS
cnpuATH OyAb-AKiil yrofi TpeThOoi CTOPOHH, SIKIIO Taka
yroma Oyna 0 3a0opoHeHOr0, siKiio O i1 BHKOHyBasa
koMmmaHist «DAID.

e llogarounm mpOMO3UIiI0 y BIAMOBIAE Ha Iei 3amurT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyrd  BignoBimaroTe ['eorpadiunomMy Koy Ta
BUHSTKaM II0JI0 3a00POHEHUX KpaiH.

Unique Entity ID (SAM)

YHikaibHuUi ineHTudikaTop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTb  TpsiMi  CYOKOHTPaKkTW/JIOTOBOpPH  Ha
3aKymiBIIO Ha cymy B ekBiBasieHTi 30 000 nonapis CLLIA i
BHIIle, MOBUHHI OTPUMAaTH YHIKaJbHUH 1IeHTH]IKATOP
opranizamii (SAM) 1o minucaHHs Yoy,

Hdus tux, KoMy TOTpiOHO OTpPUMATH VHIKAIBHUN
inentudikarop opranizauii (SAM), 3BepHiTBCA 110
[HCTPYKIIT 7151 OTPUMAaHHS YHIKaJIBHOTO iJeHTU(IKATOPY
oprauizanii (SAM) (usuce donatok E) abo 3BepHiThCs
1o Bigniny 3akymisens Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

oaiTnka momo 60poTL0HU 3 KOPYNUi€E Ta 60POTHO0I0
3 xa0apHunTBOM Ta BinnmosinaanHoi 3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment.

DAl does not tolerate the following acts of

corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

o Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special

DALI Benie cBOYO AisUTBHICTB 32 HAWCYBOPIIIMMU ETHYHUMH
CTaHmapTaMu, mo0 3a0e3MeYnTH YeCHICTh KOHKYPEHIIil,
NPUHHATHI IIHA Ta YCIHIIIHE HaJaHHsS MOCIyr ado
JIOCTaBKY SIKICHUX TOBapiB Ta 00JIaIHAHHS.

DAI He TepnuTh HACTYITHMX KOPYNMIIHHUX [Tiii:

e bynp -aki 3amuTH Ha OTpuMaHHs Xxabapa, Bixmaui,
CTPUSTHHS UM BUIUIATH Y BUTIISI BUILIATH, MTOJIAPyHKA
abo crerianbHOT KoMMeHcallii chiBpoOiTHHKY DAL,
YPAOOBLIO YW iX MpeAcTaBHUKAM BIUIMBAIOTh Ha
pIIIEHHSI TPO HATOPOJKEHHS a00 CXBAICHHS.

e bBynp -axa nporo3uilis xadapa, BiIKaTy, CIPUSHHS YU
BUIUIATH Yy BUIJISAL  IUIaTeXy, ToAapyHKa abo
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consideration by an offeror or subcontractor to
influence an award or approval decision.

o Any fraud, such as misstating or withholding
information to benefit the offeror or subcontractor.

e Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

¢ These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

e Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor, or DAI staff to:

o Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

¢ Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAIl.com

e USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

e By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

CIleIiabHOl  BHHAropoAw  Bim  odepeHTa  9H
cyOmigpsmHuKa [UIsi BIDIMBY Ha pIMIEHHS IIPO
NPUCYKEHHS Y CXBaJICHHSI.

e DBynp-sike maxpaiicTBO, Take SK HENpaBUIbHE
BUKIAJaHHA a00 TPUXOBYBaHHA iHQoOpMamii Ha
KOpHCTh opepeHTa 4u CyOrmiapsaIHuKa.

e byns -ski 3MOBH a00 KOH(DIIIKTH iHTEpECiB, y SKHUX
MpaliBHUK, KOHCYJIbTaHT a0o mpenctaBHuk DAI mae
IijoBi 200 OCOOMCTI CTOCYHKH 3 TPUHITMITAIOM a0o
BIIACHUKOM O()epeHTa 4 CyOIiapsaIHIKa, SKi MOXKYTh
BUSIBUTHCS HECTIPABEAJTUBIMHU Y KOPUCTH oepeHTa Un
cyominpsauka. CyOmipsIHUKA TakKoX IOBHHHI
YHUKAaTH 3MOB YH KOH(JIKTy IHTEpeciB y CBOiX
3aKyMBIAX Y TIOCTadalbHUKIB. bymp -aki Taki
BITHOCMHM TIOBMHHI OyTH HErailHO  PO3KpHTI
kepiBHUIITBY DAI s mepernisimy Ta TPHAHSTTS
BIAMOBIAHMX  3aXOMiB,  BKJIIOYAIOYHM  MOXKJIHBE
BUKJIFOUEHHSI 3 BUHATOPO/IH.

e Ili xopymmifiHi nii HE MOMYCKAIOThCA 1 MOXKYTh
MPU3BECTH JO CEPHO3HUX HACHIJKIB, BKIOYAIOUH
NPUNMHEHHS MPU3HAYCHHS BUHATOPOAU Ta MOXKIIHBE
npu3ynuHeHHs Ta BiaMoBY ypsiay CILIA, Bukmovaoun
odepeHTa uM cyOmiapsiIHUKA BiJ y4acTi y MaiiOyTHIX
Oiznecax ypsagy CLIA.

e DBynp-sxa cnpoba un (akTuuHa KOpYMIis MOBHHHA
Oytun HETaifHo MTOBiTOMJICHA odepeHTOM,
cyOmiapsiHuKoM abo criBpodiTHukamu DAL

e Dbe3komroBHa aHOHIMHA Tapsya JIiHis 3 TUTaHb €THKH
Ta JOTpUMaHHsA BUMOT 3a anapecoro (CLIA) +1-503-
597-4328

e Be6 -caitr rapsyoi ninii - www.DAL.ethicspoint.com,
a00 HamiclaTh CIEKTPOHHHHM JIMCT Ha  aapecy
Ethics@DAI.com

e Odic rapsuoi ninii ['enepanbroro iHcrektopa USAID
3a aapecoto hotline@usaid.gov.

o [limmucyrouu M0 MPOTO3UIII0, OPEPEHT MiATBEPKYE
JOTPUMaHHS IBOTO CTAaHAAPTy Ta rapaHTye, M0 HE
OyayTh 3pobOinieHi crnpobu BrumHyTH Ha DAI abo
YPSIOBHI ITEPCOHAT 32 JOTIOMOTO0 XabapiB, YaOBHX,
BUIUIAT 3a CHOPUSHHS, BigKaTy 4YM IIaxpaicrsa.
Y4acHUK TOPTiB TaKOX BU3HAE, MIO MOPYNICHHS IIi€l
MOJITHKH ~ MOXE€ TPU3BECTH JIO  IPHITUHEHHS,
MOBEPHEHHS KOIUTIB, 3a00pOHEHUX KOPYNLIHHUMH
JsSIMH, Ta MOXJIMBOTO TPU3YIHHEHHS Ta 3a00pPOHHU
ypsimy CHIA.

Offeror’s Agreement with Terms and Conditions

3roga YuacHuka TeHaepy 3 BUMOTaMHu

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to

BukoHaHHs yciX BUMOr 3amuTy BIJNOBIIHO JIO
IHCTPYKIIiH, 3a3HAYEHUX B HOMY, Ta MOIAaHHS MTPOIO3UIIi1
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DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DA to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

no Bimmity kommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3acBITIyBaTUME 3TOY
YyacHuKa TEHAEpPY 3 BUMOraMH IbOTO 3alUTy Ta yCix
JOJATKIiB 10 HhOTO. HajaHHs 1bOTo 3amuTy B KOIJHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBatu m0TOBip
Ha 3aKYIIiBJIIO a00 BiIIKOJOBYBaTH YUYaCHUKAM TCHIEPY
OyJIb-sIKi BUTPATH, ITOB’sI3aHi 3 I IFOTOBKOIO Ta MOIAHHIM
TIPOTIO3HIII1.

Attachments

See the list of official RFP attachments below.

JlopaTku

JuBuTHCh, mnepedik odiniliHux aogaTKiB A0 UHOTO
JOKYMEHTY HUKYeE.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE/ [loaaTok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUKYE HABeACH] TEXHIYHI BUMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOTO3HIIii,
0 MICTATH BiJIOBIHY iH(pOpMaIlio Ha pipMoBOMY DJIaHKY a00 BinnmoBinHo 10 odiuiiiHoro popmary

MPOMO3HUILii.
Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity (hereinafter — the Activity) began in
May 2020. USAID Cybersecurity for Critical
Infrastructure in Ukraine Activity is a program funded by
USAID and implemented by DAI. The overall goal of the
Activity is to reduce and potentially eliminate
cybersecurity vulnerabilities in Cl and to transform
Ukraine from a compromised, reactive cybersecurity
actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

SO1: Create a safe and trusted environment to accelerate
the development of people, processes, and technology in
support of cybersecurity across Cl sectors and assets in
Ukraine.

SO2: Strengthen Ukraine as a sovereign nation built on a
secure, protected, and dynamic economy, supported by a
talented pool of human capital.

SO3: Stimulate demand for and supply of Ukrainian
cybersecurity solutions and service providers to
empower, equip, and finance cybersecurity entrepreneurs
and businesses.

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity assists in critical infrastructure objects in the
energy and other sectors (hereinafter - OCI - within the
meaning of the Law of Ukraine "On Critical
Infrastructure™ or officially included in the list of critical
infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

Objectives

To organize and ensure the conduct of upskilling
programs on eight key cybersecurity topics, enhancing

IlepenymoBu

Ipoexr USAID «Kibepbe3nmeka KpUTHIHO BaKIHBOI
iHppacTpykTypu Yikpainm» (mami — IIpoekt) po3mouas
cBor0 nmisutbHICTH B TpaBHI 2020 poky. IIpoext USAID
«KibepOe3neka KpUTHYHO BaxIMBOI iH(pacTpyKTypH
VYxkpaiam» ¢inancyerscss USAID Ta peamizyerbes DAL
Kinnesa mera IIpoekty — 3MeHIIEHHS Ta MOTEHLiiHE
YCYHEHHsI BPa3jIMBOCTeH KibepOe3neku Ta MepeTBOPEHHS
VYkpaiHu Ha IpOaKTHBHOTO Jiiziepa KibepOe3neku.

Brponosik 1’situ pokiB IIpoekT 3MillHIOBaTUME CTIHKICTB 1
PO3BHBaTHME CIPOMOXHICTh 3amo0iratd, BHABIATH U
OopoTrcss 3 KibepaTakamu, HAIlUICHUMH Ha KPUTHYHY
inppactpykrypy (mani — KI) Ykpaian. [JisnpHICTS TOCATHE
i€l METH OUIIXOM JOCSTHEHHS TPhOX CTPATEriqHUX Liiei

(CL):

CII 1: CtBOpeHHs Oe3MeuHOro Ta HaIIiHOTO CEepeIOBHUIIA
JUIL  TIPUCKOPEHHS PpO3BHUTKY JIIOAEH, TIpoIEciB Ta
TEXHOJIOTIM Ha MIATPUMKY KiOepOe3reku y cexTopax Ta
aKTUBax B YKpaiHi.

CII 2: 3wminHeHHs YKpaiHd sSK CYBEPEHHOI [epXKaBH,
moOyoBaHii Ha OE3MeYHi, 3aXUIIeHI Ta TUHAMIYHIH
€KOHOMIIIi, TMATPUMaHIi TAJJAHOBUTHM ITYJIOM IJTFOJICBKOTO
KaITiTany.

CI 3: CTuMyITrFOBaHHS MOMUTY Ta IMIPOMO3HIIT YKPaiHCHKUX
pillleHs Ta MOCTAaYaNBHUKIB TOCIYT 3 KibepOesmeku uis
PO3IIUPEHHS MOXIIUBOCTEH, OCHAIICHHS Ta (hiHAHCYBaHHS
TiANPHUEMITB Ta Oi3HeCy 3 KibepOesneKu.

IIpO€EKT CKIaMAETHCSA 13 TPHOX KOMIIOHEHTIB. 3aBIaHHS
IIpoeKTy B3a€MO3aJICKHI 1 B3aEMHO ITiICHJICHI.

Konrtekxcr

[Ipoekr Hamae  gomomory  o0’eKTaM  KPUTHYHOI
iHQpacTPyKTypy B €HEPreTHYHOMY Ta IHIIMX CEKTOpax
(mam — OKI — y posyminni 3akoHy Ykpainm «IIpo
KPUTHYHY IHQpacTpyKTypy», abo odiuiiHO BKIIOYEHI 10
nepeniky O00’€KTIB  KPUTHYHOI  iH(pacTpyKTypH) Yy
MOCHJIEHH] X CTIHKOCTI 110 iHIIUJEHTIB KiOepOe3meK.

Lini

Oprani3yBaTi Ta 3a0€3MeYNTH MPOBEACHHS NpodeciiHmX
TPEHIHTIB 32 8§ KIIOYOBMMH TeMaMH 3 KibepOesmeku uis
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the expertise of critical infrastructure teams specialists in
the energy and transportation sectors, by equipping them
with advanced practical tools, strategic knowledge, and
skills to strengthen the protection of critical systems and
effectively respond to cyber threats.

These programs are tailored to build the operational
capacity of critical infrastructure (CI) teams, providing
targeted upskilling and hands-on experience for robust
cyber defense. In the context of mobilization and
workforce shortages, they represent a strategic initiative
to improve risk management readiness, bolster resilience,
and safeguard critical systems against advanced threats
such as ransomware and data breaches.

Tasks

The Activity is looking for a qualified vendor who will
be responsible for the following:

1. Develop new and adapt existing courses on 8
key cybersecurity topics to meet industry standards,
ensuring alignment with current challenges in the
field of cyberdefense:

1) Data Protection under the General Data
Protection Regulation (GDPR)

2) Implementation and Audit of Information
Security Management Systems (ISO/IEC 27001)
3) Privacy Information Management according to
ISO 27701 (PIMS)

4) Foundations of Information Security for
Certified Professionals (CISSP)

5) Fraud Prevention in Information Systems

6) Establishing and Effectively Managing Security
Operations Centers (SOC)

7) Threat Detection and Incident Response

8) loT Security: Threats and Vulnerability
Analysis

These topics can be adapted to meet specific
organizational needs or aligned with evolving
cybersecurity challenges.

2. Training organization: Provide approximately 115
accesses to courses for at least 17 specialists from critical
infrastructure teams, focusing on enhancing their
professional skills and practical competencies.

3. Prepare and provide participants with access to
interactive training materials, including theoretical
content, practical tasks, self-assessment tools, and
laboratory exercises. All materials must be adapted and
available in Ukrainian, with accessibility ensured for 6
months after course completion.

MiBUINCHHS KBamiQikarii (axiBiiB i3 kKoMaHa 00’€KTiB
KPUTUYHOI  1H(PACTPYKTYpH €HEepPreTHYHOTrO Ta
TPaHCIIOPTHOT'O CEKTOPIB, HaJIAF0UM IM Cy4acHi MPaKTUYHI
IHCTpYMEHTH, CTpaTeridHi 3HAHHA Ta HAaBUYKH JUIA
3MIIHEHHS 3aXHACTYy KPUTHYHHX CHUCTEM i €(eKTHBHOTO
pearyBaHHS Ha Kibep3arpo3u.

i xypcu cmpsMoBaHi Ha 3MIIHEHHS CIPOMOXHOCTI
KOMaHI o00’ekTiB Kputm4yHOi iHpacTpykrypu (OKI),
3a0e3meduyroun X HeoOXiqHIMHY 3HAHHSIMH Ta HABHIKaAMH
Juts epeKTUBHOTO pearyBaHHs Ha Kibep3arposu. B ymoBax
MoOinmi3anii Ta kKaapoBoro nediuUTy BOHU € KIIIOYOBHM
IHCTpyMEHTOM  JUISl  MiJBHMIICHHS TOTOBHOCTI  JIO
YIOPaBIiHHS pH3MKaMH Ta 3a0e3NeueHHsl CTiKoCTi
KPUTUYHHUX CUCTEM.MH-BHMaradi Ta BUTIK JaHHX.

3anmaui

[IpoekT mykae KBamipikOBaHOTO MOCTaYaNbHUKA, KU
Oyze BIIIOBIAATH 3a pealizalilo HACTyITHHUX 3aa4:

1. Po3podutu HOBIi aGo amganTtyBaTH icHYIOUi
Kypen 3a 8 KJIIOYOBHMH TeMaTHKaMu 3
ki0epOe3nexu 10 Cy4acHUX BUMOT,
3a0e3MeunBIIM iX BIANOBIAHICTh AaKTyaJbHUM
BUKJIMKaM y cdepi kibep3axucry:

1) 3axucT MAaHMX BiANOBIAHO O 3araabHOrO

pernaMmeHnTy 3axucty ganux (GDPR)

2) BrpoBakeHHs Ta ayAWT CHCTEM YIPAaBIiHHSA

iHdpopmaniiiHoro 6e3nekoro (ISO/IEC 27001)

3) VYupapninas koubixeHuilHicTIO iH(OpMamii 3a

crargaptom ISO 27701 (PIMS)

4) OcHoBu iH(popMartiiHOT OesIexn TUTS

ceprudikoBanux ¢axiemiB (CISSP)

5) Mporuamis  mwaxpaiictBy B  iHQOpMAIIHHUX

cucTeMax

6) CrBopenHs Ta ehexTuBHe ynpasminas [entpamMu

omnepaniiinoi 6e3mnexu (SOC)

7) BusBieHHs ~ 3arpo3 Ta  pearyBaHHA  Ha

KiOCPIHIUICHTH

8) besmeka [oT: 3arpo3u Ta aHai3 ypa3IuBOCTeH

i Temu MOXyTb OyTH afanTOBaHi 10 KOHKPETHHUX ITOTPEO
opradizarii abo y3ro/KeHi 3 aKTyaJbHHUMH BHKIUKAMH Y
cdepi kibepOe3meKH.

2. Opramnizanisi HaBuyaHHs: 3a0e3neuntr npuomm3ao 115
JNOCTYIIB JUiA MmOHaiiMeHme 17 ¢axiBIiB i3 KOMaHJ
00’exTiB  KpUTHYHOI  iH(}pacTpykTypm OO0  KypciB,
CIPSMOBAHMX Ha MiJBUINEHHS MpodecifHoro piBHA Ta
MPaKTHYHOT KOMIIETEHTHOCTI.

3. IliaroryBaTH Ta 3a0e3MeYUTH AOCTYN YYACHMKIB 110
iHTepaKTHBHUX HABYAJIbHHUX MaTepiais, AKi
BKJIFOYAIOTh TEOPETHYHHUN KOHTEHT, MPAKTUYHI 3aBJIaHHS,
IHCTPYMEHTH JJIsl CaMOIIEpEeBipKU Ta JJabopaTopHi BIIPaBH.
VYci marepianu moBHHHI OyTH ajganToBaHi Ta JOCTYIHI
YKpaiHCHKOI0O MOBOIO, 3 MOXIJIMBICTIO 1X BHKOPHCTaHHS
MIPOTATOM 6 MICSILIIB ITiCIIs 3aBEpIICHHS KYPCIB.
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4. OniHOBaHHA 3HAHb yYacHUKIB: [IpoBecTH TeCcTyBaHHS
J0 Ta micis 3aBCPUICHHA KpriB JUTA BUSHAYCHHS TPpOrajinH
4. Participant knowledge assessment: Conductpre-and y  3HaHHSX, OLIHKA MpOrpecy Ta  MOHITOPUHTY
post-course testing to identify knowledge gaps, measure = edexTHBHOCTI HaBYAHHSL.
progress, and monitor training effectiveness. Hapuanus mae posmodatucsi BOpoAoBk 30 KaleHIapHUX
IHIB 3 JaTH MiINHCAaHHS YTOIW, XO4a MPUHHATHAMH € i
The training must commence within 30 calendar days Gimbmr paHHi [aTH MOYATKY.
from the date of signing the agreement, though earlier
start dates are also welcome.

This table presents the key training topics, the essential skills participants are expected to gain, and the number of training slots
(units) allocated for each topic. It provides a comprehensive overview of the training objectives aimed to equip participants with
practical and theoretical knowledge.

Skills Gained Amount

GDPR - Certified Data Protection | - Deep understanding of GDPR principles and
1 applications. 17 pcs.

Officer - . . N
- Developing compliance strategies for organizations.
Internal Auditor and | - Designing and maintaining an ISMS in line with ISO
2 Implementation of  Information | 27001 and ISO 27002. 17 cs
Security Management Systems | - Conducting effective internal audits to ensure pes.
(1ISO/IEC 27001) compliance and continuous improvement.
ISO 27701 - PIMS Privacy | | Designing privacy information management
3 Information Management System frameworks. 17 pes.
g y - Integrating privacy measures into existing ISMS.
Certified Information  Systems | - Co_mprehenswe understanding of cybersecurity
4 domains. 16 pcs.

Security Professional (CISSP) - Leading and managing security projects.

5 | Fraud Foundations ) D(_et(_ectmg and preventing fraud. 3 pcs.
- Neutralizing fraudulent schemes.
. . - Setting up and managing a  SOC.
6 | Establishing and Managing SOC - Analyzing threats and responding to incidents. 15 pes.
- Detecting and analyzing attack patterns using
Threat Detection and Incident | frameworks (e.q9., MITRE ATT&CK®).
7 - . . - 15 pcs.
Response - Developing effective detection and response strategies
for advanced threats (APTS).
8 IoT  Security  Threats and | - Identifying 10T vulnerabilities and threats. 15 cs
Vulnerability Analysis - Monitoring and securing 10T infrastructure. pes.
115 pcs.
EVALUATION CRITERIA KPUTEPII OLITHIOBAHHS
e Relevance and Quality of Training Content (40 e BignoBigHICTH Ta SAKICTh HABYAIBLHOTO KOHTEHTY (40
points): Alignment with the 8 key cybersecurity GatiB): Y3ro/KeHICTh i3 8 KIIIOUOBUMHU TEMAaTHKAMH 3
topics, inclusion of theoretical knowledge, practical KibepOe3neKy, BKIIOUEHHS TEOPETUYHHMX  3HaHb,
tasks, laboratory work, and tests, as well as pre- and MPaKTHYHHUX 3aBJaHb, Ja0OPATOPHUX POOIT i TeCTiB.
post-course assessments to evaluate participant [IpoBeneHHS  MONEPETHBOTO  Ta  IMiJACYMKOBOTO
progress. OIIIHIOBAaHHS 3HAHb IS BU3HAYCHHS TPOTPECY
YYaCHUKIB.
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Trainer Qualifications and Experience (30 points):
Trainer certifications, qualifications, and relevant
experience in cybersecurity training.

Delivery Format and Platform (30 points): Integration
of interactive tools, flexibility for online/offline
sessions, support for video lectures, simulations, real-
time testing, feedback, data security compliance, and
participant progress tracking.

Total: 100 points

DURATION
e Preparation Stage (1 month): Coordination of courses,

adaptation of materials into Ukrainian, platform setup,
participant  registration, and pre-assessment of
knowledge.

e Training Stage (2—4 months): Delivery of courses

lasting 3—10 days with a flexible schedule within weeks
and months, incorporating interactive tasks, tests, and
laboratory work.

Keamigikamis Ta moceim Ttpenepie (30 ©OamiB):
HasBHicTh cepTudikaris, BianoBigHoi kBamidikanii ta
peleBaHTHOrO  J0cBiLy B cdepi HaByaHHA 3
KibepOe3mexn.

®opmar HaBuaHHA Ta 1atpopma (30 OGamiB):
IHTerparis iHTEpakTHBHUX IHCTPYMEHTIB, THYYKiCTh
UL OHNIAWH- Ta  oduaiiH-cecidi, miaTpUMKa
BiJICOJICKIH, CHMYIAIiil, TECTyBaHHS B pPEaJbHOMY
gaci, pyHKI[iOHATy 3BOPOTHOTO 3B’SI3KY, BiITIOBITHICTh
CTaHJapTaM Oe3IMeKU MaHWX 1 BIICTEKEHHS MPOTpecy
YYaCHUKIB.

3aranom: 100 Ganis

TPUBAIJIICTb

e IligroroBumii eran (1 Micsup): Y3ropkeHHS KypcCiB,
ajanTaiis ~ MarepialiB  YKpaiHCBKOIO  MOBOIO,
miaroropka iatropmu, peecTpaiis  yYacHHUKIB,

NPOBECHHS MONEPETHHOTO OLIHIOBAHHS 3HAHb.
Hapuanpuuii eran (2—4 wicsni): [IpoBeneHHst KypciB
TpuBaiicTio 3—10 mHIB i3 THYYKHUM TpadikoM B Mexax
TIDKHA Ta MICSLs, IHTCPAKTUBHUMHU 3aBIaHHSIMH,
TECTaMH Ta JJaAbOPaTOPHUMH POOOTAMH.

Final Stage (1 month): Final knowledge assessment, 3agepiianpuuii  eran (1 wmicsans):  IligcymkoBe
issuance of certificates, preparation of OLIHIOBAaHHs, BHIaya cepTu(dIKaTiB, IMiArOTOBKA
recommendations for Cl teams, and evaluation of pexomenganiii s OKI, anamiz eQeKkTUBHOCTI
program effectiveness. IPOTrPaMH.
Total Duration: Up to 6 months. 3aranpHa TPUBAIICTH: 10 6 MicsAIIiB
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Attachment B: Proposal Cover Letter/
Hopatok B CynposBigHun nucr

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KY1-24-0278 dated
January 03, 2025. Our attached proposal is for the total
price of (figure and in
words).

We certify a validity period of 60 (sixty) calendar days
for the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance
of DAI payment terms, which is payment upon
delivery and acceptance of the provided services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, MO MiOIUCATHCS HIDKYE, HATAeEMO IPOMO3MINI0 13
3araJbHOI0 IIHOFO

(BkaxiTh miHYy IUdpaMud 1 MPOMUCOM), SKa HOHAETHCH,
BimmoBiAHO M0 3anmuTy Ha HamaHHA mpomo3uiii RFP No
REQ-KY1-24-0278 Bin 3 ciuns 2025 poky.

Mu 3acBiggyemo, o miHM 3a3HaveHi y [Ipaiic-mucri, mo
JOJTAEThCS, MIMCHI mpoTsaroM mnepiogy 60 (mictaecsiT)
KaJICHIapHUX JIHIB.

Mu 3acBiguyemo Hamny ¢iHAHCOBY BiAITOBiAANBHICTD 1
npuiMaeMo yMOBH oruiaTé Kommanii « DAy, siki € omatoro
IICIISL TOCTAaBKYU Ta MPUHHATTS HaJAHUX TTOCIYT.

Hamma npono3uitist € 000B’I3K0BOIO JIs1 HAC 3 YpaXyBaHHIM
3MiH B pe3yJbTati OyIb-sIKMX OOrOBOPEHb.

Mu posymiemo, mo kommaHisi «DAI» He 3000B’s3aHa
npuiimMaty Oyab-sKi MPOIO3HLLii, sIKi BOHa OTPHMYE.
[Mlignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocazia yHoBHOBa)KEHOT 0COOH:

Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka KoMmIaHii:
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Attachment C: Price Schedule/ QloaaTok C: lNpauc-nucT

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY tabnuii HIDKYe HaBEACHI BUMOTH IO MOCTYT. YYAaCHUKH TEHIEPY MOBWHHI MOJATH MPOIIO3UIIii, IO
MICTSTh BiINOBiAHY iHpoOpMamilo Ha ¢ipMoBoMy OnaHkKy abo BiAMOBiAHO o odiuiiiHOro Qopmaty
TIPOTIO3HIII1.

The price could be presented in USD or UAH without VAT/ Vi uinu Hagani B 8 gonapax CIIA a6o rpusHi

oe3 I1JIB.

Detailed budget template

Budget narrative explanation

Item | Item Description/Specifications Unit Quantity Unit Price Total Price | Provide brief justification for
# Onwuc/Crenmgikarrii OnuHUIS Kinekictsb Iina 3a ox Bceroro each line item
Program Staffing
11
Equipment and material
2,1
3 Travel, Transportation, Per Diem
3,1
4 Other Direct Costs/Program
Administration and Services
41
5 Benefits/Fee
6 Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here to enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information on
each line item in the budget and explain why these items are needed to implement the activity, including
hourly rates for presented team members and any indirect costs that may occur during the completion of
the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF (on a company’s letterhead,
signed and stamped) AND EXCEL SHEET.

MNPUMITKA: YyacHuKY NOBHHHI [OJaTH BUUEPITHUN OMKUC OIOPKETY, AKUU MICTUTH 1H()OPMAIIiIO PO
KOXHY CTaTTIO BUTpaT Ta IMOSCHIOIOTh, YOMY IIi CTAaTTi MOTPIOHI s 3MiMICHEHHS MisUTBHOCTI,
BKJIIOYAIOYH LiHY poOOY0i TOAWHM CHeuialicTiB Ta Oyb-sIKi HEPAMi BUTPATH, 10 MOKYTh BUHUKHYTH B
nporieci npoeeHHs ouinku. Moro notpiGHo Hagicnaty y popmari daitny .pdf (sa odimiiinomy Granky
KOMIIaHi1, 3 MiJIHUCOM Ta Ie4aTKor) Ta .XIs.
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Anticipated post-award Deliverables

Upon award of a subcontract, the deliverables and deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before payment is processed.

Milestone
Description

Milestone Details & Required
Documentation

Due Dates

Amount (% of
total award)

Courses
1. Preparation and
Planning

The vendor prepared and planned eight
localized professional cybersecurity courses
aligned with international standards, covering
GDPR, SOC management, loT, ICS, and
other key topics.

Deliverable outcomes/documentation:

1. Detailed program overview in
Excel/Word.
2. Training schedule with course
topics and expected outcomes.
3. List of participants registered.
a. their email addresses
b. roles
c. and any other relevant
details

Within thirty (30)
days of the contract
signature date

20%

Training Delivery
2 and Progress
Monitoring

The vendor delivered 115 training sessions to
at least 17 professionals from CI teams.
Training materials include theoretical and
practical content, all accessible in Ukrainian.
Courses focus on knowledge enhancement
and practical application.

Deliverable outcomes/documentation:

Access confirmation and evidence of training
material distribution.

Mid-term progress reports, including pre-
assessment results (Excel or PDF)

Within 60 days of
the participants' list
provided

60%

Final Evaluation
and Reporting

The vendor completed all trainings and
submitted a comprehensive final report
summarizing outcomes, assessment results,
and issued certificates

Deliverable outcomes/documentation:

1. Final report with post-assessment
scores.

2. Copy of certificates for participants
and list of issued certificates
including participant names,
certificate IDs, and issue dates

Within 30 days
after course
completion.

20%
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Attachment D: Representations and Certifications of Compliance/
Hopatok D: 3asaBu Ta lNigTBepaXeHHs npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHUN CHHCOK BHKIIOYEHHWX o0ci0 — OOpaHHWil y4acHHK
TeHJiepa Hapa3i He € BIJICTOPOHEHWM, TUMYACOBO BiJICTOPOHCHHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYyb-SKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apobiTHOT mIaTh kepiBHULTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAID» sk TeHepaIbHOTO MiAPSIHAKA
3a KoHTpakTamu (enepanpHoro ypsay CIIIA 3BiTyBatd mpo piBHI
3apo0iTHOI TIaTH M'ITH KEpiBHHUKIB CyOMigpsIHUKA 3 HaAWBUIIAM
piBHeM 3apoOiTHOi math B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CyOmiapsITy BIAIOBIHO 1O 3aKOHY IPO MI/3BITHICTE 3a (eepatbHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenta CIIA npo 3a0opoHy (iHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
(hi3MuHUMHE 0c00aMu Ta OpraHi3alisiMy, OB’ I3aHUMH 3 TEPOPU3MOM, a
TaKOXX HagaBaTH IM pecypcH Ta MATpUMKY. Opuanuny
BIJIMIOBIANBHICTh 32 3a0€3MCUcHHsA JOTPUMAaHHS IUX  YKa3iB
IIpesuneHTa Ta  3aKOHOJABCTBa Hece BukoHaBelb/PerumieHT.
PenumieHnTy He MO3BOJIAETHCS TpAIfOBaTH 3 (I3MYHUMH OCOOaMH Ta
OpraHi3allisiMi, MOB’I3aHUMH 3 TECPOPU3MOM, & TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmky. JKomHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM a00 IOPUAMYHHM 0C00aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, SAKUH
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKIIFOYAETHCS JIO BCIX JOTOBOPIB CyOmiapsy /
pillieHb PO HaJaHHs CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Toprieng gronpMu — BukoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1MCHIOBATH TOPTIBIIIO JIOJBMH (SIK BU3HAYCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIFOIBMH, OCOOJIMBO >KIHKAMHU Ta TITbMH, KU JONOBHIOE€ KOHBEHIIIO
OOH om0 npoTuil TpaHCHAIIOHATIBEHOT OPraHi30BaHOI 3JI0YMHHOCTI ),
OIUTauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY IpAIIO.

5. [igTBepIKEHHS Ta PO3KPUTT iH(bOpPMALIii 010 [IATEXIB 3 METOIO
BIUIMBY Ha JesKi (emepaibHi TrOCIOAApChKi omepaili — YYacHHK
TeHIepa MiATBEPKYE, IO TOTPHUMYETHCS 3apa3 Ta TOTPUMYBATUMETHCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTS
iHpOpMaIi MOox0 TIaTeXiB 3 METOI BIUIMBY Ha HeAKi (enepaibHi
rOCIIOJapChKi omepartiin.

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYacCHHUK TEHAEPY
MiATBEP/KYE, 10 HWOMY HE BiZoMO Mpo Oyap-saKky iHdopmaiito, sika
CTOCY€EThCS iICHYBaHHS Oy/b-5IKOTO MOTEHI[IHHOTO KOH(IIIKTY iHTepeciB
opranizarii. Y4acHUK TeHIEpY TaKoX MiJTBEPIKY€E, IO SKII0 HOoMy
CTaHe BIIOMO Mpo iH(OpMAIiIo, SKa Ma€ BiTHOMIEHHS 1O MOXKJIMBOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(IIIKTY, YYacCHUK TEHIEePY HEBIIKIIATHO
Hazae kommadii « DAl 3BiT, e po3KpUBa€ETHCS Taka iHPpOpMAIIis.

7. 3abopoHa cerperamii MicIlb CHIIbHOTO KOPHCTYBaHHS — YYacCHUK
TeHJepa MiATBEepIKYE, Mo ToTpuMyeThest FAR 52.222-21 «3abopoHa
cerperatii MiCIb CIIIIbHOTO KOPUCTYBAaHHSD).

8. PiBHI MOXJIHMBOCTI — VY4YacHHUK TEHJAepy MiATBEPKYE, IO HE
3MIIHCHIOE IUCKPUMIHAILIIO TPOTH OY/Ih-SKOTO TpalliBHUKa a00 3asBHUKA
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

3a BIKOM, CTATTIO, PEIITi€l0, 1HBaNiJHICTIO, Pacolo, MEPEKOHAHHIMH,
KOJILOPOM IIKipH a00 HAI[lOHAIBHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacHHK TEHAEPY MiATBEPIUKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYAOBOTO 3aKOHOJABCTBA.

10. Honoxenus npo denepanbhi 3akymiemai (FAR) — YyacHuk TeHaepa
MiATBEPDKYE, 10 o3HaHomuieHui 3 IlonoxeHHaM mpo QenepaibHi
sakymiBni (FAR) 1 He mopymrye >OZHOTO MiATBEpIKEHHS, LIO
BHUMAraeThCs 3riHO 3 BiamoBigaumu HopMamu FAR, y Tomy guci, ane
He 00MEeXyIOUHCh MiATBEPUKEHHIME CTOCOBHO JIOOITOBaHHS, Xabapis,
MOXKITHBOCTI piBHOTO IpareBIalTyBaHHS, KOMIIEHCAIIHHOT
JUCKpUMiHAMii, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (enepaibHi
rOCHOAAPCHKI omepartii.

11. JoTpuMaHHS BUMOT NpAalliBHUKAMHU — YYaCHHUK TEHACPY TapaHTye,

1[0 BUMaraTuMe BiJl yCiX MpaIliBHUKIB, IOPUIUYHUX Ta GI3UIHHX OCI0 —
Ha/IaBayiB MOCIYT Yy 3B’S3Ky 3 BUKOHAHHSAM /JlOroBOpy Ha 3aKyHiBIIIO
kommaHii «DAl» 1oTpuMyBaTHCh BUMOT BiANOBiAHOTO J[OrOBOpY.

[omaroun mpomo3uLilo, YYacHHKH TEHIEPY LUM IOTOUKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
bOMY JOKYMEHTI, a TaKoX IMpH YKJIaJeHHI JOTOBOPY MOBHHHI OyTH
TOTOBI MiAMMCATH I1i 3asIBH Ta MiATBEPIKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees/ logaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKKU, CyONiapAAHUKNA Ta rPaHTOOTPUMYBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAI will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

I SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

1. MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY
DAI WITHOUT PRIOR RECEIPT OF AN UNIQUE ENTITY ID (SAM).

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucawnii oryisit norouynux Bumor ypsiny CILA — ynikaabHuii ineHTudikarop opuananoi ocoon (SAM)
[ounnatoun 3 4 xBitHA 2022 poKy, IOpUAMYHI OCOOHM, AKi BEOYTh MAISUIBHICTH 13 (eneparbHuM YpsSaoM,
BUKOPUCTOBYBaTHUMYTh YHIKaNbHUI ieHTH(]iKaTOop ropuauaHoi ocooun (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VuikanpHuil igeHTudikatop ropuauuHoi ocodbu (SAM) — ne 12-3HauHuMil  andaBiTHO-UU(PPOBUI KO, SIKHI
KOHTPOJIIOETHCS Ta IIPHUCBOIOETHCS YPSAAOM 1 HAJISKUTH ypsiay. BiH gonomarae ypsity cipocTUTH nporiec igeHTudikarii
Ta TEPEeBIPKH IOPUIUYHUX OCI0, MONETHIyIOYM W PoOJsYM MEHII OOTSHKIMBUM JUIS IOPUAWYHUX OCi0 BeJeHHS
JUSIBHOCTI 3 eiepaibHUM YPSIIOM.

InenTHdikaTop HATAETHCS IOPUIMIHUM 0CO0AM ITiJT Yac peecTpailii, ado x Horo MokHa oTpuMarH Ha caiiti SAM.gov
0e3 peectparii. I[Tociyru 3 migrBeppkeHHs inentudikatopa mis ypsay CIIA wanae xommanis Ernst and Young.
Iadopmariis, HeoOXizHA AT OTPUMAHHS YHIKaIBHOTO iJIeHTU]iKaTopa ropuandHoi ocoon (SAM) 6e3 peecrpaii, —
MiHiMabHa. [nenTrdikaTop miATBEpIIKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi oprasizauii. Lle miaTeepmxeHHs
TOTO, 1110 Ballla OpraHi3ailis € TUM, 3a Koro cebe BHIAE.
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VYHikaneHuii inenTudikarop ropuaundnoi ocoou (SAM) HagaeTbest 6€3¢TPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucamii orysg kosumHix Bumor ypsixy CIIA — DUNS

VHiBepcanbHa cucrema Hymepaiii ganux (DUNS) — e cucrema, po3po6iieHa i KOHTpoJibOBaHa Kommaniero Dun and
Bradstreet, sika mprcBoO€ Cy0’€KTy rOCIOIApIOBaHHS YHIKAIbHUHN JIeB’ ATH3HAYHUI nU(poBuii inentudikarop. Taka
CHUCTeMa € CBITOBUM CTaHJApTOM 1 paHime BUKOpucTOoByBamachk ypsaoMm CIIIA mis mprCBOEHHS YHIKaTbHHX
ineaTudikaropis wopuandHUM ocobam. 4 kBiTHA 2022 poky ypsaa CLIA npunmuHWB BHKOPUCTAHHA ITi€] CUCTEMH i
3aMiHMB ii Ha yHIKaIbHU ineHTHdiKaTOop PopuauaHoi ocoou (SAM). Iicns 4 keitHs 2022 poky dhenepanbHuil yps He
BuMararume Homep DUNS.

Sxuio ropuauuHy ocoly Oyno 3apeectpoBaHo Ha caiti SAM.QOV (3 akTHBHOIO a00 HEAKTHBHOKO PEECTPALIIEI0),
VHIKapHUN ieHTrdikatop ropuandaoi ocoou (SAM) OyB NpUCBOEHHI 1 TOCTYITHUIA JJIS IEPETIIAY B OOIIKOBOMY
3amuci opradizauii Ha caidti SAM.gOV me no mepexoxmy, sxkuid BinOyBcs 4 kBiTHA 2022 poky. YHIKaIbHUH
ineHTudikarop opuarndHOi ocodou (SAM) MOoKXHA 3HAWTH, YBIHIIIOBIIN 10 cHUCTEeMH Ha caiiti SAM.QoV i BuOpasmmn
Bi/pKeT «YTIpaBiiHHs opranizamicro / Entity Managementy y ceoemy po6odomy mpocTopi abo yBIHIIOBIIH 10 CHCTEMH
1 BUKOHABIIIX MOITYK iH(pOpMAaIii Tpo I0pHIuIHY 0C00y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ JoaaTtok F: locBig po6oTu

Please indicate orders that best illustrate your company work experience relevant to this Request starting from the most
recent. The services performed over the past three years will be considered.

[IpocrMo BKITIOUNTH 3aMOBIIEHHS, SIKI HAMKpAIIe LUTFOCTPYIOTH TOCBiA pOOOTH Bamoi KOMMNAHIl, aKTyaIbHAHN I IIHOTO
3anuty, MOYMHAIOYM 3 OCTAHHBOT'O 3aMOBJICHHS. BepyThcs 70 yBaru MOCIYTH 3[iMCHEHI MPOTIrOM MHHYJUX TPHOX

POKIB.

Ne | Proje | Descript | Client Price in | Period of | Completed | Transfer and | Type of agreement,
ct ion  of | name/ UAH/ | works in time | acceptance act | subcontract, grant,
Title/ | Activitie | phone Bapricr | (Start-End (yes/no)/ signed order (fixed price,
Hass | s/ number, e- | by rpu. | Dates)/ 3asepmen | (yes/no)?/ with reimbursement of
a Ormwc mail/ Hatu 0 y crpok | Hu mimmucano | expenses)/
npoe | HismpHo | Haszma mouarky i | (Tax/Hi) aKkTH Tun yronu, norosopy
KTy cTi KITi€HTa/ 3aBepIICHHAS MIpUIMaHHS- cyOmiapsay, TpaHTy,

HOMEp poOiT nepeaayi JIOTOBOPY Ha

Tenedony, po0it? 3aKYITiBIIIO (3

e-mail (Tax/Hi) (biKCOBAHOO MIHOIO, 3
BiJIIITKOTyBaHHSIM
BUTPAT)

1

2

3

4

5
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Attachment G: Proposal Checklist/
Hopatok G: Yek-nnucT npono3uuil

Offeror: Have

you?

D Submitted your proposal to DAl electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above)?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)

|:| Price Proposal (submitted in PDF and Excel format)
D Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment F).

|:| Documents used to determine Responsibility (As required in section “Responsibility Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment F).

o U A WwWN
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