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Procurement of technical audit services of the governmental information and
communication systems and registries

3akynienssi nocnyz 3 mexHiY4HO20 aydumy Oep)kaeHux iH¢ghopmayiliHo-
KOMYyHiKauyiuHuUx cucmemM ma peecmpis

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: January 23, 2025
LHama: 23 ciuHs 2025 p.

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCl_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NONEPEOXXEHHA: MNoTeHUinHi YyacHukn TeHaepy, siki oTpMManu uen OOKYMEHT 3 [Xepena iHLWWoro,
HK koMnaHis «DAl», noBuHHI HeranHo 3BepHyTUcsa Ao UkraineCCl_Procurement@dai.com Ta BkasaTu
Ha3By Ta agpecy CBOEI KoMnaHii, o6 npsiMo Ha Lo agpecy iMm MoxHa 6yno Hagcunati 3miHu 4o Lboro
3anuty abo iHWi noBigoMNeHHs. byab-aKun NOTEHUINHUI Y4YacHUK TeHOepy, SSKUA TakuM YMHOM He
BUSBUTb CBOK 3alikaBreHicTb, Gepe Ha cebGe noBHy BigMOBIAANbLHICTE Y pasi HEOTPUMAaHHS
noBigOMIIEHb [0 KIHLEBOro TepMiHy nogaHHs nponosuvuil. byab-ski 3MiHM g0 uboro 3anuty
HaZCMNaTUMYTUCSH €NTEKTPOHHOIO MOLUTOH.

— DAI

Shaping a more livable world.



mailto:UkraineCCI_Proposals@dai.com
mailto:UkraineCCI_Proposals@dai.com

REQ-KYI1-25-0010

Table of Contents/3micT

Synopsis of the Request for Proposals (RFP)/Ctucnuii ornsg 3anuTy Ha HagaHHs nponosuuii

[ T= 11 1) TSP ii
Introduction and Purpose/ BCTYNM Ta METa.........ooviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 5
General Instructions to Offeror/ 3aranbHi IHCTPYKLIT ........uuuueueuiiiniiiiiiiieieiiiieeeeiieineieneeeneeeeeeneneeneees 6
Evaluation Criteria/ KpUTEPIT OLIHKM .....ccoiiiiiiiicie e e e e e e eanaaaas 10

Instructions for the Preparation of the Cost Proposal/ IHCTpyKuUii w000 NiAroTOBKM LiHOBMX
T oo T F< T T P 12

Attachment A: SCOPE OF WORK/TERMS OF REFERENCE/ [opatok A: TEXHIYHE

BABLAHHS ..ot — e e e e e e e a—————a—aaa e e e e e rrarraaaaeeeaaanns 188
Attachment B: Proposal Cover Letter/Jogatok B CynpoBigHUM MINCT ......cccvvveviiienieeeeeeeiiiinnnnnn 244
Attachment C: Price Schedule/ JogaTok C: MNMPalC-TNUCT ...........cceuriiiieiieeeeeeeiiiiee s 255

Attachment D: Representations and Certifications of Compliance/ Jogatok D: 3aseu Ta
MiaTBEPMXKEHHA NMPO BiAMOBIOHICTD ..evvuii it e e e et e e e et e e erae e e e eeeans 28

Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI's Vendors,
Subcontractors & Grantees/ [HopaTtok E: IHCTPYKUiT LWOA0 OTPUMAHHA  YHiKanbHOro
ineHTudgikaTtopy opraHisauii (SAM) — nocTtavanbHuKK, cybnigpsaHWKM Ta rpaHTOOTPUMMYBaMi

KOMITAHIT €DADS ...t e ettt e e et e e e e e et e e e e eta e e e atb e e e esta e eeestannns 30
Attachment F: Past Performance/ JogaTtok F: [LOCBIO POBOTU .....ccvvvviiiiiieeiiiiiiiiiice e, 32
Attachment G: Proposal Checklist/jogaTtok G: YeK-TUCT NPOMO3NLIT ......ccevivveiiiiiieeeeeeeeeeeiiinnnnn, 33

— DAI PAGE i



REQ-KYI1-25-0010

Synopsis of the Request for Proposals (RFP)/
CTtucnuu ornsaa 3anuUTy Ha HagaHHSA npono3uuil (3anuT)

1.RFP No. REQ-KY1-25-00010

2.1ssue date: January 23, 2025
3.Title

Procurement of technical audit services of the
governmental information and communication systems
and registries under USAID Cybersecurity Activity.

4.E-mail address for submission of Proposals

Proposals should be
UkraineCCIl_Proposals@dai.com.

submitted to

5. Deadline for Receipt of Questions

January 30, 2025, Kyiv, 2 p.m. Ukraine Time to the e-
mail address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all RFP
recipients who have indicated interest in responding to
this RFP. Both questions and answers will be
distributed, without identification of the inquirer(s), to
all prospective Offerors who are on record as having
received this RFP. In addition, questions and answers
will be posted publicly on the same platform where the
RFP is posted.

6. Deadline for receipt of Proposals

February 06, 2025, 4 p.m., Kyiv, Ukraine Time to the
e-mail address UkraineCCI_Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS FOR
THE RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact

UkraineCCIl Procurement@dai.com
8. Anticipated Award Type

Firm Fixed Price Purchase Order.

This subcontract type is subject to change during the
course of negotiations.

9. Basis for Award

1. 3anut Ne REQ-KY1-25-00010

2. laTta HanaHnsa 3anuty: 23 ciuna 2025 p.
3. Ha3zpa

3aKymiBIIA TOCIYr 3 TEXHIYHOTO ayIuTy [ep>KaBHUX
iHQOpMAaIiHO-KOMYHIKAIIHHAX CHCTEM Ta PEECTPIB B
pamkax npoekty USAID/KibepOesmexa.

4. EnexTponna agpeca Uil NOAaHHS NPONMO3ULii

Hp0n03I/Iui’1' MAaKTh IIOJIaBaTUCh Ha
UkraineCCI Proposals@dai.com

anpecy:

5. KiHueBuii TepMiH OTPpUMAaHHS 3aIUTAHb

14.00 3a micuieBUM KHIBCHKUM 9acoM B YkpaiHi 30 ciuns
2025 POKY, Ha azpecy:
UkraineCCI_Procurement@dai.com

[MuTanHs Ta 3anUTH Ha PO3'SICHEHHS - 1 BiJIMOBi/I HA HUX
OyIyTh Ha/JaHi B MMCHMOBIH (popMmi IS BCiX OJIepKyBadiB
3anuTy Ha  HaJaHHA ~ [POIO3UINI, SKi  BKa3alH
3alliKaBJICHICTh y BIANOBIII Ha HHOTO. [IUTaHHI 1 BiAMOBI AL
OymyTh mommpeHi, 6e3 inenTudikamii 3anuryBada (iB), st
BCiX MOTEHIIHHMX mponosulii. KpiM Toro, muraHas Ta
BiAMOBiAI OynyTh po3MilieHi MyONiYHO Ha Tid XKe
iatdopmi, Jie po3MilieHni 3auT Ha HaJaHHS TOMO3MIIiH

6. KinneBuii TepMiH 0TpUMaHHS MPOMO3UIIiii

16.00 3a wmicieBuM KHiBCBKUM dYacoM B Ykpaini 06
JIIOTOTO, 2025 POKYy Ha azpecy:
UkraineCCI_Proposals@dai.com

3BEPHITh VYBAI'Y, 11O AJIPECA EJEKTPOHOI
I[IOIITN Jis1 OTPUMAHHS 3AIIMTAHb TA
AJIPECA EJIEKTPOHOI ITOIITHU JIJI1 OTPUMAHHS
[TPOTIO3ULIIN BIJIPI3BHAKOTHCSA

7. Axpeca )il 3aNMTiB

UkraineCCI Procurement@dai.com

8. OuikyBaHmii BUJ KOHTPAKTY
JoroBip Ha 3aKymiBio i3 (iKCOBaHOIO LIHOIO.

Le#t Tum moroBopy cyOmiapsity Moxe OyTH 3MiHEHUH B
nporieci IPOBEICHHS TIEPETrOBOPIB.

9. MMixcTaBa Mis yKJIaAeHHsS] KOHTPAKTY
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An award will be made based on the Trade Off Method.
The award will be issued to an Offeror whose proposal
is deemed responsible and reasonable and who provides
the best value to DAI and its client using a combination
of technical and cost/price factors.

To be considered for the award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility.”

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of quality
goods and equipment. DAI does not tolerate corruption,
bribery, collusion, or conflicts of interest. Any requests
for payment or favors by DAI employees should be
reported to ethics@dai.com or by visiting
www.dai.ethicspoint.com as soon as possible. Further,
any attempts by an offeror or subcontractor to offer
inducements to a DAI employee to influence a decision
will not be tolerated and will be grounds for
disqualification, termination and possible debarment.

Pimenns npo ykinagaHHsS KOHTPaKTy OyJle IpUAMaTHCh Ha
OCHOBI MeTOy MOPiBHAILHOTO aHaji3zy. KonTpakr Oyze
YKJIaJIeHO 3 BIAMOBIJATBFHUM Ta MPUHHATHAM Y4YaCHHUKOM
TeHJepy, SKAW MoAacTh HaWkpamly mnpomnosumito DAI Ta
KIIEHTY  KOMMAaHii, = BHKOPHUCTOBYIOYHM  ITO€THAHHS
TEXHIYHUX Ta LiHOBUX/BapTICHUX MOKA3HHUKIB.

Hnst Toro, mo6 MpUAHATH y9acTh y TeHIEpi, YJaCHUKH
TEHZepy MOBWHHI BiANOBIZaTH BHUMOTAaM, BH3HAYEHUM Y
Po3aim «BusHaueHHs BIAIOBIAAILHOCTI.

DAI Bene cBOIO AisUTBHICTB BIATIOBITHO 0 HAWCYBOPIMINX
eTUYHHX CTaHIapTiB, 100 3a0e3MeYuTH YECHICTh
KOHKYPCHIIil, TNPUHHATHI I[iHU Ta YCIIIIHE HaJaHHS
mocIyr abo JOCTaBKY SKICHHX TOBapiB Ta oOamHaHHS.
DAI He TepnuTh KoOpymmii, XaOapHHIITBA, 3MOBH YH
KOHQIIIKTY iHTepeciB. IIpo Oynp-sKi 3amuTu Ha omary abo
nmociayru chiBpoOiTHukiB DAI cmin skomora HIBHIIIE
noBigomuaTn  Ha  ethics@dai.com a6Go BigBigaBLIU
www.dai.ethicspoint.com. Kpim Toro, 6yap-ski crmpoOu
KOHTpakTepa 4Yd  CyOmipsiHuKA  3alpoNOHYBaTH
crniBpoOiTHuKaM DAI 3aoxo4eHHs Ta BIUIMHYTH Ha
pilIeHHs He Oy Iy Th JOITYCKATHCS 1 CTAHYTh ITiICTABOYO JIJIs
JUCKBaTi(ikaii, MIPUNTMHEHHS Ta MOJKJIIBOTO
OJIOKyBaHHS.
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Introduction and Purpose/ Bctyn ta MeTta

Purpose

Meta

The purpose of this RFP is to obtain proposals from
suppliers that can provide services to USAID
Cybersecurity Activity (the Activity)/ DAI Global
LLC to carry out technical audit of the governmental
information and communication systems and
registries

MeToro mHOTO 3alUTy € OTPUMAHHA MPOMO3MUINH Bixg
NOCTAYaIbHUKIB, SKI 3MOXYTh HagaTH TIIOCIYTH JUIS
npoekty «USAID KibepOesneka» (mani — [IpoekT), axuii
BukonyeTbesi DAI Global LLC, 3 TexHIYHOTO ayauTy
JIep’KaBHUX 1HQOPMAIIHHO-KOMYHIKAI[IITHAX CHUCTEM Ta
peecTpiB

Issuing Office

Odic, mo BHIA€E 3aNMT HA HAAAHHS MPONO3ULii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anuT HA HAJAHHS TMPOIO3UILHN, Ta
KonTakTHa 0coba, 3a3Ha4eHa y CTUCIIOMY OTJISI/Ii BHIIE, €
€IMHOI0 KOHTAaKTHOIO 0co0or B kommadii «DAI» mpis
IiJIeH IbOTO 3amuTy Ha HaJIaHHS MPOMO3ULIiN. By nb-axuii
MOTCHIIHHUI YYacHUK TEHJIEpY, SAKUH HE 3apeecTpyBaB
CBOIO 3aIliKaBIIEHICTh B IbOMY 0dici, Oepe Ha ceOe OoBHY
BIJIOBIIAJIBHICTG Yy BWIIAJKY, SKIIO BIH HE Oyne
OJICP)KyBaTH TMpsAMi  TOBIJIOMJICHHS Ta  BIATOBIAHY
iH(opMariito (3MiHH, BIAMOBIAI HA 3aMUTAaHHS TOIIO) O
JIaTH 3aKPUTTS.

Type of Award Anticipated

OuikyBaHN# BUJI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTpakr i3 ¢ikcoBaHo HiHOI — 16 BUHAaropoza 3a
3aranpHy (iKCOBaHy IIiHY, 3a HAJaHHA KOHKPETHUX
MOCIIYT, TOBAapiB 4YM pE3yJbTATiB, KA HE KOPHUTYETHCH,
AKIo (GaKTUUHI BUTpPATH BUILI a00 HIXKYI 32 QiKcOBaHY
uiHy. OuiKyeThCsl, 10 YYaCHUKH TEHAEPY BKIIOYaTUMYTh
yci mpsMi Ta HeOmpsMi BUTpPAaTH JO 3arajibHOi
3aMpOIIOHOBAHOT IIiHU.

Hananns nporo 3anuty B KOAHOMY pa3i He 3000B’s13ye
kommaHito «DAID» yknmagaTu JOTOBip Ha 3aKyMiBIIO, i
YyacHUKaM TeHAepy He BiALIKOJOBYIOTBCS OYIb-sIKi
BUTPATH, TIOB’A3aHI 3 MIATOTOBKOIO MIPOIO3HMIIIi,

=DAlI

PAGE 5




REQ-KYI1-25-0010

General Instructions to Offeror/ 3aranbHi iHCTpPyKUil

General Instructions

3araabHi iIHCTpYKIii

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals in_English in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions not
modified in the amendment shall remain unchanged.

e Issuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the preparation
or submission of their proposal. DAI shall in no case be
responsible for liable for these costs.

e Proposals are due no later than February 06, 202, 4
p.m., Kyiv, Ukraine Time.

¢ Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCIl_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to this
RFP will constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. DAI reserves the right not to
evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the

® «YyacHUK TeHIepy» Ta/ab0 «CyOmiapsaagHuK» O3HaYae
(hipMmy, sfKa MPOMOHYE BUKOHATH POOOTH B paMKax I[bOTO
3anuty Ha HamaHHA nporo3uliil. «I[Ipomo3uris» o3Hauae
MakeT JIOKYMEHTIB, sKi (ipMa 1mojaae, oo 3armpornoHyBaTH
BHUKOHAHHS POOIT.

e VY4YacHUKH TEHJEpPY, AKi Oa)KaroTh BiJNOBICTH Ha Led
3anuT Ha HAmaHHA TPOIO3WINHM, ITIOBHHHI ITOZaBaTH
MPOMO3UIlil AHIJIIHCHKOKW BiJMIOBIIHO 10 I1HCTPYKIIiH,
BKa3aHWX Yy [bOMY JOKYMEHTi. YUYacCHHKH TEHIEPY
3000B's3aHI TEPETNIAHYTH BCi IHCTPYKIIi Ta TEXHIYHI
XapaKTePUCTUKH, IO MICTATECA B IHOMY 3amuTi Ha
HaJaHHS MPOMO3MIiH. Pu3nku He3ifiCHEHHS I[bOr0 Hece
YyacHuk TeHAepy. SKIIO 3ampolleHHS A0 HagaHHS
MIPOTO3UIIiil Oy/1e 3MiHEHO, TO/Ii BCi IMOJIOKEHHS Ta YMOBH,
sIKi He OyJTM 3MiHEHI, 3aJIMIIaTHCSl HE3MiHHUMU.

e OmnpuTroIHEHHS HOTO 3aNUTy Ha HA/TaHHS MPOTIO3ULIIH
YKOJTHUM YHHOM He 3000B's13ye kommnaHito «DAI» ykmagaTu
CyOKOHTpakT a0o0 JOTrOBip Ha 3aKyMiBIIO. YYacHUKaM
TeHJepy He OyayTh BiJIIKOIOBYBaTHCS OYyIb-sKi BUTPATH,
MOB'SI3aHi 3 IMiJITOTOBKOX 200 MOJAaHHAM iX IMPOMO3HIlii. 3a
J)KOOHMX  oOcraBuH, KommaHia «DAI» He Hece
BiJIMTOBIaIbHOCTI 32 Il BUTPATH.

e [Ipomo3utii MatoTe OyTu monani He mi3Hime 16:00 3a
MICIIEBUM KHUIBCHKUM 4YacoM B Ykpaini 06 jrororo 2025
POKY.

e 3BepHITH yBary, mo IPOMO3UIil MaroTh IOJIABATHCS
Juile B eJeKTPOHHOMY BUIJISAAI HA €JIEKTPOHHY ajpecy
UkraineCCl_Proposals@dai.com.

e [Iponosunii, mogani mi3Hime, OyAyTh BigXwieHi, 3a
BHHSATKOM BUNAJKIB Ha/I3BHYAHMX OOCTaBUH Ha PO3CY]
xommanii «DAIDy.

o [logannsa npomo3utii kommanii «DAID» y BinmoBiap Ha
ned 3anuT Ha HaJaHHS NPOTO3WIINA Oyjae SBJISATH COOO0
MIPOITO3UIIiIO Ta CBIIYUTHME IIPO 3roly Y YacHHKA TEHAEPY
3 TIOJNIO)KEHHSIMH Ta YMOBAaMH, SIKi MICTSTBCA Y IIbOMY
3anuTi Ha HaJaHHS IPOIO3UILIIH Ta OYIb-SIKUX J0AaTKaX JI0
Hboro. Kommanis «DAI» 3anumae 3a coboro mpaBo He
OIIIHFOBATH HEBIJIOBITHY a00 HETIOBHY IPOITO3UILiIO.

o V memi nogioomnenus _eneKmpoHHOI0 _HOUHOI0

subject line of e-mails.

o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

MaroTh OyTH 3a3Ha4eHi HOMep 3aluTy Ta Ha3BY.

e VYci npono3ulii TOBUHHI MICTUTH CYNPOBIAHUHN JIHUCT,
10 Mae JaTy, TiImnc Ta MevYaTKy

=DAlI

PAGE 6



mailto:ProcurementERAInbox@dai.com
mailto:ProcurementERAInbox@dai.com

REQ-KYI1-25-0010

o Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-
inclusive service price, roll them up, and distribute them
across the listed deliverables in the USD or Hryvnia
(UAH).

Offerors shall be informed that all payments will be made
in local currency per the cooperating country's
regulations. If the contract is signed in dollars and the
invoice is submitted in dollars, the program will pay the
vendor in local currency (hryvnias) using DAI’s bank
exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in the
Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ne4464-27 of December 06, 2024,

e Each Offeror and any of its subsidiaries shall submit
only one proposal.

VYyacHuka TeHaepy. YUYacHUK TEHIEPY MOAA€ LEH JIUCT y
dhopwmari .pdf.

e VYyacHUKH TeHAepy 3amoBHIOOTH JomaTok C: Ilpaiic-
JUCT. YUYacHUKU TEHJEepy MOBHHHI BKa3aTH 3arajibHy Ta
BCEOCSDKHY IIIHy Ha TMIOCIHYTH, 3arallbHy I[iHYy Ta
PO3MOIUIMTH IiHY 1O BKa3aHWX pe3yJbTaTax B JoJlapax
CIIA a6o rpuBHi.

YyacHuKH TeHepy MOBHHI OyTH MpoiH(GOpMOBaHi, M0 yci
IJIaTexki 3IHCHIOBATUMYThCSI B MICIICBil BaJkOTI 3TiJTHO 3
3aKOHOJABCTBOM YKpaiHu. Ko goroBip Oyae mianucaHo
B pomapax CIIA, i paxyHOK-(hakTypy HaJaHO B JoJapax
CILIA, IIpo€eKkT cnjaaTUTh MOCTAYAJIbHHUKY B MicueBii
BAJNIOTI (IPUBHSAX) 32 0aHKIBCbKHUM KYpcoM OaHKY
IIpoekTy Ha AeHb epeKasy.

e Iloparoxk Ha nogany Bapricts (IIIB) He Mae 0yt
3a3HaveHWil y mpaiic-smcti. L{i mocmyru mijAraroTh
3BUIBHEHHIO BiJ onojaTtkyBaHHs [1JIB BimmoBimHO [0
OCHOBHOTO KOHTpakTy Kommanii «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanmM y  KaGineri
MinictpiB Ykpainu, peectpaniiina kaptka Ned464-27 Bin
06 rpynns 2024 poky.

o KoxxeHn YdyacHUK TeHAepy, Ta OyIb-sKi WOTO JOYipHI
KOMIIaHii, MO>K€ TIO/IaTH JIMIIE OJHY MPOMO3HUINIO.

Proposal Cover Letter

CynpoBiguuii JUCT 10 NPONo3uIii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall include
the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received, if
applicable.

[Iponosumiss Mae BKIIOYATH CYNPOBITHHHA JIUCT Ha
¢bipMoBOMy OnaHKy YdYacHHKa TEHIEpPY, CKpIIUICHUH
MiAMMICOM HAJICKHHM YHHOM YHOBHOBa)KEHOI 0CoOM Ta
ITaMIIOM/TIEYaTKOIO KOMITaHii 3 BUKopuctaHusM JlogaTky
B B sxocti mabnonHoro ¢opmary. CynpoBigHHE JIMCT
MOBHHEH MICTHTH TaKi MyHKTH:

e VY4YacHWK TeHAEpY IMOBHUHEH MiATBEPAUTh MEPiox
YUHHOCTI ~ 3alpOIIOHOBAaHUX  IiH  mporsrom 60
KAJICHIapPHUX JIHIB.

e [lixTBep/DKEHHSI OTPUMAHHS TEHACPHHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHsA CTOCOBHO 3aNUTy

Each Offeror is responsible for very carefully reading and
fully understanding the terms and conditions of this RFP.
All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

Koxxen YwacHUK TeHAEpYy € BIANMOBIOAIEHUM 3a IyXKe
YBa)XKHE MPOYUTAHHS [BOTO 3alUTy Ta MOBHE PO3yMiHHS
HOro YMOB. Yce CIUIKYBaHHS CTOCOBHO IBOTO 3aITUTy Ma€e
HAJCUJIATUCh  €JIEKTPOHHOIO  TIONMITOI0 Ha  aApecy:
UkraineCCIl_Procurement@dai.com He mi3Himie matw,
3a3HavyeHoi Bume. Bci orpumani 3anmutaHHS OymyThb
3i10paHi, 1 BIANOBIAI HAa HUX OyIyTh HaJiCiaHi
CJICKTPOHHOIO IMOIITOK YCIM 3alliKaBJICHUM YYacHUKaM
TEHJEPY.

3anutanna HE MARKOTDb mnoaaBatucsi 3a aapecoio
UkraineCCI_Proposals@dai.com
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No questions will be answered by phone. Any verbal
information received from a DAI, USAID/Cybersecurity
employee, or other entity shall not be considered an
official response to any question regarding this RFP.

BinmoBiai Ha Oyap-sKi 3amuTaHHS HE OyQyTh HaJaHI IO
tenedony. byns-sxa BepOanbHa iHpopMaIis, oTpuMaHa Bif
MpaLiBHUKA KOMITaHii «DAI», abo MIPOEKTY
USAID/KibGepOe3rieka 49m  1HINOI  Opradizaiii, He
BBOKAEThCS  OPIMifHOIO  BiAMOBiAMIO Ha  Oyab-AKe
3aMMATaHHS MO0 HOTO 3aUTY Ha HAJAHHS MPOIMO3HIIIH.

Instructions for the Preparation of Technical
Proposals

IncTpykuii 11010 NiArOTOBKM TeXHIYHUX NMPONO3ULIi

Technical proposals shall be sent in a separate attachment
from cost/price proposals and clearly labeled as
“YOLUME I: TECHNICAL PROPOSAL.”

Technical proposals shall include the following contents:

1. A document in MS Word of approximately 3-5 pages
that responds to the evaluation sub-criteria “Technical
Approach.” Description of the proposed services which
meet or exceed the stated technical specifications or
scope of work. The proposal must show how the Offeror
plans to complete the work (specific steps that will be
taken to produce the outputs listed in Attachments A and
C) and describe an approach that demonstrates the
achievement of timely and acceptable Performance of the
work. In this section, the Offeror must also show an
understanding of the services desired and how they intend
to design a product that will satisfy their client.

2. Management approach — Description of the Offeror’s
staff who will be assigned to the project and their roles
and responsibilities. The proposal should describe how
the proposed team members have the necessary
experience and capabilities to carry out the Technical
Approach. This section should also include the Offeror’s
Approach to communicating with DAI as well as a
timeline for delivering the required services. CVs and
Certificates for each team member are mandatory to be
provided.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of the
organization. See Attachment F.

TexHiuHI MPOMO3UIIi] TOBUHHI OYTH HAJICIIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJ IIIHOBOI MPOMNO3HWINi i MarOTh OyTH
yitko wmapkoBaHi sk «TOM 1: TEXHIYHA
HNPOMO3UILLIS.

TexHiuHI MPOITO3UIIiT TOBUHHI MICTHTH TaKi ITOJOKEHHS:

1. JJoxkymerr y MS Word, o6'emom mpubnmsHo 3-5
CTOpIHOK, SKHH BIANOBINAE TMIAKPUTEPISIM  OLIHKA
«Texniunmii minxiny. Y mnpomo3unii MOBUHHO OyTH
MOKa3aHo, SIK Y YaCHHUK TeHIEPY IUIaHy€ 3aBEPIIUTH POOOTY
(KOHKpeTHI KpOKH, sIKi OymyTh BXKHTI OIS OTPUMAaHHS
pe3ynbTaTiB, nepenidenux y Jogatkax A ta C), Ta OmMcaHo
MAXII, SIKUH JIEMOHCTpPYBaTUME 3a0€e3IeUYeHHs
CBOEYACHOTO Ta MPUIHATHOTO BUKOHAHHS POOIT. Y mbOMY
po3niimi Y4acHMK TeHAepY MOBHHEH NpPOJEMOHCTPYBATH
PO3yMiHHS OakaHUX MOCITYT Ta TOTO, SIK BOHU MAalOTh HaMIp
CTBOPHTH MPOJIYKT, SKHUI 3aJJOBOJIBHUTH IX KIIIEHTA.

2. YnpaBaincbkuii miaxing — Onwuc nepconany YdyacHHKa
TEHZAEPY, KU OyJie 3aKpITUIeHO 3a TIPOEKTOM, sKa Oy/e iX
POJIb Ta BIAMOBIAAIBHICTD. Y TPOTO3HMIIIT CJIiJ| OTIMCATH, 1110
3aMpoNOHOBaHI YWICHH KOMaHX MatOTh HEOOXITHUI JOCBI
Ta MOXITUBOCTI JIUIsl BUKOHaHHS TexHiuHoro miaxoxy. [lei
pO3ALN TOBMHEH BKIIOYATH WiAXiJ YYacHHKAa IIOAO0
komyHikanii 3 DAI, a Takox rpadik HajaHHS HEOOXiTHUX
mociyr. OOOB’sA3K0OBO TMOTPiIOHO Hamath Pestome st
KOXHOTO wieHa komanau ta Ceprudikary.

3. Jocein podoru — Hapaiite cnmcok moHaiimenme 3
(TppOX) OCTaHHIX KOHTPAKTIB aHAJOTIYHOTO OO0CATY Ta
TpuBanocti. [Hdopmariis ogaeTbes y BUTISAL TaONIUII i
BOHA IIOBMHHA MICTUTH IOPHJUYHY Ha3By Ta aJipecy
opranizauii, sIKili HajaBaJMCs TOCIYTH, OIMC BUKOHAHUX
poOiT, TpuBamicTh poOOTH Ta BapTICTh KOHTPAKTY, OIHC
OyIb-IKuX MpoOsieM, IO BHHHUKAIW, 1 SK BOHH OyJId
BHUPIIIEH], & TAKOX IIHCHUI KOHTaKTHUH HOMEDP TeleOoHy
BIANOBIJaJIbHOTO Ta KOMIIETEHTHOTO IpEACTaBHHKA
oprauizaii (1uB. Jlonatok F).
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Services Specified

BusHaueHHs nocjayr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’sa3ky 3 UM 3amuTOM Ha HamaHHS mporos3utiii DA
noTpedye mociyr, siki onucani B JlomaTky A.

Technical Evaluation Criteria

KpwuTepii TexHiYHOI OIliIHKHA

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mpomosurisi Oyne OIIHIOBATHCS BiIMOBIIHO [0
KpUTEpIiiB OLIHKH Ta CyOKpHUTEpiiB OIIHKH, SIKI BKa3aHi B
Tabmuii Hrokde. L[iHOBI mporo3uIlii HEe OIHIOIOTHCH 3a
0aJbHOI CHCTEMOIO, OJHAK IS L€l 3arajabHOi OLIHKH
BOTO 3aMuTy HAa HaJJaHHS IPOTIO3UIIiH, (haKTOpH TEXHITHOL
OIIHKH, BapTOCTI/IiHU, TPH IX TOEIHAHHI BBAXKAIOTHCS
3HAYHO OiNbII BXKITUBUMH, Hi’K PaKTOpH BapTOCTI/LiHU.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

HNPUMITKA: [Ipomo3utiiro Oyze OIiHEHO B MEPIITy Yepry
3a TeXHIYHI acmekTd. JIuine IiHOBI MPOMO3MINI THX
Y4yacHUKIB, sKI TiJ Yac TEXHIYHOI OI[IHKU HaOpaiu
MiHIManbHHN KBati(ikamiiauit 6an y 70 6amniB, mepeiinyTsh
JI0 eTany OLIHKKA BapTocTi. [Ipono3wmiii, siki He Habpau
IbOT0 KBajdidikaiiiHoro Oaly B TEXHIYHIA OIHII,
BBaXXaTUMYThCSI HEKOHKYPCHTOCITPOMOKHUMH ~ Ta  HE
OyIyThb OLIIHIOBATHCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up as
follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (50 points)
Management Approach (25 points)

Past Performance (25 points)

TexHiYHa KOMIIETEHTHICTh, TpeJcTaBlieHa B TexHiuHIN
npomno3utlii, i3 100 MOXIUBUMHU 3arajibHUMH Oajamu
(hopMy€eThCS HACTYITHUM YHMHOM:
TexHiYHa KOMIETEHTHICTh — TpPEJCTaBlieHAa B TEXHIUHIN
nporo3uiiii (3araiom 100 6aiB)

Texniunnii migxix (50 Gaiis)
YupaBaincskumii miaxin (25 6ais)

Hocsin poooru (25 6aiis)
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise YuacHuKu TeHaepy MTOBHHHI HaJaTH YiTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crtuciny TexHidHY TPOMO3HINIO, SKa OXOIUIIOE SIK
practical approaches and addresses the following in the xonnenrtyanpHuii, Tak 1 TNPaKTUYHHNA TIIXOOH Ta
order specified below: CTOCY€ThCS HACTYITHOTO Yy TMOPSIKY, 3a3HA4€HOMY

HMKYC!

Technical
Approach /
TexHiyHuH

miaxin

Proposals will be evaluated based on the relevance of the proposed solutions to
the requirements set forth in the request, including:

¢ a methodological approach to diagnostics to assess the security of information
and communication systems, create a list of deficiencies with a description of the
risk/consequences and risk level, identify relevant attacker profiles, and create a
target system security profile. The methodological approach should be based on
the requirements of one or more international standards for conformity assessment
o clarity and comprehensibility of the procedure for determining the duration of

the work, confirmed by the schedule of the security assessment project. )
50 points /

[Ipormo3uliii OliHIOKTHCS BUXOIS4YH 13 BiIIOBIIHOCTI 3aIPOIIOHOBAHUX PIllICHb HA 50 Ganis

OCHOB1 BUMOT BUKJIA/ICHUX Y 3aIIUTi, BKIIIOYAIOYH:

® METOJOJIOTIYHHM ITiIX1]T JO MPOBEIEHHS A1arHOCTUKH JUTS OI[iHKH 3aXHUIIEHOCTI
iH(pOpMaLliHHO-KOMYHIKaLliHHUX CHCTEM, CTBOPEHHSI CITUCKY HENIOJIIKIB 3 OITHCOM
PU3HUKY/HACHiIKIB Ta pIBHEM PHU3UKY, BU3HAYCHHS pEJIEBAHTHUX MPOQiTiB
3IIOBMUCHHKIB Ta CTBOPEHHS MITOBOrO MpO(DiTl0 Oe3MeKn CHCTEMH.
MeTtomonoriyAMi TiAXiJ Mae TPYHTYBaTHCh HAa BHUMOTaX OJHOTO UM KITBKOX
MIXKHApOJHUX CTAHAAPTIB 3 OIL[IHKU BiJIOBIIHOCTI;

® YiTKICTh Ta 3PO3YyMITICTh MPOIEAYPH BH3HAYCHHS TPUBAIOCTI BHKOHAHHS
poOiT, MATBEpHKEHA KaJeHJAPHUM TUIAHOM MPOEKTY OI[IHKU 3aXHIIEHOCTI.

Client and
Management
Approach/
KiienTcbkmii Ta
YnpasiaiHCBKHUH
migxig

o Availability of certified information and cybersecurity specialists on staff or
under employment contracts in sufficient numbers for the list of works. The
availability of specialists is confirmed by an extract from the staffing table/copies
of orders on appointment to the position or copies of employment contracts

o Provided examples of previous experience of proposed staffing team expertise
(background, CV) in the field of cybersecurity diagnostics

* Copies of certificates confirming the qualifications of employees relevant t0 | 25 hojnts /
the project tasks (primarily internationally recognized certificates). 25 Garis

e HasBHicTh cepTH(]iKOBaHUX CIIEIialiCcTiB 3 iHpOpMaIiHOT Ta KibepOe3neky B
mTari a0o 3a TPyAOBUMH JIOTOBOPAMH y JOCTATHIN /IS TEPeITiKy poOiT KiTBKOCTI.
HasBuicth CIIEL1ATICTIB MiATBEPDKYETHCS BUTATOM 3 LITATHOTO
PO3KJIaTy/KOMisSIMU Haka3iB PO MPU3HAYCHHS HA TOcaay abo KOMisMHU TPYIOBHX
JIOTOBOPIB;

o [linTBep/KECHUM JOCBIA 3alpOINOHOBAHOIO MepcoHany (kBamidikariis,
pe3tome) y cdepi MpoBeJIeHHS JiarHOCTHUK KibepOe3nekH;

e Komii ceprudikari, 1Mo MTiATBEPIXKYIOTh pPEJIEBaHTHY 3ajadaM IIPOEKTY
KBaJidikaliro CHiBpoOITHUKIB (mepeayciM - MDKHAPOJAHO BU3HAHUMHU
ceprudikaramu).

Past
Performance /
Hocein podorn

e Does the company have experience in carrying out services similar to those | 25 points/
outlined in the Scope of Work with USAID-funded projects or technical assistance | 25 6anis
programs in Ukraine?

=DAlI
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e Does the company have experience in building information security and
cybersecurity systems for government agencies or state-owned enterprises,
banking institutions, mobile operators, energy sector companies, and conducting
assessments for compliance with international and national cybersecurity
standards?

e Does the company and its employees have a proven track record of successful
implementation of information security projects over the past 3 years in the
Ukrainian market or in other countries (preferably the EU, North America,
Australia, and the Middle East)?

The application must be accompanied by copies of contracts, acts or letters of
response with reference to the relevant contracts and acts.

e Uy mae koMIaHisi JOCBIM y HaJaHHI MOCIYr MOAIOHUX 1O 3a3HAYCHUX Y
TEeXHIYHOMY 3aBJaHHI npoektaM, (pirancoBanmm USAID abo iHmmM mporpamam
MDKHAPOIHOT TEXHIYHOI TOTIOMOTH B YKpaiHi?

e Uu mae xoMmnadis AocBia y cdepi moOyaoBi cucteM iHPoOpMaliiiHoi Oe3neku
Ta Kibep3axucTy AepKaBHUX OpPraHiB abo Jep)KaBHUX ITiITPHUEMCTB, OAHKIBCHKIX
YCTaHOB, MOOULTBHHX OIEPaTOpPiB, KOMIIAHI EHEPreTUYHOTO CEeKTOpYy Ta
MPOBE/JICHHI OIIHIOBaHHS Ha BIAMOBIAHICTH MIKHAPOJHHUM Ta HAIliOHAJILHUM
CTaHAapTaM 3 KibepoOesneku?

o Uy mae xomnaHis Ta 11 CiBpOOITHUKY TiATBEPIKEHUI JOCBI] YCITIIITHOT
peamizaii mpoekTiB y cepi iHpopMarliiftHoi Oe3mekn MPOoTATOM OCTaHHIX 3
POKIB Ha pUHKY YKpaiHu a0o iHImux Kpain (6axano €C, kpaiHu MiBHIYHOT
Awmepuku, ABCTpaitii, OIM3bKOTO CXOAY).

Jlo 3asBKM MarOTh OyTH O/aHi KOl IOTOBOPIB, aKTiB 200 TUCTH-BIATYKH 13
MTOCHJIaHHSIM Ha BITIOBITHI IOTOBOPH Ta aKTH.

Total Points / 3araabHa KiibKicTh 0aJ1iB 100 pOmtSI
100 OainiB
] DAI PAGE 11
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Instructions for the Preparation of the Cost Proposal/ IHcTpykuii
LWoAo NiAroToBKM LiHOBUX Npono3uudin

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1I: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-27 dated December 06, 2024.

LinoBi mpomo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II: IIHOBA
HOPONO3UILIA».

Y Hoparky C nHamano mabmnon [Ipaiic-nmucta mocmyr.
VYdYacHUKM TOpPTiB 3aMOBHIOIOTH INAOJIOH Ta BKa3yIOTh
sSKOMOra  Oimpmme  feTanmeil  mist  OOTPYHTYBaHHSA
3ampOINIOHOBAHOI ITiHH.

Li mocityry mijyisraroTh 3BUILHEHHIO BiJl OTIOAATKYBaHHS
[IIB BiAMOBIZHO IO OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-27 sin 06 rpyans 2024 poky.

Basis for award

IincTaBu A yKIaJeHHS KOHTPAKTY

Best Value Determination

BusnavenHsi kpamoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanaiisye yci nporo3uiii Ta nmpuiiMe
pilIEHHS PO YKIIJEHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OIIIHKM Ta BapTICHAX KPUTEPIiB OILIHKH,
3a3Ha4YeHUX BUIIE, Ta Bigdepe YdUacHHWKa TEHIEPY, SKUH
3po0MB HaWKpally Mpono3uiiro kommaHii  «DADy.
Kommaniss «DAID» Takox MOXe BiIMOBHTH Yy DPO3TIIIL
MPOMO3UIii, SKIIO BOHAa BCTAaHOBHUThb, IO YYaCHUK
TEHJEPY «HE € BIIMOBIJAILHUMY, TOOTO, 110 BiH HE Mae
YOPaBIIHCBKUX  Ta  (IHAHCOBMX  MOXKIIMBOCTEH,
HEOOX1THUX JUTsi BAKOHAHHS Bi/TTOBITHUX POOIT.

Banu omiHkM He HapaxoBYIOThCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€01IBIIIONO HA MIPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEeHHS TPO YKJIAAEHHS KOHTPAaKTy 3 YYaCHUKOM
TEHIIEpY, SKUH TIPONOHYE BHUILY IiHY, SKIIO OyJne
MIPUHHATO PIllIEHHS PO Te, M0 OLTBII BUCOKA TEXHIYHA
OLIHKA TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» w™oxe TpuUHAHATH pilleHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa MPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigaanLHoCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

Komnawniss «DAI» He ykiagatuMme >KOJHUX JIOTOBOPIB 3
VY4acHUKOM TEHIEepY MEepII HiXkK He MePEKOHAEThCS y HOro
BimmoBigansHOCTi. [lpM oOIiHIOBaHHI BiAMOBIAATBLHOCTI
YyacHuka TeHmepy OepyThCs IO yBarm HACTYITHI
(hakropu:

=DAlI

PAGE 12




REQ-KYI1-25-0010

1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements.

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
F).

1. Hapmanus Komid HEOOXigHMX OKYMEHTIB Ha
3MIACHEHHS [ISUTBHOCTI B YKpaiHi (JOKyMEHTH TIpO
peeECTpallirto KOMIIaHii, BKJIFOYAOYH JOKYMEHT BiJ
[IOIaTKOBOTO opraHy npo cratyc [1/1B).

2. HasBHicTh HOMEpY
(TIOSICHIOETHCSI HUKYE).

Unique Entity ID (SAM)

3. Jlxepeno,  TOXOMKEHHA  Ta  IOPHCAMKIIKHHA
MPUHAIEKHICT TOCHYr HE 3 mepeliky 3abopoHeHHX
Kpain (rmosicHeHHS HagaHi HIDKYE).

4, KopoTkuid OTJIsAI KOMITaHii, BKIFOYAr0IH MMpodeciiiti
JOCSITHEHHSL.

5. HasBHICTh yCHINTHOTO IOCBiMYy BUKOHAHHS pPOOIT B
aHAJIOTIYHUX MpoekTax y muHysnomy (JomaTox F).

Anticipated post-award Deliverables

QuikyBaHi pe3yJbTaTH MicJIsl YKIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns ykmageHHS KOHTPaKTy, pe3yJabTaTd poOIiT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, IETAJILHO OMMCaHI B TAOJIUII
HWK4e, OyayTh monmani kommadii «DAID». VYyachHux
TEHJEpy MOBHHEH MAETAJbHO OIUCATH 3alPOIOHOBAHY
BapTiCTh KOKHOTO pe3ynbTaTy poOiT B [Ipaiic-nmucTi. Yci
pe3ysibTaTd poOIT MaroTh OyTH IOJaHI Ta CXBaJICHI
kommaHiero «DAI» mepem tum, sik Oynme odopmieHa
oriara.

Husutuce [Momatoxk C: Ilpaiic-Jluct miast oTrpumanHs
J0JIaTKOBOI 1H(OpMallii Mpo OdiKyBaHi pe3yabTaTH Micis
YKJIQZICHHS] KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NnpuiiHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit MeHemxep mpoekty kommanii  «DAI»
MEPIOINYHO NePeBIpATUME MOCIYTH, SIKi HaJAlOThCs, Ha
MPEeIMET TOTO0, YU AisIbHICTh BUKOHYETHCS 3aI0BIJIBHO Ta
4y yce oOyiagHaHHS a00 TMOCTaBKH € MPUUHSATHUMH 32
SIKICTIO Ta CTaHIapPTaMHu.

OO0panwuii mocTayaabHUK HECE BiMOBIANBHICTE 32 Oy/Ib-
SIKI KOHTp3axoau abo KOpUTYBAIIbHI Jii B MeXax IBOT0
3anuTy Ha HaJaHHS NPOIO3ULIH, SKi MOXKYTh BUMAaraTuch
KepiBaukom npoexty xomnanii «DAI» 3a pesynbratamu
TaKoi MepeBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

1. Offeror must be registered in Ukraine as
demonstrated by valid documents for operation in
Ukraine (company registration documents, including
document from the tax authority about VAT status).

BinnosBigHicTh BUMoOram

JlogaTkoBO 0 BiAMOBIAHOCTI BUII[E3a3HAYEHUM BUMOI'aM,
VyacHUKMA TIOBMHHI [IOBHICTIO  Biamosimath  ado
MIEPEBUIYBATH HEI[IHOBUM BUMOTaM crienu(ikaiii:

1. YyacHMK noBUHEeH OyTH 3apeecTPpOBaHMii B YKpaiHi,
IO MiATBEPIUKYETbCS UYWMHHUMH JIOKYMEHTaMHU IS
nisutbHocTi B YKpaiHi  (peecTpauiidHi  JIOKyMEHTH
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2. Consent is required in_writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment F: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DALl as stated in the cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. IMucbmoBa 3roga ydyacHMKa Ha OIUIATy IOCIYT
BHKIIIOYHO y  0Oe3roriBkoBii ¢opmi Ha yMOBax,
nepenbadeHux B mianmucanomy Jlorosopi.

3. YyacHMK NOBHHEH MaTH He MeHIIe TPhOoX (3) pokiB
BiiMoBiAHOIO 10CBiTY HagaHHA MOAIOHUX MOCayT (OyIB
Jacka, 3anoBHiTh Jlogarok F: [lonepenHiii nocein).

4. BaxxaHo, 11100 Y4yacHUK MaB JOCBiJ HaJaHHSI IOXIOHUX
MOCITYT YKPailHCHKUM HEKOMEPIIMHUM Oprasizaiism abo
MIXKHApOJAHUM HEYPSIOBUM OpTaHi3allisiM.

5. HocBim HamawHs mociyr i3 3BimpHeHHsAM Bin I1/IB
(6axaHno).

6. Y4acHUK MMOBMHEH MaTH JOCTaTHI (piHAHCOBI pecypcu
JUTSE BUKOHAHHS poO0iT B Mexkax HeoOXimHoTo rpadiky, 1o
MiATBEPIUKYETHCS NPUUHATTAM yMoB orutatd DAI micns
moctaBku Ta npuiHATTI DAL, sk 3a3HaueHo B
CYTIPOBiTHOMY JIUCTI.

General Terms and Conditions

3arajbHi YMOBH Ta MOJIOKEHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Ma€e OyTH B Kypci 3arajbHUX YMOB JJIs
YKJIaJJaHHs KOHTPAKTY 3a pe3ylbTaTaMH JAaHOTO 3aruTy
Ha HajaHHd mnpono3uiii. OOpaHUN ydYaCHHUK Mae
BiamoBizatu ycimM 3asBam Ta IliATBEpKEHHSIM TIPO
BIJIMTOBiIHICTH, 3a3HaYeHUM y Jlomarky D.

Prohibited Technology

3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VY4acHUKY TOPTriB HE MOBUHHI HAJaBaTH OyJb -sKi TOBapH
Ta/abo0 TOCIyrW, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJIEKOMYHIKAI[il Ta BIiJEOCIIOCTEPEIKEHHS BiJ TaKUX
kommaniid: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, a6o Oyap -ska ix ditis
BiamosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmnii ko

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

BignoBigHo no3BosieHOro reorpadidHOro KOmy A

yKJIaJaHHs ~ JoroBopiB  kommaHiss  «DAI»  Moxke
3aKyNOBYBAaTH TOBapH Ta TOCIYTH JIAIIE i3 HACTYITHHX
KpaiH.

l'eorpadiuamii xox 110: ToBapu Ta mnociayru 3i
Crniony4enux llITatiB, He3aIeKHUX JEPIKAB KOJIUITHBOTO
Pansuacproro Coro3y abo kpaiH, o PO3BUBAIOTHCS, aJle 3a
BUHSTKOM 3a00pOHEHUX KpPaiH MOXOKEHHS.
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Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

o DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiunmit koxm 935: ToBapm Ta mocmyrum 3i
Cromyuennx IllTariB, kpaiH-mapTHepiB Ta KpaiH, MIO

pPO3BHBAIOTHCS,  KpiM  MepedoBUX  KpaiH, 110
PO3BHUBAIOTECS,, 3a BHUHATKOM 3a00pOHEHMX KpaiH
MTOXO/IKEHHS.

e Kowmmanis «DAI» 3000B’s13aHa IEPEBIPUTH HKEPEIIO,
IOPUCIOUKIIIO Ta TIOXO/KEHHSI TOBapiB Ta mociyr ta (y
MaKCUMaJIbHO MOYJIMBIH Mipi) MEepeKOHATUCh, IO JKOIHI
MOCITYTH HE 3aKYyIOBYIOTHCS i3 3a00pOHEHWX KpaiH, SKi
3HAXOAATHCS Yy CIHCKY YNPaBIiHHSA KOHTPOIIO 3a
inozeMuumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3MOBCIO/UKYIOTECSL  caHKMii. [0 MOTOYHOro CHHCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCEOCSIKHI CaHKIIIi,
BXOAATh HacTymHi kpainu: Ky0a, Ipan, [liBHiuna Kopes,
Cymarn Tta Cupis. Kommanii «DAI» 3a00poHSE€TBCS
CIpuATH OyAb-AKiil yrofi TpeThOoi CTOPOHH, SIKIIO TaKa
yroma Oyna O 3a0opoHeHOr0, sikiio O i1 BHKOHyBasa
kommadist «KDAD».

e llogarounm mpOMO3UIiI0 y BIAMOBIAE Ha Iei 3amuT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyTH  BignmoBimaroTe ['eorpadiunomy Komgy Ta
BUHATKAM I110/10 3200pOHEHHUX KpaiH.

Unique Entity 1D (SAM)

YHikaabHuii ineHTudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTH  TIpsSMi  CyOKOHTPaKTH/IOTOBOPH  Ha
3aKymiBIIO Ha cymy B ekBiBasienTi 30 000 nonapis CILA i
BHIIle, MOBHUHHI OTPUMAaTH YHIKaJbHUH 11eHTH(IKATOP
opranizamii (SAM) 1o minucaHHs Yoy,

Hdns  Thx, KOMYy MOTpiOHO OTpPHMAaTH YHIKaJIbHHN
inentudikarop opranizauii (SAM), 3BepHiTBCA 110
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKATOPY
oprauizanii (SAM) (dusuce donatok E) abo 3BepHiThCs
1o Bigniny 3akymisens Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MoniTnka momo 60poTL0HU 3 KOPYNUi€E Ta 60POTHO0I0
3 xa0apHunTBoM Ta BinnmosinaasHoi 3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment.

DAl does not tolerate the following acts of

corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,

DAI Bene cBOIO JisIbHICTD 3@ HAHCYBOPIIIUMHU €TUYHUMH
cTaHmapTamu, mo0 3a0e3MeYnTH YECHICTh KOHKYPEHIIl,
OpPUHHATHI WIHM Ta YCHIIIHE HaJaHHA MOCIyr ado
JIOCTaBKY SIKICHUX TOBapiB Ta 00JiaHAHHSI.

DAI He TepnuTh HACTYITHMX KOPYNMIIHHUX [Tiii:

e bynp -aki 3amuTH Ha OTpuMaHHs Xxabapa, Bimmaui,
CTIPUSTHHS UM BUIUIATH Y BUTIISI BUILIATH, MTOJIAPyHKA
abo crerianbHOT KoMMeHcalii chiBpoOiTHEKY DAL,
YPAOOBLIO YM iX MpeAcTaBHUKAM BIUIMBAIOTH Ha
PiIIEHHS TPO HATOPOJUKEHHS a00 CXBAJICHHSI.
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Government official, or their representatives, to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as misstating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor, or DAI staff to:

Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

e DBynp -axa npono3unis xadapa, BiAKaTy, CIPUSAHHS YU

BUIUIATH Yy BHUIJBIAI IUIATEXy, NOAapyHKa abo
CrieIliaibHOI ~ BUHAroOpoaud  Bill  odepeHTa  uu
cyOmigpsmHuKa [UIsi BIDIMBY Ha pIMIEHHS IIPO
HPUCYDKEHHS UM CXBaJICHHSI.

Bynp-sike maxpaiicTBo, Take SK HENpaBHIbHE
BUKJaJaHHA a0o TIpUXOBYBaHHsA iHGopMalii Ha
KOpHUCTH OpepeHTa 4 cyOmiApsiiHUKA.

Bynp -ski 3M0BM a00 KOH(JIIKTH iHTEpECiB, y SKUX
MpaliBHUK, KOHCYJIbTaHT abo0 mpenctaBHUK DAI mae
IijoBi 200 OCOOMCTI CTOCYHKH 3 TPUHIMITAIOM a0o
BJIACHUKOM O(epeHTa Y CyOmiIpsaJHHUKA, SKI MOXKYTb
BUSIBUTHCS HECTIPABEAJIUBIMHU Y KOPUCTH OhepeHTa UM
cyomigpsaauka. CyOmigpsIHUKHA TakoX IOBHHHI
VHHKAaTH 3MOB 4YHM KOHQUIIKTYy iHTEpeciB y CBOiX
3aKyMBIAX Y TIOCTadalbHHUKIB. bymp -aki Taki
BiTHOCHHM TIOBWHHI OyTH HErailHO  PO3KpPHTI
kepiBHUUTBY DAl 1yis mepernsany Ta TOpUAHATTS
BIATOBITHUX  3aXOIiB, BKIIIOYAIOYH  MOJKIIMBE
BUKJIFOUEHHSI 3 BUHATOPOIH.

i xopymmiiiHi [ii HE MOMYyCKalOTBCA 1 MOXKYTh
MPU3BECTH JO CEPHO3HUX HACHIJKIB, BKIOYAIOUH
NPUIUHEHHS TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
Mpu3yNUHEHHS Ta BiAMOBY ypsaay CLUIA, puxirtogatoun
odepeHTa YU CyOiIpsAHNKA BiJl y4acTi y MalOyTHIX
oiznecax ypsaay CILIA.

Bynp-sika cnpoba un (QakTuuHa KOpYMIlis MOBHHHA
Oytun HETaifHO MOBiIOMJIEHA odepeHTOM,
cyOmiapsmauKoM abo criiBpobitHrkamu DAL
be3kommroBHa aHOHIMHA Trapsiya JIiHis 3 TUTaHb €THKH
Ta JOTPUMaHHS BUMOT 3a azapecoro (CIITA) +1-503-
597-4328

Be0 -caiit rapsuoi minii - www.DAI.ethicspoint.com,
ab0 HajiclmaTH eNeKTPOHHUM JIMCT Ha ampecy
Ethics@DAI.com

Odic rapsuoi ninii I'enepansroro incnekropa USAID
3a azgpecoro hotline@usaid.gov.

[Mignucyroyn 110 NpoNo3ullito, opepeHT miATBepIKYE
JOTPUMaHHA IBOTO CTAHAAPTy Ta rapaHTye, IO HE
OynyTb 3polisieHi crnpobu BrumHyTH Ha DAI abo
YPSLIOBHIL ITIEPCOHAI 3a JOTIOMOI0I0 XadapiB, 4alHoBHX,
BUIUIAT 3a CHOPUSHHS, BiJKaTy 4YM NIaxpaicrsa.
VY4YacHMK TOPTriB TaKOXX BU3HA€E, IO MOPYILEHHS Iii€i
MONITHKH MO  TPU3BECTH JIO  IPHUITUHEHHS,
MOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYHIIIHHUMHU
JisIMHM, Ta MOXJIMBOTO TPHU3YNHHEHHsS Ta 3a00pOHU
ypsny CHIA.
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Offeror’s Agreement with Terms and Conditions

3roga YuacHuka TeHepy 3 BUMOTraMu

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanus ycix BuMOr 3amuTy BIANOBITHO 110
IHCTPYKIIiH, 3a3HAYCHUX B HhOMY, Ta MTOIaHHS MTPOIO3UIIiT
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3aCBITIyBaTUME 3TOJY
YyacHuKa TEHAEpPY 3 BUMOTaMH IbOTO 3alUTy Ta yCix
JIOJIATKIB 10 HhOT0. HanaHHs 1boro 3amuTy B JKOJIHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBath mOTOBip
Ha 3aKyIIiBIIIO a00 BiIIKOJOBYBaTH Y YaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, [TOB’sI3aHi 3 M IFOTOBKOIO Ta MOAHHIM
TIPOTIO3HIIII.

Attachments

See the list of official RFP attachments below.

JlopaTku

Mepenik ogiuiiinux g0aaTKIB 10 UBLOr0 JOKYMEHTY
BKa3aHUH HUKYE.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE/ [loaaTok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.
VY tabnuui HUKYE HaBeACH]! TEXHIYHI BAMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOMO3HIIi,
0 MICTATH BiJIOBIHY iH(pOpMaIlio Ha pipMoBOMY DJIaHKY a00 BinnmoBinHo 10 odiuiiiHoro popmary
npomo3uiiii.

1. Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine Activity is a program funded by USAID and
implemented by DAI. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in Cl and to transform Ukraine from a compromised, reactive cybersecurity actor to a
proactive cybersecurity leader.

Over the five-year period of performance, the Activity will increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against Cl in Ukraine. The Activity will accomplish this goal through
the pursuit of three strategic objectives (SOs):

e SOLl: Create a safe and trusted environment to accelerate the development of people, processes,
and technology in support of cybersecurity across CI sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation built on a secure, protected, and dynamic economy,
supported by a talented pool of human capital.

e SOa3: Stimulate demand for and supply of Ukrainian cybersecurity solutions and service providers
to empower, equip, and finance cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity tasks are highly interdependent and mutually
reinforcing.

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting
cybersecurity institutions. This component will also build the technical capacity of key sectors through
increased access to cybersecurity technology and equipment.

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new
cybersecurity talent and build the capacity of existing talent. These interventions will address the entire
workforce pipeline, the quality of education received by cybersecurity specialists, and industry training
programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity.
This component will seek to build trust and collaboration between the public and private sector to develop
innovative solutions for future cybersecurity challenges; spur investment and growth in the broader
cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity
companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms
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for Ukrainian firms to connect with industry partners to enable better access to innovations and business
opportunities.

2. Context

There is a continued and elevated need in Government of Ukraine to support critical infrastructures and
maintain operational functions to keep decision making process and citizens’ services ongoing.

Since 2022, state agencies and critical infrastructures have been under constant cyber and physical attacks
which altogether requires from them creating robust resilience capabilities, many of which depend on the
presence and smart use of digital technologies.

A number of cyberattacks on state information resources in late 2024 and early 2025 point to the need for
a comprehensive assessment of the security of important information and communication systems and the
development of practical recommendations to improve their protection and resilience.

3. Objectives

The Activity aims to procure services to provide technical audits for the following governmental
information and communication systems and registries:

e Unified state Web portal of electronic services (application and web portal “Diia”) /
€aunHnii 1epxaBHU BeONMOPTA eJTeKTPOHHUX NMOCIYT (3acTOCYHOK Ta BeOnmopTaJa “/lis”);
e System of Electronic Interaction of Electronic Resources (SEIER) / Cucrema
eJIEKTPOHHOI B3aemoaii ejiektpouHux pecypciB (CEB JEIP);

¢ Electronic Interaction System of Executive Authorities (EIS EIA) / Cucrema
eJIeKTPOHHOI B3aeMoii opranis Bukonas4oi Biagu (CEB OBB);

e Information and communication system of the central certifying authority /
Indopmanilino-kKoMyHikaliiiHA cUCTeMa HEHTPAJIBLHOI0 3aCBiI4yYBAJbLHOI0 OPraHy;

e Unified automated information system of customs authorities of the State Customs
Service / ABToMaTH30BaHi iHdopManiiiHi cucTeMu MUTHHX OpraHis /lepxaBHOI MUTHOI
cILyx0u;

e Central database of the electronic healthcare system of the Ministry of Health /
HenTpanbHa 06a3a JaHUX €JEKTPOHHOI CHUCTEeMH OXOpPOHM 310poB'st MinicTepcTBa
O0XOPOHM 3/10POB'sI;

o State Land Cadastre / lep:xaBHuii 3eMeJIbHUII KaxacTp.

4, Tasks:

DAI/CCI is looking for a qualified Vendor or consortium of Vendors to provide list of services based on
the Technical Tasks outlined in Annex A for a defined list of information and communication systems and
registries.

Annex A. Technical Tasks

TexHiyHe  3aBIaHHA 3 ominku  3axumenocti | Technical Task for assessing the security of information
indopmauiiiHo-KoMyHiKaNiiiHUX cHCTEM and communication systems

3aBaanns 1. BeraHoBneHHs moToyHoro crany TexHignoi ta | Task 1. Establishing the current state of technical and
OpraHi3aliifHOl 3aXHIIEHOCTI CHCTEM: organizational security of systems:

e  BusnaueHHs Ta OMmiC MOTOYHOT apxiTekTypH cucreM, ix | e  Definition and description of the current architecture of

CKJIAJIOBUX, KOMITOHEHTIB Ta B3AEMO/Iii MIXK HEMH. the systems, their components, and interactions between
CTBOpEHHS JliarpaM IMOTOKIB JaHUX Ta BU3HAYCHHSI them. Creation of data flow diagrams and definition of
MeXaHi3MiB X KOHTpOJI0. Bi3HaueHHs BCiX 30BHILIHIX their control mechanisms. Identification of all external
CHCTEM, i3 IKUMU BiZI0OYBA€ThCSA B3a€MOJIIs. systems with which interaction occurs.
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Texniune
ingopmaniiiHo-KOMYHiKaliiiHUX cHUcTeM

3aB/IaHHA 3 OIiHKH 3aXHIIEHOCTi

Technical Task for assessing the security of information
and communication systems

Omnyc Ta BU3HAUYEHHS JOCTATHOCT] HassBHUX TEXHITHUX
IHCTPYMEHTIB Ta 3aX0/[iB KOHTPOIIO iH(pOpMaiitHoI Ta
KibepOe3meK.

Omnuc opraHizamiifHOT CTPYKTYpH Ta OCHOBHHX IIPOIIECIB
3abe3nedyeHHs KibepOesnekn Ta 3axucTy iHpopmanii,
OIIiHKA JOCTaTHOCTI IIePCOHATY, BepXHEepiBHA OLIHKA
3pinocTi IpoleciB KibepOesneKu.

[epeBipka opranizauii ynpaBiaiHHSI 00JiKOBUMHU
3allMcaMy Ta IOBHOBKCHHSAMU: OpraHi3allis, iepapxis,
MTOBHOBAXXECHHS, POJIi, MOHITOPHUHT Ta ayauT,
ineHTudikamis, aBTeHTH(IKALs, JeaKTHBALlis
00TIKOBHUX 3aIMCIB, YIPABIiHHS CECIIMHU TOLIO.
[epeBipka ¢pakTUIHOT MOZIENI PO3MEKYBAHHS
MTOBHOBAXCHB O0JIIKOBUX 3aIMCIB KOPUCTYBAYiB yCiX
podeid, mepeBipKa ClliAyBaHHS IPUHLIUITY MiHIMAIEHUX
NIPUBLIETB.

IMepesipka opranizanii oriqHoi Ta GizndHOT 1301l
MeperK Ta KOMIOHEHTIB CHCTEMH JUTsl 3MEHILICHHS
MOTEHIIIHHOT KON y BUITAJAKy KOMIpOMeTamii
cucTeMH (B T.4. aHAJII3 IPaBUJI MEPEKEBUX EKPaHIiB
TOWIO).

[epeBipka (GakTHIHOTO CTaHy MPOIIECIB
ayTeHTH(IKaNii: HASBHICT IEKIJIbKOX (aKTOPIB Ta M0
e 3a GakTopu, 0OOMEXEHHS KiTbKOCTI HEBJIANNX CIIpo0,
pearyBaHHS Ha JOCSATHEHHS JIIMITY HEBAAIUX CIPOO,
TOLLIO.

[epeBipka epeKTUBHOCTI 3aXHCTy pOOOYNX CTaHLIN
aJMIiHICTPaTOPiB Ta IEHTPAII30BAHOTO YIIPABIiHHS
KOH(}irypauisMu o01aJHaHHS Ta MiACUCTEM.
[epeBipka (GaKTHIHOTO MOJIOKEHHS YIPABIiHHS
CcTaHaMH O€3MIisSUTBHOCTI KOPHUCTYBada: YMOBH
30epiranHs, OJIOKYBaHHS Ta MPUIMHEHHS CEaHCy.
[epeBipka pakTraHOT KOH}Iryparii BigganeHoro
JOCTYITy 10 CUCTEMH.

[epeBipka mOBepXHi aTaku gepe3 Oe3aPOTOBI MEpexi,
TAKITIOYEH] 10 CHCTEMH.

[epeBipka epeKTUBHOCTI yNIpaBIIiHHS MPUBLICHOBAHUM
Ta aIMiHICTPaTHBHUAM JOCTYIIOM, HasIBHICTh Ta
HanamtyBaHasg IDM ta PAM-iHCTpyMeHTiB,
MOHITOPHHT [Jiif aIMiHICTPaTOPIB Ta MPHUBiIEHOBaHIX
KOPHCTYBauiB.

OriHKa eeKTUBHOCTI MPOIIECiB HABYAHHS IIEPCOHAIY,
KOHTPOJIIO PiBHS 3HaHb, HATaAyBaHHS PO MO THKH
6e3neku iH(opMaIlii Ta mpoIeayp KOHTPOITIO 3a
3MICTOM ITyOJIIYHO TOCTYMHOI iH(popMmaii.
Bu3zHavyeHHs 10CTaTHOCTI MPOLEAYp TPEHYBAILHOTO
Bi/INpaIIOBaHHs pearyBaHHs HAa KPUTHYHI IHIUICHTH,
HasIBHOCTI IJICHOYKiB TOLIO

BusHaueHHs IKOCTI poOOTH HPOLEyp pearyBaHHs Ha
IHIIMAGHTH: IpoLeypr 0OpOOKH iHIIMACHTY, TPaBHIa
ecKaJaril, IBHKICTh peakllii, JOKyMeHTyBaHHS
nporecy 00poOKH IHIMICHTY, i 3BITHICTS,
PETPOCIIEKTUBHUIA aHaITi3 KO)KHOTO BUIIAJIKY, BEICHHS
ICTOPUYHUX JaHUX — PEECTPY IHIMICHTIB, 3aXHCT
JIaHOTO PEECTPY.

BusHaueHHs e(peKTUBHOCTI MOHITOPHHTY MO
0e3rexd, y ToMy 9uchi 3 BukopucTaHHaM SIEM, sxicTb
BUSIBJICHHS 3arp03 Yepe3 yKypHAIM ayJuTy, SKiCTh
3MiCTY )KypHAJIIB ayIUTY, IIBHIKICTh pearyBaHHs Ha

Description and determination of the adequacy of
existing technical tools and information and
cybersecurity controls.

Description of the organizational structure and main
processes for ensuring cybersecurity and information
protection, assessment of staff adequacy, and top-level
assessment of the maturity of cybersecurity processes.
Verification of the organization of account and authority
management: organization, hierarchy, authority, roles,
monitoring and auditing, identification, authentication,
account deactivation, session management, etc.
Verification of the actual model of separation of powers
of user accounts of all roles, verification of adherence to
the principle of least privileges.

Verification of the organization of logical and physical
isolation of networks and system components to reduce
potential damage in the event of system compromise
(including analysis of firewall rules, etc.).

Assessing the actual state of authentication processes:
the presence of multiple factors and what they are,
limiting the number of failed attempts, responding to
reaching the limit of failed attempts, etc.

Verification of the effectiveness of protection of
administrator workstations and centralized management
of equipment and subsystem configurations.
Verification of the actual status of user inactivity state
management: retention, locking, and session termination
conditions.

Verification of the actual configuration of remote access
to the system.

Assessing the attack surface through wireless networks
connected to the system.

Assessing the effectiveness of privileged and
administrative access management, the availability and
configuration of IDM and PAM tools, and monitoring
the actions of administrators and privileged users.
Personnel training processes, knowledge level
assessment, and reminders of information security
policies and procedures for managing the content of
publicly available information.

Determining the adequacy of critical incident response
training procedures, availability of playbooks, etc.
Determining the quality of incident response
procedures: incident handling procedures, escalation
rules, response speed, incident handling process
documentation, accountability, retrospective analysis of
each case, maintaining historical data — an incident
register, and protecting this register.

Determining the effectiveness of security event
monitoring, including using SIEM, the quality of threat
detection through audit logs, the quality of audit log
content, the speed of response to identified threats,
protection of audit logs, error handling during auditing,
etc.

Definition of processes for managing the configurations
of infrastructure elements, its accountability,
completeness of the database of configuration elements,
and guarantees of the authenticity of exemplary
instances.
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Texniune 3aB/JIaHHS 3 OLIHKH 3aXHIIEHOCTI
ingopmaniiiHo-KOMYHiKaliiiHUX cHUcTeM

Technical Task for assessing the security of information
and communication systems

BU3HAYEHI 3arpO3H, 3aXHCT XKypHAIIB ayIuTy, 00poOKka
MIOMMJIOK TP BEJICHHI ayJIUTY, TOLLIO.

e  BusHaueHHs MMpOLECiB yIpaBiHHA KOHDIrypamismMu
eJeMEeHTIB iH(pPacTPyKTypH, 1i MiA3BITHICTh, TOBHOTH
0a3u KOH(IrypauifHUX €IeMEHTIB, TapaHTii
ABTEHTHUYHOCTI 3pa3KOBHUX €K3EMILIAPIB.

e  [lepeBipka cTaHy OpOTrpaMHOTo 3a0€3MEUCHHS B
MepeKeBOMY 00JIaJHaHHI: HasBHICTh BPa3JIMBOCTEH HA
3apas, HasIBHICTh MIPOIIEAYP BiICTEKYBAaHHS MOSIBU
HOBHX Bpa3JIMBOCTECH, OHOBJICHb O€3MEKH Ta
noxatkoBux. Ominka eheKTUBHOCTI Mpomecy patch
management.

e  OuiHka KOHTPOJIBOBAHOCTI OpraHi3amii 3MiH y
KOH(Iryparito iHppacTpyKTYpHHUX €JIEMEHTIB: BIUIUB Ha
MMOTOYHI MPOIIECH, Ha OE3MeKy, Ha MIBUIKO/IIIO, AKICTh
METO/IiB TAKOTO TECTyBaHHs Ta 30epe)eHHs Horo
apTedaxTiB K JOKa3iB.

e  BusHaueHHs HasBHUX NPaBWI Ta (PAKTUIHOTO
YIpaBIIiHHS HAaKOIIMYyBadyaMH Ta HOCIIMU iH(opMarlii:
30epiranHs, opraHisamis JOCTYIy, 3HUIICHHS,
TPAHCIIOPTYBaHHS, BAKOPUCTaHHS, MapKyBaHHS,
pe3epBHE KOMIIOBaHHS, TOMIO.

e  ba3osa mepesipka opratizamii (pi3HIHOTO JOCTYITY A0
oOnagHaHHA Ta poOOYHX MicLb

e  BusHaueHHs Npouenyp KepyBaHHS PU3HKOM:
ineHTU]iKamis, aHAIII3 Ta OLIHKA PU3UKIB, aHATI3
JOCTATHOCTI OTMCAaHUX PHU3UK-CIEHAPIiB Ta BIAMOBITHAX
3aX0[iB KOHTPOJIIO, SIKICTh BUKOHAHHS IUX 3aXO0/IiB.

e  OuiHka 3aXHIICHOCTI IIEPUMETPY MEPEXKi, B T.4. aHATI3
MIEpUMETPY Ha BPa3IUBOCTI, TepeBipKa KOHDIrypariit
WAF, MepexeBrX eKpaHiB, MEXaHI3MiB 3aXHUCTY Bij
DDoS, Ta iHmmux 3aco0iB 3aXHUCTy.

e  BusHaueHHs pU3MKIB OE3MEKH JIaHIIOTa ITOCTaYyaHHs
MIPOrPaMHOTo 3a0e3NeUYEHHs, B TOMY YHCIIi OIliHKa
3aXO0JliB MEPEBiPKH MiJPSTHHUKIB Ta TOCTAYaNIbHHKIB;
nepeBipka 0e3MeKu Mpu poOOoTi 3 KITFOYOBUMHU
AP JHAKAMH 3 aKIIEHTOM Ha BUMOTH JIO TIPS THHKIB
IiJ] 9ac MPOBEACHHS 3aKyTiBeJb, BAKOHAHHS IOTOBOPIB,
0OMEKEHHS JOCTYILy 10 TIPOTPaMHOT0 KOy Ta JI0
L{IIOBUX CEPEIOBHUII] CHCTEM.

e  BusnHaueHH: 3ax0iB i3 3amo0iranHs GiMHTY Ta iX
e(eKTHBHOCTI.

e B pa3i BUKOpUCTaHHI XMapHHUX TEXHOIOTIH, abo iX
€JIEMEHTIB, IPOBEICHHS NIEPEBIPKU OE3MEKH
apXiTeKTypH Ta HANAIITYBaHb OC3MEKH.

e [lepesipka npoueciB 6e3neynoi po3pooku [13, B T.4.
BuKkopuctanHs iHcTpyMeHTiB SAST/DAST, meTonis Ta
THCTpYMEHTIB 0€3MeYHOro MporpaMmyBaHHs Ta
JETIONMEHTY, B T.4. 3 00Ky MiAPSIHHUKIB, KEPYBaHHS
CepeOBHIIaAMH PO3POOKH, TECTYBaHHS Ta PO3rOPTAHHS
B IIPOAYKTOBHI PEXUM.

e  Haseuicts Red Team Ta nepeBipka eekTHBHOCTI ii
pobGotH.

e Ominka nporecie BCP/DRP, qoctatHOCTI MexaHi3MiB
Ta IUIaHIB BiTHOBJICHHSI, OL[iHKa 3axuIeHocTi standby-
CepeIOBHIIA Ta PE3EPBHUX KOIIIH.

e  Amnani3 epexruBnocti podotu SOC.

e  Checking the status of software in network equipment:
the presence of current vulnerabilities, procedures for
tracking the emergence of new vulnerabilities, security
updates, and additional ones. Assessing the
effectiveness of the patch management process.

e  Assessment of the controllability of the organization of
changes to the configuration of infrastructure elements:
impact on current processes, security, performance,
quality of such testing methods, and preservation of its
artifacts as evidence.

e  Determining existing rules and actual management of
storage devices and media: storage, access organization,
destruction, transportation, use, labeling, backup, etc.

e  Basic check of the organization of physical access to
equipment and workplaces

e Definition of risk management procedures:
identification, analysis, and assessment of risks, analysis
of the adequacy of the described risk scenarios and
relevant control measures, and quality of
implementation of these measures.

e  Network perimeter security assessment, including
perimeter vulnerability analysis, verification of WAF
settings, firewalls, DDoS protection mechanisms, and
other protection measures.

e Identifying security risks in the software supply chain,
including assessing contractor and supplier vetting
measures; conducting security audits when working
with key contractors; focusing on contractor
requirements during procurement and contract
execution; and restricting access to software code and
target system environments.

e ldentifying phishing prevention measures and
evaluating their effectiveness.

e Ifusing the cloud, or its elements, conduct a security
audit of the architecture and security settings.

e  Verification of secure software development processes,
including the use of SAST/DAST tools, secure
programming and deployment methods and tools,
including from contractors, management of
development environments, testing, and deployment to
production mode.

e  The presence of a Red Team and verification of its
effectiveness.

e  Assessment of BCP/DRP processes, adequacy of
recovery mechanisms and plans, assessment of the
security of the standby environment, and backups.

e Analysis of SOC performance.
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Texniune 3aB/IaHHA 3 OIiHKH 3aXHIIEHOCTi

ingopmaniiiHo-KOMYHiKaliiiHUX cHUcTeM

Technical Task for assessing the security of information
and communication systems

3apaanns 2. CTBOPEHHS CIHCKY HEIOMIKIB 3 OIHCOM
PH3HKY/HACTIAKIB Ta PiBHEM PU3HKY

3aBaannsa 3. BusHaueHHs pereBaHTHUX TPodiiB
3JI0BMHCHUKIB, BU3HAUEHHS MOXIIMBOTO BILUIUBY B
pe3yabTaTi peanisauii 3T0BMUCHUX JIill.

3aBnanns 4. Pexomenpanii 10 yCyHEHHS BHSBICHHUX
HEJIOJIKIB, TEPEITiK 3aX0/IiB, a TAKOX (DyHKIIIOHAIBHI Ta
He(YHKITIOHATBHI TEXHIYHI BUMOTH JI0 3aCO01B,
PEKOMEHIOBAaHHUX JI0 BIPOBA/DKEHHS 3 YPaxyBaHHIM
peanbHUX MOXKIIMBOCTEH Ta crienudiku iHGpacTpyKTypu
PO3MOPSIHUKA T BOIOJLTBLS CUCTEMH.

3aBaannsa 5. CTBOpeHHS LILOBOro Mpodito Ge3nexu
CHCTEMH BiIIOBIIHO A0 MIXKHAPOAHUX CTAHAAPTIB Ta
3aKOHOJIABCTBA YKpaiHU

Task 2. Creating a list of deficiencies with a description of
the risk/consequences and the level of risk

Task 3. Identifying relevant profiles of attackers, and
determining the possible impact as a result of malicious
actions.

Task 4. Recommendations for eliminating the identified
shortcomings, a list of measures, and functional and non-
functional technical requirements for the tools recommended
for implementation, taking into account the system manager's
and owner's real capabilities and specifics of the
infrastructure.

Task 5. Creation of a target system security profile in
accordance with international standards and Ukrainian
legislation

Anticipated post-award Deliverables

Upon award of a subcontract, the deliverables and deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before payment is processed.

Deliverable

Content

Payment Amount,
%

Due to date

Deliverable 1

Report «Current state of technical and organizational
security of systems» for each audited organizations
based on the materials Task 1 // 3Bit «IloTounnii ctan
TEXHIYHOI Ta OpraHi3aIliifHOl 3aXHIIEHOCTI CUCTEMY,
o 0a3yeThes Ha MaTepianax 3aBmaHHs 1

Weekly reports on current and planned activities/
L{oTmxHEeBl 3BITH NPO TMOTOYHY 1 3alUIAHOBAaHY
IIsUIBHICTD

Recipient’s in writing confirmation on the stage
completion/IlucemoBe minTBepmkeHHs PenmmienTta
PO BUKOHAHHS eTamy

60%

40 working days from
the date of signing the
contract

Deliverable 2

Report «List of deficiencies with a description of the
risk/consequences and the level of risk» for each
audited organizations based on the materials Task 2 //
3BiT «CHHUCOK HENOMIKIB 3 OIMCOM PH3MKY/HACIHIAKIB
Ta piBHEM pH3HKY», LI0 0a3yeThCsl Ha Marepiaiax
3aBmaHHA 2

Report «Identifying relevant profiles of attackers, and
determining the possible impact as a result of malicious
actions» for each audited organizations based on the
materials Task 3 // 3Bir «PeneBantHi mpodimi
3JI0BMHCHUKIB, BH3HAaU€HHS MOXKIIHBOTO BIUIHBY B
Ppe3yIbTari peanizalii 3JI0BMUCHHX JTiii», 10 0a3yeThest
Ha Marepiaiax 3aBoaHHS 3

Weekly reports on current and planned activities/
[loTmxHeBi 3BiTH MpPO MOTOYHY 1 3alIaHOBAaHY
TISUTBHICTE

20%

50 working days from
the date of signing the
contract
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Recipient’s in writing confirmation on the stage
completion/ITucemoBe minTBepmKeHHS PenmmienTta
PO BUKOHAHHS €Tamy

Deliverable 3

Report «Recommendations for eliminating the
identified shortcomings, a list of measures, and
functional and non-functional technical requirements
for the tools recommended for implementation, taking
into account the system manager's and owner's real
capabilities and specifics of the infrastructure» for each
audited organizations based on the materials Task 4 //
3BiT «Pexomenpmamii 1O YCyHEHHS BHUSBICHHX
HEJIOJIKIB, MepemiK 3aXO0AiB, a TaKoOK (DYyHKIIOHANBHI
Ta He(yHKIIOHAJbHI TEXHIYHI BHMOTH JO 3aco0iB,
PEKOMEHIOBaHUX 1O BIIPOBA/PKEHHS 3 ypaxyBaHHSAM
peanbpHIX MOXKITHBOCTEH Ta creriku
iHQpacTpyKTypH pO3MOpSTHAKA Ta  BOJOIUIBLS
CHCTEMI», 1110 0a3yeThest Ha MaTepianax 3aBaaHHs 4

Report «Target system security profile in accordance
with international standards and Ukrainian legislation»
for each audited organizations based on the materials
Task 5 // 3Bit «llinboBuit npodiste Ge3MeKH CHCTEMH
BIMIOBITHO 1O MDKHApOJAHUX CTAHIAPTIB Ta
3aKOHOJABCTBAa  YKpaiHW», 1m0 0a3yeTbcs Ha
Marepiaiax 3aBoaHHS 5

Weekly reports on current and planned activities/
[{oTmxHEBI 3BITH NPO TMOTOYHY 1 3alUIaHOBaHY
IISUTBHICTH

Recipient’s in writing confirmation on the stage
completion/IlucemoBe minTBepmxeHHs PenmmienTta
PO BUKOHAHHS eTamy

20%

60 working days from
the date of signing the
contract

Minimum qualifications, skills, and experience

e The Offeror shall be a duly registered entity in Ukraine and demonstrate this with valid
documentation for operation in Ukraine.
e Availability of certified information and cyber security specialists in the staff or under employment
contracts in a sufficient number for the list of works
o Confirmed similar successfully completed works both for the market of Ukraine and other countries

(preferably the EU, countries of North America, Australia, the Middle East)

o Readiness to sign NDA with recipients (SE Diia, State Custom Services, Ministry of Health, the
State Service of Ukraine for Geodesy, Cartography and Cadastre)
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Attachment B: Proposal Cover Letter/
Hopatok B CynposBigHun nucr

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY-25-0010
dated 23 January, 2025. Our attached proposal is for
the total price of (figure
and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, Mo TigIUCATHCS HIDKYE, HATAeMO IPOMO3HINI0 13
3araJbHOI0 IIHOFO

(BkaxiTh miHy IUdpaMd 1 MPOMUCOM), SKa TOJAETHCA,
BimmoBiAHO M0 3anmuTy Ha HamaHHA mpomo3uiii RFP No
REQ-KY1-25-0010 Bix 23 ciuns 2025 poky.

Mu 3acBiggyemo, o miHM 3a3HaveHi y [Ipaiic-mucri, mo
JOJTAEThCS, MIMCHI mpoTsaroM mnepiogy 60 (mictaecsiT)
KaJICHIapHUX JIHIB.

Mu 3acBiguyemo Hamry ¢iHAHCOBY BiANIOBiOANBHICTD 1
npuiMaeMo yMOBH oruiaTé Kommanii « DAy, siki € omatoro
IICIISL TOCTAaBKYU Ta MPUHHATTS HaJAHUX TTOCIYT.

Hamma npono3uitist € 000B’I3K0BOIO JIs1 HAC 3 YpaXyBaHHIM
3MiH B pe3yJbTati OyIb-sIKMX OOrOBOPEHb.

Mu posymiemo, mo kommaHisi «DAI» He 3000B’s3aHa
npuiimMaty Oyab-sKi MPOIO3HLLii, sIKi BOHa OTPHMYE.
[Mlignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocazia yHoBHOBa)KEHOT 0COOH:

Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka KoMmIaHii:
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Attachment C: Price Schedule/ QloaaTok C: lNpauc-nucT

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY tabnuii HIDKYe HABEACHI BUMOTH JI0 MOCIYT. YYAaCHWKH TEHIEPY IMOBWHHI MOJATH MPOIO3UII, 10
MICTSTh BiINOBiAHY iHpoOpMamilo Ha ¢ipMoBoMy OnaHkKy abo BiAMOBiAHO o odiuiiiHOro Qopmaty
TIPOTIO3HIII1.

The price could be presented in USD or UAH without VAT/ Vi uinu Hagani B 8 gonapax CIIA a6o rpusHi

oe3 I1JIB.

Detailed budget template

Budget narrative explanation

Item | Item Description/Specifications Unit Quantity Unit Price Total Price | Provide brief justification for
# Onwuc/Crenmgikarrii OnuHUIS Kinekictsb Iina 3a ox Bceroro each line item
Program Staffing
11
Equipment and material
2,1
3 Travel, Transportation, Per Diem
3,1
4 Other Direct Costs/Program
Administration and Services
41
5 Benefits/Fee
6 Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here to enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information on
each line item in the budget and explain why these items are needed to implement the activity, including
hourly rates for presented team members and any indirect costs which may occur during the completion of
the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF (on a company’s letterhead,
signed and stamped) AND EXCEL SHEET.

MNPUMITKA: YyacHuKY NOBHHHI [TOJATH BHUCPIIHUN OMKUC OFOPKETY, KU MICTUTH 1H()OPMAILIiIO PO
KOXHY CTaTTIO BHUTpaT Ta IMOSCHIOIOTh, YOMY Il CTarTi MOTPiOHI JuIs 3MIMCHEHHS [isUIBHOCTI,
BKJIIOYAIOYH LiHY poOOY0i TOAWHM CHeliaiicTiB Ta OyIb-sIKi HEPAMi BUTPATH, 10 MOKYTh BUHUKHYTH B
nporieci nposeeHHs omiHku. Moro notpiGHo Hagicnaty y gopmari daitny .pdf (sa odiniiinomy Granky
KOMIIaHi1, 3 MiJIHUCOM Ta Ie4aTKor) Ta .XIs.
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Deliverable

Content

Payment
Amount, %

Due to date

Total price
/ina

Deliverable 1

Report «Current state of technical and
organizational security of systems» for each
audited organizations based on the materials
Task 1 // 3BiT «IloTouHu# cTaH TEXHIYHOT Ta
OpraHizaiiifHoi 3aXHUIIEHOCTI CHUCTEMY», LIO0
0asyeThcs Ha MaTepianax 3aBaaHHs 1

Weekly reports on current and planned
activities/ II{oTiKHEBI 3BiTH PO MOTOYHY i
3aIUIaHOBaHy JisUTBHICTH

Recipient’s in writing confirmation on the
stage completion/ITuceMoBe TiTBEPIKECHHS
PenmmienTta mpo BUKOHAHHS eTaIy

60%

40 working days
from the date of
signing the
contract

UAH/ rpm.

USD/ nonapu
CIIA

Deliverable 2

Report «List of deficiencies with a
description of the risk/consequences and the
level of risk» for each audited organizations
based on the materials Task 2 // 3sir
«Crnucox HEIOJIKIB 3 OIUCOM
PU3HKY/HACHIIKIB Ta PIBHEM PH3UKY», IO
0a3yeThCcs Ha Marepiaiax 3aBIaHHs 2

Report «lIdentifying relevant profiles of
attackers, and determining the possible
impact as a result of malicious actions» for
each audited organizations based on the
materials Task 3 // 3BiT «PeneBanTHi npodimni
3JI0BMUCHUKIB, BH3HAYEHHS MOXKIMBOTO
BIUTUBY B PE3YJIBTaTI peaizaiii 37T0BMUCHHX
Niti», mo 6a3yeThcs Ha MaTepianax 3aBIaHHS
3

Weekly reports on current and planned
activities/ Il{oTikHeBI 3BiTH PO MOTOYHY i
3aIIaHOBaHy MisUTbHICTh

Recipient’s in writing confirmation on the
stage completion/[TnceMoBe minTBEpIKEHHS
Penumienra mpo BUKOHAHHS €Tay

20%

50 working days
from the date of
signing the
contract

UAH/ rpH.

USD/ nonapu
CIIA

Deliverable 3

Report «Recommendations for eliminating
the identified shortcomings, a list of
measures, and functional and non-functional
technical requirements for the tools
recommended for implementation, taking
into account the system manager's and
owner's real capabilities and specifics of the
infrastructure» for each audited
organizations based on the materials Task 4
// 3BiT «PexoMeHgamnii 0 YCyHEHHS
BUSIBJIICHUX HEJONIKIB, IMEpPEeNiK 3aXOiB, a
TakoX (QYHKIIOHAIBHI Ta He(pyHKIIOHANBHI
TEeXHIYHI BUMOTH o 3aco0iB,
PEKOMEHIOBaHUX [0  BIPOBA/PKEHHS 3
ypaxyBaHHSM peaJbHHX MOXJIMBOCTEH Ta
creudiky iHPPaCTPYKTYpH PO3MOPsITHUKA
Ta BOJIOALIBISI CHCTEME», 110 0a3yeThesl Ha
Mmarepianax 3aBaaHus 4

20%

60 working days
from the date of
signing the
contract

UAH/ rpH.

USD/ nonapu
CIIA
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Report «Target system security profile in
accordance with international standards and
Ukrainian legislation» for each audited
organizations based on the materials Task 5
/" 3BiT «UinmpoBHii mpodias Ge3meku
CHUCTEMH BIAMOBIZHO [0 MDKHAPOTHHUX
CTaHJapTiB Ta 3aKOHOJABCTBA YKPaIHUY, 110
0a3yeThCcs Ha MaTepiaiax 3aBIaHHA 5

Weekly reports on current and planned
activities/ II{oTiKHEBI 3BiTH PO MOTOYHY i
3aIUIaHOBaHy JisUTBHICTH

Recipient’s in writing confirmation on the
stage completion/ITuceMoBe TiTBEPIKCHHS
Penumienrta mpo BUKOHAHHS €TaIy
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Attachment D: Representations and Certifications of Compliance/
Hopatok D: 3aaBu Ta lNiaTBepaXeHHA npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIl with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHUN CHHCOK BHKIIOYEHHX o0ci0 — OOpaHWil y4acHHK
TeHJiepa Hapa3i He € BIJICTOPOHEHWM, TUMYACOBO BiJICTOPOHCHHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYyb-SKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apobiTHOT mIaTh kepiBHULTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAID» sk TeHepaIbHOTO MiAPSIHAKA
3a KoHTpakTamu (enepanpHoro ypsay CIIIA 3BiTyBatd mpo piBHI
3apo0iTHOI TIaTH M'ITH KEpiBHHUKIB CyOMigpsIHUKA 3 HaAWBUIIAM
piBHeM 3apoOiTHOi math B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CyOmiapsITy BiAIOBIHO 1O 3aKOHY IIPO IMiA3BITHICTH 3a (eepaIbHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenta CIIA npo 3a0opoHy (iHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
(hi3muHUMHE 0c00aMU Ta OpraHi3allisiMH, TIOB’ I3aHUMH 3 TEPOPU3MOM, a

TaKOXX HagaBaTH IM pecypcH Ta MATpUMKY. Opuanuny
BIJIMIOBIMANBHICTh 32 3a0e3MCUcHHsA JOTPUMAaHHA IMX  YKasiB
IIpesuneHTa Ta  3aKOHOJABCTBa Hece BukoHaBelb/PerumieHT.

PenumienTy HE MO3BOJIAETHCS TPAIFOBATH 3 (I3MYHUMH OCOOaMHU Ta
OpraHi3allisiMi, MOB’I3aHUMH 3 TECPOPU3MOM, & TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmky. JKomHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM ab0 IOPUAMYHHM 0CO0aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, SAKUH
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKIIFOYAETHCS JIO BCIX JOTOBOPIB CyOmiapsy /
pillieHb PO HaJaHHs CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Toprieng groaepMu — BuKoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1MCHIOBATH TOPTIBIIIO JIOJBMH (SIK BU3HAYCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIFOIBMH, OCOOJIMBO >KIHKAMHU Ta TITbMH, KU JONOBHIOE€ KOHBEHIIIO
OOH 1100 npoTHIIT TPaHCHAIIOHATBFHOT OPTraHi30BaHOT 3JIOYHMHHOCTI ),
OIUTauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY IpAIIO.

5. [igTBepIKEHHS Ta PO3KPUTT iH(bOpPMALIii 010 [IATEXIB 3 METOIO
BIUIMBY Ha JesKi (emepaibHi TrOCIOAApChKi omepaili — YYacHHK
TeHJIepa MiATBEPKYE, IO JOTPHUMYETHCS 3apa3 Ta TOTPUMYBATHMEThCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTS
iHpOpMaIi MOox0 TIaTeXiB 3 METOI BIUIMBY Ha HeAKi (enepaibHi
rOCIIOJapChKi omepartiin.

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYacCHHUK TEHAEPY
MiATBEP/KYE, 10 HWOMY HE BiZoMO Mpo Oyap-saKky iHdopmaiiito, sika
CTOCY€EThCS iICHYBaHHS Oy/b-5IKOTO MOTEHI[IHHOTO KOH(IIIKTY iHTepeciB
opranizarii. Y4acHUK TeHIEpY TaKoX MiJTBEPIKY€E, IO SKII0 HOoMy
CTaHe BIIOMO Mpo iH(OpPMAIiIo, sIKa Ma€ BiTHOMICHHS IO MOKJIABOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(IIIKTY, YYacCHUK TEHIEePY HEBIIKIIQTHO
Hazae kommadii « DAl 3BiT, e po3KpUBa€ETHCS Taka iHPpOpMAIIis.

7. 3abopoHa cerperamii MicIlb CHIIbHOTO KOPHCTYBaHHS — YYacCHUK
TeHJepa MiATBEepIKYE, Mo ToTpuMyeThest FAR 52.222-21 «3abopoHa
cerperatii MiCIb CIIIIbHOTO KOPUCTYBAaHHSD).

8. PiBHI MOXJIHMBOCTI — VY4YacHHUK TEHJAepy MiATBEPKYE, IO HE
3MIIHCHIOE IUCKPUMIHAILIIO TPOTH OY/Ih-SKOTO TpalliBHUKa a00 3asBHUKA
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

3a BIKOM, CTATTIO, PEIIri€l0, iHBANITHICTIO, Pacol0, MEPEKOHAHHIMH,
KOJILOPOM IIKipH a00 HAI[lOHAIBHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacHHK TEHAEPY MiATBEPIUKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYAOBOTO 3aKOHOJABCTBA.

10. Honoxenus npo denepanbhi 3akymiemai (FAR) — YyacHuk TeHaepa
MiATBEPDKYE, 10 o3HaHomuieHui 3 IlonoxeHHaM mpo QenepaibHi
sakyniBni (FAR) 1 He mopymrye >OZHOTO MiATBEpIKCHHS, IO
BHUMAraeThCs 3riHO 3 BiamoBigaumu HopMamu FAR, y Tomy guci, ane
He 00MEeXyIOUHCh MiATBEPUKEHHIME CTOCOBHO JIOOITOBaHHS, Xabapis,
MOXKITHBOCTI piBHOTO IpareBIalTyBaHHS, KOMIIEHCAIIHHOT
JUCKpUMiHAMii, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (enepaibHi
rOCHOAAPCHKI omepartii.

11. JoTpuMaHHS BUMOT NpAalliBHUKAMHU — YYaCHHUK TEHACPY TapaHTye,

1[0 BUMaraTuMe BiJl yCiX MpaIliBHUKIB, IOPUIUYHUX Ta GI3UIHHX OCI0 —
Ha/IaBayiB MOCIYT Yy 3B’S3Ky 3 BUKOHAHHSAM /JlOroBOpy Ha 3aKyHiBIIIO
kommaHii «DAl» 1oTpuMyBaTHCh BUMOT BiANOBiAHOTO J[OrOBOpY.

[omaroun mpomo3uLilo, YYacCHUKH TEHIEPY LUM IOTOUKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
bOMY JOKYMEHTI, a TaKoX IMpH YKJIaJeHHI JOTOBOPY MOBHHHI OyTH
TOTOBI MiAMMCATH I 3asIBH Ta MiATBEPIKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees/ logaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKKU, CyONiapAAHUKNA Ta rPaHTOOTPUMYBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAl. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAl will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

Il MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY
DAI WITHOUT PRIOR RECEIPT OF AN UNIQUE ENTITY ID (SAM).

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucauii orusix mnorounux Bumor ypsiny CIHIA — ynikanbHuii ineHTudikarop opuanasoi ocoon (SAM)
[ounnatoun 3 4 xBitHA 2022 poKy, OpUAMYHI OCOOHM, fAKI BEOYTh MAISUIBHICTH 13 (enepanbHuM YpsSaoM,
BUKOPUCTOBYBAaTHUMYTh YHIKaNbHUI ieHTH]iKaTop ropuauaHoi ocoou (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VuikanpHuid igeHTH(iKaTOp fopummuHOi ocodbu (SAM) — me 12-3HauHmMid  andaBiTHO-UM(POBUI KO, SIKHA
KOHTPOJIIOETHCS Ta IIPHCBOIOETHCS YPSAAOM 1 HAISXKUTH ypsiay. BiH gonomarae ypsity cipocTUTH nporiec igeHTudikarii
Ta TEPEBIPKH IOPUIUYHUX OCI0, TMOJETIIYIOYH W POOJSYM MEHII OOTSHKIMBUM JUIS FOPUAWYHUX OCi0 BeJeHHS
JUSIBHOCTI 3 PeiepabHUM YPSIIOM.

InenTudikaTtop HagaeTHCI PUANIHAM 0cO0aM IIij] Yac peecTpallii, ado xk HOoro Mo)KHa OoTpuMaru Ha caiiti SAM.gov
0e3 peectpartii. ITociyru 3 migrBeppkeHHs inentudikatopa mis ypsay CIIA wanae xommanis Ernst and Young.
Iadopmaris, HeoOXiaHa AT OTPUMAHHS YHIKaIbHOTO ifleHTU(]iKaTopa opuanyHoi ocodu (SAM) 6e3 peectpanii, —
MiHiMabHa. [nenTrdikaTop miATBEpIIKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi oprasizauii. Lle miaTeepmxeHHs
TOTO, 1110 Ballla OpraHi3ailis € TUM, 3a Koro cebe BHIAE.
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VHikanpHU# iaeHTH(IKATOP PopuarndHoi ocoou (SAM) HagaeThecst 0€3CTPOKOBO.
Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucauii orasx kojauurHix Bumor ypsaay CHIA — DUNS

VHiBepcanpHa cuctema Hymepauii ganux (DUNS) — e cuctema, po3po0OiieHa i KOHTpoJibOBaHa kKommaniero Dun and
Bradstreet, sika mprcBoo€ Cy0’€KTy rOCIOIAPIOBAHHS YHIKAIbHUHN JIeB’ ATH3HAYHUI nU(poBuii inenTudikarop. Taka
CHUCTeMa € CBITOBUM CTaHJApTOM 1 paHime BUKOpucTOoByBamachk ypsaoMm CIIIA mis mprcBOEHHS YHIKaTbHHX
inmeHTudikaropis opuandHIM ocobam. 4 kBiTHs 2022 poky ypsa CLIA nmpunuHUB BUKOPHCTAHHS IIi€i CHCTEMH i
3aMiHMB ii Ha yHIKaIbHUH ineHTH(iKaTOp PopuandHoi ocodn (SAM). [licns 4 keiTas 2022 poky denepanbHA ypsiI He
BuMaratume Homep DUNS.

Skuo opuandHy ocoly Oyio 3apeecTpoBaHo Ha caiiti SAM.QOV (3 akTHBHOIO a00 HEAaKTHBHOK PEECTPAIL€E0),
yHIKanpHHAN ifeHTr(iKaTop 0puandHoi ocoou (SAM) OyB pHUCBOEHMIA 1 JOCTYITHUH IS TIEPETIISILY B OOIIKOBOMY
3amuci opraHizamii Ha caiiti SAM.QOV e g0 mepexoay, skud BigOyBcs 4 kBiTHsS 2022 poky. YHIKaIbHUIA
ineHTudikarop ropuauuHoi ocoou (SAM) MokHa 3HAWTH, yBIMIOBIIH JI0 cucTeMH Ha caiiti SAM.QOV i BuOpasmu
Bi/uKeT «YTipaBiiHHs opraHizauieto / Entity Management» y cBoemy po6o4omMy rnpoctopi abo yBIfIIOBIIN 10 CHCTEMH
1 BUKOHABIIIX MOITYK iH(opMaIii mpo I0puIudHy 0co0y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ JlogaTtok F: [locBig po6oTu

Please indicate orders that best illustrate your company work experience relevant to this Request starting from the most recent. The services performed
over the past three years will be considered.

[IpocrMo BKITIOUNTH 3aMOBIIEHHS, SIKI HAMKpAIIIE LTIOCTPYIOTh TOCBiA poOOTH Balioi KOMMIaHil, akTyallbHUH TS IIHOTO 3aIUTY, TOYHHAIOYN 3 OCTAHHBOTO
3aMOBJICHHS. BepyThes 10 yBaru mociyru 37iHCHEHI IPOTIrOM MUHYJIUX TPhOX POKIB.

Ne | Project | Description | Client name/ Price in | Period of works | Completed in | Transfer and | Type of agreement,
Title/ of phone number, | UAH/ (Start-End time (yes/no)/ | acceptance act | subcontract, grant, order
Haszsa | Activities/ | e-mail/ Bapricte y | Dates)/  Jlatu | 3aBepmeno y | signed (yes/no)?/ (fixed price, with
npoekt | Ommc Hasea kiienta/ | TpH. MOYaTKY i | ctpok (Tak/Hi) | Uu miamucano aktu | reimbursement of expenses)/
y HismpHOCTI | HOMED 3aBEPILECHHA NpUAMaHHS- Tun yroau, JIOrOBOPY

tenedony,  e- pooiT nepepadi  pobit? | cyOmiapsay, TpaHry,

mail (Tax/Hi) JOTOBOPY Ha 3aKkymiBiio (3
(hikcoBaHOIO IiHO¥O, 3
BiJIIIKO/IYBaHHSIM BHUTPAT)

1

2

3

4

5
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Attachment G: Proposal Checklist/
Hopatok G: Yek-nnucT npono3uuil

Offeror: Have

you?

D Submitted your proposal to DAl electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above)?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)

|:| Price Proposal (submitted in PDF and Excel format)
D Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment F).

|:| Documents used to determine Responsibility (As required in section “Responsibility Determination”):

1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).

. Evidence of a Unique Entity ID (SAM) number for contracts over $30,000

. The source, origin, and nationality of the services are not from a Prohibited Country.

. A brief overview of the company, including professional achievements.

. Confirm that the offeror has enough financial resources to complete the required task.

. Successful experience with related projects of similar scope and size (see Attachment F).

U B~ WN
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